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2  The Im‘ormafionvVuEnerabiIity Landscape

Compromising Positions: Organizational and
Hacker Responsibility for Exposed Digital Records

Kris Erlckson and Philip N. Howard

DATA COLLECTION; management (or mismandgement), and un-

wanted disclosures of personal information have become the

subjects of public debate. In early 2005 a series of high-profile cases culminat-
ing in the loss of more than 140,000 customer credit records by ChoicePoint
helped generate significant public interest in the dangers associated with digital
records of personal information.! Then, in the summer of 2006, the Depart-
ment of Veterans Affairs admitted that some 26.5 million personal records had
been compromised.” In 2007 the Chicago Board of Elections was accused of
compromising voter files,® and the Census Bureau admitted to posting records
- for over 300 households online,* .

The threats to information security are varied: for example, search engines
increasingly index Web pages that may not be meant for public consumption,
and employee use of file-sharing software exposes many different kinds of files
to communication networks, Orgamzatlons use various levels of passwords
and encryption to try to prevent access to data on stolen laptops Data security

is never perfect, and credit card compames, universities, and government agen- .

cies cannot perfectly predict security lapses. But the growing number of news
stories about compromised personal records reveaIs a wide range of organi:
zational r mismanagement and internal security breaches: lost hard dnves and
backup tapes, employee theft, and other kinds of admmlstratlve errors. ’

So far, blame has been directed at all parties involved: at the state, for bemg s
lackadaisical in regulating organizations that deal with electronic records; at -
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34 tnformation as a Consumer and Corporate Asset

the private sector, for not giving personal privacy and information security
enough priority; and finally at the end users themselves, for not taking better
care of managing their online identities in order to mitigate the risk of fraud.
A significant amount of the information in these records concerns health and
credit records, which are often combined to generate a convincing electronic -
portrait of an individual, thus effectively reconstituting their identity.> These.
sed to fraudulently deceive government agencies

stolen identities can also be u

and credit organizations. . » )
The threat of electronic data theft also has serious implications for societ-

ies that increasingly rely on the security of data networks to conduct daily life.
For example, as more of our political system becomes computerized, there is
a stronger possibility that electronic data could contain information about an
individual’s political beliefs or voting records, which are now both easier to

access and highly detailed.’ Yet most U.S. citizens report being uninterested

in learning how to better manage their personal data or in learning about the

ways 6rganizzitions mine for data.” However, both policy makers and computer
software and haxdware,companies are, nevertheless, aggressively enrolling indi-
vidual consumers in the task of securing their own data against loss or theft.
Often at the center of these privacy breaches is the hacker archetype. Using
intellectual property law, court challenges, and amicus briefs, corporate and
government leaders have reframed the meaning of the term “hacking” from a
character working for freedom of access to technology and information to one
that is deviant and criminal.® However, the actual role of hackers in the com-
puter security sector is considerably more complex. Many hackers not only
enjoy technical challenges but are sometimes even enlisted by corporations
and governments for their specific skills.? Even though the campaign against

hackers has successfully cast them as the primary culprits to blame for vulner-

ability in cyberspace, it is not clear that constructing this target for blame has

resulted in more secure pefsofxal digital records.
This chapter explores how responsibility for protecting electronic data is cur-
>rent1y attributed
- compromised personal records. In our investigation we compare the aims of leg-
islation with an analysis of reported incidents of data loss for the period of 1980~
2007. A discrepancy between Jegislative responses to electronic data loss and the
actual damages incurred reveals that responsibility for maintaining the secutitjf
of electronic personal records has been misplaced and should be reexarnined. We

cqﬁclude w‘it_h'a brief discussion of the options for public policy oversight.

and examines legislation designed to manage the problem of
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Legal Evolution—from Regulating Hackers
to Regulating Corporations

Scholar? often point out that new information technologies consistentt

sent .leglslators with the challenge of regulating issues for which there oo
re:adﬂy apparent legal precedents. Lawmakers are frequently cast as la 'arebno
hind technological innovation, as they struggle to catch up with neg\tgv1 rflf i,
of behavior enabled by rapidly evolving technology. Traditional legal conc::n:cls
?uch a? private property and trespass often become problematic when a hpc?
11} thne contexts enabled by information and communication techlfole |
gies. For example, E. A. Cavazos and D. Morin have argued that the 1 ho_
strug.gled to adequately account for the nuances of cOmputer—mediategw )

‘ munication.'’ These tensions become particularly apparent when ‘Iawmcim-'
have attempted to regulate behavior across several legal juxisdicﬁons snc‘haase'rS ‘
:che case of music piracy and online gambling.!! Particularly in the ’context :;
Tnff)rmatloq security of digital information, legislation has been questionabl
in its effectiveness as a deterrent. The law first turned to regulating the act Z’
computer intrusion committed by “hackers” and now has turned to regulati:g

. the consequences of intrusion and data leakage through data breach notifica-

tion statutes.

Regulating Computer Intrusion and Hackers
The Computer Fraud and Abuse Act (CFAA) was passed in 1984 in response

to growing political and media attention surrounding the dangers of com-

u te : 3 . - 0 .
fo r crime. The act criminalized exceeding authorized access to private
m - 3 ) ‘
puter sj.zstems, makmg it a felony offense when trespass leads to damages
over a certain monetary threshold. The CFAA underwent major revisions in

1986 and 1996, and it was further strengthened by the passage of the USA

Patriot Act in 2002. Overall, these revisions have served to make the act m.
broadly gppli;able to various kinds of computer crime, while also i ?re
the punitive response to these offenises. 12 o e
For example, the revisions in 2002 were tailored to makerc easier to sur-
pass the $5,000 felony threshold. The threshold was waived inv cases wheresz; ‘
cqmpq?er systems involved are used for national security or law enforcement -
purposes. Int cases not involving natidnél,secur‘ity, the definition of “dé.mage” |

Wa . N r : - . .. -
- was broadened to include costs relating to damage assessment and lost revenue’

g an interruption of service. The $5,000 threshold is also cumulative over

_— . .
I ultiple machines if more than one system is involved in a single attack.” In
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computer trespass was raised from

addition, the maximum sentence for felony
and from ten to twenty years for

five to ten years for first-time convictions,

repeat offenses.™ .
- Given the relatively harsh penalues for computer intrusion in comparison

with those for other crimes in which victims suffer personal physmal harm, it is
surprising that the CFAA has not been more effective as a deterrent. ‘The appar-

ent surge in computes-related offenses, including the theft of online personal

records, suggests that the punitive nature of this legislation is not having the

desired effect.” The belief that all hackers are malicious is essentlaﬂy a myth—
beulture do not condone destructive

many members of the computer hacker su
behavior and do not consider their activities to be particularly malicious.®
Arguably the most significant threat posed by computer criminals comes

not from the core group of white, black, or gray hat hackers but from md1~
viduals who use hacker techniques to invade systems for monetary gain.”

Since knowledge and tools developed by more experienced hackers can easily
be obtained on the internet, the capability to penetrate insecure networks has
propagated outside of the original hacker community to other groups, ranging
from inexperienced teenagers to international crime syndicates.® These indi-

viduals may feel protected from the law
mediated communication, or they may
cnmmal penalties for computer fraud do not apply.

te Data Leaks Through Breach Notification Statutes

be located in jurisdictions where harsh

Regulating Corpora
Although the CFAA aids in the prosecution 0
tronic data theft and trespass, individual states
to reoulate the management of electronic records.
~ fornia introduced a new provision 10
- tice of Security Breach” This addition to
business or agency that has been the victim o
parties whose personal information mi,

fornia legislation defines ° personal mformatmn as an.indiv

in combination w1th one of the following types of data:

(x) Soc1a1 Security number
(2) Driver’s license number or California Ident

(3) Account number, credit or debit card number,
access code, or password that would per

1ﬁcatxon Card pumber

in com'bmatmn with

any required security code,
access to an individual’s financial account

by the relative anonymity of computer- - '

f criminals who engage in elec-
have taken additional legal steps
In 2003 the state of Cali-
the Information Practices Act, the “No-
the California Civil Code obliges any
f a security breach to notify any

ight have been compromised. The Cali-
idual’s fu]l name
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The organization responsible for handliocr the romi
o nization responsi ng the compromised data mu;
thre;yl cizt:nmt:ai;r:ctgms 1nd1v1c§ua].1y, uoless the cost of notification exceedssatl
et of.$250,000, or if the total number of individuals affected is
Combinationszgzzzi.l In tl;i;se oases, subs'titute notification can be made using a
combination o ‘ no cijcxon and disclosure to major media outlets. Noti-
‘ ust be carried out “in the most expedient time possible and wi
?nrea]sonable delay, consistent with the legitimate needs of law :II:for‘::r:::Ollz
... ]or o
e the sl gty of o ot e Sellwing b Coome
ata system.”"? ing i iforni
footsteéps, at least forty additional states had Znacted miffliﬁiilizgi?ztfs
7

Unl
nlike the CFAA, however, this legislation does not directly address the issue of -

]letW()Ik SeCuIlty.‘ It dOES noet foImallZe Standalds orr L'lles fOI lnfOIlIlatloll Se-
lty, 1 I'g 111Z : ty P
CuvI nor does t Znake orga: ations aCCOuntable fOI Q0T secur actices
p 1 T
t]].at‘ nla.ke them Vul»nerable to attaCk. Ihe leglslatlon Pumsl}es buslnesses Only
fCI ff ]ng . nott ) I ! ! g gibn:EmSEEL‘lI'ulg EieCtICnlC

recor dS. SlIlce adeq uatel y Secur IIIg a Conlp uter netw Ork ﬁ‘OIn mtrusion 1s.an

::;r:lsn; proopect, this legislation essentially lets businesses off the hook b

o tha% thex.n ];abl_e for damages only when they fail to notify affected individu}j
e jxtry fatadhave been compromised. Interestingly, by failing to ossign

nsibility for data loss to those agenci , ¥

: . or data loss | gencies that manage electronic '

g)fo‘rimalﬁon, this legislation serves in part to shift that responsibility tietils m'lal
ividual users, since they are the ones wh e

o must
identity once notified of a breach.® it e sicps 10 provect thek

So far, the legal responses to electronic identity theft in the United Stat
ates

have sou inimi irect
ght to minimize the direct involvement by the state, instead relying on

a Paftﬂel shl p be tween th.e interests Of PI wvate ﬁrI‘[ls aIld the consumers 0{ t]: 105¢
. TI . E E I » ] . . ] . E

iz:ieficzcizzilz VL: izl United ‘States“—thc CFAA and the California data breach
- (t:;e y ;esemble offline governmental strategies that seek to
phes Fsponebiley ¢ individual consumer-citizens while dxsclphmng those
agenmes orad % e ér Srotect themselves.2! Moreover, the hesitation of public
foencles i the Uit tates to draft legislation that would directly influence
oot curity is consistent with the overall trend of regulator
a shift that began before the mformatlon sector occupled such Z

rm;;ry position in the national economy. -
: o -
- n:.b aetg:llatlve choices that pohcymakers in the Umted States have made
e problem of data msecunty have been shaped by the tenet that
‘ a



38 Information as a Consumer and Corporate Asset

v goverrimehts should interfere only minimally with markets. Thus, legiélative

initiatives have éroded public policy oversight of corporate behavior. In the
arena of data security for privaie information, this erosion has meant deem-
phasizing the role of govérnment and public policy oversight in data security,
encouraging industry self-regulation among the firms benefiting in the reten-
tion of personal data, and increasing individual responsibility for managing

our personal data.

Analysis of Compromised Electronic Records,

19 80-2007 o

We conducted a search of incidents of electronic data loss reported in major
U.S. news media from 1980 to 2007 These included print publications with na-
tional circulation, such as the New York Times, the L.A. Times, and USA Today,
along with major broadcast news media. Because some news reports contained
references to more than one incident, we employed a snowbail methodology
to expand our analysis by including additional security breaches mentioned in
the same article. Duplicate entries were eliminated by comparing news stories

on the basis of organizations involved, dates, and other incident details. In in-

stances where papers reported different quantities of lost records, we chose the

most conservative report. We also consulted lists of electronic data breaches

compiled by third-party computer security advisories, such as the 1dentity
Theft Resource Center (www.idtheftcenter.org) and Attrition.org. Our method
yielded 852 ‘incidents, 39 of which were discarded because they involved citi-
zens of other countries. Of the remainder, 813 incidents were successfully cross-
checked with LexisNexis and Proquesf to ensure accuracy®
Our list of reported incidents is limited to events in which one or more
electronic personal records were compromised through negligence or theft. We
acknowledge that there are occasions when end users consider their personal
information compromised when the data are sold among third parties for mar-
keting purposes without their informed consent. For this study, we look only at
incidents of compromised records that are almost certainly illegal or negligent
‘acts. For the purposes of this chapter, we deﬁné electronic personal records
as data containing privileged information about an individual that éanhdf;_: be
‘readily obtained through other public means. Rather than become involvécf in
 the broader debate about the virtues and dangers of online anonymity, we have

choser to focus only on data that are more sensitive than the information that
- we regularly volunteer in the course of surfing the Web (such as one’s name or :

The information Vulnerability Landscape 39

Iitemgt vprotocoI [IP] address). We define “personal data” to be information
; at should Teas?nably be known only to the individual concerned or be held
Y an organization under the terms of a confidentiality agreemént (such as

betw i i :
een a patient and a care provider). Electronic personal records therefore

could include individuals’ personal credit histories, banking information such

as credi ‘ i
it card numbers or account numbers, medical records, Social Security

numbers, and grades earned at school. We focused only on incidents in which
compromised personal records were kept for a legitimate purpose by a fi :
igovernmen’c agency, or other organization. Consequently, “phishing” Zr § (: nfl',
.1r;g scam:s in which victims are deceived into volunteering their own perl:ozai
mfom%atxon are not included in our analysis. All of the incidents in our analysi
deal with data thgt were maintained in electronic form, although in some s
comprormised data were contained on lost or stolen computer hardware -
- BeWeen 1980-and 2007, some 1.9 billion records wére reported co-m T0-
mised b?r government agem;ies, firms, hospitals, universities, and the rii!i;‘
tary. This is the sum of c_:omprornised_ records from 813 incidents in which
'SOII'le estimate of the volume of lost records was offered, though in 61 of thlc
incidents the volume of the security breach was unknown: Ina s :ie
numbf:r of lost records is larger than one might expect bec'ause a ;:viel’ : ;S
mark mci-dents account for a large portion of the total number of reczndq
compromised. On the other hand, we conservativély recorded the numb r Sf
records lost in each incident: if a range of the number of compromi gr .
cords was offered, we recorded the lowest number; if no exactpnumllase s
reported, we recorded zero compromised rebords; in news stories w;r W%s
was‘repqrted only that “bundreds” or “thousan&” of personal record e
compromised, we recorded 100 or 1,000 compromised records MoreovS er
nlumber of confirmed incidents—813 in all—may seem sma]lex; thane . t ;
gljrexll the twenty-seven-year time frame of our search. Some article:q:-ec y
multiple incidents, and of course many incidents were covered by jou E;Il}'ort |
on multiple occasions. In 2004 the ‘Census Bureau estimated ’rha); }thei: wlesrt:

"y million 4 o -
217 million adults living in the United States. We can conservatively estimate

that for in the ine priva
or every U.S. adult, in the aggregate, nine private records have been com-

-promised. Unfortunately we cannot know how many of these compromised

P lvgte records have actually been'used for identity theft, or how mariv were
sold to marketing companies. ~ o HETEEE

Table 2-1 shows the number of reported incidents and volume of cdﬁipré—

. ‘1vse‘-d rgco:ds between 1980 and 2007, along with their distribution by sector.
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The majority of incidents involved commercial actors; less than a third of the in-
cidents involved colleges, universities, or nonprofit agencies; and the remainder
involved government, hospitals, and the military. When the exceptional loss of
1.6 billion personal records by Acxiom Corporation is removed, the commercial

° o sector still accounted for approximately 308 million individual compromised
a g g; o v ; omg g records, four times that of the next-highest contributor, the government sec-
$13g.8|g8R8|G2RE| 2227 5 . The education and nonprofit sector accounted for a small percentage of
SECREIE LR E E tor The & p percentag
= 5\ ] Z < 2 the overall quantity of lost records, but accounted for 30 percent of all reported
. - g incidents, suggesting that educational organizations suffer from a higher rate
2 g daoa 3 t:': o®w ?::? PN § of computer insecurity than might be antigipated. This could be explained by
B E|EgFOE T & IS S the fact that colleges and universities maintain large electronic databases on
, % 23 % current and past students, staff, faculty, and alumni, and have an organizational
% 3. 3 ;; cul?ure geared toward 1nf91tma‘r.10n sharing: Ir?t?wever, medlca.I organizations—
5| X ccoclBoao § o2 § °% = 2 which presumably also maintain large quantities of electronic data—reported
3 § © ot @ g a significantly lower number of incidents of data loss. These differences may be
(_% ae ’ :"‘% the result of strong privacy legislation in the arena of medical information, but
=R § 51 o 5 comparatively weak privacy legislation in the arena of educational and com-
3 | E co-glgemwn|EvER]|ETEN .zn'fé mercial information.
—ﬁ % & 8 § E - - Although Table 2-1 has aggregated twenty-seven years’ worth of incidents,
%’é 1 © - . ‘é ‘é the bulk of the reports occur between 2005 and 2007, after legislation in Cali-
213 2 - E oo z g fornia, Washington, and other states took effect. There were five times as many
g flocooco|ecc° | BOR® g S £8 incidents in the period between 2005 and 2007 as there were in the previous
80 é ° é % twenty-five years. Interestingly, the mandatory reporting legislation seems to
gl - » g 591 % E v have exposed educational organizations as a major source of private data leaks.
2 § % ) a - % n 8o gs 2 S Since 1980, 36 percent of the incidents involved commercial firms, but in the
’ : ] % R § =T ?g: A § Z % three most recent years, 33 percent of the incidents involved educational orga-
§ SRS - - - N -é < nizations. These kinds of organizations may have been the least equipped to
g ez 8| Z8ZR | AEE glz®=ES ; g protect the data of their students, staff, facuity, and alumni.
§ ' ) “ Lo ‘ég - For the majority of incidents, the news articles report some information
% P % 3 E : .g .“:’. g _g Eg ‘ vaboug _how the records‘were _chproqﬁ§¢d.‘A closer reading of each incident,
5 R 382 S8 B2 2 2=  however, reveals that most involved different combinations of mismanage-
E‘ IS T - 2 “é - ment, criminal intent, and, occasionally, bad luck. The hacker label was often
- '§ ) § : % 2 ::E ' - used, even when the theft was perpetrated by an insider, such as a student or
: ; ‘ é«; ;‘% é 8; : g ‘é % employee. Moreover, company public relations experts often posited that per-
= & i) = o .
- L

sonal records were only “exposed;” not compromised, when employees posted
private records to a website or lost a laptop and the company could not be sure
that anyone had taken specific advantage of the security breach,
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FIGURE 2-1 Incidents of Compromised Personal Records, Identity Theft

and Internet-Related Fraud Complaints, 20602007 e, 000
Iculations of incidents of compromised persona rec%r Ss,Federal
d Internet-Related Fraud Complaints from the .S, "
Natzonal and State Trends in Fraud an

Complaints,
sOURCE: Based on authors1 ca
2007. Identity Theft Complaints an
Trazie Comnzllssmn Consumer Sentinel Project Team,

Identity Theft, 2000-2003 and 2003-2006.

or other adrmmstrative ervor. First, it is notable that as

ords, the
more states reqmred organlzatlons to report compromlsed dlgltal TeC 3

wal news stories on the topic increased significantly. In fact,

volume of ann i
— in the pre
there were more reported incidents in the perlod 20052007 than i p

d
vious twenty-five years combined. We found 126 incidents of comprzmlse
o

records between 1980 and 2004, and 687 incidents between 2005 and 2007.

Just summing these incidents, when mandatory reporting legislation was in
we find that 72 percent of the stories concern data that

or stolen hardware,

place in many states,
expose
were accxdentaﬂy placed onlitie or :
stolen equipment, 0¥ other secunty breaches such as employee loss of egulp
_ment or backup tapes. -
Several factors mlght explain the
ume of compromised data over p
" results are skewed by the relative growth of new, fresh news stories devote
to this issue and the loss of older stories that
as time passed Perhaps there have always been

pattem of increasing mc1dents and vol-

d through admmlstratwe errors, -

time. First, there is the 90551b111ty that the

disappeared from news archives -
hundreds of incidents every
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year, but only in recent years has the severity of the problem been reported
in the news. If this were the case, we would expect to see a gradually decaying
pattern with a greater number of reported cases in 2007 than in 2006, 2005,
and so on. However, the dramatic difference in reported incidents between

later years and early years suggests that this effect does not adequately ex-
plain our observations. A second possibility is that greater media attention

or sensationalized reporting in 2005 and 2006 led to a relative over-reporting

of incidents, compared with previous years. Literature on media responses

to perceived crises or “moral panics” would suggest that a similar effect com-

monly accompanies issues that are granted a disproportionate amount of '

public attention, such as the mugging scare in Great Britain in the 1970s or
the crackdown on the rave subculture in the 1990s.% Although it is unlikely

 that media outlets have exaggerated the amount of electronic personal record
loss, it is possible that in previous years a certain number of events went un-

reported in the media owing to lack of awareness or interest in the issue of
identity theft. A third possibility is that there were more reported incidents of
data loss between 2005 and 2007 because organizations are maintaining and
losing a larger quantity of electronic data and because a changing legislative
environment in many states is obliging organizations to report events pub-
licly that would have gone unreported in previous years. The fourth possibil-
ity, and the most pIausible one, is that mandatory reporting legislation has

exposed both the severity of the problem and the common circumstances of -

organizational mismanagement.
It is likely that a combination of factors e‘{plaln our observatlons Data

‘breach notification legislation that requires the prompt reporting of lost re-
. cords in California came into effect in 2003; however, the legislation was not

widely adopted and implemented by other states until 2005, which might help
to explain the dramatic increase in reporte‘d' cases. Data breach notification
legislation in California, as in many other states, requires notification when a
state’ resmlent has been a victim of data Ioss, regardless of where the offendmg

jorgamzatlon resides. Therefore, orgamzatwns Iocated in states w1thout data ,

breach notification laws, such as Oregon, are still required to report cases to

victims who live in states that have enacted this type of leglslatzon, such as New

York. The nature and complemty of many databases means that, in many cases,

- compromised databases are likely to contain information about restdents who
- are protected by data breach nouﬁcatlon 1eg1s1at10n, thus mcreasmg the total

number of reported cases.
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Conclusion o
'The computer hacker is one of the most vilified figares in the digital era, but
are organizafions just as responsible as hackers for compromised personal rec-
ords? To examine the role of organizatibnal behavior in privacy violations, we-
analyzed 8s2 incidents of compromised data between 1980 and 2007 In the
United States, some 1.9 billion records have been exposéd, either through poor
management or hacker intrusions: about nine personél digital records for ev-
ery adult. There were more reported incidents between 2005 and 2007 than in
the previous twenty-five years combined, and while businesses have long been
the primary organizations hemorrhaging personal records, colleges and uni-
versities are increasi'nglf implicated. Mandatory reporting laws have exposed
how many incidents and how many records have been lost because of organi-
zational mismanagement, rather than hackers. In the period since these laws
came into force, 7 percent of incident reports do not attribute blame, 27 per-
cent blame hackers, and 66 percent blame organizational mismanagement:
personally identifiable information accidentally placed online, missing equip-
ment, lost backup tapes, or other administrative errors. :
© Surveying news reports of incidents of compromised personal records helps
expose the diverse situations in which electronic personal records are stolen,
lost, or mismanaged. More important, it allows us to separate incidents in which
personal records have been compromised by outside hackers from incidents in
which breaches were the result of an organizational lapse. Of course, we should
expect organizations to perform due diligence and safeguard the digital records
holding personal information from attack by malicious intruders. But often or-
ganizations are both the unwilling and unwitting victims of a malicious hacker.
Through this study of reported incidents of compromised data, we found that
. ‘two-ﬁfths of the incidents over the past quarter-century involved malicious
hackers with criminal intent. Surprisingly, however, the proportion of incident
reports involving hackers was sméller than the_, proportion of incidents involv-
ing oi:gaiiizatiovnal action or inaction. While 27 percent of the incidents reported
clearly identified a hacker as the culprit, 66 percent of the incidents involved
missing or stolen hardware, i'nsider abuse or theft, administrative error, or the
accidental exposure of data online. The remainder of news stories record too
Tittle information about the breach to determine the cause—either organiza-
" tions or individual hackers might be to blame for some of these incidents.
" Figure 2-1 helps put the trend line analyzed in this chapter into the con;

text of identity theft complaints received by the Federal Trade Commission.
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Fn .20'06 and 2007, the FIC received roughly 250,000 consumer complaints of
identity theft and 200,000 consumer complaints of internet-related Er rclis .
nually. Such official consumer reports can serve as an indicator of th tcome
of compromised digital records, and it is interesting to note that zr(l):} ;Come
fewer than fifty news stories about compromised digital records were re1 o2 c;o; »
eacl-{ year. Beginning a year later, the rate of such news reports incre 1«j:l crI \
matically, bringing into view a clearer picture of the ways in whi hase ol
electronic records get compromised. 7o e persond
Or'ganizations probably can be blamed for the imanagement radi hi
result in administrative errors, lost backup tapes, or data expose(I; onli o ;nat
even though an organization can be the victim of theft by its emplol;fleis w(:
» s

_ might still expect organizations to develop suitable safeguards designed to en-

51‘11.':3 the safety of client, customer, or member data. Even using the new
dia’s expaniye definitiori of hacker as a basis for coding stories, we find :hmeq
large po?non‘ of the security breaches in the United States are di ’ -
of organizational malfeasance, reduetosomelom
One impostant outcome of the legislation is improved information ‘abo t
the types of security breaches. Many of the news stories between 1980 and \
report paltry details, with sources being off the record and vague esti s of
‘lrhe severity Qf the security breach. Since the enactment of mandat .
Zlial;gi;lation in many states, most news coverage provides more :lll’isrtz:;
etails. In 2007 only one of stories di
P fo}rI ‘ secc; ritf;e ]:IZ ::vs stories did not make some attribution
Legislators at the federal and state level have adopted two main strategi s
1t_lo addf’ess the problem of electronic record management. On one hanz iiizs
t;;;z f;re:;}y ta‘.rgef':ed mdiv.iduals ( comp.uter hackers) whose actions poter;tia]lj}:
,’ n the sv'ecunty of private electronic data. The CFAA has been repeatedl
}streng‘thened in response to a perception that electronic data theft re lis t .
n-'iate;#al and g?owing concern. However, our data suggest that ma]ici(}))us ;rfcr:
:;(;151) ; I}lrclfz(c:fl:;;s makes up only a pqrtior1‘ of all rgported cases, while other fac-
poor management practices by organization themselves, con-

' tribute more to the problem. -~ - :

~Th :
s e se:‘:;nd strategy employed by regulators might be thought of as an in
ct o s Tinare” » ' : i
et r 1‘sc1phnary strategy. Data breach notification legislation obliges
ganizations that manage electronic data to report vany data loss to. the in-

-~ divid » ies, wary of
ﬁnanulalls coqcerned. Companies, wary of both the negative publicity and the
cial costs generated by an incident of data loss, are encouraged to adopt
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more tesponsible network administration practices. Similarly, end users are
urged to weigh both the risk of doihg business electronically and the costs as-
sociated with taking action once they are notified of a breach. The practice of
using a risk/reward calculus to achieve policy objectives through legislation has
been termed governing “in the shadow of the law” by some contributors to the
critical legal studies and governmentality literature.” »

One potential problem with this strategy is that the risks and rewards will
be unequally distributed among individual, state, and corporate actors. While
alarge corporation might possess the resources and technical skill necessary to
encrypt data, secure networks, and hire external auditors, other organizations
in the private or public sector might not find the risk of poténtial record loss
worth the expenditure necessary to secure the data. Governing through this
type of market discipline is likely to result in a wide spectrum of responses
from differentially sitaated actors. »

There are a number of alternatives open to lawmakers and policy zidvisf
ers that could materially stréngthen the security of electronic personal records

in this country. Alternatives include setting stricter standards for information

management, levying fines against organizations that violate information secu-
rity standards, and mandating the encryption of all computerized personal data.

However, the introduction of legislation to directly regulate organizations that

 handle electronic information would certainly be controversial. A wide variety
of ‘agencies, companies, and organizations manage personal records on a daily
basis. This complexity would hinder the imposition of standardized practices
such as encryption protocols. Corporations would pxobably balk at the pros-
pect of having to pay'ﬁnes or introduce expensive security measures and accuse

the government of heavy-handed interference. Others might argue that the im- -

peratives of free-market capitalism demand that the government refrain from
~ adopting punitive legislation, especially in order to maximize competitiveness.
In the incidents studied here, most of the security breaches were at commercial
firms and educaﬁonal orgiﬂizations, rather than breaches of individuals’ secu-
rity. However, identity theft can have a significant impact on individuals whose

identities are stolen; it can also have a significant impact on the reputation of

the organization that was compromised.

Although computer hacking has been widely reframed as a _crixh'mal activ-

ity and is punished increasingly harshly, the legal response has obfuscated the -

responsibility of commercial, educational, government, medical, and military
organizations for data security. The scale and scope of electronic record loss
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over the. : »
orer e .past. d:cide would suggest that organizational self-regulation or self
ing 1s failing to keep our personal r ,
ecords secure and th
porne : ; that the state
. oreh dJreic 11‘ole to play in protecting personal information Siate—level
ives have helped expose the maki -
v d problem by making it ibl
o : g 1t possible to collect
- r.decllta on the types of security breaches that are occurring, and to make
some i i ’
o t}u gments about who is responsible for them. If public policy can be
s . . o
0 Create incentives for organizations to better manage personally iden

: tiﬁable iIlf i i i i -
ormation and punlsh Ol‘ganlzatlons fOl‘ .mismanagement Such il’li
>

tiati :
dl:ttWes. v}zlould plfobably have to come at the state level. Electronically stored
a might very well be weightless, but the organizatibns that retain personaily

ldenﬂﬁable lnf{)rmatlon must Shou.[de]: ore ot t] e ]leavy ])Ll de ee
it
raen fOI‘ k Plng




