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3.Introduction  

Virtual factories are created when distributed manufacturing, virtual enterprises, and business 

management amalgamate. From a technical perspective (Jain, Sanjay, et al. 2001) (Zhai, Wenbin, et 

al., 2002) a vF refers distributed, integrated, computer-based composite model of a total 

manufacturing environment, incorporating all the tasks and resources necessary to accomplish the 

operation of designing, producing, and delivering a product (Jain, Sanjay, et al., 2002). From the 

manufacturing practice, the machines, processes, related products and services are directly made 

compatible to support automated design and verification of collaborative business processes. All 

manufacturing processes from individual enterprises integrate into a joint collaborative business 

process (cBP) that is specified, designed and verified to take advantage of the pool of skills, 

resources and technology.  In that way, support for analysis of different design alternatives, 

performance evaluation and reduced time-to-production is achieved through a consolidated effort. 

By nature cBPs are complex, dynamic, and cross organizational borders to involve different 

partners. They heavily rely on data emanating from partners for their design and execution. 

Therefore a need for verification of cBPs remains resonant and we posit that it should be supported 

with canonical methods or tools to avoid errors at execution. Literature remains scanty concerning 

methods, techniques and tools applicable to verify cBPs especially in a vF environment. 

Verification of single organization business processes has been well addressed with various 

approaches (Larsen et al., 1997), (van der Aalst, W., 1997), (Alur, 1996) (van der Aalst, W., 2000), 

(van der Aalst W. and Ter Hofstede, A. 2000), (van der Aalst, W. and van Hee, K., 2004), 

(Anderson, B. B, et al., 2005) (Pesic and Van der Aalst, 2006). cBPs differ from single organization 

business processes in nature and structural design (van der Aalst, W. and van Hee, K., 2004) (van 

der Aalst, W., 2000), thus their design, verification and execution differs more so in virtual 

environments where execution is automated.  

Existing verification approaches present realizable knowledge gaps; they concentrate on 

verifying control flow aspects (van der Aalst, W. and van Hee, K., 2004) (Anderson, B. B, et al., 

2005) (Pesic and Van der Aalst, 2006), (van der Aalst W. and Ter Hofstede, A. 2000), (Aalst, Wil 

M. P. van der. 2000), (Varea, M. 2002), (Adamides, E. D., & Karacapilidis, N. 2006), (Aalst, van 

der W. W., & Pesic, M. M., 2006), (Norta, A. A., Grefen, P. P., & Narendra, N., 2014) while 

abstracting from other perspectives like data. Data is a major input for smart devices and machines 

in a vF supporting automated execution of processes. Besides, best practice linking verification 

approaches to vF cBPs is missing. The EU H2020 FIRST (vF Interoperation suppoRting buSiness 

innovaTion) project aims to develop a method to support non expert end users to model and verify 

vF cBPs.  

This report presents the state of art in business process verification approaches and makes a 

comparative assessment of their fitness to verify vF cBPs. The vF being a highly data intensive 

environment, we describe the data requirements of cBPs and their verification for error free 

execution of cBP. 

Compliance constrains business processes to adhere to certain guidelines, standards, laws and 

regulation. Non-compliance subjects enterprises to litigation and financial penalties like fines or law 

suits. Collaborative business processes cross organizational boundaries and regional borders 

implying that internal and cross regional laws and regulations must be complied with or satisfied. 

To protect customs’ data, European enterprises need to comply with the data privacy regulation 

from EU (general data protection regulation - GDPR) and each member state’s data protection 

regulations or laws. One example of non-compliance with GDPR is Facebook, it is accused for 

breaching its subscribers’ trust. Collaborative business processes often cross different organizations 

from different countries. Compliance verification is thus essential for deploying and implementing 

collaborative business process systems. Compliance verification involves ensuring that 

collaborative business processes are checked for conformance to compliance requirements 
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throughout their life cycle. In this paper we take a proactive approach aiming to discuss the need for 

design time preventative compliance verification as opposed to after effect runtime detective 

approach. We use a real-world case to show how compliance needs to be analyzed and show the 

benefits of applying compliance check at the process design stage.  

Compliance is about adherence to regulations, guidelines or predefined legal requirements like 

norms, laws and standards. In terms of business processes, compliance relates to conformance to 

different process perspectives (Borrego and Barba 2014, Ramezani et al. 2014), namely control 

flow, resources, data, and time, where control flow strict adherence to the sequential of flow of 

activities and their relationships; resources adherence to policies constraining allocation and 

assignment of resources to perform tasks; data adherence to data access control; and time relates to 

temporal aspects like delays and time lags. These perspectives constrain the business process 

according to the internal organizational policies. Besides, external policies and regulations present 

compliance demands that must be satisfied especially for by business processes that cross 

organizational and regional borders. Such are known as collaborative business processes (Schulz 

and Oklowska 2004, Ziemann and Matheis 2007, Telang and Singh 2012), a new trend of 

borderless business processes subject to international regulations. Moreover, partner organizations 

vary the core process to suit specific needs of their market or business environment resulting into 

process variants. Notably, the variants must stay in compliance with the core business process. Such 

scenarios signify compliance as a big and relevant topic with numerous forms of application. 

The rising challenges and dynamics surrounding compliance today have compelled new laws 

and regulations to come into existence or revision of existing ones by the regulatory agencies, e.g. 

the GDPR, Sabanese-Oxley Act 2002 (SOX), Base III, ITIL, ISO 2700, and Consumer Protection 

Act 2015 (CPA) among others. The non-regulatory organizations are on the other hand required to 

exhibit compliance to the regulations and laws through their business processes. Non-compliance 

results into fines, litigations or loss of business and costs the image of the organization. Facebook is 

currently striving to rebuild public trust due breach of subscriber trust and non-compliance to data 

privacy (Guynn 2018). 

Compliance provides means to monitor adherence to quality standards for products and services, 

consumer protection and operational transparence. Also, strict adherence to financial and 

accounting standards enables firms to keep in operation without which they plunder into oblivion or 

bankruptcy as was the case of Tyco, Global Crossing and Adelphia, Enron, HIH, Société Générale 

and Worldcom corporate scandals. Furthermore, where process variants exist and entry into a new 

market is required, compliant variants can easily be selected for similar environments. For example, 

a collaborative business process is varied to suit laws and regulations of different countries, the 

most similar or closely compliant process variant is chosen thereby saving time.  

Compliance in business process management is complex and not an automatic task to achieve 

especially where end users are non-experts in modeling. As observed (section 2), support for 

compliance has been built upon well-structured but non-collaborative business processes whose 

interaction is limited to single organizations, based on control flow and resource perspectives. 

Employed techniques like process mining are curved upon the detective after-the-effect approach 

seeking to monitor conformance of observed behavior with modeled behavior. This mainly 

addresses control flow conformance internal policies. A knowledge gap exists to support 

compliance of collaborative business processes with policies beyond control flow to external 

regulations, laws and standards. With the expanded scope of constraints, it is also necessary at 

design time to verify between internal and external regulations to ensure that they map and 

synchronize to avoid any unpredictable conflicts that can cause deadlocks in the process.  

To that effect, we adopt concept of compliance-by-design (Sadiq and Governatori 2010) as a 

paradigm to achieve design time preventive compliance of the business process models with 

regulatory requirements. Compliance-by-design is a process of developing a software system that 

implements a business process in such a way that its ability to meet specific compliance 

requirements is ascertained (Kochanowski et al. 2014). To achieve compliant business processes at 
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runtime, compliance strategies must be built and checked at design time. In this paper we 

emphasize the need for design time compliance checking. This is tenable through application of 

formal methods to reason about business processes as system models and compliance requirements 

as properties to automate compliance rule verification.  

This report is based on two published papers (Kasse JP et al., 2018) and (Kasse JP, Xu L, and de Vrieze 

P, 2017). The report is mainly contributed by John Kasse, Dr. Lai Xu, Dr. de Vrieze Paul from Bournemouth 

University, Prof. Yuewei Bai from Shanghai Polytechnic University, and Mu Hua from 

KMSoftware.    
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4. State of the art in Business Process Verification 

2.1 Business Process Verification Approaches 

Business process verification also known as model checking (MC) is an area of different 

application expressed in terms of variability, compliance, compatibility and verification; Variability 

involves checking to ascertain how business processes vary in behavior given a set of conditions at 

design time or run time (Varea, M. 2002), (Aiello, M., Bulanov, P., & Groefsema, H., 2010). 

Compliance checks model conformance to a set of specifications like business requirements or 

laws/ standards (Adamides, E. D., & Karacapilidis, N. 2006), (Aalst, van der W. W., & Pesic, M. 

M., 2006), (Norta, A. A., Grefen, P. P., & Narendra, N., 2014), (Knuplesch, D. et al., 2013), 

(Kochanowski, M, et al.2014), (Fdhila, Walid, et al., 2015). Compatibility involves making sure 

that partner business processes are aligned to fit the interaction model. The interaction model 

represents the interaction architecture through which the cBP is executed (Aiello, M., Bulanov, P., 

& Groefsema, H., 2010), (Backer, Manu De, et al., 2009). Verification aims at checking and 

correcting errors in process models. The above represents the state of art in business process 

verification. Traditionally modelling languages only supported simulation as a way to validate 

designed models. Simulation is however limited since it is based on partial data and assumptions 

that may not be a true representation of the actual business requirements. 

During business process design, more time is spent on verification than actual design. Formal 

verification leads to seminal advantages like connectivity to achieve timeliness, security and 

dependability, model correctness and, model scalability in terms of number of services that can be 

supported (Knuplesch, D. et al., 2013), (Morimoto, S., 2008). There are many verification 

approaches, presented herein is a description of selected approaches based on their application and 

popularity in the cited literature. The discussion is biased towards how each approach aligns itself 

towards supporting cBP model verification.  

E-C-A Based Business Rules: A declarative approach that supports validation and simulation of 

process models to detect design errors. Events (triggered by human, machine or application) are 

checked against a Condition and Action is executed if the condition is satisfied. The approach 

integrates with CPN tools to convert specified models into a set of E-C-A rules which are 

automatically checked for compliance and semantic correctness at run time (Pham and Thanh 2015) 

as well as termination and confluence (Jin et al. 2013).  

Temporal Logic: Supports ways to specify systems and check models for correctness against a 

set of properties expressed in form of event orderings in time (Kochanowski, M. et al., 2014), 

(Morimoto, S. (2008). (Lowe, G., 2008). The specifications are expressed in Linear Time (LTL) or 

Branching Time logic. Temporal Logic employs a set of temporal operators like Eventually, Next-

time, Always, and Until to specify model behavior and, express constraints and rules that the 

models must conform to through model checking. It is widely applied to verify concurrent systems, 

distributed systems, context aware and collaborative systems due to its richness and mathematical 

foundation supporting theorem proof.  Thus the extensions into Computation Tree Logic (CTL), 

Proposition Tree Logic and Timed LTL (Giannakopoulou, D., & Havelund, K., 2001), (Havelund, 

K., & Rosu, G., 2001), (Roşu, G., Chen, F., & Ball, T. 2008) as summarized in table 1 summarizes 

in relation to their application (Baier and Katoen 2008).  

 

Logic  Linear time  

(path-based)  

Branching time 

(state-based) 

Real time Requirements 

(continuous-time domain) 

LTL    

CTL    

Timed LTL    
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The limitation of temporal logic is the lack for a graphical interface restricting its application to 

expert users. However tools with graphical user interface have been developed based on LTL like 

DecSerFlow (Pesic, M., & Aalst, van der W., 2006), (Aalst, van der W., & Pesic, M., 2006). 

 Declarative Service Flow Language (DecSerFlow): DecSerFlow supports specification, 

enactment, and monitoring of service flows in a declarative nature. It supports verification of 

service workflow conformance (Aalst, van der W., & Pesic, M., 2006) by subjecting developed 

graphical models too hard or soft temporal constraints which are enforced by the engine. 

Constraints are used to guard against violations and monitor observed violations.  

Petri nets (Petri, C. A., 1977): as a modelling and verification technique Petri nets are simple, 

easy to access and well-grounded mathematically (van der Aalst, W. M. P., 2004). When are 

applied in workflow technology Workflow Nets are created. A workflow net must meet a 

syntactical requirement of having each place or transition on a direct path from start to end. Such 

requirement satisfies the workflow property of soundness  (van der Aalst and van Hee 2004) which 

is the major property verified in workflow nets. A workflow net is sound when; it is live, there are 

no deadlocks and all states are reachable.  A live workflow net implies that tokens cannot be held in 

endless loops (live-locks), lack of deadlocks implies nonexistence of dead transitions or cases 

where the transition of a token cannot reach a final state, and Reachable refers to having all states in 

a net reachable from the initial state to the final state. 

Application of classical petri nets in large cases exposes their limitations i.e. they become so 

large, inaccessible and difficult to express or interpret  (van der Aalst and van Hee 2004). To 

overcome the limitations to high level petri nets were proposed.  

High Level Petri nets/ Colored Petri Nets (CPN): CPN tools enable modelling of data, objects 

and structures using color (Fahland, D., et al., 2009) and support verification (Jensen, K., 

Kristensen, L. M., & Wells, L., 2007), (Gottschalk, F., et al., 2008). Color extension expresses each 

instance as unique specifying its characteristics in a case, time extension captures time related 

information to track expected completion time or expected capacity of a process, and hierarchy 

extension supports hierarchical design of process models and sub process models that are designed 

with subnetworks that comprise places, transitions and arcs hierarchically linking to or from the 

main process model. CPN tools integrate with other tools to support verification of models, for 

instance Protos and E-C-A.   

Application Development based on Encapsulated pre-modelled Process Templates 

(ADEPT)/AristaFlow: ADEPT/AristaFlow is a family of tools used to support modelling and 

verification of flexible and dynamic business processes (Reichert, M. & Dadam, P., 1998) (Weber, 

B., Reichert, M., & Rinderle-Ma, S., 2008) (Weber, B., et al, 2008), (Dadam, P. & Reichert, M., 

2009). Based on clinical business scenarios, ADEPT enables process implementers, application 

developers and end users to model and verify models through its feature like; extended graphical 

interfaces, plug and play style supporting the on-the-fly correctness checks (Dadam, P. & Reichert, 

M., 2009), process templates and  structural transformation of processes, support for ad-hoc 

changes and their propagation.  

Yet Another Workflow Language (YAWL): YAWL supports both a modelling and verification 

based on the Petri nets technology (Petri, C.A., 1997) and workflow patterns (van der Aalst, W. M. 

P., Kiepuszewski, B., & Hofstede, A. ., 2003). It caters for early time detection of model errors. The 

WofYAWL editor plug-in functionality provides support to verify models for soundness and proper 

termination properties (YAWL Foundation, 2016).   

Protos: Protos supports process model definition and analysis based on different perspectives of 

data, user, or control flow. It supports simulation for quantitative analysis of models before their 

enactment and execution. Protos2CPN tool is an integration of Protos with CPN tools to support 

process model verification (Gottschalk, F. et al., 2008).  

FlowMake: The tool supports design time identification of errors in business process models 

before implementation (Wasim, S. & Maria, O., 2000). Graph reduction algorithm (Lu, R. & Sadiq, 

S., 2007) is employed to verify workflows for syntactic correctness based on a set of constraints. 
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The algorithm specifies rules to reduce the WF graph by identifying and eliminating structural 

conflicts like deadlocks and lack of synchronization. Correct structures are removed until the WF 

graph remains empty through a conflict reserving reduction process. A WF graph with structural 

conflicts is not completely reduced.  

HYbrid TECHnology (HyTech): HyTECH supports automatic verification of embedded systems 

with specification of properties expressed in real time temporal logic and verified through symbolic 

computation ( Henzinger, T. A. & Wong-toi, H., 1997). Systems are modelled as hybrid automata 

i.e. a finite state machine with both discrete and continuous variables. Models are verified for 

reachability, liveness, time boundedness and duration properties (Henzinger, T. A. &Wong-toi, H., 

1997). HyTECH is recommended verification of mission critical systems that require no margin of 

error. However, the tool lacks support for simulation, limited to verification of small systems 

(Bérard, B., et al, 2001) and linear hybrid systems (Henzinger, T. A., Horowitz, B., & Majumdar, 

R., 1999). Some of the limitations have been overcome by HyTECH+ tool (Bérard, B. et al, 2001) 

which is an extension to the classical HyTECH.   

Symbolic Model Verifier (SMV): SMV is a model checker based on binary decision diagrams 

where a set of states and transitions are considered in a single block than a single state at a time 

(Clarke, E., Emerson, E., & Sistla, P., 1986). Due to state explosion issues, NuSMV is a modified 

version based on LTL and CTL to verify synchronous finite-state and infinite-state systems. Results 

must satisfy a set of temporal specifications and if not, a counter example yields (Cimatti, A., 

Clarke, E., & Giunchiglia, E., 2002), (Kadono, M., Tsuchiya, T., & Kikuno, T., 2009).  

SPIN: It supports verification of asynchronous systems by verifying correctness properties 

expressed as standard LTL against model specifications expressed as a Buchi automaton. The Buchi 

automaton is a product from computation of the claims and the automaton representing the global 

state space. The product is then checked, if empty then the claims are not satisfied for a given 

system, otherwise it contains the behavior that satisfies the original temporal formula. To limit state 

explosion during verification, partial order reduction method is employed (Petri, C.A., 1977) , 

(Holzmann, G. J., 1997), (Holzmann, G. J., 2017), (Holzmann, G. J., Godefroid, P., & Pirottin, D., 

2013). The tool still faces the state explosion issues limiting its applicability to cBP model 

verification that come with voluminous states. 

KRONOS: KRONOS is based on timed automata and timed temporal logic supported with an 

engine which integrates with other design environments. Models are verified for reachability 

properties (Holzmann, G. J., Godefroid, P., & Pirottin, D., 2013), (Yovine, S., 1997) like ;  safety 

(system never enter unsafe states), non zenoness (the state of the system does not prevent time to 

diverge) and bounded response (ability to respond to requests issued in specified time). 

UPPAAL: UPPAAL supports on-the-fly verification of real time systems modelled as timed 

automata with extended data. It checks models for reachability and invariability properties with 

support for diagnostic trace showing why a particular property or is not satisfied (Larsen, K. G., 

Pettersson, P., & Yi, W., 1997), (Larsen, K. G., Pettersson, P., and Yi, W., 1995). State explosion 

remains a challenge limiting its application to cBP model verification.  
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Table 2 Summary of Tools and Properties 

 

Language  Tool Properties Environment  

Petri nets YAWL Soundness and Liveness Non collaborative 

CPN 

Tools 

Coverability & occurrence Non collaborative 

Woflan  Soundness, Reachability and 

Liveness 

Non collaborative 

XRL\Wofl

an 

Soundness, Reachability and 

Liveness 

Collaborative  

Protos2CP

N  

Soundness, Reachability and 

Liveness 

Non collaborative 

BPMN BPMN – 

Q 

Boundedness and 

Reachability  

Non collaborative 

FlowMake Consistency, deadlocks, 

synchronization  

Non collaborative 

Temporal 

logic  

SPIN Correctness and logical 

consistency 

Non-collaborative 

UPPAAL  Bounded Liveness, deadlock 

freeness and ability to meet 

deadlines 

Non-collaborative 

KRONOS Reachability (Safety, Non 

zenoness, Bounded response) 

Non-collaborative 

SMV/ 

NuSMV 

Correctness, safety, and 

liveliness 

Non-collaborative 

HyTECH Reachability, Safety, 

Liveness, time-bounded, and 

duration 

Non-collaborative 

2.2   Comparison Framework for Business Process Verification Approaches  

Language comparisons are based on different factors that may be objective or subjective 

(Falkenberg, E., Hesse, W., & Lindgreen, P., 1998). We choose a set of parameters to compose our 

criteria to assess the inherent traction and precision of the verification approaches and their 

appropriateness to verify vF cBP models. The following section briefly describes the parameters 

that compose the assessment criteria;  

Expressibility describes the degree to which an approach can represent any number of models in 

different application domains (Falkenberg, E., Hesse, W., & Lindgreen, P., 1998), (Hommes, B. J., 

2004). In (Lu, R. & Sadiq, S., 2007), the expressive power of a modelling technique was gauged in 

terms of its capability to represent specific process requirements.  In our case, we consider 

expressiveness of a model verification approach in terms the degree to which it enables one to 

verify different properties of cBP models given their specifications.  

Flexibility describes the ability to support exception handling, possibility to make changes at 

design time verification or runtime, and support for scalability especially as the cBPs evolve and 

grow.  
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Suitability describes the appropriateness of an approach to a particular application domain 

(Falkenberg, E., Hesse, W., & Lindgreen, P., 1998), (Hommes, B. J., 2004). In our case we assess 

suitability in terms of the degree to which an approach is applicable to verify vF cBP models given 

their structure and architecture for instance; verify semantical correctness of main models and sub 

models simultaneously. 

Complexity assesses the level of difficulty an approach presents to work with while being used to 

verify a process model (Lu, R. & Sadiq, S., 2007).  

Limitations are the different forms of inadequacies of an approach that render it inappropriate 

and inapplicable to verify vF collaborative business process models.  

2.3   Limitations of the Verification Approaches to Verify cBP Models 

Based on the assessment in table 1, we find verification approaches lacking in terms of support to 

verify cBPs. We expound on these limitations; 

Not built for verification purposes: existing approaches were developed to support modelling 

and simulation of single organization business processes, not cBPs. Models would be analyzed 

through simulation but it remains limited as noted in section 2.1. Upon verification, some 

techniques were modified or integrated with other tools to support verification (e.g Protos and E-C-

A integrate with CPN tools) (Gottschalk, F., 2008). More so, some approaches like YAWL can only 

verify models designed in the same language. For Woflan which was created as an independent 

verification approach, it can only support a few models developed in Staffware, COSA and MQ 

(Verbeek, H. M. W., Basten, T., & Van Der Aalst, W. M. P., 2001). Therefore the existing 

approaches were not built for cBP verification.  

The semantical and architectural structure: The approaches do not support the semantical 

structure and architecture required in the cBP verification. For instance the lack of interfaces or 

open structures to permit integration with other collaborating systems. YAWL avails web based 

plugins for integration to other system but the limitation of inability to simultaneously verify 

models and sub models remains a challenge. Additionally the semantical structure of some of the 

tools is ambiguous and a source of semantical errors and conflicts during the merging of models for 

verification (Koliadis, G., 2007). 

Lack of consideration for data and data analytics: Most approaches target verification based on 

control flow perspective while abstracting from other perspectives like data, resources, tasks and 

applications (Aalst, W. M. P. Van Der, 1997), (W.M.P. van der Aalst, 2000), (Verbeek, H. M. W., 

Basten, T., & Van Der Aalst, W. M. P., 2001), (Roa, J., Villarreal, P., & Chiotti, O., 2011). The 

justification advanced for abstraction never anticipated future data requirements that vF processes 

present now. vF heavily relies on data routed among interconnected smart devices to drive the 

automated machines at the factory floor. Moreover, analyzing existing data will useful for analytics 

to support process verification, decision making, projections and future planning. Therefore during 

verification data and data analytics should be supported at both design time and runtime.  
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Table 1 Summary of the Assessment of the Approaches  

 
Approach  Properties  Flexibility Suitability Complexity Limitations 

Woflan  

 

Soundness and 

Liveness 

Verifies complete 

models 

Verifies models from 

other languages. 

 

Ease of use with 

user interface.   

Hard to trace errors 

or understand 

outcome. 

Non-collaborative. 

Single model verified 

at a time. 

YAWL Soundness and 

Liveness 

Design time 

exception 

handling model 

verification  

Control flow specific   

Main model & sub 

model verified 

independently 

Supports extension 

through plugins.  

Graphical interface 

Non-collaborative 

 

FlowMake Synchronisatio

n, Deadlocks, 

consistency, 

Boundedness, 

Liveness  

Design time 

exception 

handling. 

Non scalable as 

models grow  

Supports data 

perspective. 

Non domain specific. 

Models and sub 

models verified 

independently.  

Graphical interface 

makes it usable for 

non-expert users 

Non-collaborative 

Control flow based. 

It is difficult to trace 

errors 

Colored 

Petri Nets 

Performance 

analysis  

Coverability 

and occurrence 

Supports 

exception 

handling on time 

outs 

Verifies concurrent 

systems  

Not  domain specific  

Models and sub 

models verified 

independently 

Graphical tool with 

less complexity 

Non-collaborative 

support 

SPIN Correctness and 

logical 

consistency 

Support for 

exception 

handling 

Based on temporal 

logic viable for vF 

cBP Wide application  

Not domain specific 

 

Complex syntactical 

structure and 

semantics.  

XSPIN provides a 

graphical interface. 

Non-collaborative. 

State explosion. 

Restricted to smaller 

systems 

UPPAAL  Bounded 

Liveness, 

deadlocks & 

meet deadlines 

Supports on-the-

fly verification.  

No support for data 

analytics. 

Supports diagnostic 

trace to source of 

errors. 

Non-collaborative 

support. 

Non scalable 

KRONOS Reachability - 

Safety, 

Bounded 

response  

Design time 

verification. 

Support for 

exception 

handling 

No known 

application to vF 

domain   

Models and sub 

models verified 

independently 

Graphical interface 

eases use 

Counter examples to 

aid verification 

Non-collaborative 

Limited to smaller 

models 

No support for data 

SMV/ 

NuSMV 

Correctness, 

safety, and 

liveliness 

Support for 

exception 

handling at 

design time  

Non  domain 

specific,   

Models and sub 

models verified 

independently 

Graphical interface  

eases usability 

Counter examples to 

aid verification 

Non-collaborative 

State explosion  

HyTECH Reachability, 

Safety, 

Liveness, time-

bounded, 

duration 

Less regard to 

exception 

handling. 

Non scalable 

Lacks elements like 

data which a key to 

vF cBP 

Complex tool due to 

syntactical and 

semantic 

requirements 

Non-collaborative 

State explosion 

Restricted to smaller 

systems  

Woflan  Soundness, 

Liveness and 

Reachability 

Verifies complete 

models,  

Non flexible.  

Verifies models from 

other languages.  

Single model verified 

at a time 

Graphical interface 

for usability  

Non collaborative 

models.  

Output not easy to 

understand 

ADEPT  Semantic 

correctness, 

deadlock and 

Safety 

Supports for  

exception 

handling 

Applicable to other 

domains besides 

Clinical.  

 

Use of process 

templates to easily 

create processes.  

No proven application.  

Models and sub models 

verified independently 
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5. State of the Art in Compliance 

Compliance, its checking and verification in business process management and workflow 

management has been widely addressed from different angles; compliancy to control flow aspects 

of the business process i.e. checking whether observed behavior in execution logs matches the 

modeled behavior (Goedertier and Vanthienen 2006, Borrego and Barba 2014, Ramezani et al. 

2014), resource allocation i.e. role, task and attribute based approaches (Thomas and Sandhu 1997, 

Sandhu 2003, Yuan and Tong 2005, Gautam 2017), as a security mechanism for workflow systems 

(Salnitri et al. 2014, Müller 2015, Combi et al. 2016, Robol et al. 2017) and compliance verification 

approaches (Elgammal et al. 2016, 2016). Similarly, compliance is addressed from 2 fronts i.e. at 

design time or runtime. Some approaches however target both design time and runtime compliance. 

Design time compliance checking is a preventative approach that addresses compliance of 

business process models to constraints before execution i.e. compliance constraints are enforced on 

models and checked before execution. On contrary, runtime compliance checking is a detective 

after-the-effect approach for monitoring compliance of business processes while they are in 

execution (Sadiq et al. 2007, Sadiq and Governatori 2010). Each approach presents pros and cons, 

while the runtime approach is considered flexible and declarative being able to capture compliance 

issues beyond design; the design approach is preferred for being proactive to deal with compliance 

violations before they arise and permitting early time correction during process design. Following is 

a discussion of some relevant related work. 

The PENELOPE tool is based on deontic temporal logic to support declarative modeling and 

expression of control flow constraints of process events. Compliance to constraints in form of 

permissions and obligations to perform events are explicitly expressed as temporal deontic 

assignments enforced on business processes at design time. A compliant control flow non-

executable business process model is generated to support process designers to verify and validate 

other models by showing decision points and possible violations (Goedertier and Vanthienen 2006, 

2007, Goedertier 2008). The approach’s application is limited to control flow and resource related 

compliance checking.  

Relatedly, a process fragment lifecycle technique is proposed to support consistent specification, 

integration and monitoring of compliance controls in business processes. A process fragment is a 

connected graph representing part of a business process modified to incorporate compliance 

requirements, which are later integrated into the original business process by means of the so called 

process ‘gluing’ and ‘weaving’ methods to create a compliant business process (Schumm et al. 

2010). In this approach, compliance related to control flow and data perspectives is supported. Even 

then, there is no way to prove lack of deadlocks or livelocks in a compliancy constrained process 

model i.e. no verification is supported which renders it difficult to determine correctness of 

integrated compliance changes. 

In the paper (Sadiq et al. 2007) the concept of compliance-by-design is coined to overcome 

limitations of the after-the-effect approaches like process mining.  It provides means to reason about 

compliance rules by modeling control objectives and applying formal methods to enrich business 

process models with annotations and visualizations (Sadiq and Governatori 2010). The concept is 

supported by with a formalism for expressive modeling of compliance specifications i.e. the Formal 

Contract Language (FCL). FCL is a deontic logic and non-monotonic based language supporting 

design time compliance constraints specification and enforcement on BPMN business process 

models.  

A Contract Language (CL) based on deontic logic is proposed as an approach targeting 

specification compliance requirements sourced from business contracts written in natural language. 

Compliance between contract language rules and models is checked via an evaluation algorithm 

(Prisacariu, Fenech, 2009). 

A compliance request language (CRL) is proposed through a compliance management 

framework as a design time approach to support automated application and checking for 
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compliance of business process models. CRL is based on temporal logic utilizing formal reasoning 

over formalized compliance patterns to support compliance constraints enforcement and checking 

(Elgammal et al. 2016). 

Compliancy has as well been addressed from a privacy and security perspective. Policies are 

specified and enforced on process models to comply to security and privacy requirements. Role 

based models are proposed in (Sandhu 1996, 2003, Khan 2012, Ertugrul and Demirors 2015, Combi 

et al. 2016, Alshehri and Sandhu 2017) to support allocation and access to tasks and resources 

based on roles. Users are grouped into roles and permissions are assigned to groups e.g. Auditors 

assigned access to some resources in the process. Task based models as proposed in (Thomas and 

Sandhu 1997, Tan et al. 2004, Wu 2007) provide a dynamic approach to compliance of business 

process models to access and authorization policies based on the tasks executed in the process. 

Compared to RBAC (Role-based Access Control ???), TBAC offers simplified, automated and self-

admissible models where access to tasks is authorized following the context and progress of the 

process. On another hand, Attribute  based models regulate access and authorization through a 

combination of attributes of both the subject (requester) and the object (e.g. file), and the 

environment (Yuan and Tong 2005, Khan 2012, Gautam 2017, Axiomatics 2018). The proposed 

models in this case guide the specification, enforcement and monitoring of to ensure compliance to 

policies related to resource allocation, authorization and access control to tasks, resources and data 

in workflow systems. Such policies target constraining business processes and the user to comply to 

requirements like segregation of duty, binding of duty, need to know among others which prevent 

or detect fraud, errors of commission or omission.  However, these proposals do not provide 

mechanisms for design time verification. Besides, there is no application to collaborative 

environments can be noticed so far.    

Moreover, in (Salnitri et al. 2014) a framework for supporting compliance to security policies in 

large autonomous information systems is proposed and implemented. SecBPMN is used to design 

process models while security policies are expressed using SecBPMN-Q after which the 

SecBPMN-Q are verified against SecBPMN specifications via an implemented query engine. The 

approach remains limited to security policies disregarding other relevant policies.  

A socio-technical security modeling language (STS-ml) is extended to support privacy by design 

i.e. to model privacy as a requirement and support verification of privacy properties of models 

through formal reasoning (Robol et al. 2017). The approach is bound to privacy policy compliancy 

and no attention is paid to other compliancy requirements. Moreover, little support is provided to 

address verification among the compliancy constraints.  

A compliance approach based on Petri-net semantics and syntax is proposed to check 

compliance on two fronts, i.e. checking rules restricting data attributes and rules restricting 

activities when a certain data condition holds. Process mining technique is employed to extract logs 

from the process execution and observe behavior. The approach is an after-the-effect theory tracing 

already executed processes, this way it differs from our proactive compliance approach.  

Lastly, a conformance approach for checking compliance of declarative business process models 

is proposed. It emphasizes inclusion of business data rules on top of control flow rules in the 

conformance checks and providing related diagnostic information to increase the effectiveness of 

outcomes. The approach may seemingly be like what we propose, however, the difference lies in 

our consideration of cross organization processes and cross border regulations. Further still, we also 

suggest checking for consistence and lack of ambiguity between internal and external regulations.   

Table 1 summarizes above mentioned compliance methods. For each compliance method, we 

look at is the approach related to run time or design time, which formal method is used, and which 

process aspects of compliances are considered.     
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Table 1: Summary of Compliance Methods 

 

 

 

 

F
o

rm
al

is
m

 

A
p

p
li

ca
ti

o
n

  
 

M
et

h
o

d
s 

 

C
o

n
tr

o
l 

fl
o

w
  

R
es

o
u

rc
e 

 

D
at

a 
 

T
im

e 
 

Process Mining   Run time Log data  √ √   

PENELOPE  Deontic logic  Design time Declarative  √    

Security -     √  

        

Process fragment 

lifecycle 

Non  Run time Imperative  √  √  

Formal Contract 

Language 

Deontic logic Design time Imperative √ √ √ √ 

Contract Language Deontic logic, 

temporal logic 

Design time Imperative √  √  

Compliance 

Request language 

Temporal logic Design time Imperative √ √  √ 

AC agent 

enforcement 

architecture 

- Design time 

Runtime 

Imperative  √ √  

Formal constrained 

workflow 

Temporal logic Design time Imperative  √ √  

PrVBPMN  Design time Imperative  √ √  

RBAC Temporal logic Design time      

TBAC Temporal logic Design time   √ √ √ 

ABAC Temporal logic Design time   √ √ √ 

SecBPMN Temporal logic Design time 

Runtime 

Imperative √ √   

STS-ml - Design time 

Runtime 

Imperative √ √   
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6. Requirements for cBP Verification 

For a process to be regarded as a cBP, it must conform to a set of requirements that characterise 

their nature as described;  

Span different organisation: Collaboration involves different partners working together and to 

achieve a common business goal. In terms of business process management the different partners 

converge to jointly define business and technical solutions. The business solution describes partner 

behavior in the cBP while the technical solution defines the specifications and implementation of 

the supporting system (Roa, J., Villarreal, P., & Chiotti, O., 2011). The approach to verify such 

processes should take into consideration diversity of users will work together at different time and 

location.  

Communication/ Interaction Protocol: Typical of the cBP are the forms of communications and 

interactions in form of message exchanges among partners who engage in discussions and iterations 

before reaching a decision. cBPs require dedicated interaction protocols through which partners can 

communicate as they model and execute processes. Many researches propose interaction protocols 

(Aalst, W. van der, 2000), (Chiotti, P. D. V. L. R., 2010) but they do not pass the criteria to support 

cBP verification. 

Dynamism, Flexibility and Complexity: Several activities compose a cBP and continuous 

changes keep coming in timelessly which affects process outcome. The volatility of such processes 

should be verified and the approach should support integration, propagation and continuous 

verification.  

Data requirements relate to several issues: The operations and decision making in cBP largely 

rely on the data that surrounds the business processes and the operations. Ordinary workflow 

systems embraced 2 kinds of data i.e. control data as well as production data. Control data refers 

variables used for routing purposes while production data pertains to the information objects (e.g. 

documents, forms, and tables) and its existence does not affect the operations of workflow system 

(W.M.P. van der Aalst, 2000). Our concern is on production data whose gathering and management 

is crucial to support data analytics for decision making. The appropriate technique should be able to 

verify the data patterns to support analytics and decision making. Additionally, big data exists and it 

is upon us to exploit it for competitive use like faster decision making. Virtual factories work by 

means of smart devices that drive machines and operations at the factory floor. It involves factory 

automation relying on intelligent data gathering and data exchange between the cyber physical 

systems in order to drive operations. Consideration to verify data requirement in cBP is limitation 

that requires attention. Therefore an approach to verify cBP based on the described requirements is 

necessary.  

Service Oriented Design: cBPs are composed from autonomous business processes and services 

of the partners forming a choreography implemented across boundaries. Choreography describes 

interaction between service providers and their users to achieve a particular goal. The functionality 

of cBPs should be described in such a way that permits flexible integration following a Service 

oriented design (SOD) approach. SOD supports communication between business process architects 

enabling the verification of designed cBPs for conformance with requirements. It also facilitates 

model driven approach to service development and composition (Dijkman, R. & Dumas, M., 2004). 
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7. Framework for Collaborative Business Process Verification 

The assessment based on our criteria revealed various properties being checked. However, these 

properties were expressed in relation to single organization business processes. The interpretation 

and connotation of these properties may not the same for inter-organization business processes: for 

instance having sound models for a single organization process does not guarantee their soundness 

in a collaborative environment. Furthermore verifying for reachability, safeness, liveness and 

boundedness in a single organization process is not as complex as verifying the same properties for 

collaborative business processes. Moreover, there is no silver bullet solution; no single approach 

verifies all necessary properties for all situations. For example Petri net based approaches and tools 

like YAWL, Woflan, and CPN are lacking in terms of time based requirements for models. 

Temporal logic based approaches like SPIN, KRONO and HyTECH suffer from state explosion 

problem that limits the number and size of models that can be checked. Besides, the counter 

examples they provide on discovery of errors remain un-understandable to the ordinary users. 

Above of all, the inability and inconsideration for data perspective leaves them inappropriate to 

verify collaborative business processes that are highly data intensive. In summary, using the 

parameters in our criteria we note the following in view of collaborative business processes; 

Expressiveness: most approaches are not specific to a particular application domain but 

incapable of representing as many models for interacting enterprises as may be required. To that 

effect such approaches would not verify the structure, data and execution requirements of cBP.  

Flexibility; besides YAWL, DecSerFlow and AristaFlow tools, other techniques do not show 

capability for exception handling, support for ad hoc changes and scalability. cBPs are highly 

variable and dynamic given the diversity of process owners and environment in which they apply.  

Moreover, the techniques verify completely designed models which renders them rigid and 

inflexible (Chiotti, P. D. V. L. R., 2010).  

Complexity most tools present a graphical user interface making them easy for the non-expert 

users to use. However, temporal logic expressions are complex for non-expert users from the 

collaborative environments whose backgrounds vary (Lu, R. & Sadiq, S., 2007).   

Suitability and limitation; the techniques are found to inappropriate and not suitable for 

verification of vF cBP models given the cited limitations in their structural nature and architecture. 

Lack of standardized semantics introduces semantical errors where models verified are developed 

from different tools.   
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8. Motivating Case Study  

This section presents a description of an industry collaborative business process that serves as a 

motivating case study. The case is a ‘Pick and Pack’ process from a big supermarket with a chain of 

stores across Europe and some parts of Asia.  

To create orders, customers must register on a store’s system online. Once a customer order is 

received, a notification is received at the store while the customer receives a confirmation.  Store 

staffs check order details, pick and pack items. Before packing items are verified by picking staff 

for conformity with order, and after by handover staff. One or more staff may be assigned to an 

order depending on its size. For items that may be out of stock, the order is put on suspense for a 

period until stock is availed or staff is permitted to contact customer to seek opinion either to wait, 

change or cancel order. Item substitution is permissible, for instance changing fresh a fresh 

vegetable item to tinned one. A customer can cancel an order delayed beyond a specific time. 

Ready orders are either picked up by the customers, delivered by store or by a preferred courier. 

Figure 1 is the model of the pick and pack business process. 

 

 
 

Figure 1: Pick and Pack Business Process 

 

The case study serves as an example of different perspectives and compliance rules specific to a 

collaborative process e.g. control flow; order confirmation is subject to stock availability, process 

data; orders can only be delivered if they pass the verification check, process resource; final order 

verification must be done by different staff, process time; orders can be rejected or cancelled if 

delay is beyond a specific time. Moreover, there are different stakeholders who present various 

interests that must be matched and satisfied. Customers buy items and they expect them to be of 

acceptable quality, non-defective, in right quantities and delivered on time. The store staff and 

managers work on customer orders; they are expected to meet customer expectations, item 

availability and timelines. Also, there are different companies in the supply chain like suppliers and 

couriers. In the background are also shareholders whose aim is profit oriented. They expect 

financial fluency non-solvency of the company. Unverified compliance issues could lead to 

potential flaws in the process. For instance; verification concerns like packing unordered items, 

wrong items quantities, running out of stock, defect items etc. The business process accesses 

customer data during execution which raises data privacy concerns in terms of legality and 

legitimization i.e. who has access to data when and for what purpose. 
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9. Need for Compliance Checking in Collaborative Business Processes  

Compliance constrains business processes to adhere to the required behavior as required by the 

organization, laws or regulations. Therefore, at design time it is cognitively cheaper and useful to 

check the veracity of the process model to the expected behavior through verification to avoid 

violations or non-compliance at runtime. Moreover, for collaborative business processes it is 

important to ensure that all concerns of the stakeholders are under consideration i.e. the customers, 

employees, partners and regulatory agencies. In this case therefore, verifying for compliance would 

lead to early time detection a range of errors that would otherwise make the model deviate from 

expected behavior. Verification should target errors for all perspectives of business process i.e. 

control flow, resources, applications, data and time. For instance, errors of omission or 

commissions can lead to omitting a step required for the process to comply to a given law or adding 

a step that drives the model off compliance track. Logical errors also lead to undesired behavior, 

data and time related constraints are of major concern in this aspect. Also, ensuring that the process 

meets compliance to data privacy by verifying for access control and authorization is necessary. 

The concept of process driven authorization (cf. 1) becomes of relevancy where the need for a 

resource to access data is derived from its relevance in executing specific task for that specific time. 

This concept diverges from the traditional access control and authorization concepts discussed in 

section 2. 

 

 
 

Figure 2: Process driven authorization 

In relation to the case in section 3, The aim of analysis is twofold i.e. to improve the business 

process targeting increase in customer satisfaction and experience, and to ensure compliance of the 

process to the internal and external regulatory requirements. 

9.1 Analysis for Process Improvement 

Analysis and application of simulation verification would create room for an improved process or 

detect design errors that may affect successful execution. Essentially, the output from simulation 

would create different pointers on how best the process can be improved but also be applicable as 

input parameters for verification checks. For instance, what if scenarios can be simulated (using 

historical data) to determine optimum order levels, staff levels and allocation, process cycle times 

etc. sample scenarios are given in table 1. 
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Table 2: Examples of Scenarios 

 
 What if scenarios  Impact  

1 Dedicated staff work on the pick and pack 

process 

- Specific staffing levels and capacity 

planning for the process 

- Specific time required to serve an order 

- Staff performance indicators 

2 Less busy staff are assigned to the process 

at peak hours 

- Identify process peak times and know when 

to exchange staff 

- Optimum staffing levels and utilisation or 

balancing 

- Work/process optimization 

- Effect on other departments to which staff 

belong 

- Staffing cost indicators 

- Role conflict indicators 

3 Dedicated pick and pack department or 

store 

- Optimum staffing levels and capacity 

planning for the department 

- Order management and efficiency 

- Process cycle times 

- Optimum staffing levels  

- Single store location or multi locations 

- Store navigation layout  

4 Staff can cross departments to pick orders 

for items 

- Store navigation layout planning and 

analysis 

- Staff competence and performance 

indicators  

- Bottleneck or collision analysis 

5 Item stock management - Optimum item stock management 

(economic order quantity) 

- Highly/least items on demand 

 

The simulation scenarios would yield different results as indicative impact on the business 

process from which the best scenario that optimizing case can be selected given dependent factors 

to inform implementation decisions. Additionally, the outcomes are useful pointers for strategic 

internal policy formulation as well direction for meeting standardization or regulatory requirements. 

Lastly, outcomes from the simulation scenarios form input parameters for the intended verification 

requirements. 

9.2 Compliance with Data Privacy  

The case shows need to comply with both internal policies and external regulations like the GDPR, 

SOX and BASE III, national fiscal policy, customer protection rights. Specifically, we show data 

privacy compliance through access control and authorization as propose process driven 

authorization. This is due to space limitations and need to emphasize compliance with the revised 

GDPR before it comes into effect. We however describe other regulations.  

The GDPR emphasizes compliance to data privacy in which data controllers are responsible for   

data protection in the organization. It requires keeping data for individuals private, have their 

consent to collect and process it, notify them if there is any change, avail it to owners if needed in a 

required format and seek their consent before it can be transferred to third parties. In the case, the 

business process runs on customer data which is collected at registration time. Often, orders may be 

delivered by other delivery companies whereby customer data is passed to a third party. Within 
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Europe, different countries treat different kinds of customers’ data differently. Therefore, there are 

challenges even for specifying a same business function process in different ways in different 

countries. Financial reporting requirements are based on international financial and accounting 

standards like the SOX and Base III. They regulate compliancy to financial standards to protect 

shareholders and the public from financial manipulations, intentional errors and fraudulence. This 

improves the accuracy of corporate disclosures. The super market is required to maintain a stable 

financial position to the satisfaction of shareholders. Fiscal policy is a national border law that 

differs per region. It demands openness and transparency of business processes to enable tax bodies 

to assess, track and monitor compliance to regional tax policies to prevent tax fraud.  

Against the described regulations and in relation to the business process details (section3), table 

2 shows extracted compliance requirements along with the relevant sections of the regulations. 

 

Table 3: Compliance Requirements Generated from the Case 

 
Req Use case compliance scenario Compliance requirement Policy level/ 

Regulation  

Rq.1 Customer registers on system with 

private data 

Inform owners what data is 

collected, processed and intended 

use 

Data privacy GDPR 

Rq.2 Customer submits order(s). The 

system notifies customer of successful 

submission immediately 

Notify customer of the order details 

submitted 

Internal policy 

Rq.3 Notify customer when order(s) will be 

ready. Orders are ready between 30 

and 60 minutes  

Notify customer of the waiting times Internal policy 

Rq.4 For delays notify customer. Customer 

can choose to wait or cancel the order.  

Notify customer of any delays 

Right to terminate the purchase and 

get a full refund 

If the delivery isn’t time-essential 

but another reasonable delivery time 

can’t be agreed, your right to cancel 

the order for a full refund 

Internal policy, 

Consumer Rights 

Act 2015 

Rq.5 When item is not in stock the 

customer must be informed. Customer 

can cancel item, substitute it or cancel 

the order. 

Customer priority Internal policy 

Consumer Rights 

Act 2015. 

 

Rq.6 Initial order verification is done by 

same staff who picked the items 

before packing 

Binding of duty Internal policy 

Rq.7 Different staff verify order details 

before delivery 

Critical duties are segregated (duty 

separation) 

Internal policy 

ISO IEC 27002 6.1.2 

Rq.8 Orders or items can be rejected if they 

don’t meet expectation e.g. defect 

items 

Goods should be as described, of 

satisfactory quality, fit for purpose 

Consumer Rights 

Act2015. 

Goods return policy 

Rq.9 Customer can reject order after 

delivery 

30-day right to reject Consumer protection 

rights 

Rq.10 Orders can be picked by customer, 

delivered by store or preferred courier 

Privacy when customer data is 

handed to third parties 

Data privacy 

(GDPR) 

Rq.11 Access to private data must be task 

driven 

Sole access to data is to accomplish a 

task in the process 

Data privacy 

(GDPR) 

Rq.12 Authorization to data must be 

legitimized and legalized 

Data access control and 

legitimization  

Data privacy 

(GDPR) 
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Considering the discussed knowledge gaps in the previous section and the analysis from the case 

study, we illustrate the need for compliance verification and propose a design time compliance 

verification approach. 

9.3 Supporting the Verification 

9.3.1 Compliance with Data Privacy  

The listed compliance requirements cannot be met by existing solutions due to limitations discussed 

(section 2). Compliance is embedded within the business process and verifying for conformance at 

design time to achieve proactive preventative compliance. Underpinning the approach is supporting 

end users to specify and verify collaborative business process for adherence to compliance 

constraints that are specified and verified. The proposed approach has three components i.e. the 

rules modeler, rules verifier and the rules enforcer. 

i. Compliance rules modeler 

Compliance rule modeler supports the extraction of requirements from their sources (policy 

statements, national and international laws, regulations and standards) and translates them into 

constraints based on compliance patterns. Some patterns are adopted and adapted from (Hall et al. 

1998, Gammal 2014, Elgammal et al. 2016) as presented in the meta model (figure 3).  

 
Figure 2: Compliancy Patterns Meta-model 

Patterns offer reusable solutions to recurring problems to increase the productivity and quality of 

the design (Hall et al. 1998). In this respect, the meta-model is composed of patterns intended to 

support the design of the compliancy requirements verification approach. For automated 

application, the patterns are formalized to achieve formal semantics and syntax based on temporal 

logic languages. Their application will involve; 1) choice of the right pattern, 2) instantiation 

through adaption, 3) generate the implementation (Albin-Amiot and Guéhéneuc 2001) 

 

ii. Compliance rules verification 

To our knowledge none of the existing framework supports capability. It is intended to ensure 

coherent, accurate, complete and consistent compliance constraints. Cases of conflicts between 

compliance constraints are likely to exist and thus it is necessary to verify them before enforcement. 

For example, internal policies may conflict with external regulations. If unchecked, conflicts may 

create deadlocks or live-locks that may prevent process execution. Consistency is required between; 

internal policies and collaborative policies and, internal policies and national regulatory policies.  

The internal policies will be translated into requirements i.e. properties to be satisfied while the 

external policies into system models using temporal logic, then apply formal reasoning and model 

checking techniques to support automatic verification amongst them. The intention is to derive a 



H2020-MSC-RISE-2016 Ref. 6742023 Page 22 

state where both internally and externally derived constraints can be used to constrain a business 

process without inbound conflicts, ambiguities and inconsistencies. Some of the targeted error 

checks relate to resource authorization and access control that would otherwise be a source of flaws 

and insecurity in the business process; for instance (Tan et al. 2004). 

 Privilege leakage – access to resources prohibited by safety requirements 

 Privilege locking – fault that blocks privilege from having legitimate access to a resource 

 Privilege conflict – direct or indirect assignment of one or more privileges that conflict each 

other 

 Cyclic inheritance – inherited privileges that connect back to other inherited privileges 

leading cyclic redundancy. 

Verification will be achieved by integrating with existing model checkers. Specifically, NuSMv 

a version of the traditional SMV model checker is preferable for its expressive power in checking 

models for satisfiability to constraints. A verification report will be generated to the user in human 

understandable format indicating satisfiability i.e. lack existence of the stated errors above. If non-

compliance exists, violations will be traced to source and re-verified until satisfiability is achieved. 

iii. The enforcement component 

Verified compliance requirements are enforced on the business process activities constraining them 

to satisfy conformance. For instance, to achieve privacy, access to data is controlled and authorized 

based on its need to accomplish a time bound activity in the business process i.e. access is 

legitimized. In such scenario, during runtime the task will invoke the authorization API seeking 

access to a specific data item. The authorization engine will then check its access policy repository 

built according to the access control policy. Whatever the request outcome, the task will progress, 

halt, terminate or be skipped for the business process to progress too completion.  

 

9.3.2 Application to the Case Study 

 

 To show a minimal illustration of the application of a section of the proposed compliancy 

approach, we use the case study highlighting the compliancy requirements and how the proposed 

design patterns can be mapped to support automated checking. 
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Table 1: Application of Some Compliance Patterns 

Req. Pattern 

category 

Applicable Pattern(s)  Condition  Otherwise  

Rq.1 Auth. 

Task  

Time  

Mandatory  

Allow_onFulfilledCondition 

AllowAfter 

 

Upon successful 

system registration  

 

Deny access 

DenyUntil 

Rq.2 Auth.  

Task  

Time 

Precedes Rq.1 

Allow_access 

AllowAfter 

- 

On order submission 

 

Deny access 

DenyAt 

Rq.3 Auth. 

Task  

Time 

Role  

Mandatory  

Allow_access 

AllowAt 

NeedtoKnow 

 

On order submission 

 

Deny access 

DenyAt 

Rq.4 Task  

Time 

Role 

Allow_onUnfulfilledCondition 

AllowUntil 

NeedtoKnow 

Until communication 

to customer is made 

Until order change or 

cancelling 

Deny access 

DenyAt 

Rq.5 Auth. 

Task  

Time 

Role 

Mandatory  

Allow_onFulfilledChainedConditions 

AllowDuring 

NeedtoKnow 

During 

communication to 

customer, order 

change or cancelling 

Deny_onUnfulfilledChainedCondition 

DenyDuring 

Rq.6 Auth. 

Task  

Time 

Role 

Mandatory  

Allow_access 

AllowBetween 

BindingofDuty 

 

Item picking and 

initial verification 

execution  

 

Deny_onUnfulfilledCondition 

DenyDuring 

Rq.7 Auth. 

Task  

Time 

Role 

Dependency R9 

Allow_onFulfilledChainedConditions 

AllowBetween 

DutySegregated 

Duties concerning 

final verification of 

orders 

Deny_onUnfulfilledCondition 

DenyBetween 

Rq.8 Task  

Time 

Role 

Allow_UnFulfilledCondition 

AllowAt 

NeedtoKnow 

Order/item rejection 

or cancellation 

Deny_onUnfulfilledCondition 

DenyAt 

Rq.9 Auth. 

Task  

Time 

Role 

Limted  

Allow_UnFulfilledCondition 

AllowAt 

NeedtoKnow 

 

Order/item rejection 

or cancellation 

 

Deny_onUnfulfilledCondition 

DenyAt 

Rq.10 Auth. 

Task  

Time 

Role 

Directly_follows Rq.3/ Limited 

Allow_onFulfilledChainedConditions 

AllowDuring 

Limited  

 

Check third party 

access rights,  

 

Deny_onUnfulfilledCondition 

DenyUntilAfter 

Rq.11 Auth. 

Task  

Time 

Role 

Mandatory,  

Allow_onFulfilledChainedConditions 

AllowDuring 

Limited  

 

Check third party 

access rights, intent, 

consent and legality  

NeedtoKnow 

Deny_onUnfulfilledChainedCondition 

DenyUntilAfter 

Rq.12 Task  

Time 

Role 

Mandatory  

Allow_onFulfilledChainedConditions 

AllowDuring 

Null  

Check third party 

access rights, consent 

and legality  

NeedtoKnow 

Deny_onUnfulfilledChainedCondition 

DenyUntilAfter 

 

To the automation the application especially for the non-expert end-users as illustrated in table 4, 

a declarative approach will be adopted for implementation where all possible combinations of 

patterns as well as executions or behavior are implicitly permissible except where they are 

explicitly forbidden i.e. by stating what is non-permissible. 
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10. Conclusion  

Verification is a way to ensure error free business process models at execution time. The existing 

research reveals a lot of work done in process modelling and verification in form of theories, 

approaches, tools and methodologies but realizable gaps still exist. Verification of single 

organization processes is well addressed in literature but work remains at large concerning 

techniques and tools specific for verification of cBPs more so in a vF environment. The nature of 

cBPs in vF relies on data that enables real-time actionable intelligence. Supported data analytics 

present the potential to increase productivity, undertake preventive maintenance through projected 

breakdowns and generate cost savings. A recommendation for a verification method specific to 

cBPs in a vF environment is appropriate to meet the expressiveness, flexibility, suitability and 

Limitations that is required in such environment given its requirements as discussed in the report.  

Compliance is a major concern today regardless of the industrial sector given the rising concerns 

of security, product and service quality and data privacy. With the EU revising its GDPR set to 

commence by May 2018; concerned organizations are working towards meeting its requirements 

before deadline by realigning their business processes. To support them in the due course is a 

welcome and necessary step. For doing so, other than the detective after-the-effect compliance 

checking, a proactive preventive approach is preferred to identify and combat compliancy violations 

before they take place to avoid the costs of fines or litigations. The effort of this research is geared 

towards a comprehensive approach for modeling, verification and enforcement of compliance 

constraints on collaborative business processes with an end user perspective.  
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