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ABSTRACT ARTICLE HISTORY
Game-based learning can be a useful tool for increasing engagement in Received 20 October 2022
topics that are typically not related to games such as privacy and Accepted 22 September
staying safe online, yet, very few games exist that look at how we can 2023
passively teach audiences how to stay safe online. This paper presents a
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bespoke board game about privacy, aimed at young people aged 16— Gamification; privacy; Young
25 years, to help them safely navigate the online world and understand people; digital privacy;
the privacy consequences of their actions. Using a Case Study digital safety; online
methodology, this paper covers the development of the prototype
game, a Snakes and Ladders/ Trivial Pursuit style game about online
scams, trolls, cyberbullying and other areas of digital safety. We also
explain how the game questions were created, and the development
and testing of the game itself. We trialled the game through a series of
focus groups and found that young people passively learn how to stay
safe online in a fun and interactive manner through playing the game.
This makes the game an effective way to teach young people about the
dangers of cyberspace in a safe, non-threatening manner, thereby
demonstrating how an interactive game about digital privacy and
online safety, can be used to more effectively protect young people
from the many dangers of cyberspace.

1. Introduction

Young people use the internet as a primary method of communicating with each other to the extent
that this is now for many how they experiment with their social identities and build relationships
(Cardoso et al.,, 2019). Furthermore, smartphone ownership allows young people constant access
to the internet, potentially putting them at risk of exposure to toxic content, exposure to harassment
and data breaches (Mitchell et al., 2014). In 2018, Ofcom reported that 83% of 12—15-year-olds had
their own smartphone and 71% of these were allowed to take their phone to bed, suggesting this is
the preferred way for young people to access the internet (Ofcom, 2018).

Protecting young people’s online interaction skills is about raising their awareness, as software
and other measures can only do so much. Digital literacy, understanding privacy and resiliency
are essential skills to ensure that young people have positive, educational, and fun experiences
online (Mitchell et al., 2014).
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In this paper, we present a privacy game that seeks to passively teach young people how to stay
safe online. The team behind this project sought to fuse expertise from across the computing,
gaming and health and social care sectors to “co-create” a gamification tool based on our current
research into privacy risk (Henriksen-Bulmer et al., 2019), scamming and victimisation (Lee &
Fenge, 2018; Rosenorn-Lanng et al., 2019). The output was a privacy game, a cross-between
Trivial Pursuit (Haspro, 1999) and Snakes and Ladders, that uses game-based learning as a tool for
raising awareness in young people about the dangers of sharing too much detail when online.

The rest of this paper is organised as follows. In Section 2, we provide a brief background review.
In Section 3, the research questions (Section 3.1) and methodology (Section 3.2) are outlined, before
describing how the game categories were devised in Section 4. We present the game design and
prototype are presented in Sections 5 and 6; followed by the evaluation in Section 7, and discussion
of findings in Section 8. Section 9 concludes the paper by answering the research questions, and dis-
cussing limitations (Section 9.1), and future work (Section 9.2).

2. Background
2.1. Privacy and safeguarding

Privacy to many is about protection our personal rights and, for some, protection of our right to a
private life. This notion is depicted through Article 12 of the Universal Declaration of Human
Rights (The General Assembly of the United Nations, 1948), and enacted into law through the Euro-
pean Convention of Human Rights which grants us; the right to respect for his private or family life,
his home and his correspondence” (Council of Europe, 1950). However, defining what that means in
practice is perhaps a little more difficult. To illustrate, we each have different perceptions of what
privacy might mean for us, for example, some consider privacy the ability to choose whether or
not to participate (Parker, 1974), while others consider it a state of mind (Weinstein, 1971). Other
scholars discuss privacy in terms of what harm may be done to us either personally or digitally,
e.g. decisional interference or surveillance (Solove, 2006), or indeed the extent to which we have
a right to influence how much information about us is/may be shared with others (Nissenbaum,
2010). Perhaps the broadest view is that privacy is a more fluid concept that encompasses everything
from our personal boundaries to our role as ’self’ and how we interpret the world around us, that
changes over time as our perception alters (Palen & Dourish, 2003).

Safeguarding concerns ensuring vulnerable people (young and old) are safe and protected from
harm (Fenge & Brown, 2017). This includes making sure those that are able understand how to
protect themselves (Willoughby, 2019). This, by extension, includes ensuring they understand
their privacy rights, how to enforce them, and what steps they can take to keep safe online.

2.2. Young people, privacy and online safety

Young people are increasingly using the internet and social media to communicate with each other,
with 95% of 3-17 year olds using video-sharing or social media platforms and 62% also having their
own profice (Ofcom, 2022). Other work has found that “the majority” of children in Europe engage in
online social activity on a daily basis (Smahel et al., 2020). As part of this, young people may share
private or confidential information with their peers, thereby increasing their risk of exposure to
unwanted cyber aggression, cyber-bullying and potentially risky friendships (Goldstein, 2016). More-
over, lack of privacy awareness can lead to young people posting or falling victim to inappropriate
postings, cyber-attacks (such as getting hacked), stalking or bullying (Martin et al., 2018).

Research has confirmed that nearly a third of young people have experienced hurtful, harmful or
nasty content online (Ofcom, 2022a). As a result, online privacy is an increasing area of concern, par-
ticularly for young people, as their online activities increase. Research shows that children are start-
ing to use electronic devices, social media, and the internet at large from younger and younger ages.
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For example, in 2022, 62% of 8-17 year olds had more than one online profile, despite 58% of parents
being aware that most social media platforms have a minimum age requirement of 13 years old
(Ofcom, 2022).

Safeguarding young people online requires a comprehensive approach that includes education,
training, and awareness-raising (EI-Asam, Katz, Street, Nazar, & Livanou, 2021). This includes being
aware of a wide range of online risks, such as cyberbullying, grooming, and exposure to harmful
content (Lonergan, Moriarty, McNicholas, & Byrne, 2023). Prior and Renaud (2022) argue to reduce
online vulnerabilities, children from all socio-economic backgrounds would benefit from an
‘extra-curricular intervention program’ to teach current password “best practice” and to support
in embeddinga password management skill set.

The 2020 ChildFund rapid review, estimated that: 1.5 billion children were globally impacted
by school closures and lockdowns, as a result of the Covid-19 pandemic (ChildFund, 2020). This
led to a reported increase in cyberbullying, grooming and production of child sexual abuse
material (Asam & Katz, 2018). The level of impact is variable, depending on the young person’s
personal circumstances and support network (Roehl & Stewart, 2018). Known impacts include:
privacy interpretation, that may lead to over-sharing or over-exposure; online abuse and cyber-
bullying, that can lead to anxiety and depression (Craig et al., 2020) and physical and mental
health complaints (Giumetti & Kowalski, 2022); exposure to negative content such as that promot-
ing self-harm, that could lead to a decreased sense of well-being; physical and mental health
deterioration; heightened vulnerability to exploitation (Willoughby, 2019). Other risks, such as
vulnerability to cyber-scams or sexual solicitation (DeMarco et al., 2017), could lead to fear; a per-
sonal violation; inability to replace lost funds, leading to financial anxiety, self-blame, embarrass-
ment, shame or guilt e.g. if the young person thinks they contributed to the victimisation; and loss
of trust or confidence in others — especially when the cyber-attacker is someone they have devel-
oped a “digital” relationship with. These events can have a negative impact on the cyber-victim’s
health and well-being, which can create societal costs by, for example, an increased need for
mental or physical care or support (Asam & Katz, 2018; Rosenorn-Lanng et al., 2019).

Some argue that it is up to the parents of these children to control their children’s screen time
and internet usage (Pardhan, Parkin, Trott, & Driscoll, 2022; Davies, Atherton, Calderwood, &
McBride, 2019; Roehl & Stewart, 2018), however, parents often find this challenging and as a
result, children inevitably end up online, unsupervised (InternetMatters, 2022). Thus, young
people are unlikely to know how to protect themselves and their privacy online, and so, equipping
young people with the knowledge, skills and understanding of the dangers and pitfalls of the inter-
net is vital.

This project sought to address these challenges though the development of an educational
game, aimed specifically at young people, to help them understand the privacy risks, how they
may occur, and help them navigate through their online activities in a safe, privacy-preserving
manner.

2.2.1. Categorising Privacy and Online Safety into Groupings

Looking at risk through a privacy lens, Finn, Wright, and Friedewald (2013) had categorised privacy
into seven areas: privacy of association; privacy of location and space; privacy of thoughts and feel-
ings; privacy of data and image; privacy of communication; privacy of behaviour and action; and
privacy of the person, while Solove (2006) had created a taxonomy of ‘harmful activities’,
whereby harm could be considered to fall under: information collection; information processing;
information dissemination; or invasion of privacy.

Looking more specifically at children and privacy online, Livingstone, Stoilova, and Nandagiri
(2019) conducted a study of growing up in a digital age. They found that children and young
people’s perception and appreciation of privacy develops as they grow, listing online privacy,
location and data tracing, lack of understanding of what can go wrong, and understanding how
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to protect themselves online, as some of the areas that young people may be unclear about. Thus,
the next objective was to find studies that would more clearly list or identify these risks.

In this area, we found that Kaspersky (2020) had created a list of what they consider to be the top
7 dangers that children face online: cyber bullying; predators; posting private information; phishing;
scams; malware; and old posts never go away.

Similarly, the UK Council for Internet Safety, developed a framework to equip children and young
people for digital life. The framework outlines 8 areas that need to be addressed as part of any inter-
vention: self-image and Identity; online relationships; online reputation; online bullying; managing
online information; health, wellbeing and lifestyle; privacy and security; and copyright and owner-
ship (UK Council for Internet Safety, 2020).

Ofcom (2022b) took a slightly dierent approach, categorising hams young people may encounter
online into types; (1) Content Harm, such as exposure to negative self-image, sexual or self-harming
materials; (2) Contact Harm, such as witnessing harmful behaviours or being bullied; and (3) Com-
mercial Harms, such as scamming, misinformation or being put at risk from commercial collection
of data. Further, in their 2023 Children and parents: media use and attitudes report, Ofcom had
grouped harms into: wellbeing and safety; sharing of personal information online; exposure to
age-inappropriate content; experiencing detriment or harm; and reputational damage (Ofcom,
2023).

Willoughby (2019), on the other hand, conducted a systematic review of the research around risks
of young people’s online interactions. From this he concluded that, while online social activity brings
many opportunities to young people for sharing and networking, it also poses a number of potential
risks. He categorised these risks into four categories: online abuse and cyberbullying; exposure to
negative user-generated content; converging of on- and o-line worlds; and developing privacy
interpretations.

2.3. Learning with games

Using games for learning encourages intrinsic motivation to learn, that has been shown to increase
learning and provide a positive learning experience (Chan & Ahern, 1999). It is therefore not surpris-
ing that educational gaming is an area of substantial growth, especially digital game-based learning
(Barseghian, 2012). Yet, very few games touch on the specific area of “privacy” that we are looking at.
In creating a privacy game that is aimed initially at young people, we will endeavour to increase
awareness of contextual privacy and highlight the privacy implications and risks of their digital foot-
print(s). The main aim will be to increase awareness and teach young people how to protect them-
selves better in an increasingly digital world.

Games are a fun way to learn and, as such, we believe can provide researchers and teachers with
an opportunity to use games as tools to create powerful learning aids that, when done well, can turn
“learning [into] the drug” (Koster, 2014).

2.3.1. Game-based learning

Game-based learning (GBL) and gamification are two approaches that have gained attention in
the field of education for their potential to enhance engagement andlearning outcomes. GBL
involves the use of games as educational tools, providing immersive and interactive experiences
that promote active learning (Bellotti et al., 2013). In contrast, gamification is the process of apply-
ing game design in a non-gaming context (Deterding, Dixon, Khaled, & Nacke, 2011). GBL has
emerged as a compelling educational approach that integrates games and learning processes
to promote engagement and enhance educational outcomes (de Freitas, 2018; Ericksen, 2019;
Jaaska and Aaltonen, 2022), whereas gamification is, arguably, more about driving behaviours
to keep players to remain engaged through applying game elements, such as points, badges,
and leaderboards, to non-game contexts to enhance motivation and engagement; focusing on
incorporating game mechanics into educational activities to drive targeted behaviours (Plass,
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Homer, & Kinzer, 2015). GBL also offers opportunities for learners to engage in problem-solving,
critical thinking, and collaboration. Therefore, a GBL approach is best suited for a learning
environment if the aim is to both increase engagement and ensure knowledge acquisition in a
subject that is typically not related to games (Caponetto, Earp, & Ott, 2014). Studies have
shown the positive impact of game-based learning on engagement, motivation, and learning out-
comes across various disciplines (Chow, Woodford, & Maes, 2011; Flanagan & Nissenbaum, 2007;
Pando Cerra, Fernandez Alvarez, Busto Parra, and Iglesias Cordera, 2022; Sousa & Rocha, 2019; Wu
& Chen, 2010; Yuratich, 2021). Games can induce a state of flow by providing clear goals, immedi-
ate feedback, and a balance between challenge and skill, resulting in heightened motivation and
learning (Kiili, de Freitas, Arnab, & Lainema, 2012). Flow Theory suggests that optimal learning
experiences occur when individuals are fully immersed and engaged in an activity (Csikszentmi-
halyi, 1990).

With this project, the aim was to create an effective game in which the players would learn
passively, meaning that the students would learn something about privacy, and how to protect
themselves online, without necessarily realising they were learning. This way, young people
are provided with an opportunity to learn by lack of privacy awareness, and provided with
best practice advice for safeguarding their digital footprint, and preserving their privacy, in an
interactive and safe way. Furthermore, the study sought to gain insight into young people’s per-
spectives on digital privacy, that could be used to inform age-appropriate response techniques
and advice for young people and professional practitioners working with young people on con-
textual privacy in a digital world. As young people are likely to have played and enjoyed games
before, it may be beneficial to use games in the classroom to teach different subjects. This is
because games can promote more engagement with a subject when the goal is not to only
learn, but to potentially win. Therefore, games centred around important subjects can be a
useful teaching tool (De Jans et al., 2017).

2.3.2. Existing privacy games

While educational gaming is a growing area (Caponetto et al., 2014), we only found one example of
privacy being gamified in a card game designed to “as a political intervention” to help people
make more informed privacy choices online (Barnard-Wills & Ashenden, 2015). However, the introduc-
tion of the General Data Protection Regulation (GDPR) (Parliament & the Council of Europe, 2018)
means that some of the issues raised by the game may no longer be relevant or up to date.

3. Materials and methods

The project took the format of a case study, following Yin, with the unit of analysis being the young
person, as they are the main subject of the study (Yin, 2013). As part of the case study, to demon-
strate the quality of this research four types of validity checks were applied; construct, internal,
external and reliability.

3.1. Research questions

The intention was to create a privacy game aimed at young people to inform and educate, through
gamification and game-based learning, on the privacy risks associated with online activity and socia-
lising. The intention was that the game would be created as a board game initially and loosely based
on the Trivial Pursuit game (Haspro, 1999), with a view to later develop an online version for young
people to play interactively. To this end, the case study sought to answer the following questions:

e TP-RQ1: What are the key aspects of privacy risks that young people need to understand in order
to adequately protect themselves against negative impacts of their actions and interactions?
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e TP-RQ2: What questions do we need to formulate within each of the key aspects identified in TP-
RQ1 to maximise the understanding, knowledge transfer and retention of learning by game-
players on each of these key areas? (Intended learning outcome 1 [ILO1])

e TP-RQ3: How can we impart knowledge and understanding of the privacy risks associated with
online social interaction, through the use of gamification, to help young people understand?

3.2. Case study format

In order to answer the research questions the case study was divided into five work packages (WPs);
Category and Question Design (WP1, Section 4); Game Design (WP2, Section 5); Create Game Proto-
type (WP3, Section 6; Game Evaluation via focus groups (WP4, Section 7); and Game Dissemination
(WP5, Section 9.2).

4. WP1 - category and question design

Firstly, Work Package (WP) 1 involved identifying the categories that would be used as a basis for the
game questions to be developed. Identifying these, would enable us to answer the first research
question (TP-RQ1).

4.1. Identifying categories for the game

A literature review was conducted around privacy and online safety risks to young people in Section
2.2.1, to identify what the main areas of risk were for young people interacting online. From this, the
following sets of potential lists of key areas that we could use to inform the game categories, were
identified:

(1) Daniel Solove’s (2006) taxonomy of four groups of “harmful activities’: (a) Information collection;
(b) Information processing; (c) Information dissemination; and (d) Invasion of privacy (Solove,
2006).

(2) Finn et al.’s (2013) research to distinguish seven types of privacy: (a) Privacy of association; (b)
Privacy of location and space; (c) Privacy of thoughts and feelings; (d) Privacy of data and
image; (e) Privacy of communication; (f) Privacy of behaviour and action; and (g) Privacy of
the person.

(3) Kaspersky’s Top 7 dangers that children face online: (a) Cyber bullying; (b) Predators; (c) Posting
private information; (d) Phishing; (e) Scams; (f ) Malware; and (g) Old posts never go away (Kas-
persky, 2020).

(4) UK Council for Internet Safety: A framework to equip children and young people for digital life, a
set of 8 aspects that educators should consider when teaching young people about online
safety: (a) Self-image and Identity; (b) Online relationships; (c) Online reputation; (d) Online bully-
ing; (¢) Managing online information; (f) Health, wellbeing and lifestyle; (g) Privacy and security;
and (h) Copyright and ownership (UK Council for Internet Safety, 2020).

(5) Ofcom’s list of harms groupings: (a) Wellbeing and safety; (b) Sharing of personal information
online; (c) Exposure to age-inappropriate content; (d) Experiencing detriment or harm; and (e)
Reputational damage. (Ofcom, 2023).

(6) Willoughby’s four categories of risk: (@) Online abuse and cyberbullying; (b) Exposure to negative
user-generated content; (c) Converging of on- and off-line worlds; and (d) Developing privacy
interpretations. (Willoughby, 2019).

Upon analysis of these groups, it was decided that, while Solove’s taxonomy of privacy harms had
effective groupings for privacy and data processing, there were not enough categories for a
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functioning game. Furthermore, the research team agreed that these categories did not include all of
the topics that were deemed important for young people to be educated on. Therefore, this group-
ing was discounted from the list. A further review of all of the groupings was carried out, in order to
map them against each other, and identify commonalities and similarities (Figure 1).

Friedewald, Finn, Wright 2013 (FFW) Kaspersky Top 7 UK Council for Internet Safety 2020 (UKCIS)

(@) Privacy of association
(b) Predators
{c) Posting Private Information
(d) Phishing

(e) Privacy of communication {e) Scams (€) Managing Information online

{0 Prvac of bhaviouran action 0 wlware s —
)y and ety

Ofcom 2022, 2023 Willoughby 2019

(b) Sharing of personal information online b) Exposure to negative user-generated content
(c) Exposure to age-inappropriate content

((e) Managing Information online
king and when e} privacy of communication (FF
0 share, recognising i risksto  (f) Health, Wellbeing and lifestyle (UKCIS)
physical safety {b) Sharing of personal information online {Ofcom)
lc) Posting Private Information {Kaspersky]
H(c) Privacy of thoughts and feelings (FFW)
() Self-image and Identity (UKCIS)
{a) Wellbeing and safety {Ofcom)
d) Developing privacy

{ukais)
W)

Internal sense of self. The idea of self and right to your own thoughts and feelings

{{a) Online abuse and cyberbullying (Willoughby)
{d) Online bullying {UKCIS)

{ta) Cyber bullying {Kaspersky)
(d)

gative h t, virtual stalking

)

((b) Privacy of location and space and (d) Privacy of data and
(image (FFW)

External perception of self and relationships with others {(b) Online relationships and (c) Online Reputation (UKCIS)
{c) Converging of on- and off-line worlds (Willoughby)

&) Old Posts never go away (Kaspersky)

e) (Ofcom)

a) Privacy of association and (f) Privacy of behaviour and
jaction (FFW)

{a) Predators; {d) Phising, (e) Scams and {f) Malware
Privacy 2s, i / {Kaspersky)

against you and the laws around privacy and copyright etc. g) Privacy and Security and {h) Copyright and ownership
{UKcis)

((c) Exposure to age-inappropriate content (Ofcom

((b) Expe g d

Figure 1. Game category mapping.

From there, definitions were agreed and a final list of categories were derived for the game, these
were: Managing your information; Self-identity & Well-being; Cyber bullying & Trolling; Your relation-
ships and reputation; and Privacy and Security (Figure 2).

Thus, the first research question was answered (TP-RQ1), and the key privacy risks that young
people need to understand in order to adequately protect themselves against negative impacts
of their actions and interactions were established: Managing your information; Self-identity & Well-
being; Cyber-bullying & Trolling; Relationships and reputation; and Privacy & Security.

4.2. Designing Questions for the Game

The second research question (TP-RQ2, Section 3.1) required the development of a set of questions
for each of the identified 5 game categories, that would facilitate young people to improve their
understanding, knowledge transfer and retention of learning" [ILO1] in each of the identified cat-
egories. These questions would need to be informed by the literature and organised in grouping
based on the five categories identified for the game (Section 4.1, Figure 2). Thus, each member of
the research team was assigned a category to formulate a set of questions for, based on the
findings of the Prolific survey (Section 4.2.1) and best practice from the literature.

4.2.1. Prolific survey

To inform the questions and gain insight into the end user’s understanding of each of the categories
within the game, we carried out an online survey using the Prolific platform (Prolific, 2020). This
survey was anonymous, and was designed to establish what the primary areas of concern around
privacy online are for young people, parents and guardians, and those who work with young
people (teachers, youth workers, etc.). A link to a copy of the survey questions asked can be accessed
via (https://doi.org/10.6084/m9.figshare.23726121).
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Privacy and Managing your
Security information

Your

relationships Self identity &
and Wellbeing
reputation

Cyber
bullying &
Trolling

Figure 2. Young People’s Confidence in managing own privacy online.

As part of the survey, we collected general demographic information and consent from from all
participants, explaining that no personal data about them would be collected. The survey itself asked
75 questions around privacy and gaming to establish preferences and opinions. All participants were
asked to give consent We surveyed 90 adults, parent guardians and those who work with young
people aged 14-25 in the UK (“educators”), and 91 young people (aged 18-25).

4.2.1.1. How young people interact online. Looking at the young people (63% male, 37% female
respondents) specifically, we found that the most popular online activity that young people engage
with online daily is Social Media (91.2% accessed Social Media on a daily basis), closely followed by
socialising via direct messaging (86% used direct messaging every day). This corresponds with
Ofcom’s findings that children and young people regularly use the internet and social media to com-
municate with each other (Section 2.2).

4.2.1.2. Young People's confidence levels in each of the Game Categories. The young people
were asked how concerned they were in relation to the different categories of risks identified in
the literature (Section 2.2.1). The results showed that the primary areas of concern for young
people were: privacy and security; phishing and scams; and location tracking (Figure 3), and so it
was vital that these areas of concern would be covered as part of the privacy and security category
within the game.

4.2.1.3. Young people and privacy. The young people were asked how confident they were in
managing their online privacy and the responses suggest that, while most knew how to access
and change their privacy settings, many did not check or alter these setting on a regular basis
(see Figure 4).

4.2.1.4. Using games for education. Analysis of the adult responses found that 65% had concerns
about the online privacy of the young people they interact with (see Figure 5), demonstrating the
need for more education in this area.
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Which category would you say you are most concerned about?

Self-image and identity | NRRMMEE 15 (16.5%)

Onlinerelationships [l 1 (1.1%)
Online reputation - 2 (2.2%)

online bullying/ Cyber [ 3 3:3%)
bullying/ In-game bullying

Managing online information _ 8 (8.8%)

Health, well-being, and [l 2 (2.2%)
lifestyle

privacy and securty ) 0 (33%)

Copyright and ownership | 0

Scams and phishing | 21 (2:.1%)
Location tracking _ 9 (9.9%)

Safety settings | 0

Figure 3. Categories of concern for Young People.

| regularly check and update my privacy settings

Strongly Agree _ 9 (9.9%)
reree N 27 (315%)
Neither [ NNNENEC 17 (18.7%)
Disagree | 34 (37.4%)

Strongly Disagree - 2 (2.2%)

Figure 4. Young People’s Confidence in managing own privacy online.

| worry about the digital privacy of some of the young people | work or live with

Strongly Agree _ 17 (18.9%)
reree ) : (52.5%)
Neither | NN 12 (13.3%)
Disagree [N 11 (12.2%)

Strongly Disagree . 2 (2.2%)

Figure 5. Educator’s perception of young people’s digital privacy.

When we asked the adults ( which included parents, educators and guardians) whether they have
used or would use an educational board game to support learning of the young people they interact
with, more than three quarters (78%), would use this type of game in their interactions with young
people (see Figure 6).

4.2.1.5. Educators Perception of Risk for young people online. Upon being asked about their main
areas of concern for young people navigating online (the same question asked to the young people
(Figure 3), the adults’ biggest concern was cyber bullying (Figure 7). In contrast, young people rarely
rating it as an area of concern (3% for young people vs 39% educators). Data analysis revealed that
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Educational board game

Would use. | s (57.3%)
unsure [ 13 (14.6%)

Multi answer: Percentage of respondents who selected each answer option (e.g. 100% would
represent that all this question's respondents chose that option)

Figure 6. Educator’s usage of Educational Board Games.

parents and guardians were mostly concerned about online bullying, sexual predators, privacy and
protecting personal information, with regards to the young people they interact with (Figure 7).
Young people (18-21-year-old) were also concerned about their privacy and protecting their per-
sonal information (Figure 3). However, there was little in the data to suggest they were concerned
with cyberbullying and sexual predators. They were far more worried about hacking and hackers,
which is a subject the parents and guardians did not frequently report as a key area of concern.

which one you are most concerned about.

Set-image and identry | 1 (235
online relationships [ NI s ©.9%

Online reputation I 0

bullying / In-game bullying
Managing online information | 0

Health, well-being,and [J] 1 (1.1%)
lifestyle

Privacy and security _ 12 (13.3%)

Copyright and ownership I 0

scams and phishing [ 5 (5.6%)

Location tracking - 3 (3.3%)
Safety settings . 1 (1.1%)

Figure 7. Categories of concern for Educators.

4.3. Game questions

Information gathered from the Prolific survey acted as a starting point for informing the questions
(Prolific, 2020). For example, the survey asked adults what aspects of a game they felt should be con-
sidered to ensure the game would be as accessible to as many young people as possible. Out of the
86 answers received, the most frequent answers were that the game should be fun (28 mentions),
easy to play, and not too complicated (14 mentions). Thus, a second intended learning outcome
[ILO2], to assess ease of use and fun as a metric for the success of the design.

From the survey results, the concerns raised were organised into the five categories to ensure
they were reflected within the game; this means that the question subjects were informed by
people’s real-world concerns with online privacy and safety. Consequently, this would help to
ensure learning within the game would have real-world relevance to the players.

For example, in the area of Privacy and Security, concerns raised from the Prolific survey revealed
that phishing, scams and location tracking were areas of particular concern for young people
(Section 4.2.1.2). Thus, questions were included that covered these topics as part of the question
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design (Table 1). To also reflect the literature and adults’ concern around cyber bullying (Section
4.2.1.5), we also made sure to include questions around this area within the game (Table 2).

Table 1. Example game questions.

Question Answer choices

What is an online troll? (a) A character from Lord of the Rings
(b) A mythical character
(c) Someone who deliberately tries to sabotage your game or upset you
(d) A glitch in your computer

How can you check your social media (a) Go onto another device and look at your social media from there
privacy settings work? (b) Hope for the best

(c) You can't

(d) Ask a friend

Table 2. Example Game Questions — Cyber Bullying.

Question Answer choices

What is an online troll? ) A character from Lord of the Rings.

) A mythical character

) Someone who deliberately tries to sabotage your game or upset you.
) A glitch in your computer.

(
(
(
(

o T o

5. WP2 - game design

Work Package 2 sought to answer the third research question and design the physical game. For this,
a Scrum agile approach was used; a method based on iterative cycles designed to support and facili-
tate continual incremental improvements being made to the design, throughout the process, known
as “Sprints” (Schwaber & Sutherland, 2020).

There are a couple of ways to turn a subject into a game. The first is to adapt the subject directly into
game mechanics. For example, a mathematics game may involve solving problems within a certain
time frame to beat enemies. Another method involves implementation of a quiz-style format. The
mechanics of a quiz-style game would include delivering players questions and providing immediate
feedback, including positive reinforcement and reward when a player answers a question correctly
and encouragement or an explanation when a player answers incorrectly. Quizzes can cover a wide
variety of topics and there is software than can make inserting or updating questions neither compli-
cated, nor time-consuming. This makes it an ideal method of gamification. Kahoot is an example of a
popular quiz game that is used in education to promote active learning (Jones et al., 2019).

5.1. Physical or digital?

In the survey, participants were asked whether they felt a physical or digital boardgame would be
preferred by young people. The responses from the adults showed that almost half (43 out of 90)
had a preference for physical board games and 42 showed a preference for digital board games
(5 did not respond), indicating a balance between the two. However, young people themselves over-
whelmingly elected they would prefer a physical board game to an online one (Figure 8).

Young People Responses: \\hat is your favourite way to play boardgames?

online [ 9 (102%)
inperson N 5 (5:55%)

Figure 8. Young People Response to whether they preferred physical or online board game.
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5.2. Question Cards

The first sprint (Schwaber & Sutherland, 2020) in the iterative Scrum process sought to design a physical
solution that would allow players to answer the questions created. (Section 4.3). A set of game cards
were designed for the questions to be input into (Figure 2). The purpose of the questions is to encou-
rage and stimulate conversation between players, as the educational nature of the answers is of benefit
to all players. The question cards were printed out to form a deck (e.g. Figure 9), including a clearly
distinct question set for each category, thereby answering the second research question (TP-RQ2).

What are some of the risks
of playing online games?

You may be bullied during an online game

hacked

You may encounter someone who deliberately tries to ruin the game for other players
(griefer)

All of the above

You may be scammed in terms of giving up in-game items or have your account ]

Figure 9. Example game card.

6. WP3 - game prototype

The second sprint involved developing the mechanics of the game and what elements should be
included in the game to make it effective, interactive and fun to play. When participants were
asked what they believed were the most important aspects to consider when designing a game
for educational purposes. The most frequent responses were that the game should be fun and rel-
evant to the players, easy to use and accessible, in terms of catering for diversity in players’ skills
andabilities [ILO2]. Educational games combine learning with play (Prensky, 2003), aiming to
create a learning environment that is fun and safe, two attributes that respondents stated were
important. Thus, having devised the questions, focus moved towards the mechanics of the game
and ensuring the game was not overcomplicated and the rules were straightforward and possible
to grasp the first time it is played.

To support the main function of the game, which is the answering of questions, other mechanics
had to be designed with this in mind. This means that the game mechanics should not be at odds
with each other, or take the focus away from the main core game mechanic.

6.1. Game rules

In sprint 3, a rule book was created to support and guide gameplay. The rule book takes the form of a
small, A5 booklet, and explains the rules of the game (Figure 10), as well as the different components
of the board (Sections 6.2 to 6.4).
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Figure 10. Rule Book.

6.2. Portals

The game takes inspiration from the board games of Snakes and Ladders and Trivial Pursuit. Drawing
from the concept of players sliding up or down the board when they land on a snake or ladder
(Snakes and Ladders), the idea of portals that allow players to reach questions in different areas
of the board more easily, without having to use a turn, was developed. However, unlike in Snakes
and Ladders, this mechanic only serves to benefit the player and not a punishment.
This maintains a sense of unpredictablity and interactivity, whilst allowing players to reach questions
faster.

6.3. Tokens

Inspired by the concept of collecting “wedges” in Trivial Pursuit (Haspro, 1999), the idea of collect-
ing “trophies” was introduced as part of the game design. For this, category tokens were designed;
these tokens demonstrate that you have proven your knowledge in one of the privacy categories.
Players can acquire a category token when answering a question from that category correctly.
Shield tokens were also introduced; these tokens can be used to modify die roll results to reach
questions faster, and/or to assist in answering questions, by removing two of the answers
(Figure 11).

Figure 11. Category tokens above and a shield token below.
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6.4. Game board

The game board was designed in a circle shape, with players being able to move in any
direction on the board, allowing them to move more freely towards whichever category they
require a token for. An illustration of the game board can be found in Figure 12.

Figure 12. Game Board Design.

7. WP4 - game evaluation

The final work package (WP4) involved evaluating the game with end users (young people). For this
purpose, sprint 4 involved combining all the game components into a paper prototype of the game.
This involved printing out all of the game elements which included the game board; the 5 decks of
questions (one for each category); the tokens and shields; and the rule book. Some dice and playing
pieces were also sourced to allow users to play. The purpose of creating the paper prototype was to
gain feedback and uncover any issues with the game, to aid improvents in the future. To evaluate the
game, it was first important to establish whether the ILOs had been achieved. To do this, the effec-
tiveness of the questions and whether they achieved the intended learning outcomes needed to be
tested (TP-RQ2; to improve “the understanding, knowledge transfer and retention of learning by
game-players” [ILO1] in each of the identified categories) (TP-RQ1, Section 3.1). Secondly, testing
needed to be carried out to ensure the game was easy to use, accessible and fun to play
[ILO2] (Section 4.3).

7.1. Trialling the game

In total, we had 27 young people take part in trialling the paper prototype. The trials took place in a
focus group setting with teams of 4-5 undergraduate students aged between 18 and 25 being asked
to participate and play the game.
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All players were asked to complete a pre-game questionnaire before the trial began. This pre-
game questionnaire asked about their perception and level of confidence around each of the 5

game categories (Figure 2).
Players were then divided into groups of 4-5 players, provided with an overview of the rules the

game and invited to each select a unique playing piece (Figure 13).

Figure 13. First paper prototype being tested in a focus group of students.

8. Results

After each group had completed their game, the players were asked to complete a post-game ques-
tionnaire, including 15 rating questions, to explore their experience with playing the game. This
included questions about their perceptions of privacy, as well as some usability questions (based
on the System Usability Scale by John Brooke (Brooke, 1996), and questions relating to their experi-
ence of the play session and game design.

The evaluation questionnaires were designed using Likert scale ranking, which meant that each
question could include multiple layers. For example, Q9 was devised with the intention of obtaining
participants’ feedback on the gameplay experience (Figure 14), but also enabled the collection of
feedback relating to the participants’ perceptions of the difficulty level of gameplay, as well as
their thoughts and opinions on the questions in the game.

GAMEPLAY EXPERIENCE

I think that | would like to play this game frequently. A28 36% 24% 8%

| felt very confident answering the questions. 20% 64%

| would imagine that most people would learn to play the game very 28% 64%
quickly.
| thought the game was easy to play. 20% 68%

Th Guiestions and anewsrswera presenited clsarly

I found the questions very difficult to answer. E
| found the game engaging when it wasn't my turn. 44% 56%

0% 20% 40% 60% 80% 100% 120%

mStrongly Agree  mAgree = Neutral mDisagree  m Strongly disagree

Figure 14. Evaluation Questionnaire.
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8.1. Learning

Upon analysing the results of the evaluation questionnaires, it emerged that all players reported
feeling more confident across all 5 game categories as a result of playing the game (Figure 15).
This exceedingly positive response suggested that the first learning outcome [ILO1] had been
achieved.

Self-rated confidence

8
7

10%
6
5 8%
4 6%
3

4%
2

2%
.
0 0%

i : n " e
a g wi

Understanding what Managing your
cyber-bullying and information online and yuui

trolling are and howto  what others can access

address this negative implcations of sharing
behaviour online content and posts

m—rc m—Post % Change

Figure 15. Player's Confidence Levels.

Although some of the levels of improvement were slight (ranging from 1 — 13 percent improve-
ment), this could indicate that the level of questions are better suited to the younger end of the
chosen demographic, rather than those at the higher end of the age group. This was also commen-
ted on by one of the players who stated: “It was engaging, especially for a younger audience” (P7).
However, due to COVID-19 restrictions and limited access to younger participants (players), this
was not possible to test.

To assess learning, the self-rated scores of each of the five question categories (see Figure 2) from
the pre-game questionnaires and the post-game questionnaires the Wilcoxon (1945). Test found an
improvement in knowledge across all the categories.The most significant gains were seen in the
"managing your information" and "your relationships and reputation" categories (p < 0:01). Other
significant positive shifts were recorded in relation to the "cyber-bullying and trolling" and "self-iden-
tity and well-being" categories (p < 0:05). This may indicate that those aspects are more difficult for
young people to navigate and therefore, further exploration may be needed into how best to con-
tinue increasing awareness in those areas.

The questionnaires were completed immediately prior to and immediately after gameplay, which
indicates that any significant differences observed within the group, between these two points, can
be directly attributed to the gameplay experience and demonstrated the efficacy of the game as an
effective learning tool. Overall, players were in agreement that the game was easy to play, and was
not too complex (Figure 14). This indicates that the design goal of making an intuitive game [ILO2]
was achieved, which developed from Section in which 14 participants in the Prolific survey shared
that they felt an educational game should be easy to use. Whilst playing the game, the majority
of groups engaged in informal debates and discussions about the questions and their potential
answers; this was the case both for their own questions and those of other players. This acts to
reinforce the passive learning element for all players. Respondents were also in agreement that
the questions and answers were presented clearly, and reported that they came away from the
experience feeling they had learnt something about their online privacy from playing the game
(Figure 17), confirming that the game meets the [ILO1], set out in Section 3.1.
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These findings, coupled with the fact that we asked the questions both before game play and
immediately after play, support the argument that any significant differences observed within the
group, between these two points, can be directly attributed to the gameplay experience. thereby
demonstrating the efficacy of the game as an effective learning tool (Figure 13).

Overall, players were in agreement that the game was easy to play, and that the game was not
too complex (Figure 14). This relates back to Section 4.2.1 where 14 prolific participants thought
that an educational game should be easy to use [ILO2]. This means we achieved our design goal of
making a game that is easy to use and intuitive. We found that, while a couple of the groups
simply played the game, reading and answering the questions, most had discussions around
potential answers for each question even if the question was not theirs. This was exactly what
we had hoped would happen as this will reinforce the passive learning element for all players.
After finishing the game, players were also mostly in agreement that the questions and
answers were presented clearly and reported that they came away from the experience feeling
they had learnt something about their online privacy from playing the game (Figure 16), thus
confirming that the game meets the first learning outcome, set out in Section 3.1 [ILO1].

QUESTIONS AND LEARNING

The game questions made me think about how | can change my behaviour to
better protect my privacy online

I feel able to support my friends with their online privacy

I feel more confident in getting/asking for help if | have concerns about my
privacy online

lintend to check and update my privacy settings based on what | have learnt
playing this game

0f

| have a better understanding of how to access and change my privacy settings

| consider online privacy more important than | did before taking part in this
game

;
=

I feel able to control my online privacy

| feel more confident in being able to maintain my privacy online

Q
B

20% 40% 60% 80% 100% 120%

mStrongly Agree  mAgree Neutral mDisagree ®Strongly disagree

Figure 16. Reaction to Online Privacy post play.

9. Conclusion

This project aimed to create an interactive board game, which would serve to teach young people
about digital privacy and how to stay safe when navigating online. To this end, we asked three ques-
tions; “What are the key aspects of privacy risks that young people need to understand in order to ade-
quately protect themselves against negative impacts of their actions and interactions? (TP-RQ1); “What
questions do we need to formulate within each of the key aspects identified in TP-RQ1 to maximise the
understanding, knowledge transfer and retention of learning by game-players on each of these key
areas?”’ (TP-RQ2); and “How can we impart knowledge and understanding of the privacy risks associ-
ated with online social interaction, through the use of gamification, to help young people understand?”
(TP-RQ3).

These questions were answered through 5 work packages, the first of which looked to answer TP-
RQ1 Section 3.1, by reviewing the literature around privacy and young people to establish the key
areas that we needed to cover within educators around their privacy and gaming understanding and
preferences. From this, in the second work package, the feedback from the Prolific surveys, com-
bined with the literature was used to create question sets for each of the 5 categories identified
for use within the game, thereby answering question TP-RQ2 (Section 3.1).
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In work package 3, a prototype game board (Section 6), that was used to evaluate the game, as
part of work package 4 (Section 7). The evaluation consisted of 4 focus groups, involving 27 partici-
pants playing the game. The feedback was positive, with responses confirming that the questions
were thought-provoking, and encouraged learning and a change in behaviour when navigating
online (Section 8, Figure 12).

Moreover, this work has demonstrated how play can be effectively way to facilitate passive learning
about privacy in young people, thereby showing gamification and game-based learning are excellent
tools for disseminating learning material to young people. Hence, the evaluation answered research
question 3 by demonstrating that; “knowledge and understanding of privacy risks associated with
online social interaction... [can be imparted through gamification] to help young people understand”
[TP-RQ3].

9.1. Limitations

The Covid-19 pandemic meant that the original plan to develop a digital game and trial it with
various age-groups within the chosen demographic was not possible. The majority of educational
institutions were closed, meaning that access to younger participants proved problematic and
therefore, the initial evaluation focus group sessions were limited to the young people that were
most easily accessible to the project team (i.e. Bournemouth University students) to evaluate the
game (Section 8).

9.2. Future work

Future work will look at how best to disseminate the game (the objective of work package 5). As part
of this, further focus group sessions will be conducted, including younger players and the educators,
to diversify the perspectives acquired. In relation to the game design, work has begun to develop an
interactive digital version of the game, that players can access via the internet. It will also look to
revise and update the question set, to expand and cover additional demographics and ensure learn-
ing remains current. In the longer term, additional question-sets will introduce other relevant topics
around cyber security and privacy. The sets will be interchangeable, to suit both different learning
needs and demographics e.g. elderly people, young people, etc. and the versatility of this framework
will ensure that learning remains tailorable to different demographics.
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