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Abstract

This study investigates how age and gender similarity between individuals and potential social engineers affect the individuals’
trust and risk-taking behaviors. We crafted and face validated 16 personas, varying in demographics and visual cues, and
inquired whether participants would agree to use each persona’s offer to connect to the internet via their personal mobile
hotspot, as well as the degree of trust they placed in the persona’s intentions. Individuals were informed about the potential
risks associated with using another person’s mobile hotspot and that the person offering can be, but not necessarily, malicious.
Data from 635 participants (322 Arabs and 313 British) were collected through an online survey. Participants were categorized
by gender into male and female groups, and by age into two groups: early adulthood (18-35 years) and middle adulthood
(36-59 years). Our results showed a correlation between trust and offer acceptance across all participant groups except for
British females in middle adulthood. Additionally, participants, regardless of their gender and age groups, exhibited greater
trust and acceptance towards personas who were female or older. Arab sample did not indicate a significant gender preference in
aged personas; however, the British early adulthood group displayed a significant inclination towards accepting the offer from
aged female personas over aged male personas. While demographic similarity between the potential manipulator personas and
participants did not significantly impact the participants trust and risk-taking, our study uncovered differences in trust and offer
acceptance when both age and gender demographics were considered together, suggesting nuanced effects of demographic
matching and mismatching on taking security risks. These findings underscore the importance of incorporating bias awareness
and debiasing techniques to reduce high reliance on demographic or cultural stereotypes.
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1 Introduction

With the recent technological advances in computer sys-
tems and software, the potential for technical vulnerability
has increased for both individuals and businesses, leading
to an increase in cybersecurity attacks [1, 2]. The “human”
factor emerges as the most susceptible component within
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the interconnected chain of cybersecurity [3]. Cybersecurity
encompasses a spectrum of threats, with social engineering
(SE) being recognized as one of the human-centric methods
for exploiting security vulnerabilities. Building target trust
plays a central role in the success of a SE attack, as the pri-
mary objective of a social engineer, regardless of their chosen
approach, is to persuade the individual to trust them with sen-
sitive data.

Prior research has shown that individuals exhibit differ-
ences in risk perception and susceptibility to cybersecurity
attacks across different gender and age groups. A simulated
phishing study revealed that females showed greater suscep-
tibility to phishing attacks, while individuals aged 18 to 25
demonstrated higher susceptibility compared to older age
groups [4]. Despite the importance of understanding how
age and gender of potential manipulators affect the decep-
tion of individuals in the context of cybersecurity, research
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in this area is limited. One study discussed that the pro-
file of a cybercriminal is formed by amalgamating elements
including their personal traits, behavioral patterns, and demo-
graphic data, all reflective of the nature of cybercrimes they
commit [5]. However, the study did not explicitly address
the behavioral tendencies of attackers based on gender or
age groups. Notably, the dynamics of trust in social interac-
tion have been explored in various contexts, albeit scarcely in
cybersecurity. Prior research has indicated that trust dynam-
ics between demographic groups, such as age and gender,
are influenced by a complex interplay of factors, including
not only individual psychology but also cultural and societal
norms, which extend the understanding of trust well beyond
mere demographics [6]. This highlights a complex interplay
where factors such as cultural nuances and individual risk-
taking behaviors also shape trust propensities.

Prior research has demonstrated that individuals tend to
trust those who have similar demographic attributes to them
[7]. Yet, no research to date has investigated the effect of gen-
der and age matching/mismatching between manipulator and
target on persuasion and trust in the context of SE, especially
in face-to-face interaction. This study is part of a broader
research initiative exploring how demographic and visual
cues of potential social engineers affect trust and security risk
acceptance among Arab and UK participants. The findings
from the broader research identified a tendency among par-
ticipants to more likely accept security risk from, and exhibit
greater trust towards, female and elderly potential manipula-
tors [8].

This paper examines a specific SE situation where a person
in urgent need could be exploited by a potential manipu-
lator. In our scenario, a stranger approaches an individual
(the participant in our study) in a public place who has lost
internet connectivity, and the stranger offers the use of their
mobile internet hotspot. In this situation, the persona (the
stranger offering a mobile hotspot) is positioned as a potential
manipulator, which could expose the target to cybersecurity
risks when they are connected to the stranger’s hotspot, while
keeping participants informed of the security risk involved.
By focusing on this example, we explore how the age and
gender of potential manipulator influence the trust and risk-
taking of individuals across different gender and age groups
(whether matching or differing) to fall victim to SE during
face-to-face interactions. Additionally, this study also inves-
tigates the role of cultural nuances in shaping the individual
propensities for trust and risk-taking behaviors. Our contri-
bution to the literature includes incorporating samples from
both the UK and the Arab region, thus addressing the com-
monly raised critique of overreliance on WEIRD samples
(Western, Education, Industrialized, Rich, and Democratic)
[9]. The cultural dimension of individualism versus collec-
tivism has been identified as one of the most significant
cultural differences [10]. These differences were particularly
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evident when comparing Arab cultures with British cultures,
as Hofstede and other studies have highlighted [11, 12].

The key contributions of this paper are delineated as fol-
lows:

1. Investigation of Trust and Risk-taking Relationship: The
paper explores the intricate dynamics of trust and risk-
taking behaviors across different age and gender groups.

2. Assessment of the Impact of Age and Gender Similar-
ity: The study examines the role of similarity in age and
gender between potential social engineers and individu-
als, exploring how these similarities may influence the
individual’s trust in cybersecurity contexts.

3. Examination of the Role of Culture: This research investi-
gates how cultural factors shape individual differences in
trust and risk-taking behaviors, by involving participants
from both the UK and Arab backgrounds.

2 Related work

According to Social Role Theory, age and gender exert
considerable influence on shaping social interactions and
communication patterns [13]. The theory states that individ-
uals are typically socialized into specific gender roles early
in life, impacting their behavior, communication styles, and
interactions with others. Gender, as one of the most essential
social categories, is likely to significantly shape an individ-
ual’s perceptions, attitudes, and behaviors [14]. Moreover,
age-related roles and expectations similarly affect how indi-
viduals engage with others and perceive themselves in social
settings [13]. In light of this context, gender and age can
play pivotal roles in influencing individuals’ responses dur-
ing attempts at SE, especially in face-to-face interactions.

2.1 Cybersecurity behaviors: gender and age
differences

Existing research reveals marked disparities in the suscep-
tibility to cybersecurity threats based on gender and age [4,
15, 16]. For example, Kircanski et al., found that older and
younger adults are vulnerable to cyberthreats particularly
when induced emotionally [17]. Another study highlighted
that individuals within the young adult demographic, specif-
ically those aged 18-25, exhibit greater vulnerability to
phishing attacks [4]. Contrasting findings from another study,
however, observed that there was no significant difference
in susceptibility to cyberthreats across different age groups
[18]. Despite these findings, it has been suggested that aware-
ness of and caution toward security risks increases with age,
potentially decreasing their vulnerability to phishing attacks.
This is supported by the observation that older adults display
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a more robust Information Security Awareness (ISA) and a
heightened aversion to security risk, with ISA scores that
appear to increase with advancing age [15, 19]. The uni-
formity of cybersecurity risk susceptibility across different
age groups is being challenged, suggesting that the range of
cybersecurity behaviors requires further detailed investiga-
tion [20].

Similarly, gender differences in information security
behaviors show nuanced patterns. While some research indi-
cated no gender differences in vulnerability to phishing
attacks [21], other studies have found that women tend to
be more vulnerable to phishing attacks [15] and demonstrate
less secure password management [22]. Conversely, research
has also found that women are more concerned about infor-
mation privacy, more likely to adapt privacy measures [23]
and exhibit better InfoSec practices than men [4, 15]. This
complexity is further nuanced among young women, who
have shown to be more concerned about their privacy on
social networks than young men, and more likely to use pri-
vacy measure [24]. As aresult, the interplay of age and gender
distinctly affects InfoSec behaviors, highlighting the critical
necessity to integrate these considerations into cybersecurity
strategies. A study examining the combined effects of age and
gender on email phishing susceptibility suggests that the sus-
ceptibility to phishing varies across age groups and genders.
Specifically, it reveals that older women are more susceptible
to phishing than younger women, and younger men are more
susceptible than older men [25]. Yet, investigations into this
specific intersection of demographic factors remain scarce.

Cybersecurity behaviors are shaped by various factors
beyond gender and age, including technical expertise, train-
ing, and social attributes such as personality traits and
cultural background. Research utilizing the Big Five person-
ality model demonstrates that personality impacts security
practices consistently across different age groups, indicating
that traits like openness, conscientiousness, agreeableness,
extraversion, and neuroticism influence individuals similarly,
regardless of age [26]. In addition, technical knowledge and
training are significant factors that mediate gender differ-
ences in cybersecurity, particularly in phishing susceptibility.
Women, on average, have been found to have less techni-
cal training and knowledge, leading to higher vulnerability
[4]. This suggests that enhancing technical education could
help in mitigating these gender-related disparities. More-
over, cultural factors may serve as potential influencers when
assessing the differences in vulnerability to cybersecurity
threats and security behaviors across age and gender groups.
A study comparing employees in Sweden, the U.S., and India
found that the efficacy of security behaviors was influenced
by cultural disparities among the employees. Nonetheless,
age and gender were less impactful on the employees resis-
tance to phishing [27]. Another study in Qatar highlighted
that trust, technology overconfidence, and religious beliefs

markedly increased email phishing vulnerability, underscor-
ing the need for culture-specific cybersecurity education [28].

2.2 Trust and risk-taking: insights
from cybersecurity and beyond

Research in various domains has examined the association
between trust and risk-taking behaviors, highlighting the role
of trust in influencing risky decision-making. In cybersecu-
rity, for example, Li et al. (2008) found a strong relationship
between trust in online technologies and whether users will
willingly engage in riskier online activities, such as sharing
personal information or performing transactions with unfa-
miliar vendors [29]. The research also observed that with the
increase of trust, users cognitive and emotional barriers to
risk diminish, leading to a greater willingness to disclose sen-
sitive information even in ambiguous online environments.
Similarly, Thatcher et al. (2011) found that individuals with
higher trust in information technology systems are more
likely to engage in postadoption exploratory behaviors, such
as using more features of the system [30]. In SE contexts,
attackers exploit trust to elicit risky behavior from their tar-
gets. Workman (2007) observed that trust in interpersonal
relationships is vital for phishing attacks, as it lowers the per-
ceived risk and allows the manipulation of individuals [31].
After trust is established, victims are more likely to act in a
way that compromises security, reinforcing the idea that trust
supposedly reduces perceived risk in cybersecurity contexts.

Beyond cybersecurity, trust’s influence on risk-taking
is well-documented in economics and workplace settings.
Studies by Colquitt et al. (2007) and Mayer et al. (1995)
demonstrate that increased trust leads to risky decision-
making, particularly in organizational settings [32, 33].
Colquitt et al. (2007) highlight several risk-taking behav-
iors in organizational setting influenced by trust, such as
engaging in challenging tasks (task performance), help-
ing others beyond assigned duties (citizenship behavior),
and reducing counterproductive behaviors [32]. As trust
increases, individuals are more willing to accept vulnerabil-
ity in decision-making. This willingness extends to taking on
tasks or challenges with uncertain outcomes. Findings from
e-commerce research (Gefen, 2000; Jarvenpaa et al., 2000)
also show that trust in online stores reduces perceived risks
and thus makes consumers willing to provide personal details
or participate in financial transactions [34, 35]. Gefen (2000)
further highlights that familiarity with an e-commerce plat-
form and its processes builds trust, even without extensive
prior interaction, which encourage users to make inquiries
or purchases [34].
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2.3 Therole of gender and age in trust
and interpersonal influence

Studies across various fields indicate that age and gender
have a significant impact on how effectively individuals can
build trust and rapport [36-38], highlighting potential areas
for exploitation by social engineers. Despite limited research
on the role of age and gender in persuasion within the realm
of cybersecurity attacks, related findings from marketing,
education, and health suggest their significant influence. It
is important to consider how the matching of these char-
acteristics between the communicator and the receiver can
impact the trust. Educational research shows that gender-
matched teacher-student pairs often yield better student
performance, with female students benefiting from female
teachers [38—40]. Likewise, teacher-student gender match-
ing modestly enhances academic outcomes, with female
teachers slightly outperforming male teachers in promot-
ing progress for all students [39]. While gender matching
in teacher-student relationships may not always rely explic-
itly on persuasion, trust and relationship building that arise
from gender matching can influence outcomes and provide
insights into how social engineers can use these factors to
manipulate trust in cybersecurity.

In healthcare, gender matching impacts patient out-
comes and satisfaction. One study using virtual consultations
showed patient satisfaction hinged on physician—patient gen-
der matching, especially for female patients with female
physicians [41]. The findings also revealed that female
patients expressed higher satisfaction levels when paired with
female physicians who employed a caring communication
approach, as opposed to those who did not. This reflects how
gender-specific communication styles can enhance trust. In
security-related decision-making, the modality of interaction
could be a critical factor in influencing the target’s trust and
the overall success of a cybersecurity attack. In marketing,
gender and age matching’s impact on sales is debated. Dwyer
et al. found that opposite-gender pairings improved sales,
whereas age similarity didn’t affect outcomes [37]. Con-
versely, Stros et al. reported that female salespeople were
preferred by female customers, suggesting an advantage for
female sales representatives in sales interactions [36]. The
study also suggested that employing female salespeople may
potentially enhance sales interactions and increase sales suc-
cess.

In light of this literature, numerous studies across
marketing, education, and healthcare have explored how
communicator-recipient gender and age matching affects
perceptions and attitudes of individuals. However, commu-
nication and influence approaches studied in these domains
typically does not encompass risks, or they involve a type of
risk-taking that differs from the risks associated with manip-
ulation in cybersecurity context. In marketing, risk-taking
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often includes the practical or pleasant benefits associated
with a product and its contractual terms. It also involves the
possibility of not making a sale, which can lead to financial
losses, missed incentives, or reduced rewards for the sales-
person. However, in our study, the focus of perceived risk is
from the perspective of the recipient, not the communicator.
The risks we examine are those taken by the potential target of
manipulation (the recipient), rather than the risk experienced
by the person attempting the persuasion (the salesperson
or communicator). Risk-taking in marketing, which mainly
involves personal economic consequences, therefore differs
from the far-reaching risks in cybersecurity. In cybersecurity,
by contrast, risk-taking involves traversing the digital land-
scape, which can have a wide impact that extends beyond
financial losses to breaches of privacy and damage to one’s
reputation. Building on this foundation, we formulate our
research questions for the current study as follows:

RQ1I: Does matching the age and gender of an individual
with that of a potential social engineer, within the context of
face-to-face interactions, affect the individual’s willingness
to trust and take cybersecurity risks?

Hypothesis 1 We hypothesize that participants will exhibit
greater trust and a higher propensity to take security risks
when the age and gender of the potential social engineer
match their own.

RQ2: Does the willingness to accept security risks corre-
late with the level of trust perceived in the potential social
engineer?

Hypothesis 2 We hypothesize that there will be a significant
positive correlation between the level of trust perceived in the
potential social engineer and the participant’s willingness to
take security risks.

3 Method

This section of the manuscript outlines the methodology uti-
lized, commencing with the creation of the personas and
the procedure implemented in face-validation. We developed
personas to simulate a real SE scenario and improve ecolog-
ical validity. The use of visual personas instead of textual
descriptions (e.g. aged, female) allows participants to engage
with a more immersive, lifelike interaction. We wanted to
create a realistic scenario in which participants’ trust and
risk-taking behaviors are assessed more naturally and reflect
real-life encounters. The personas were carefully designed
based on the factors assessed, as explained in the subsequent
section. The following sections also illustrate the data set
and the group of participants involved in the study, as well as
the measures used in the analysis. The approaches used for
statistical analysis will be discussed.



How do gender and age similarities with a potential social ...

Page50f17 44

Fig.1 The 16 personas used in
the study < Aged | Young, Male |
Female, Arab | European,
Formal | Casual >

AMAF

3.1 Personas development

The study presented a scenario mirroring a common real-
world experience where an individual loses internet con-
nectivity in a public setting. In this scenario, a stranger,
referred to as a “persona” in our study, offers an internet con-
nection through their mobile hotspot, a situation that could
potentially expose one to cybersecurity threats and posi-
tions the persona as a possible manipulator. These personas
were designed with varied demographic and visual attributes,
including age groups (aged and young adults), genders
(female and male), ethnic appearances (Arab and European
facial features), and attire formality (formal or casual). This
process yielded 16 unique persona profiles. A shorthand nota-
tion was employed to represent each persona’s attributes: <
Aged | Young, Male | Female, Arab | European, Formal |
Casual > . For instance, “YMEF’ denotes a Young Male Euro-
pean with Formal attire. These personas were created using
FaceApp’s artificial intelligence feature [42]. It is impera-
tive to note that these personas were carefully designed to
reflect the specific attributes being examined—age, gender,
ethnicity, and look formality—while intentionally omitting

dih

YMAF

YFEC YMEF

extraneous elements such as religious cues. Style consistency
was maintained within age groups for both formal and infor-
mal attire categories. Figure 1 in the manuscript represents
the 16 personas used in the study.

A face validation process was carried out to confirm eth-
nic representation and face validity of the personas. We
recruited individuals from diverse cultural backgrounds for
this evaluation to ensure that the personas not only accu-
rately represented European or Arab ethnic characteristics,
but also were perceived as ordinary in terms of likability and
conventional appearance. The participants examined the 16
personas and evaluated each one for age, ethnicity (European
or Arab), formality attire, and provided additional observa-
tions. Based on this feedback, modifications were made. For
instance, personas in formal attire originally shown smiling
had their smiles toned down to better suit formal standards.
Additionally, for the casual female personas, sleeveless tops
were deemed not suitable for some Arab nations, so we
opted for short sleeves. Additionally, in order to increase
authenticity, we made adjustments to the hair colors to align
with typical regional characteristics. This included opting for
lighter shades of blonde for European and darker shades for
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Arab personas. The sequence in which personas were pre-
sented to participants was randomized to prevent order bias,
reduce learning effect, and limit fatigue effects from influ-
encing the ratings.

3.2 Dataset

Participants were drawn from the Arab Gulf Cooperation
Council (GCC) and the United Kingdom (UK) through the
data collection service of TGM Research, a company spe-
cializing in data collection for research [43]. These two
cultural contexts were selected based on their divergent moral
principles and societal values, offering a diverse terrain for
comparative examination. To evaluate these cultural dif-
ferences, a country comparison was conducted using the
GLOBE (Global Leadership and Organizational Behavior
Effectiveness) study framework, which illustrated prominent
disparities in aspects like Power Distance and Collectivism
between the UK and GCC countries [44]. The survey was
constructed using SurveyMonkey, a platform designed for
creating and managing questionnaires [45]. The study was
conducted between November 2023 to December 2023,
during which participants were recruited, screened, and
completed the survey on the platform. To ensure com-
prehensibility and eliminate potential misunderstandings or
ambiguous language, a trial run of the survey was conducted
with a small sample before its full deployment.

Eligibility for survey participation was determined by fac-
tors including age (over 18), country of birth and current
residence within the GCC (Saudi Arabia, Qatar, Bahrain,
Kuwait, Oman, and the UAE) or the UK (England, Scotland,
Wales, and Northern Ireland). Participants were required to
self-identify with the cultural norms and practices of either
the Arab GCC or the UK. A prerequisite for participation
was a basic understanding and previous use of mobile Inter-
net hotspots. All participants provided informed consent and
were given the option to withdraw from the survey at any
time. To ensure data quality, attention checks were incorpo-
rated into the survey. Participants who failed these checks or
completed the survey hastily (less than 50% of the median
duration calculated after removing lengthy duration outliers)
were excluded from the analysis. Ethical approval for this
study was obtained from the Institutional Review Board
(IRB) at Hamad Bin Khalifa University. Participants who
indicated a non-binary gender were omitted from both the
Arab and UK datasets because their sample size was small,
with each group containing fewer than five participants. Indi-
viduals aged 60 and above were excluded from both the
Arabic and English datasets as we received no responses from
Arab participants in this age group. The final dataset com-
prised 635 participants, with 322 from the Arab GCC and 313
from the UK. The dataset used in this study, which was part of
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a larger study, is available via the Open Science Framework
(OSF) link provided in the Data Availability section.

3.3 Measures
3.3.1 Demographic measures

Participants provided their age and gender, with age recorded
as an exact number of years and gender specified in a free-
text format. Completion of both the age and gender fields
was mandatory.

3.3.2 Risk-taking intention and trust

In the given scenario, participants’ inclination to engage
in risk-related behavior was quantified by questioning their
willingness to accept a mobile internet hotspot connection
from an unknown individual depicted as ‘persona’ in the
study. Participants were asked to provide their likelihood
of accepting such an offer by responding to the following
question: ‘How likely would you accept the offer of this per-
son to use his/her mobile Internet hotspot?’ Additionally, to
understand their perception of risk, participants rated their
trust towards the ‘persona’ with the question: ‘How likely do
you think this person may try to compromise your data pri-
vacy and security while you are connected through his/her
mobile internet hotspot?’ Responses to both queries were
recorded using a six-point Likert Scale, where 1 indicated
‘very unlikely’ and 6 indicated ‘very likely’. Itis worth noting
that prior to the assessment, participants were informed of the
potential risks associated with using third-party hotspots, par-
ticularly the risk of unauthorized data access. Further details
of the complete survey design can be found at the OSF link
mentioned in the Data Availability section of this manuscript.

3.4 Data analysis

The analysis was conducted using JASP software version
0.18.3 [46]. Participants’ ages were categorized into two
groups to reflect stages of adulthood: early adulthood (18-35)
and middle adulthood (36-59), in line with recognized devel-
opmental periods as outlined in a prior sources [47, 48].
This categorization also mirrored the age groups of the per-
sonas presented to participants, namely ‘young’ and ‘aged’.
In this study, the variable concerning the formal or casual
appearance of the personas was omitted, allowing for the con-
solidation of acceptance and trust scores within the personas’
respective gender and age groupings of the same ethnicity.
For example, acceptance and trust scores for the ‘AMAF’
(Aged Male Arab Formal) persona were combined with
those for the ‘AMAC’ (Aged Male Arab Casual). Notably,
responses to the risk perception question, indicative of trust,
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were reverse-coded; a greater perceived risk of a data privacy
breach by the stranger indicated lower trust.

Focusing on demographic assessment, we compared par-
ticipants’ acceptance and trust levels with personas sharing
their ethnicity; Arab participants were evaluated against Arab
personas, and UK participants against European personas.
The combined acceptance and trust scores resulted in eight
separate columns for each ethnic group (Arab and Euro-
pean personas), with four columns assigned to each measure.
Totals for each column ranged from 2 to 12. For a detailed
breakdown of these columns, please refer to the dataset file
attached in the OSF link provided in the Supplementary
Material section. The explanation is displayed under the Data
Dictionary tab of the dataset.

To address the first research question, a one-way repeated
measures ANOVA was employed to examine within-subjects
variance across the four persona characteristics—Aged Male
(AM), Aged Female (AF), Young Female (YF), and Young
Male (YM). Given the robustness of repeated measures
ANOVA to violations of normality with non-normal data
and large sample size, as discussed by Blanca et al. [49],
we proceeded without non-parametric tests despite the ordi-
nal nature of our data. Sphericity assumption, as tested
by Mauchly’s test (p < 0.001), was not met for most of
the within-subjects effects. Therefore, degrees of freedom
were corrected using Greenhouse—Geisser estimate. Detailed
results from the sphericity assumption tests are available in
Tables 1S and 28S in the supplementary material referenced
in the Data Availability section. To mitigate the risk of Type
I errors from multiple comparisons, Bonferroni correction
was applied. Post-hoc comparisons on trust and risk-taking
participants were performed to further explore the specific
differences between age and gender categories (e.g., early
adulthood females vs. middle adulthood females) of each par-
ticipant group (Arab and British). This analysis allowed us to
identify and interpret significant variations in trust and risk-
taking behavior based on demographic similarities between
the personas and participants.

To explore the second research question, a Spearman’s
rho correlation analysis was utilized to examine the rela-
tionship between acceptance and trust scores. The analysis
examined the relationship between acceptance and trust rat-
ings among participant age and gender groups, focusing on
the four personas (AM, AF, YM, and YF) that corresponded
to the participants’ own ethnicity in both datasets.

4 Results
4.1 Descriptive statistics

The descriptive statistics for the demographic characteristics
of participants’ age and gender are displayed in Table 1. The

Table 1 Participant demographics

Variables Participants (N = 635)

Arab (N = 322) British (N = 313)

Gender (%)

Female 145 (45.03) 179 (57.19)
Early Adulthood 105 (72.41) 92 (51.40)
Middle Adulthood 40 (27.59) 87 (48.60)
Male 177 (54.97) 134 (42.81)
Early Adulthood 79 (44.63) 50 (37.31)
Middle Adulthood 98 (55.37) 84 (62.69)
Age
M (SD) 34.64 (9.82) 37.94 (11.98)
Range 18-57 18-59

gender distribution shows differences between the participant
groups, with a higher percentage of females in the British
sample (57.19%) than in the Arab sample (45.03%). Specif-
ically in the middle adulthood group, the British participants
showed a disparity in gender representation with 48.6%
females and 62.69% males, similarly to Arab participants
who have 27.59% females and a notably higher percentage
of males at 55.37%. Regarding age, the British participants
exhibit a slightly higher mean age (M) of 37.93 years com-
pared to the Arab participants’ mean age of 34.64 years, with
both groups demonstrating comparable age ranges.

4.2 ANOVA results on the acceptance and trust

This section will address RQ1 and Hypothesis 1. Table 2 dis-
plays the within-subjects effects of the Persona Age-Gender
Repeated Measures (RM) Factor on the acceptance and trust
scores among the age-gender groups of participants in both
Arab and British samples. The age-gender groups of partici-
pants are defined as follows: early adulthood females (EA-F),
middle adulthood females (MA-F), early adulthood males
(EA-M), and middle adulthood males (MA-M). The RM Fac-
tor corresponds to the persona age-gender groups, namely:
AM, AF, YM, YF. Each sample was assessed by the RM Fac-
tor with personas’ ethnicity matching the participants’ own
ethnicity. The table reports mean scores for acceptance (M,)
and trust (M), in addition to p-values for acceptance (p,) and
trust (py), and effect sizes represented by partial eta squared
(np2) for acceptance (npza) and trust (npzt), for each group
comparison.

Significant influences of the RM factor were evident
across all participant groups. In the groups of the female par-
ticipants, early adulthood females (EA-F) within the Arab
sample exhibited significant effects on acceptance (p, <
0.001) and trust (p¢ < 0.001), with the largest effect size for
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Table 2 Within-subjects effects showing the influence of the persona age-gender RM factor on acceptance and trust scores for each participant

age-gender group within Arab and British samples

Participant Persona age-gender RM  Participants (N = 635)
age-gender group factor
Arab (N = 322) British (N = 313)
Ma/M; Pa/pt Upza/ 77p21 Ma/M; Pa/Pt 7]p2a/ Upzt
EA-F AM 6.71/6.81 <.001/<.001 0.192/0.105 5.71/7.30 <.001/<.001  0.237/0.271
AF 7.30/7.11 7.39/8.72
YM 5.71/5.74 6.15/7.09
YF 7.83/6.92 7.10/8.01
MA-F AM 6.70/6.55  0.027/0.005 0.077/0.120  4.87/7.56 <.001/<.001  0.095/0.134
AF 7.35/6.80 5.51/8.01
YM 6.25/5.93 4.59/7.01
YF 7.28/7.33 5.13/7.31
EA-M AM 8.85/8.22 <.001/<.001  0.094/0.243  6.38/7.04 <.001/<.001 0.215/0.239
AF 8.92/8.44 8.22/8.94
YM 7.53/6.08 6.48/7.20
YF 8.38/7.30 7.88/8.34
MA-M AM 7.41/6.66 <.001/<.001 0.145/0.216  6.07/7.66 <.001/<.001  0.070/0.119
AF 7.42/6.87 6.38/8.05
YM 6.01/5.16 5.73/7.12
YF 6.94/5.94 6.31/7.63

#p < .05, % p < .01, ¥** p < 001

[Persona: < Aged | Young, Male | Female >]; [Participant: EA-F: Early Adulthood Female, MA-F: Middle Adulthood Female, EA-M: Early
Adulthood Male, MA-M: Middle Adulthood Male]. The persona’s ethnic appearance (Arab or European) matches the ethnicity of the participant

group

acceptance (npza = 0.192) observed among all Arab partici-
pant groups. A similar pattern emerged in the British sample,
where EA-F showed the most pronounced effects on accep-
tance (p, < 0.001, 12, = 0.237) and trust (p < 0.001, 7,2
= 0.271), reflecting the highest effect sizes reported in the
British sample. For MA-F, the Arab cohort showed signifi-
cant effects on acceptance (p, = 0.027, npza = 0.077) and
trust (p; = 0.005, r/pzt = 0.120), although with smaller effect
sizes compared to the British cohort, which exhibited larger
effect sizes for acceptance (p, < 0.001, npza = 0.095) and
trust (p; < 0.001, % = 0.134).

In the groups of male participants, significant RM factor
effects were noted for EA-M and MA-M on acceptance and
trust across Arab and British participants (p,, pr < 0.001).
The Arab EA-M group had a moderate effect on acceptance
(77},221 =0.094) and alarge effect on trust (npzt =0.243), while
the British EA-M group showed similar effect sizes on both
acceptance and trust (77p2a = 0.215, npzt = 0.239), which
were accompanied by the highest mean scores for acceptance
and trust across all persona factor levels (AM: M, = 6.38,
M; = 7.04; AF: M, = 8.22, M; = 8.94; YM: M, = 6.48, M;
= 8.20; YF: M, = 7.88, M; = 8.34).
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In order to determine if participants exhibited a signifi-
cant preference for one demographic combination of persona
(age x gender) over another, post-hoc analyses were con-
ducted, categorizing gender by age groups, as presented
in Tables 3 and 4. The tables report pbonf, indicating
Bonferroni-adjusted p-values for acceptance (pbonf_4) and
trust (pbonf_), and Cohen’s d, representing the effect size
for acceptance (Cohen’s d,) and trust (Cohen’s dy).

Table 3 reveals significant differences in how the female
participants in early adulthood (EA-F) from both Arab and
British groups perceived the personas. Among EA-F, Arab
participants demonstrated a significant preference for YF per-
sonas over AM personas in terms of acceptance (pbonf 4 <
0.001, Cohen’s d, = 0.434). However, this preference was
not observed in trust where the difference was not significant
(pbonf_4 = 1.000). In contrast, British EA-F participants dis-
played a significant preference for YF over AM personas on
both acceptance and trust with notable effect sizes (pbonf 4
< 0.001, Cohen’s d; = 0.533; pbonf ; < 0.001, Cohen’s d;
= 0.348). Additionally, within the Arab EA-F cohort, a sig-
nificant difference favored AM over YM personas in both
acceptance and trust (pbonf_4 < 0.001, pbonf 4 < 0.001),
while in the British EA-F group, these comparisons did not
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Table 3 Post-hoc comparisons of

acceptance and trust scores Persona Female participants
between Arab and British female ~ 3g¢-gender
participants categorized by age RM factor Early adulthood (N = 197)
group across the persona Arab (N = 105 British (N — 92
age-gender RM factor rab ( ) ritish ( )
Acceptance Trust Acceptance Trust
pbonf_,/Cohen’s pbonf_{/Cohen’s pbonf_,/Cohen’s pbonf_; /Cohen’s
da d[ da dl
AM AF 0.152/-0.226 1.000/—0.140 <.001/-0.646 <.001/-0.696
YF <.001/-0.434 1.000/—0.052 <.001/-0.533 <.001/-0.348
YM  <.001/0.393 <.001/0.489 0.210/-0.171 1.000/0.107
AF YF 0.240/—-0.208 1.000/0.087 0.984/0.112 <.001/0.348
YM  <.001/0.620 <.001/0.629 <.001/0.475 <.001/0.804
YF YM  <.001/0.828 <.001/0.541 <.001/0.362 <.001/0.455
Persona Middle adulthood (N = 127)
age-gender
RM factor Arab (N = 40) British (N = 87)
Acceptance Trust Acceptance Trust
pbonf_,/ pbonf_; /Cohen’s pbonf_,/ pbonf_; /Cohen’s
Cohen’s d, dy Cohen’s d, d;
AM AF 0.666/—0.242 1.000/—0.111 0.004/—0.253 0.040/—0.194
YF 0.949/-0.215 0.190/—0.345 1.000/-0.101 0.746/0.110
YM 1.000/0.168 0.492/0.278 0.718/0.115 0.005/0.239
AF YF 1.000/0.028 0.859/—0.234 0.242/0.152 <.001/0.304
™M 0.046/0.410 0.093/0.390 <.001/0.368 <.001/0.433
YF YM 0.076/0.382 <.001/0.624 0.022/0.216 0.418/0.130

p < .05, ¥¥p < 01, **¥p < 001

< Aged | Young, Male | Female > . The persona’s ethnic appearance (Arab or European) matches the ethnicity

of the participant group

yield significant results (pbonf_q = 0.210, pbonf_y = 1.000).
Furthermore, within the young personas (YM vs. YF), the
Arab EA-F group showed a significant bias towards YF
(pbonf_4 < 0.001, Cohen’s d; = 0.828), a trend that was
mirrored in the British EA-F group but with a smaller effect
size (pbonf_4 < 0.001, Cohen’s d, = 0.362).

The post-hoc comparisons within the middle adulthood
female (MA-F) group did not yield as many significant
results. In the Arab cohort, MA-F participants did not exhibit
significant differences when comparing AM with AF, YF, or
YM personas in terms of acceptance and trust. In contrast, the
British MA-F cohort showed significant differences, with a
preference for AF over AM in acceptance and trust (pbonf 4
= 0.004, pbonf 4 = 0.040) and a significant preference for
AM over YM in trust (pbonf_s = 0.005). Furthermore, the
British MA-F group did not show significant differences in
acceptance when comparing AF with YF (pbonf_, = 0.242);
however, trust was significantly higher for AF compared
to YF (pbonf 4+ < 0.001, Cohen’s d; = 0.304). Among the

younger personas within the Arab MA-F group, no signifi-
cant difference in acceptance was found between YF and YM
(pbonf_q = 0.076), whereas the British MA-F group showed
a significant preference for YF over YM (pbonf_ 4, = 0.022).
Conversely, trust was significantly higher for YF compared
to YM in the Arab cohort (pbonf 4 < 0.001), a pattern not
observed in the British cohort (pbonf ; = 0.418).

In the analysis of male participants’ preferences for dif-
ferent persona demographic combinations, Table 4 details
the post-hoc comparisons. Early adulthood males (EA-M)
from the Arab cohort showed a significant preference for
AM persona over YM persona, both in acceptance (pbonf 4
< 0.001, Cohen’s d, = 0.497) and trust (pbonf ; < 0.001,
Cohen’s d; = 0.889). No such preferences were observed
in the British EA-M sample for this comparison (pbonf 4
= 1.000, pbonf_; = 1.000). However, British EA-M partici-
pants demonstrated a pronounced preference for AF and YF
personas over AM in acceptance (AM vs. AF: pbonf 4 <
0.001, Cohen’s d; = 0.668; AM vs. YF: pbonf 4 < 0.001,
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Table 4 Post-hoc comparisons of

acceptance and trust scores Personad Male participants
between Arab and British male age-gender
participants categorized by age RM factor Early adulthood (N = 129)
group across the persona Arab (N = 79 British (N = 50
age-gender RM factor ab ( ) ritish ( )
Acceptance Trust Acceptance Trust
pbonf_,/ pbonf_; /Cohen’s pbonf_,/ pbonf_; /Cohen’s
Cohen’s d, d¢ Cohen’s d, d¢
AM AF 1.000/—0.029 1.000/—0.095 <.001/-0.668 <.001/-0.893
YF 0.853/0.177 0.018/0.379 <.001/-0.544 <.001/-0.611
™M <.001/0.497 <.001/0.889 1.000/—0.036 1.000/—0.075
AF YF 0.530/0.205 0.001/0.473 1.000/0.123 0.425/0.282
YM <.001/0.525 <.001/0.984 <.001/0.631 <.001/0.817
YF YM 0.049/0.320 <.001/0.510 0.001/0.508 0.004/0.536
Persona Middle adulthood (N = 182)
age-gender
RM factor Arab (N = 98) British (N = 84)
Acceptance Trust Acceptance Trust
pbonf_,/ pbonf_; /Cohen’s pbonf_,/ pbonf_; /Cohen’s
Cohen’s d, d¢ Cohen’s d, d¢
AM AF 1.000/—0.004 1.000/—0.086 0.385/—0.110 0.092/—0.181
YF 0.255/0.170 0.004/0.304 0.923/—0.084 1.000/0.011
YM <.001/0.506 <.001/0.629 0.235/0.122 0.006/0.247
AF YF 0.229/0.173 <.001/0.389 1.000/0.025 0.061/0.192
™M <.001/0.509 <.001/0.714 <.001/0.232 <.001/0.427
YF YM <.001/0.336 0.002/0.325 0.003/0.207 0.010/0.236

p < .05, ¥¥p < 01, **¥p < 001

< Aged | Young, Male | Female > . The persona’s ethnic appearance (Arab or European) matches the ethnicity

of the participant group

Cohen’s d; = 0.544) and trust (AM vs. AF: pbonf 4 < 0.001,
Cohen’s d; = 0.893; AM vs. YF: pbonf 4 < 0.001, Cohen’s
d; = 0.611), with substantial effect sizes. The British EA-M
group also showed a significant preference for YF over YM in
acceptance (pbonf_4 = 0.001, Cohen’s d, = 0.508) and trust
(pbonf_y = 0.004, Cohen’s d; = 0.536). In the Arab EA-M
cohort, a similar trend was observed, favoring YF over YM,
with a lower significance in acceptance (pbonf_, = 0.049,
Cohen’s d; = 0.320) but higher significance in trust (pbonf
< 0.001, Cohen’s d; = 0.510).

For middle adulthood male (MA-M), the Arab partici-
pants did not show significant preferences when comparing
AM with AF (pbonf_4 = 1.000, pbonf ; = 1.000). How-
ever, there was a significant preference for AM over YM
in both acceptance (pbonf 4 < 0.001, Cohen’s d; = 0.506)
and trust (pbonf_4 < 0.001, Cohen’s d; = 0.629) with moder-
ate effect sizes. Unlike the British EA-M group, the British
MA-M participants did not exhibit a statistical preference in
acceptance or trust when comparing AM with AF and YF
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(AM vs. AF: pbonf 4 = 0.385, pbonf 4 = 0.092; AM vs.
YF: pbonf 4 = 0.923, pbonf_4 = 1.000). Nevertheless, both
Arab and British MA-M participants displayed a significant
preference for AF over YM in acceptance (Arab: pbonf 4 <
0.001; British: pbonf 4 < 0.001) and trust (Arab: pbonf ; <
0.001, Cohen’s d; = 0.714; British: pbonf_; <0.001, Cohen’s
d; = 0.427), with the Arab cohort showing more pronounced
effect sizes. Furthermore, a significant preference for YF
over YM was evident in both acceptance and trust among
Arab and British MA-M participants, confirming a consis-
tent favorability towards female personas across age groups
(Arab: pbonf 4 < 0.001, pbonf ; = 0.002; British: pbonf 4
= 0.003, pbonf 4 = 0.010).

4.3 Spearman’s rho correlation between acceptance
and trust in personas

This section will address RQ2 and Hypothesis 2. Tables 5 and
6 detail the correlations between acceptance of the hotspot



How do gender and age similarities with a potential social ...

Page110f17 44

Table 5 Correlation between acceptance and trust scores among female
participants categorized by age group

Table 6 Correlation between acceptance and trust scores among male
participants categorized by age group

Female participants

Persona variable Early adulthood (N = 197)

Acceptance-trust correlation

Arab (N = 105)

Pvalue/Spearman’s p

British (N = 92)

Pvalue/ Spearman’s p

Male participants

Persona variable Early adulthood (N = 129)

Acceptance-trust correlation

Arab (N =179)

Pvalue/Spearman’s p

British (N = 50)

Pvalue/Spearman’s p

AM <.001/0.480 .019/0.244
AF <.001/0.483 <.001/0.486
YM <.001/0.377 .001/0.328
YF <.001/0.432 <.001/0.431

AM <.001/0.494 <.001/0.476
AF <.001/0.602 <.001/0.474
YM <.001/0.524 <.001/0.554
YF <.001/0.496 <.001/0.545

Persona variable Middle adulthood (N = 127)

Acceptance-trust correlation

Arab (N = 40)

Pvalue/Spearman’s p

British (N = 87)

Pvalue/Spearman’s p

Persona Variable Middle Adulthood (N = 182)

Acceptance-trust correlation

Arab (N = 98)

Pvalue/Spearman’s p

British (N = 84)

Pvalue/Spearman’s p

AM <.001/0.520 0.738/0.036
AF <.001/0.601 0.187/0.143
YM <.001/0.520 0.778/0.031
YF 0.002/0.467 0.150/0.156

AM <.001/0.617 <.001/0.485
AF <.001/0.583 <.001/0.459
YM <.001/0.620 <.001/0.580
YF <.001/0.514 <.001/0.490

*p <.05, #p < .01, ***p < .001
< Aged | Young, Male | Female > . The persona’s ethnic appearance
(Arab or European) matches the ethnicity of the participant group

offer and trust in personas by female and male participants
in Arab and UK datasets. The tables display both the p,4e
and Spearman’s rho correlation coefficient (Spearman’s p)
for each group.

As evidenced in Table 5, a significant correlation pattern
is discernible among female participants, with Spearman’s
p indicating the strength and direction of the relationships.
For early adult Arab females (N = 105), acceptance of the
offer significantly correlated with trust in personas across
all personas, with Spearman’s p values of 0.480 for AM,
0.483 for AF, 0.377 for YM, and 0.432 for YF. British female
participants (N = 92) showed a moderate positive correlation
for AF (p <0.001, Spearman’s p = 0.486) and YF (p <0.001,
Spearman’s p = 0.431), and a weaker positive correlation for
AM (Spearman’s p =0.244, p =0.019) and YM (Spearman’s
p =0.328, p =0.001).

In the middle adulthood, Arab female participants contin-
ued to show a strong positive correlation between acceptance
of the offer and trust in personas (AM: p < 0.001, Spearman’s
p = 0.520; AF: p < 0.001, Spearman’s p = 0.601; YM: p
< 0.001, Spearman’s p = 0.520; and YF: p = 0.002, Spear-
man’s p = 0.467). Contrastingly, no significant correlation
was observed between acceptance and trust among female
British participants in this age group for all personas (AM:

*p <.05, #¥p < .01, ***p < .001
< Aged | Young, Male | Female > . The persona’s ethnic appearance
(Arab or European) matches the ethnicity of the participant group

Spearman’s p = 0.036, p = 0.738; AF: Spearman’s p =
0.143, p = 0.187); YM: Spearman’s p = 0.031, p = 0.778;
YF: Spearman’s p =0.156, p = 0.150). These results indicate
that, particularly in middle adulthood, the Arab female par-
ticipants’ acceptance of hotspot offers is closely intertwined
with their trust in the persona, a trend not mirrored among
their British counterparts.

As presented in Table 6, a significant correlation between
acceptance of the offer and trust in personas is observed
among male participants. Among early adult Arab males (N
=79), the correlations are notably moderate to strong (AM:
Spearman’s p = 0.494, AF: Spearman’s p = 0.602, YM:
Spearman’s p = 0.524, and YF: Spearman’s p = 0.496, all
p < 0.001). Early adult British males (N = 50) displayed
significant positive correlations as well, with Spearman’s p
values of 0.476 for AM, 0.474 for AF, and 0.554 for YM and
a notably higher Spearman’s p value of 0.545 for YF (all p
<0.001).

For males in middle adulthood, Arab participants demon-
strated very strong positive correlations (AM: Spearman’s
p = 0.617, AF: Spearman’s p = 0.583, YM: Spearman’s p
= 0.620, YF: Spearman’s p = 0.514, all p < 0.001). Their
British counterparts also showed significant positive corre-
lations, though slightly lower (AM: Spearman’s p = 0.485,
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AF: Spearman’s p = 0.459, YM: Spearman’s p = 0.580, YF:
Spearman’s p = 0.490, all p < 0.001).

5 Discussion

This research contributes a unique perspective to the exist-
ing literature by exploring the interplay between age and
gender similarity among potential social engineers and their
targets, focusing on its influence on trust and subsequent
risk-taking in face-to-face interactions. While the interaction
between gender-age matching and their influence on trust
and decision-making has been thoroughly explored in fields
such as education [38—40], medicine [41], and marketing
[36, 37], its examination within the realm of cybersecurity
remains limited. Addressing this gap, our study specifically
investigates whether the demographic similarities between
the potential manipulator and the target have an impact on the
level of trust and risk-taking exhibited by the latter towards
the manipulator.

The role of trust in SE attempts isn’t just shaped by per-
sonal beliefs and assumptions, but also by wider cultural and
societal factors. These broader influences can drive different
security-related behaviors depending on the cultural context.
According to Triandis (2001), the way people interpret and
respond to their surroundings varies across cultures, with ele-
ments like social norms and collectivism impacting how risk
tolerance is shaped [50], with factors such as social norms
and collectivism influencing risk tolerance. Statman (2015)
similarly highlights that cultural environments strongly affect
how risks are perceived and handled [51]. By examining both
Arab and UK participants, who show marked differences in
the cultural dimension of individualism versus collectivism,
this research digs into these cultural nuances and sheds light
on how they might inform more tailored security approaches.

Given the limited research on gender-age similarity
between manipulators and targets in the cybersecurity field,
our approach draws parallels with related disciplines where
the persuader’s profile is known to affect the efficacy of their
strategies. For instance, just as previous studies [36, 37] have
shown that a salesperson’s demographic matching with cus-
tomers can influence sales outcomes, our findings indicate
that a similar dynamic may exist in the field of cybersecurity,
with the demographic variances between social engineers
and targets could potentially affect the success of SE tactics.

Trust and risk-taking dynamics for gender and age groups.
Our study revealed a consistent tendency to take risks and
accept the hotspot offer from female personas across all
participant groups from both Arab and UK samples. These
observations align with the literature suggesting that women
are perceived to possess lower cybersecurity awareness than
men [52-54], potentially explaining their perceived higher
trustworthiness and the higher risk of accepting the offer
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from women more than men. Additionally, these findings res-
onate with trends highlighted in the literature, where female
teachers and physicians are often preferred for their nurtur-
ing demeanor rather than their male counterparts [39, 41].
This pattern is further explained through Social Role The-
ory [13], which posits that gender expectations influence
behavior and perception. Women are often viewed as more
nurturing and less harmful, and this perception carries over
into trust dynamics in cybersecurity contexts, as seen in our
study. Nonetheless, it is important to note that the perception
of females and their effectiveness may vary depending on the
context.

Regarding age matching groups, our study revealed a
preference among Arab participants for personas based on
age, with a higher acceptance rate for older personas com-
pared to younger personas regardless of gender. This suggests
that older individuals are perceived as more trustworthy
and less likely to present a risk, likely due to their lower
cybersecurity awareness compared to younger generations,
as demonstrated in a previous study [55], thereby posing a
lower risk of executing cyber-attacks. Interestingly, this age
preference pattern was not as evident in the UK sample. In
this context, early adult males and females exhibited a higher
inclination for risk-taking with young male personas com-
pared to aged male personas, though this difference was not
statistically significant. This difference between Arab and
British participants suggests that cultural factors can play a
significant role in shaping preference for individuals of dif-
ferent ages. According to the Social Role Theory, society
attributes different roles and expectations based on the age
of the individual, and these roles are shaped by cultural norms
about which behaviors are considered appropriate at different
stages of life [13]. For instance, some cultures place greater
respect and trust in elders, leading to a higher likelihood of
accepting actions or advice from older individuals. Cross-
cultural psychology research supports this, showing that in
some cultures, respect for elders may prompt a higher rate
of acceptance for actions by older individuals [11]. Further-
more, in contrast to the Arab sample, where no significant
gender preference was found for older personas, British early
adult males and females showed a greater tendency to accept
offers from aged female personas over aged male ones. Trust,
a critical component in SE attempts, is also shaped by cultural
and societal norms [6], which may explain the trust pattern
differences observed between UK and Arab participants.

The correlation between acceptance and trust. Our study
revealed a general pattern where higher trust in personas were
commonly associated with increased acceptance scores, a
finding that corroborates previous research emphasizing the
critical role of trust in the efficacy of deceptive tactics [56].
A heightened level of perceived trust may lower the user’s
sense of security risk, thus increasing their willingness to
accept these risks. In our study, a positive correlation between
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acceptance and trust was consistently observed across three
participant groups: early adult females, and males in both
early and middle adulthood, across both datasets. Aligning
with these observations, Li, Rong, and Thatcher [57] high-
lighted the significant effect of trust on making decisions
like purchase intentions. Noting that while their investigation
centered on technology trust, its implications might paral-
lel those of interpersonal trust, especially in environments
where technology mediates interactions. In an interesting
departure from the established pattern, our study observed
that British females in middle adulthood did not demon-
strate a significant correlation between acceptance of the
hotspot offer and trust in personas. British middle adulthood
females showed a notably lower acceptance rate compared
to the other three British demographic groups, a significant
finding confirmed by ANOVA post-hoc comparisons, with
results detailed in Tables 3S and 4S in the OSF supplemen-
tary material. This aligns with the understanding that trust,
a complex construct developed over time [57], may not be a
decisive factor in initial acceptance for British middle adult-
hood females. Furthermore, a conditional variance analysis
performed following the identification of 15 bivariate out-
liers in the correlation suggests a minimal dependency of
acceptance on trust for MA-F British participants, pointing to
alternative influences on their acceptance decisions beyond
trust. Insights from the UK’s annual media literacy report
reveal a “confidence gap” among middle-aged women, indi-
cating lower confidence in their use of digital devices. This
gap is not due to a lack of competence but rather life patterns,
such as career breaks and caregiving roles, which reduce
exposure to technology [58]. As a result, their lower accep-
tance decisions in the study may be driven by factors such as
comfort or familiarity with digital environments, rather than
trust. Details on the correlation analysis for British MA-F,
and its comparison to EA-F, are available in Fig. 1S in the
OSF supplementary material.

Variations in significant trust and acceptance. Our study
observed significant scores on trust, but not acceptance,
mostly among British female and Arab male participants.
Both British female and Arab male participants were signif-
icantly more trusting of AF personas compared to younger
females. Interestingly, this increased trust did not extend to
significant risk-taking for accepting the offer. Trust is often
based on the perceived qualities of integrity, competence, and
warmth in individuals. According to the Stereotype Content
Model proposed by Fiske et al., these attributes are frequently
associated with older individuals [59], potentially leading to
a heightened level of trust towards older adults. In contrast,
acceptance decisions are typically pragmatic, influenced by
how the participant perceives the offer’s relevance, value, or
urgency within their current context [60]. It is important to
note that, in our scenario, if the internet is not deemed essen-
tial by the participants, the perceived urgency of the offer may

decrease, resulting in reduced acceptance rates. This holds
true irrespective of the level of trust inspired by the age or
gender of the persona presenting the offer.

The impact of demographic similarity on trust and risk-
taking. Previous studies have shown that people are more
likely to trust others who share similar demographic char-
acteristics [7]. Our investigation sought to determine the
compound effect of age and gender similarity between per-
sonas representing possible manipulators and participants
on the trust and risk-taking levels. The results, however,
did not reveal a general trend of significant differences. For
example, young male participants did not exhibit a signif-
icant preference for personas within their own gender and
age bracket (YM), instead, they demonstrated heightened
levels of risk-taking and trust towards AF personas. Nev-
ertheless, our findings revealed that female personas exerted
a notable influence on the risk-taking scores within the early
adulthood participant group from both samples when the age
category of the personas matched that of the participants.
Specifically, within the young adult cohort of both samples,
YF personas elicited higher risk-taking and risk perception
scores compared to YM personas. Conversely, such a pat-
tern was not observed in the older adult group; participants
from the middle adulthood age category (Arab MA-M, MA-
F, and British MA-M) did not show significant differences
in their responses to AM or AF. This finding resonates with
Sprecher et al.’s insights on mate preferences, which suggests
diminishing gender preferences with increasing age [61]. It’s
important to note the parallels drawn here are not directly
from cybersecurity contexts. Nonetheless, these parallels are
invoked to highlight the relevance of such demographic influ-
ences on individual’s trust and engagement with potential
social engineers.

Cultural variances in trust and risk-taking. The findings
from our research pointed to notable variations in how trust
and risk-taking were expressed between participants Arab
and British participants, emphasizing the role that cultural
context plays in shaping these behaviors. These differences
were particularly evident in how participants responded to the
age of personas. Among British participants in early adult-
hood, there was a stronger tendency to trust and take risks
with younger males over older ones, and similarly, with older
women rather than older men. This behavior may reflect the
UK’s more individualistic cultural norms [62]. Research on
trust within individualistic societies indicates that trust tends
to be based more on personal characteristics and achieve-
ments rather than age or seniority [63, 64]. In contrast, Arab
participants exhibited a clear preference for older personas,
regardless of gender, when making trust and risk-taking deci-
sions. This may be rooted in cultural values that emphasize
respect and trust for elders, which is a common trait in many
non-WEIRD cultures [64]. These culturally ingrained trust
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dynamics highlight the need for security strategies that con-
sider the cultural expectations of different populations.

5.1 Implications

The interplay of gender and age-based preferences revealed
in our study highlights the significance of tailoring security
awareness programs that consider demographic heuristics
and stereotypes. This suggests the need for debiasing strate-
gies that specifically address the biases individuals may
have based on superficial demographic factors of potential
manipulators. Debiasing strategies are cognitive techniques
designed to reduce the influence of biases, such as making
decisions based on stereotypes, by increasing awareness and
promoting critical thinking [65]. These strategies have been
successful in other disciplines, such as education and health-
care. For example, in healthcare, debiasing strategies proven
effective in reducing diagnostic errors include the application
of enhanced medical knowledge, structured self-explanation,
and guided reflection [66]. Similarly, in education, debiasing
interventions such as empathy training for teachers have been
employed to reduce biases and bolster student—teacher rela-
tionships [67]. These strategies suggest a promising avenue
for cybersecurity: adopting similar educational and reflec-
tive practices could potentially mitigate stereotypes biases
and improve defense mechanisms against SE attempts. By
mitigating these biases, particularly in face-to-face interac-
tions, we can help individuals make more informed decisions
and reduce the risk of SE exploits that take advantage of these
biases. However, we are uncertain whether this can be termed
bias, and further research is needed to determine whether the
cognitive process is possibly driven by more objective cri-
teria based on facts, such as the prevalence of young males
among hackers.

Our findings underscore the importance of adopting cul-
turally sensitive interventions that target specific heuristics
and stereotypes prevalent within different populations. For
instance, in Arab cultures, where elder respect is highly
valued, interventions addressing age-related biases may
prove essential, whereas in more individualistic Western
cultures, programs might need to focus on gender biases
but with attention to specific age groups. Notably, British
early adulthood participants demonstrated a tendency to trust
and accept risk from aged females more than aged males,
reflecting the nuanced interplay of age and gender in trust-
worthiness perceptions. Moreover, our study highlights the
value of incorporating non-WEIRD samples in cybersecurity
research. Additionally, incorporating non-WEIRD samples
into cybersecurity research, as seen with our Arab partici-
pants, provides valuable insights into how security strategies
should be adapted for non-Western contexts, where cultural
norms heavily influence decision-making [68]. Support-
ing this, previous studies have demonstrated that culturally
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tailored security programs can significantly improve the
effectiveness of awareness efforts. Amway, for instance,
found that adjusting training to local cultures, languages,
and learning styles greatly enhanced engagement and risk
recognition [69]. Similarly, Brookfield Renewable showed
that adapting content to incorporate regional events and cul-
tural nuances increased participation and retention of security
information [70]. These examples emphasize the need for
customized security measures that reflect the diverse cul-
tural contexts in which they are implemented, ensuring global
applicability and effectiveness.

Our study’s findings extend their implications to Al-driven
metaverse environments. The metaverse is a collective vir-
tual space that integrates elements of physical reality into
a persistent virtual environment and is rapidly becoming a
key environment for both professional and social settings
[71]. In the metaverse, Al technologies are increasingly uti-
lized to create hyper-realistic avatars and virtual agents that
can replicate human behaviors and traits [72]. Given our
results, malicious actors in metaverse settings could poten-
tially exploit age and gender cues to craft avatars designed
to elicit higher trust from their targets. Artificial Intelligence
could assist in fine-tuning these avatars to mirror characteris-
tics known to reduce perceived risk. This highlights the need
for security measures to protect against SE threats within
these virtual platforms.

Further exploration of our findings indicates that accep-
tance and trust should not be viewed as isolated factors in
cybersecurity. The evidence of a similar pattern between
these two measures suggests that an integrated framework
is necessary for the development of security measures. By
considering the interplay of cultural influences and human
behavior, our study extends beyond traditional technical
solutions, offering practical insights that align with the com-
plexities of global cybersecurity challenges.

6 Limitations and future work

While our study has provided valuable insights into demo-
graphic influences on cybersecurity behavior, it has some
limitations. One limitation is the potential social desir-
ability due to self-reporting measures. This was addressed
by ensuring anonymity of the collected data. Due to the
exploratory nature of our study, it focused on demographic
factors without considering communication styles, which
previous research has shown to significantly affect out-
comes, especially when combined with caring gestures [41].
Additionally, the lack of qualitative data leaves unanswered
questions about the participants’ reasons for trusting or pre-
ferring one persona over another. Future studies may benefit
from incorporating qualitative methods, such as interviews,
to explore these nuances.
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Moreover, the influence of demographic similarities
observed in our face-to-face scenario may extend to non-
face-to-face interactions such as phishing or vishing. Future
work could investigate whether phishing emails, online
chat communications, or vishing calls that use personas or
avatars presenting specific age or gender characteristics,
could increase the target’s susceptibility to these attacks.
Research has already demonstrated how attackers use
avatars or online personas to gain trust and manipulate their
targets in phishing attacks. A study comparing text-only
communication to avatar-supported interactions found that
the presence of avatars significantly increased the perceived
credibility and trustworthiness of the communicator, making
users more susceptible to manipulation [73]. This suggests
that attackers in phishing and vishing contexts could exploit
these factors by using avatars or carefully crafted personas
to increase their likelihood of success. Furthermore, under-
standing how cultural dimensions interact with demographic
factors in non-face-to-face contexts could guide the devel-
opment of more targeted cybersecurity interventions across
different populations.

Subsequent studies could beneficially examine how indi-
vidual differences, such as personality traits, impact their
interaction with cybersecurity threats. Likewise, the level
of technical expertise could moderate responses to cyber-
security challenges, with more knowledgeable individuals
potentially better equipped to evaluate the credibility of risks
and the safety of various cyber practices. It’s important to
note that our study’s use of hypothetical scenarios may affect
its ecological validity. However, we sought to mitigate this
by applying pre-selection criteria, ensuring participants had
familiarity with mobile hotspots and perceived at least min-
imal risk in using another person’s hotspot. We also aimed
to create a scenario that anyone could relate to and face-
validating the personas for realism. While the study offers
valuable insights from UK and Arab participants on trust and
risk-taking, the results may not fully extend to other cultural
or demographic groups. Future research involving a more
diverse global population would help to better understand the
broader applicability of these findings. To control for possi-
ble biases in our study, the order in which personas were
presented to participants was randomized, ensuring that par-
ticipants could not anticipate or recall any specific sequence.
Future work should continue to balance experimental control
with ecological validity to enhance the practical implications
of the research findings.

As mentioned previously, the urgency and perceived value
of accepting a hotspot offer to connect to the internet can
greatly vary among individuals, reflecting different needs and
circumstances in real-life scenarios. Future research should
include varied contexts where the urgency to accept help is
more pronounced, to assess how immediate demand influ-
ences trust and risk-taking behaviors. Moreover, although we

did not find a strong influence of education level or socioe-
conomic status on trust and risk-taking behaviors across
the persona age-gender RM factor, we believe these factors
are still valuable to explore further. The analysis of these
variables is available through the OSF link provided in the
supplementary material section. It is possible that in other
contexts, such as populations with varying levels of digi-
tal literacy or economic backgrounds, these factors might
have a more significant impact. In addition, the exploration
of these factors could yield more impactful findings in studies
involving different types of risks, particularly those that are
easier to recognize or more closely tied to professional exper-
tise. Future research could investigate these variables more
thoroughly, potentially using qualitative methods to better
understand how different types of risks and personal back-
grounds shape responses to cybersecurity risks.

7 Conclusion

In conclusion, this research contributes to the research of
cybersecurity by analyzing how age and gender similar-
ity between manipulators and targets influences trust and
risk-taking behaviors. Although our findings did not show
that similarities between these demographics had a sub-
stantial effect on trusting the potential manipulator, the
combined influence of age and gender unearthed compelling
patterns. These patterns highlight the importance of consid-
ering these demographics together rather than in isolation,
as their combined influence, either from the perspective of
the manipulator or the target, can enhance the effectiveness
of persuasion employed in cybersecurity manipulation. The
implications of our findings have far-reaching effects, pro-
moting the need for a customized approach to cybersecurity
awareness that takes into consideration individual and cul-
tural biases, ultimately strengthening the defense against SE
tactics. Future endeavors will delve into qualitative analyses
to uncover the underlying motives and perceptions behind
the demographic preferences observed.
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