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Abstract—Unmanned aerial vehicle (UAV)-enabled Internet of
Things (IoT) exhibits great application potential with its wide cov-
erage, flexible network topology, and diversified services. How-
ever, ensuring communication security and efficient spectrum
resource utilization in multi-user access scenarios is challenging,
given the open nature of UAV channels and the proliferation of
communication devices in IoT. To address the above challenges,
this paper proposes a novel reconfigurable intelligent surface
(RIS)-aided UAV collaborative communication framework, where
RIS-equipped UAV flexibly serves multiple users. In this work, a
rate splitting multiple access (RSMA)-based secure transmission
scheme is proposed, where the split public information serves
both as useful signals and noise to disrupt eavesdropping. For
the proposed scheme, a sum secrecy rate maximization problem is
formulated and solved by optimally deploying the UAV’s location,
designing the RIS’s phase shift, and power allocation. For this
non-convex problem with a couple of variables, we decompose it
and form three separate sub-issues. Specifically, leveraging the
successive convex approximation (SCA) and semidefinite relax-
ation (SDR) techniques, we first exploit an iterative algorithm for
optimizing beamforming vectors and phase-shift matrix of RIS,
and the optimal position of the UAV is obtained according to
the deep deterministic policy gradient (DDPG). Then, we design
an alternating optimization (AO) framework for joint solving.
Finally, simulation results validate the efficacy of the proposed
scheme in enhancing security, e.g., relative to the non-orthogonal
multiple access (NOMA) scheme and benchmark scheme, the
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secrecy rate of the proposed scheme increased by 29.7% and
71.9% respectively.

Index Terms—Internet of Things, unmanned aerial vehicle,
reconfigurable intelligent surface, rate splitting multiple access,
security.

I. INTRODUCTION

A. Background
The Internet of Things (IoT), which consists of the Internet,

sensor networks, and traditional telecommunications networks,
is an important support for the next generation of commu-
nication technology. Facing the urgent requirements for effi-
cient and seamless coverage, unmanned aerial vehicle (UAV)-
enabled IoT, having the advantages of cost-effective, high
throughput, and flexible network architecture, have attracted
widespread attention [1]. With high mobility and convenient
deployment, UAVs can achieve efficient data transmission
and comprehensive communication coverage as aerial relays
and have been widely used in emergency rescue, intelligent
transportation, and other fields [2]. However, UAVs face power
limitations when forwarding information, and in complex
urban scenarios, the air-to-ground channels are susceptible
to interference from buildings or environmental fading, re-
sulting in degraded channel quality. Reconfigurable intelli-
gent surface (RIS), composed of low-cost electromagnetic
materials, offers a solution by reconfiguring channels through
beamforming and parameter adjustments, thereby effectively
enhancing backscatter communications and solving the above
problems. Compared with traditional networks where RIS is
fixed on the surface of buildings, UAV-RIS communication
networks leverage flexible mobility and channel improvement
capabilities and have superiority in improving communication
performance such as throughput and energy efficiency [3].

In the UAV-RIS network, the connection between the UAV
and ground devices is typically not obstructed and relies
on line-of-sight transmission. The wireless channel exhibits
broadcast characteristics, making information susceptible to
eavesdropping. Therefore, how to reduce information leakage
and ensure communication security is an important challenge.
Physical layer security (PLS) exploits the randomness and
diversity of legitimate transceivers to ensure information secu-
rity with less complexity compared to conventional encryption
methods [4], [5]. Utilizing PLS encryption technology, UAV-
RIS-assisted communication can further improve secrecy per-
formance. Aerial RIS boosts the strength of legitimate signals
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by adjusting its phase, while simultaneously degrading the
quality of the eavesdropping channel to prevent eavesdrop-
ping. Moreover, the agile mobility of UAVs enables them
to evade potential eavesdroppers, thereby enhancing secrecy
performance to a certain degree.

As the IoT rises and the proliferation of communication
equipment, current communication networks face the chal-
lenges of limited multi-user spectrum resources. To improve
the utilization of communication resources, Non-orthogonal
multiple-access (NOMA) technology realizes multi-user ac-
cess by exploiting channel quality differences for time and
spectrum resource allocation, and successive interference can-
cellation (SIC) is applied to resolve interference [6]. Despite
its advantages, NOMA requires multiple SIC processes at the
receiving end, which leads to increased decoding complexity
and the need for decoding order optimization. In contrast, the
more flexible rate splitting multiple access (RSMA) technol-
ogy has garnered significant interest from researchers. RSMA
segregates information and consolidates all common informa-
tion into a unified information stream, thus receivers only need
to use SIC once. Furthermore, RSMA eliminates the need for
decoding order optimization, reducing decoding complexity
and addressing the issue of limited spectrum resources for
multiple users. Current researches indicate that RSMA offers
greater advantages than NOMA and space division multiple
access (SDMA) technologies in enhancing communication
efficiency [7].

B. Related Works

In intricate communication scenarios, the direct connection
from the base station to the ground users often face disruptions
caused by building obstructions, while environmental fading
further affects communication performance. Leveraging the
agile mobility of UAVs and the channel optimization ca-
pabilities of RIS, the RIS-UAV communication architecture
emerges as a promising solution to the above problems [8], [9].
In [10], the application of RIS in satellite communications was
explored, the authors investigated the effect of RIS parameters
on performance improvement by deriving equations for outage
probability and signal-to-noise ratio. The authors in [11]
proposed a multi-RIS-assisted downlink UAV communication
network, where multiple RIS are installed on the surface
of buildings to provide communication services to ground
users with a single antenna through UAV movement. The RIS
selection strategy was analyzed under two conditions, outdated
and incomplete channel state information. The authors in [12]
designed a comprehensive optimization algorithm for multi-
UAV joint task offloading and edge computing problems,
integrating path planning and joint scheduling to facilitate real-
time communication service transmission while minimizing
system energy consumption. In addition, compared with the
scheme of fixed RIS location, existing studies have shown
that mobile RIS communication has significant advantages,
especially in reducing energy consumption and maximizing
throughput [13], [14].

Considering the communication security issues caused by
information leakage, PLS utilizes the uniqueness and time

variability of wireless channels and has gained researchers’
favor in the green communications field. Currently, RIS is
being extensively explored as a potent augmentation to PLS.
In [15], the authors delved into RIS-assisted uplink three-
dimensional heterogeneous networks and evaluated the se-
crecy performance by analyzing channel fading and closed-
form expressions for signal-to-noise ratio. To enhance secrecy
performance, in [16], the authors proposed a two-way training
scheme to detect active eavesdropping scenarios, and transmit
beamforming and RIS phase shift were jointly optimized
for maximizing security rate. To address the two security
threats of active interference and passive eavesdropping in the
uplink communication link, the authors in [17] proposed a
scheme to maximize the average secrecy rate by optimizing
the transmit power, RIS phase shift, and UAV trajectory.
Moreover, UAV-RIS can also be used as an air edge server. In
scenarios with potential eavesdroppers, RIS was employed to
offload computing tasks to the base station, then the authors
jointly considered the three variables, the UAV trajectory,
RIS beamforming, and computing task assignment, to ensure
secure computing for users [18].

Although the aforementioned research has demonstrated
the superiority of UAV-RIS networks, as the number of
communication devices continues to surge, the challenge of
effectively utilizing spectrum resources has become a focal
point in academic research. RSMA emerges as a flexible and
robust multiple-access technology. In the RSMA system, deep
learning [19] and SCA algorithms [20], [21] can be utilized
for power control and channel allocation, thereby striking a
balance between spectrum efficiency and energy consumption.
Furthermore, RIS-assisted RSMA networks have exhibited
enhanced communication performance. In [22], to improve
the weighted sum rate, the authors employed UAV-RIS as
a full-duplex relay to serve multiple users and devised a
heuristic algorithm based on block coordinate descent technol-
ogy. In [23] and [24], the authors respectively proposed an
alternating optimization framework and a LogSumExp method
to transform the non-convex confidentiality problem into a
convex problem, thereby improving the confidentiality perfor-
mance of the downlink RSMA network. The simulation results
proved the superiority of the RSMA strategy. However, in both
schemes, the RIS position is fixed, and the impact of dynamic
adjustment of the RIS position on system performance is not
considered. Optimizing the RIS position can further improve
channel quality and network security, especially in multi-
user scenarios. Therefore, future research could explore the
integration of RIS position optimization with RSMA strategy
to enhance overall communication performance and security.

C. Motivations and Contributions

Although existing works have investigated UAV-RIS co-
operative communication and RSMA-based multi-user net-
works, some technical issues remain under-addressed. First,
in RSMA communication networks, existing studies [20]–
[22] have extensively explored performance enhancements in
spectrum utilization, system throughput, and energy efficiency.
However, the information security of RSMA systems has
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not been sufficiently considered. Attacks and eavesdropping
by eavesdroppers in the network can lead to data leakage
and communication interruptions, posing serious privacy risks
and potential economic losses for users. Therefore, an urgent
need is to study effective security enhancement schemes
for RSMA systems to protect data information and ensure
communication reliability. Second, in RIS-assisted UAV com-
munication scenarios, the potential advantages of RSMA for
multi-user communication have not been comprehensively
studied. In [10]–[16], RIS served multiple users as an aerial
relay, but the problem of limited spectrum resources in multi-
user communication scenarios is overlooked, which can cause
interference between multiple users and lead to a decrease
in communication quality. Regarding information security
concerns, [23] and [24] effectively utilized the technical ad-
vantages of RIS and RSMA and adopted PLS technology to
reduce the quality of the eavesdropping channel to ensure
communication security. However, the authors fixed the UAV
position for auxiliary communication without considering the
potential benefits of the UAV’s mobility.

Inspired by the preceding discussion, we propose a novel
RIS-assisted UAV-RSMA cooperative communication frame-
work, where the UAV carrying RIS provides communication
services to multiple users through positional adjustments.
In addition, RSMA technology is introduced to solve the
problems of interference between multiple users and limited
spectrum resources, achieving information security while im-
proving spectrum efficiency. The main contributions of this
paper are summarized as follows.

• Firstly, considering the secure communication of UAV-
RIS, a novel communication framework is proposed.
In this framework, UAV serves as an aerial relay for
information forwarding and the RSMA technology is
incorporated to enhance multi-user spectrum efficiency.
Additionally, for the eavesdropper existing in the net-
work, precoding public information is utilized as noise
to effectively deter eavesdropping. To ensure information
security, we propose a secure transmission optimization
scheme aimed at maximizing the sum secrecy rate of the
network.

• Secondly, given that three optimization variables: the
beamforming vectors, RIS phase shift matrix, and UAV
position are highly interrelated, we decouple the opti-
mization problem. Specifically, we employ SCA and SDR
techniques to solve for the beamforming vectors and RIS
phase shift matrix optimization respectively, followed by
the use of an iterative algorithm for joint optimization.
The optimal UAV position is established using the DDPG
algorithm. On this basis, an alternating optimization algo-
rithm is devised to execute a joint optimization solution,
and complexity analysis is conducted.

• Finally, we validate the secrecy performance of the pro-
posed sum secrecy rate maximization scheme through
numerous simulations. The simulation results demon-
strate that the sum secrecy rate is enhanced by 29.7%
and 71.9% compared to the security solution based on
the NOMA technology [29] and the benchmark scheme

employing random phase shifts of RIS. Furthermore, we
analyze the impact of system parameters on secrecy per-
formance, such as the base station’s maximum transmit
power, number of RIS reflective elements, and number of
transmit antennas.

D. Organization

The subsequent sections of this paper are outlined as fol-
lows. Section II introduces the communication and channel
modeling of the UAV-RSMA network and the sum secrecy
rate maximization problem is proposed. In Section III, we
give the detailed solution process of the three sub-problems of
SCA, SDR, and DDPG algorithms, and propose an alternating
iterative optimization framework. Section IV is the simulation
parameters and experimental results of this paper. Section V
is the conclusion.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. Downlink Dual-User RSMA Communication Model

Figure 1 illustrates a RIS-assisted downlink UAV-RSMA
collaborative communication framework, which comprises a
source base station (SBS) equipped with K transmitting
antennas, a UAV deployed with RIS as an aerial relay to
serve the terrestrial users, and an eavesdropper (Eve) exists
in the system to steal the classified information. Due to the
obstruction of high buildings on the ground or the effect of
environmental fading, the direct communication link between
SBS and ground users is interrupted. Therefore, the UAV
carrying RIS is used as an air relay to ensure normal com-
munication between the SBS and ground users.

Source Base Station
User 1

User 2

Eve

UAV-RIS
public information

private information

eavesdropping signal

Fig. 1. A RIS-assisted downlink UAV-RSMA collaborative communication
framework.

The communication process consists of two hops: the SBS
first sends the information to the UAV, and the UAV forwards
the information to the ground user. The locations of the
SBS and two ground users in the coordinate system can be
represented respectively as Ls = [xs, ys], L1 = [x1, y1] and
L2 = [x2, y2]. Numerous research works focus on communi-
cation sensing and radar positioning [30], [31]. Consequently,
the eavesdropper’s location Le = [xe, ye] can be inferred
from these studies. The UAV flying time contains N time
slots, and the UAV position can be considered constant for
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each time slot when N is large enough, and the UAV po-
sition is L[n] = [x [n] , y [n]], n ∈ ∀N . The height of the
UAV is Hu. RIS has M reflective elements and the phase
matrix is Θ = diag(eiϕ1 , ejϕ2 , ..., ejϕM ) ∈ CM×M , where
ϕi ∈ [0, 2π), i ∈ {1, 2, ...,M} denotes the i-th reflection
element’s phase shift.

Communication Users Scheduling

Information Splitting

Information 

combination

Linear precoding

Encoder

1U 2U 3U
KU…

1cU 2cU
KcU

1pU KpU
CU

0x
1x Kx

…

…

…

Public information 

balance

Private information 

balance

SIC

Information 

Splitting

Information 

combination

Decode

Decode

…

iy
0x̂

ˆ
ix ˆ

ipU

ˆ
CU

ˆ
iU

User i

User 1

User k

Fig. 2. The RSMA technical framework.

The RSMA strategy is adopted to serve multiple users
and the RSMA technical framework is shown in Fig. 2.
In the downlink RSMA communication network, the SBS
first linearly precedes the information through the precoder.
Referring to the one-layer RS model, the SBS divides the sent
information into public information I0 and each user’s private
information Ip,1, Ip,2. Since public information contains non-
private information for all users, all users need to decode the
public information first and then decode the private informa-
tion sent to them. The transmit signal of SBS is defined as

x = ω0x0 +

2∑
k=1

ωkxk = ω0x0 + ω1x1 + ω2x2, (1)

where x0, x1, x2 are public information and private infor-
mation of two users, and x ∈ CK×1. ω0, ω1 and ω2 are
the beamforming vectors of public information and private
information sent to user 1 and user 2, and ω0,ω1,ω2 ∈ CK×1.
Information streams x0, x1, x2 are independent of each
other and carry only a unit of energy, i.e., E

{
‖x0‖2

}
=

E
{
‖x1‖2

}
= E

{
‖x2‖2

}
= 1.

The signals received by ground user 1 and user 2 can be
represented as

y1 = h1x + n1 = hHr,1ΘHSR(ω0x0 +

2∑
k=1

ωkxk) + n1, (2)

y2 = h2x + n2 = hHr,2ΘHSR(ω0x0 +

2∑
k=1

ωkxk) + n2. (3)

Since the SBS is far away from the ground users and it may
be blocked by tall buildings, the direct link between the SBS
and users is absent. Thus, the communication channel from
SBS to users can be stated as

hk = hH
r,kΘHsR , k ∈ {1, 2, e}, (4)

where hk ∈ C1×K . hr,k and HSR denote the RIS-users and
SBS-RIS communication channels.

In particular, the SBS is outfitted with K transmitting
antennas, employing uniform linear array (ULA). Therefore,
the channel from SBS to UAV-RIS for the first hop can be
expressed as

HSR =

√
β0d
−α
rs aR(θ, φ)aTs (θ) ∈ CM×K , (5)

where β0 denotes the channel gain at d = 1m, α represents
the air-to-ground path loss, and dsr is the distance from SBS

to UAV, denoted as dsr =

√
(L[n]− L[s])

2
+H2

u. as is the
array steering vector of the SBS equipped with K transmitting
antenna, which can be denoted as

as(θ) =
[
1, ej

2πd
λ sin θ, ej

2πd
λ (K−1)sin θ

]T
∈ CK×1, (6)

where d and λ represent the distance and wavelength between
adjacent antennas respectively, and satisfy d = λ/2. dhsr[n]
is the two-dimensional horizontal distance from the SBS to
the RIS, and the sine of the angle of deviation of the signal
at the SBS is defined as sin θ =

dhsr[n]
dsr[n]

. The RIS is in the
yoz plane and its M reflective elements are arranged in a
rectangular shape, and adopt a uniform linear array (UPA).
Then the antenna array response of the RIS is expressed as

aR(θ, φ) =
[
1, . . . , ej

2πd
λ (My−1) sin θ sinφ

]T
⊗
[
1, . . . , ej

2πd
λ (Mz−1) cos θ

]T
∈ CM×1, (7)

where M = MyMz , and θ represents the residual angle from
RIS to z-axis positive, known as the elevation angle. φ is the
azimuth angle, which is the angle between the position of the
RIS projected onto the xoy plane and the positive direction of
the x-axis, and cos θ = Hu

dsr[n]
, sin θ sinφ = ys−y[n]

dsr[n]
.

For second-hop communication, the signal received by the
UAV is forwarded to the ground users through RIS reflection.
Given the maturity of channel estimation technology in the
RIS networks [13]–[16], the RIS-user channel can be modelled
as the classic Rician fadingwe. The communication includes
line-of-sight (LoS) transmission and non-line-of-sight (NLoS)
transmission. Ground users and eavesdropper are fitted with
single antenna, so the channel between RIS and ground users
and eavesdropper can be expressed as

hr,k =
√
β0d
−α
rk̇

(
A · hLoSk +B · hNLoS

k

)
∈ CM×1, (8)

where cos θ = Hu
drk[n]

, sin θ sinφ = yk−y[n]
drk[n]

, k ∈ {1, 2, e}, and
A =

√
Ku
Ku+1 , B =

√
1

Ku+1 ,

hLoSk =
[
1, . . . , ej

2πd
λ (My−1) sin θ sinφ

]T
⊗
[
1, . . . , ej

2πd
λ (Mz−1) cos θ

]T
,

(9)

where Ku denotes the Rice factor, and drk =√
(L[n]−Lk)2 +H2

n is the distance between the RIS
and the ground users, the eavesdropper. hLoSκ ∈ CM×1 is the
LoS component, and hNLoSκ ∈ CM×1 represents the NLoS



5

channel random scattering component that obeys a complex
Gaussian distribution, i.e., hNLasκ̇ ∼ CN (0, 1).

Similarly, the received signal of the eavesdropper can be
denoted as

ye = hex + ne = hHr,eΘHSR(ω0x0 +

2∑
k=1

ωkxk) + ne, (10)

where ni (i ∈ {1, 2, e}) is the additive white Gaussian noise
(AWGN), following ni ∼ CN (0, σn

2).

According to the RSMA decoding principle, when the
ground user receives information, the ground user first needs to
decode the public information. During this process, the users’
private information are regarded as interference. Therefore, the
SINR for decoding the public information are stated as

γc,1 =

∣∣hHr,1ΘHSR · ω0

∣∣2∣∣hHr,1ΘHSR · ω1

∣∣2 +
∣∣hHr,1ΘHSR · ω2

∣∣2 + σ2
1

, (11a)

γc,2 =

∣∣hHr,2ΘHSR · ω0

∣∣2∣∣hHr,2ΘHSR · ω1

∣∣2 +
∣∣hHr,2ΘHSR · ω2

∣∣2 + σ2
2

, (11b)

where σ1
2 = σ2

2 = σ2. According to Shannon’s formula,
the information rate at which user 1 and user 2 decode
common information is Rc,1 = Blog2 (1 + γc,1) and Rc,2 =
Blog2 (1 + γc,2), respectively. However, in order to ensure that
public information I0 is obtained successfully and decoded by
ground users, the public information rate ought not to exceed
Rc = min {Rc,1, Rc,2} during actual transmission. The public

information rate of ground users should satisfy
2∑
k=1

rc
k ≤ Rc,

where rck is the public information rate allocated by user k.

Then, the ground users use the SIC technique to decode
the public information and then remove the decoded public
information, and then start to decode the private information
sent by the SBS, while regarding the private information of
the other user as interference. So the SINR for user 1 and user
2 decoding their own private information can be denoted as

γp,1 =

∣∣hHr,1ΘH
SR
· ω1

∣∣2∣∣hHr,1ΘH
SR
· ω2

∣∣2 + σ2
, (12a)

γ
p,2

=

∣∣hHr,2ΘH
SR
· ω2

∣∣2∣∣hHr,2ΘH
SR
· ω1

∣∣2 + σ2
. (12b)

Therefore, the information rates for ground users are Rp,1 =
Blog2 (1 + γp,1) and Rp,2 = Blog2 (1 + γp,2).

For the sake of generality, private information generally
exists in the private information stream sent to each user. Since
the base station first pre-encodes the information before it is
sent, the public information stream is used as noise to interfere
with eavesdropping when the eavesdropper eavesdrops on the
private information of each user. Therefore, the information
rate at which an eavesdropper steals the private information
are denoted as

γ
e,1

=

∣∣hHr,eΘHsR · ω1

∣∣2∣∣hHr,eΘHsR · ω2

∣∣2 +
∣∣hHr,eΘHsR · ω0

∣∣2 + σ2
, (13a)

γ
e,2

=

∣∣hHr,eΘHsR · ω2

∣∣2∣∣hHr,eΘHsR · ω1

∣∣2 +
∣∣hHr,eΘHsR · ω0

∣∣2 + σ2
, (13b)

Re,1 = B log2

(
1 + γe,1

)
, Re,2 = B log2

(
1 + γe,2

)
. (13c)

Thus the information security rate for both users can be
presented as

Rs,1 = [Rp,1 −Re,1]
+
, (14a)

Rs,2 = [Rp,2 −Re,2]
+
, (14b)

where [X]
+

= max {X, 0}.

B. Problem Formulation

For enhancing the security performance of the down-
link RSMA network, this paper presents a total optimiza-
tion problem that aims at sum information security rate
(SISR) maximization. The beamforming matrix is defined as
W =

[
ω

0
,ω

1
,ω

2

]
, and the problem is formulated as

P1 : max
W,Θ,L

2∑
k=1

Rs,k (15a)

s.t. C1 : Rs,k ≥ 0, k ∈ {1, 2} , (15b)

C2 : ‖ω0‖2 +

2∑
k=1

‖ωk‖2 ≤ PBS , (15c)

C3 : ϕi ∈ [0, 2π), i ∈ {1, 2, . . . ,M} , (15d)
C4 : L ∈ X ⊗ Y, (15e)

where PBS is the maximum transmit power.
In P1, constraint (15b) stipulates the minimum threshold

of information security rate for ground users, thereby ensuring
information security. Constraint (15c) is the source base station
transmit power limit. The constraint (15d) represents the
phase shift range for RIS reflective element. Constraint (15e)
indicates that the UAV cannot exceed the specified area. It
is worth noting that the three variables in problem P1 are
strongly interrelated and the objective function (15a) is a non-
convex, posing significant challenges for solution. Therefore,
we decouple the optimization problem into three sub-problems
and solve it by iteratively optimizing the beamforming matrix
W, RIS phase shift matrix Θ, and UAV position L respec-
tively.

The notations utilized in this paper are summarized in
Table I.

III. SUM SECRECY RATE MAXIMIZATION

In this section, we initially apply the SCA algorithm to
optimize the beamforming vectors, followed by employing the
SDR algorithm to obtain the optimal RIS phase shift matrix.
A iteration framework is proposed to jointly optimize above
two variables. Subsequently, based on the obtained optimal W
and Θ, we utilize the DDPG algorithm to derive the optimal
position of the UAV. Finally, the AO framework is designed
for realizing sum information security rate maximization.
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TABLE I
NOTATIONS USED IN THIS PAPER.

Parameter Definition

ω0, ω1, ω2 Beamforming vectors of public
information and private information

hLoSk , hLoSk Los and NLoS components of channel
as, aR Antenna responses of SBS and RIS
hr,k Channel from RIS to ground user k
Θ The phase shift matrix of RIS

HSR Channel from SBS to RIS
γ
p,k

SINR of user k receiving private
information

γ
e,k

SINR of eavesdropping user k
Rp,k Information rate of user k
Re,k Eavesdropping rate of user k
PBS Maximum transmit power of SBS
hH
r,k Conjugate transpose of the channel hr,k

<{x} The real part of the complex number x

A. Beamforming Optimization Based on SCA

Given that RIS phase shift matrix Θ and UAV position L,
the optimization problem related to W is formulated as

P2 : max
W

2∑
k=1

Rs,k (16a)

s.t. Rp,k ≥ Re,k, k ∈ {1, 2} , (16b)

‖ω0‖2 +

2∑
k=1

‖ωk‖2 ≤ PBS , (16c)

To facilitate the solution, we introduce the auxiliary variable
δ =

[
δ1, δ2, δe,1, δe,1

]
, which denotes the achievable infor-

mation rate for the users and the eavesdropper decoding the
private information, then the problem P2 is reformulated as

P2.1 : max
W,δ

2∑
k=1

(δk − δe,k) (17a)

s.t. δk ≥ δe,k, (17b)

1 + γp,k ≥ 2δk , (17c)

1 + γe,k ≤ 2δe,k , (17d)

‖ω0‖2 +

2∑
k=1

‖ωk‖2 ≤ PBS , (17e)

There is k ∈ {1, 2} in the above formula, and the following
is also applicable and will not be explained again. It is not
difficult to see that constraints (17c) and (17d) are still non-
convex. For dealing with the non-convexity of constraints,
the auxiliary variable λ = [λ1, λ2, λe,1, λe,2] is introduced to
represent the SINR of the ground user k and the eavesdropper
eavesdropping on the user’s private information. Then the
optimization problem P2.1 is reconstructed as

P2.2 : max
W,δ,λ

2∑
k=1

(δk − δe,k) (18a)

s.t. 1 + λk ≥ 2δk , (18b)

1 + λe,k ≤ 2δe,k , (18c)∣∣∣hHr,kΘHSR · ωk
∣∣∣2∣∣∣hHr,kΘHSR · ωi

∣∣∣2 + σ2

≥ λk, i 6= k, (18d)

∣∣hHr,eΘHSR · ωk
∣∣2∣∣hHr,eΘHSR · ωi

∣∣2 +
∣∣hHr,eΘHSR · ω0

∣∣2 + σ2
≤ λe,k,

(18e)
(17b), (17e),

However, since the constraints (18c)-(18e) are still non-convex
and difficult to handle. Then, a first-order Taylor expansion is
used to linearly approximate the constraint (18c) as

C5 : 1 + λe,k ≤ 2δ
(r)
e,k

[
1 + ln 2

(
δe,k − δ(r)e,k

)]
, (19)

where δ(r)e,k denotes the value of δe,k obtained in the r-th itera-
tion. Next, we introduce the auxiliary variable β = [β1, β2] to
deal with constraint (18d), which represents the interference
noise suffered by the user when decoding private information.
The denominator of constraint (18d) is replaced with this
variable and then the convex differential form of (18d) can
be expressed as

|hHr,kΘHSR·ωk|2
βk

≥ λk, (20)

C6 :
∣∣∣hHr,kΘHSR · ωi

∣∣∣2 + σ2 ≤ βk, i 6= k, (21)

We perform a first-order Taylor expansion of the left-hand side
of (20) at point

(
ω

(r)
k , β

(r)
k

)
to obtain its lower bound, which

makes the constraint (20) approximately a convex constraint,
so the constraint (20) can be rewritten as

|hHr,kΘHsR·ωk|2
βk

≥ Γ (ωκ) ,

Γ (ωκ) ,
2<
{(
ω

(r)
k

)H
hH
k hkωk

}
β
(r)
κ

−
∣∣∣hkω(r)

k

∣∣∣2βk[
β
(r)
κ

]2 .

(22)

Therefore, we only need to ensure that the lower bound Γ (ωκ)

of |h
H
r,kΘHsR·ωk|2

βk
is not less than λk, that is, the constraint

(20) can ultimately be expressed as

C7 :

2<
{(
ω

(r)
k

)H
hH
k hkωk

}
β
(r)
κ

−

∣∣∣hkω(r)
k

∣∣∣2 βk[
β
(r)
κ

]2 ≥ λk. (23)

Similarly, through the first-order Taylor expansion constraint
(18e) can be reconstructed as

C8 : λ
(r)
e,k

2∑
i=0,i6=k

(
2<
{(
ω

(r)
i

)H
hH
e heωi

}
−
∣∣∣heω(r)

i

∣∣∣2)

+λe,k

(
2∑

i=0,i6=k

∣∣∣hHe ω(r)
i

∣∣∣2 + σ2

)
≥ |heωk|2. (24)

According to the above transformation, the constraints all
become convex constraints, so the optimization problem P2
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can finally be rewritten as

P2.3 : max
W,δ,λ,β

(δ1 − δe,1 + δ2 − δe,2) (25a)

s.t. δ1 ≥ δe,1, (25b)
δ2 ≥ δe,2, (25c)

1 + λ1 ≥ 2δ1 , (25d)

1 + λ2 ≥ 2δ2 , (25e)
C2,C5,C6,C7,C8

The original beamforming non-convex optimization prob-
lem has been converted to the convex optimization, and then
the problem can use convex optimization tools to solve, such
as CVX. Please note that there is k ∈ {1, 2} in constraints
(C5,C6,C7,C8), that is, since there are two ground users
in the communication network, constraints (C5,C6,C7,C8)
correspond to 8 constraints during the actual simulation..

B. RIS Phase Shift Matrix Optimization Based on SDR

The beamforming vectors ω
0
,ω

1
,ω

2
are obtained according

to the above SCA algorithm, and then fixing beamforming
vectors and UAV position L, the RIS phase shift optimization
problem can be expressed as

P3 : max
Θ

2∑
k=1

Rs,k (26a)

s.t. ϕi ∈ [0, 2π), i ∈ {1, 2, . . . ,M} . (26b)

Since problem P3 is non-convex and cannot be solved di-
rectly using convex optimization tools, the SDR method is
employed to solve this problem. Introducing auxiliary variable
v =

[
v1, v2, . . . , vM

]H ∈ CM×1, and vm = ejϕm ,∀m ∈ M ,
then constraint (26b) can be converted into |vm| = 1,m ∈M .

Then, we define{
hk = hH

r,kΘHSR = vHgk, k ∈ {1, 2},
hH
r,eΘHSR = vHge,

(27)

where {
gκ = diag

(
hH
r,κ

)
HSR ∈ CM×K ,

ge = diag
(
hH
r,e

)
HSR ∈ CM×K ,

(28)

and the optimization problem P3 can be represented as

P3.1 : max
v

2∑
k=1

B
[
log2 (1 + Ck)− log2 (1 + Ce,k)

]
(29a)

s.t. ϕi ∈ [0, 2π), i ∈ {1, 2, . . . ,M} , (29b)

where k ∈ {1, 2}, and

Ck =

∣∣vHgk · ωk∣∣2
2∑

i=1,i6=k
|vHgk · ωi|2 + σ2

, (30a)

Ce,k =

∣∣vHge · ωk∣∣2
2∑

i=0,i6=k
|vHge · ωi|2 + σ2

. (30b)

The reconstructed problem P3.1 is a quadratic constrained
quadratic programming (QCQP) problem and it is difficult to
handle due to its non-convexity. SDR technology is used to
deal with this problem according to reference [29]. For ground
users, let

ṽ =

v
1

 ∈ C(M+1)×1,Gk,i =

[
gkωiω

H
i g

H
k 0M×1

01×M 0

]
, (31)

where

G1,1 =

[
g1ω1ω

H
1 g

H
1 0M×1

01×M 0

]
, (32a)

G1,2 =

[
g1ω2ω

H
2 g

H
1 0M×1

01×M 0

]
, (32b)

G2,1 =

[
g2ω1ω

H
1 g

H
2 0M×1

01×M 0

]
, (32c)

G2,2 =

[
g2ω2ω

H
2 g

H
2 0M×1

01×M 0

]
, (32d)

There is
∣∣vHgkωi∣∣2 = vHgkωiω

H
i g

H
k v = ṽHGk,iṽ, and

G ∈ C(M+1)×(M+1).
Similarly for the eavesdropper, there is

∣∣vHgeωi∣∣2 =
vHgeωiω

H
i g

H
e v = ṽHGe,iṽ, where

Ge,i =

[
geωiω

H
i g

H
e 0

0 0

]
, i ∈ {0, 1, 2}. (33)

Then, the objective function (29a) is rewritten as

max
ṽ

B · (D1 −De,1 +D2 −De,2) (34)

where

D1 = log2

(
1 +

ṽHG1,1ṽ

ṽHG1,2ṽ + σ2

)
, (35a)

D2 = log2

(
1 +

ṽHG2,2ṽ

ṽHG2,1ṽ + σ2

)
, (35b)

De,1 = log2

(
1 +

ṽHGe,1ṽ

ṽHGe,2ṽ + ṽHGe,0ṽ + σ2

)
, (35c)

De,2 = log2

(
1 +

ṽHGe,2ṽ

ṽHGe,1ṽ + ṽHGe,0ṽ + σ2

)
. (35d)

Since the problem (34) is still NP-hard, we define V = ṽṽH ,
where V is a positive semi-definite matrix. According to
reference [34]: xTUx = Tr(xTUx) = Tr(UxxT ), then the
RIS phase shift optimization problem is re-expressed as

P3.2 : max
v

2∑
k=1

B
[
log2 (1 + Ek)− log2 (1 + Ee,k)

]
(36a)

s.t. Vm,m = 1,∀m = 1, 2, . . . ,M + 1, (36b)
V ≥ 0, (36c)
rank (V) = 1, (36d)

where k ∈ {1, 2}, and

Ek =
Tr
(
Gk,kV

)
2∑

i=1,i6=k
Tr
(
Gk,iV

)
+ σ2

, (37a)
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Ee,k =
Tr
(
Ge,kV

)
2∑

i=0,i6=k
Tr
(
Ge,iV

)
+ σ2

. (37b)

As constraint rank (V) = 1 maintains the non-convex
nature of optimization problem P3.2, we combine SDR and
SCA techniques to convert the mathematical form of the
information security rate of user 1 and user 2 into (37) and
(38), where V(r) denotes the (M + 1)-dimensional RIS phase
shift matrix, that is, the value of V obtained in the r-th
iteration.

Therefore, after ignoring the constraint rank (V) = 1, the
optimization problem P3.2 can be reformulated as

P3.3 : max
V

(
R
′

s1 +R
′

s2

)
(40a)

s.t. Vm,m = 1,∀m = 1, 2, . . . ,M + 1, (40b)
V ≥ 0. (40c)

At this point, problem P3.3 is identified as the convex op-
timization problem and can be addressed using tools designed
for convex optimization, like CVX.

Gaussian Randomization: Since we ignore the rank-one
constraint for RIS phase shifts optimization, the optimized
RIS phase shift matrix V opt don’t satisfy the constraint
rank (V) = 1. Therefore, how to recover v required by the
original optimization problem from the matrix V opt that does
not satisfy rank-one is a problem we still need to solve.

A commonly used method is Gaussian Randomization [29].
First, the optimized matrix V opt is subjected to eigenvalue
decomposition (EVD), i.e., V−opt = QΠQH . Q is the
unitary matrix composed of the eigenvectors of the matrix
V opt, and Π is the diagonal matrix consisting of the
eigenvalues, that is, Π = diag(Λ

1
,Λ

2
, ...,Λ

M+1
). Second, let

ṽ = QΠ1/2r, where r is an (M + 1)-dimensional column
vector, and r ∈ CN (0, IM+1). Then, identify ṽ corresponding
to the maximum objective function among multiple randomly
generated r, where v represents the eigenvector associated
with the maximum eigenvalue of the matrix V opt. Finally,
there is v = ej arg(ϑ), where ϑ =

[
ṽ

ṽM+1

]
(l:M)

, and [Ψ](1:M)

represents the new vector composed of the first M elements
of vector Ψ. Algorithm 1 gives the details of RIS phase shift
optimization based on SDR.

Algorithm 1 RIS phase shift optimization based on SDR.
1: Given the transmit beamforming vectors ω

0
,ω

1
,ω

2
and

UAV position L, Hu.
2: Initialize the initial RIS phase shift matrix Θ(0), V(0).
3: Repeat:
4: Optimize RIS phase shift V using SDR algorithm ac-

cording to (40).
5: Obtain the matrix V opt based on EVD.
6: Obtain the RIS phase shift matrix that satisfies the rank-

one constraint based on Gaussian randomization.
7: Until: The objective function (40) converges.
8: Output the optimal RIS phase shift matrix Θ.

C. UAV Position Optimization Based on DDPG Algorithm

The beamforming vectors ω
0
, ω

1
, ω

2
and RIS phase shift

matrix Θ are obtained according to algorithm 1, and then UAV
position optimization problem can be denoted as

P3 : max
L

2∑
k=1

Rs,k (41a)

s.t. Rs,k ≥ 0, k ∈ {1, 2} , (41b)
L ∈ X ⊗ Y. (41c)

It is not difficult to see that the SISR is highly coupled with
the UAV position, and the air-to-ground channel also changes
with the UAV position. Therefore, when the UAV is moving, it
not only needs to know its own position but also engage with
the environment to update the relative position to obtain the
channel status information. Meanwhile, if we want to find the
optimal position that maximizes SISR during UAV motion, a
large amount of UAV position information needs to be stored
and compared with the corresponding information security
rate. The optimization is difficult, and traditional optimization
algorithms are difficult to handle such a massive data stream.

Currently, reinforcement learning can interact with the envi-
ronment in real-time, enabling parameter updates and contin-
uous learning. Neural networks are used for action selection
and decision-making, and constant iterative optimization is
performed to explore optimal action to maximize rewards.
For the problem that the large amount of data flow generated
during the training process is difficult to handle, deep learning
can be used to store training data by establishing the experi-
ence replay buffer and optimizing the training accuracy based
on reinforcement learning. The traditional deep reinforcement
learning (DRL) algorithm-Deep Q network (DQN) discretizes
actions to simulate continuous actions. But when it is dis-
cretized, it will lose training accuracy has limited capabilities,
and cannot solve continuous control problems well. Therefore,
we use the currently popular DRL algorithm-DDPG algorithm
to optimize the UAV position. DDPG is a DRL algorithm that
operates on the foundation of the actor-critic architecture. It
amalgamates the strengths of the DQN algorithm and uses dual
neural networks on this basis. In DDPG, the actor-network
engages with the environment to make decisions, while the
critic network is used to evaluate the quality of the action.
Therefore, compared with DQN, which is mainly suitable for
discrete action spaces, DDPG can effectively handle contin-
uous action decision-making problems. The DDPG algorithm
framework is shown in Fig. 3.

The DDPG algorithm consists of four components: envi-
ronment, action, state, and reward. The four elements in the
system model we studied are

• Environment: The environment of this paper is the chan-
nel model and downlink dual-user RSMA model. Based
on the location information of the ground base station
and users, the channel status information is then obtained
based on the UAV’s own location.

• Action: During the movement of the UAV, we define
action selection as two action dimensions: angle and
displacement. The displacement depends on the UAV
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R
′

s1 =
B

ln 2
×


ln

[
1

σ2
Tr (G1,1V +G1,2V) + 1

]
+ lnY1 + 1 + ln

[
1

σ2
Tr (Ge,0V +Ge,2V) + 1

]
− Y1 ·

[
1

σ2
Tr (G1,2V) + 1

]
− Ye,1 ·

[
1

σ2
Tr (Ge,0V +Ge,1V +Ge,2V) + 1

]
+ lnYe,1 + 1

 , (37)

R
′

s2 =
B

ln 2
×


ln

[
1

σ2
Tr (G2,2V +G2,1V) + 1

]
+ lnY2 + 1 + ln

[
1

σ2
Tr (Ge,0V +Ge,1V) + 1

]
− Y2 ·

[
1

σ2
Tr (G2,1V) + 1

]
− Ye,2 ·

[
1

σ2
Tr (Ge,0V +Ge,1V +Ge,2V) + 1

]
+ lnYe,2 + 1

 , (38)

where

Y1 =

[
1

σ2
Tr
(
G1,2V

(r)
)

+ 1

]−1
, Y2 =

[
1

σ2
Tr
(
G2,1V

(r)
)

+ 1

]−1
, (39a)

Ye,1 = Ye,2 =

[
1

σ2
Tr
(
Ge,0V

(r) +Ge,1V
(r) +Ge,2V

(r)
)

+ 1

]−1
. (39b)

flight speed υ and the length of each time slot T
N . The

angle between UAV and the x-axis positive is expressed
as ψ. Thus, based on the position [x[n], y[n]], the position
of UAV in the (n+ 1) time slot can be presented as

x [n+ 1] = x [n] + υ · T
N
· cosψ, (42a)

y [n+ 1] = y [n] + υ · T
N
· sinψ, (42b)

where the displacement can be obtained from υ · TN .
• State: The current two-dimensional position information

(x[n], y[n]) of the UAV is used as the state information,
that is, the set of all possible positions of the UAV in all
time slots is used as the state information.

• Reward: According to the state and the action generated
by the actor-network, these are utilized as input param-
eters for the critic network to compute the reward for
the corresponding time slot. Subsequently, the rewards
corresponding to the UAV position across all time slots
are aggregated to derive the reward value for the episode.
In this paper, the reward is expressed as

r(t) =


2∑
k=1

Rs,k, withinX ⊗ Y

− 1
2

2∑
k=1

Rs,k, beyondX ⊗ Y
, (43)

and the total reward is R =
N∑
t=1

r(t).

In the DDPG algorithm, the actor online network firstly
engages with the environment to obtain state information, then
takes the state as input and generates the corresponding action
under the influence of random noise. Secondly, the obtained
state and action serve as input parameters for critic online
network and generate the Q-value according to the Bellman
equation

Qπ (st, at) = E [rt + ςQπ (st+1, π (st+1))] , (44)

where ς ∈ (0, 1] represents the reward discount factor. Then
the critic online network strategy θQ is updated by reducing

Online network

Target network

Actor Network

'pq

pq
Online network

Target network

Critic Network

Qq

'
Qq

Experience Reply 
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( )1, , ,
t t t t
s a r s +
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Environment

ts ta

random 

noise

ts

ta

1ts+ 1ta +

1ta +
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t t

Q s a

( )1 1,
t t
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Soft update Soft update
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Loss E r Q s s Q s a
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p
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Fig. 3. The DDPG algorithm framework.

the loss function, that is the discrepancy between the evalua-
tion and target values, while the actor online network updates
θπ by optimizing the cumulative expectation, that is, the policy
gradient. The loss function and policy gradient are expressed
as

Loss = E
[
(rt + ςQπ (st+1, π (st+1))−Qπ (st, at))

2
]
,

(45a)

∇θπJ = E
τ∼pθ(τ)

[R (τ)∇pθ (τ)] , (45b)

where R (τ) =
N∑
t=1

rt, pθ (τ) is the probability distribution

function of state s based on action policy πθ, and pθ (τ) =

p (s1)
N∏
t=1

pθ (at|st) p (st+1|st, at).

The two target networks, do not participate in environmental
interaction during the training and learning process and do
not update in real-time with the online network. Instead,
they perform soft updates at regular intervals while ensuring
accuracy and algorithm convergence. The update method is as
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follows. {
θQ
′ ← εθQ + (1− ε) θQ′ ,

θπ
′ ← εθπ + (1− ε) θπ′ ,

(46)

where the value range of the soft update factor is ε ∈ (0, 1].The
DDPG optimization is summarized in Algorithm 2.

Algorithm 2 UAV Position Optimization Based on DDPG.
1: Set the environment, UAV initial position, episode E and

experience replay buffer capacity MU .
2: Initialization online network parameters π, Q and target

network parameters π′, Q′, update factors ς , ε,
3: for r = 1 : E do
4: Actor online network interacts with the environment to

obtain the current UAV state.
5: Choose action based on at = π(st, θ

π) +Nrandom.
6: Obtain Θ(r) using Gaussian randomization.
7: Calculate reward and store (at, st, rt, st+1) in experi-

ence reply buffer.
8: Randomly sample small volumes of data and calculate

the Q value.
9: Update online network parameters according to (45).

10: Update target network parameters according to (46).
11: end for
12: Output the optimal UAV position and reward.

D. Overall Algorithm Framework

Leveraging the aforementioned solution, we optimize the
beamforming vectors using SCA method and the RIS phase
shift matrix using SDR technology. Consequently, an iterative
algorithm is devised for jointly optimizing the beamforming
and RIS phase shift matrix.

The iteration algorithm is detailed in Algorithm 3. Specifi-
cally, we first initialize and perform beamforming optimization
based on the initial values. Second, following the optimized
beamforming vectors, the SDR technique is applied to obtain
the RIS phase shift matrix, and Gaussian randomization is
performed to restore a solution that meets the constraint
rank (V) = 1. Finally, it is judged whether the difference
between the sum information security rate calculated from
the iteration result and the sum information security rate
corresponding to the initial value satisfies the convergence
threshold. If so, the optimal beamforming vectors and RIS
phase shift matrix will be output; otherwise, variable assign-
ment is performed until the convergence threshold is achieved
or at the maximum number of iterations, at which point the
loop terminates. The optimal beamforming vectors and RIS
phase shift matrix are obtained.

Then, the optimal beamforming vector and RIS phase shift,
as derived from Algorithm 3, are utilized as environmental
parameter inputs, and the DDPG algorithm is used to optimize
the UAV position according to section III-C. Finally, we design
an overall AO framework for joint optimization, sequentially
addressing the three variables - the beamforming vectors, RIS
phase shift matrix and UAV position. The overall algorithm
framework of the proposed scheme is depicted in Fig. 4.

Algorithm 3 Iteration Algorithm.
1: Initialization
2: Given UAV position L and Hu.
3: Initialize ω(0)

0 , ω(0)
1 , ω(0)

2 , Θ(0), V(0).
4: Set the number of iterations Imax.
5: Set convergence threshold ζ = 2× 10−3.
6: for r = 1 : Imax do
7: Obtain ω(r)

0 , ω(r)
1 , ω(r)

2 from (25) using SCA.
8: According to ω(r)

0 , ω(r)
1 , ω(r)

2 , obtain V(r) from (40)
using SDR.

9: Obtain Θ(r) using Gaussian randomization.
10: Calculate R(r)

s corresponding to ω(r)
0 , ω(r)

1 , ω(r)
2 , Θ(r).

11: if
∣∣∣R(r)

s −R(r−1)
s

∣∣∣ > ζ then

12: update variables ω(r−1)
0 ← ω

(r)
0 , ω(r−1)

1 ← ω
(r)
1 ,

ω
(r−1)
2 ← ω

(r)
2 .

13: update variables Θ(r−1) ← Θ(r), V(r−1) ← V(r).
14: repeat from step 6.
15: else
16: Output the optimal ω(∗)

0 , ω(∗)
1 , ω(∗)

2 , Θ(∗).
17: end if
18: end for
19: Output the optimal ω(∗)

0 , ω(∗)
1 , ω(∗)

2 , Θ(∗).

Complexity Analysis: The beamforming vectors are opti-
mized by the SCA algorithm, and the SCA algorithm complex-
ity is O

(
P 3.5

)
, where P is the number of updated variables in

each iteration. Then we use SDR to optimize the RIS phase
shifts and use Gaussian randomization to obtain a solution
that meets all constraints. The SDR algorithm complexity [29]
is O

(
NGR(Z + 1)

4.5
)

, where Z represents the number of
variables and NGR is the number of Gaussian randomiza-
tions. In summary, the complexity of Algorithm 1 is given
as O(IA) = O

(
Imax

(
P 3.5 +NGR(Z + 1)

4.5
)

log2(1/ζ)
)

,
where Imax is the iterations number of algorithm 1 and ζ is
the convergence threshold. The complexity of the DDPG algo-
rithm is typically associated with the number of episodes, cy-
cles within each episode, mini-batch samples, and the number
of neurons. In this paper, the DDPG algorithm complexity is
O (NeNNsNu), where Ne represents the number of episodes,
N is the total number of time slots, Ns is the number of mini-
batch samples and the number of neurons is represented as
Nu = (2×Nh +Nh × 2) + (2×Nh +Nh × 1) × 2, where
Nh refers to the number of hidden layers in the neural network.
Therefore, the overall AO framework optimization complexity
is O (NAO (O(IA) +O (NeNNsNu))), where NAO is total
number of iterations.

IV. SIMULATION RESULTS

A. Simulation Parameters

For downlink RSMA communication networks, the secu-
rity performance of the proposed scheme is assessed in this
section. First, the influence of the SBS maximum transmit
power, the number of RIS reflective elements, and the number
of SBS transmit antennas on the system SISR is analyzed.
Then the effectiveness of the security rate optimization scheme
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Fig. 4. The overall algorithm framework of the proposed scheme.

based on the DDPG algorithm in this paper is verified. Finally,
we compare the proposed scheme with the NOMA scheme
and benchmark scheme (random phase shifts) to ascertain its
superiority. In the simulation, the coordinates of two users
are [130, 60] and [140, 70] respectively. The detailed parameter
settings for the simulation are outlined in Table II.

TABLE II
SIMULATION PARAMETERS.

Parameter Value

Number of transmitting antennas, K 5
Number of RIS reflective elements, M 9

Channel gain at d0 = 1m, β0 5× 10−4

Noise power, σ2 -80 dBm
Rice factor, Ku 6

Maximum transmission power, PBS 20 dBm
Bandwidth, B 10 Hz

UAV height, Hu 50 m
UAV flight speed, υ 10 m/s
UAV flight time, T 200 s
UAV initial position [140, 30] m
SBS’s location, Ls [10, 50] m
Env’s location, Le [160, 45] m

UAV flight area, X ⊗ Y 200× 200 m
Total time slot, N 500

Learning rate of actor network 0.001
Learning rate of critic network 0.002
Number of hidden layers, Nh 30

soft update factor 0.01
Experience replay buffer capacity 10000

B. Simulation Results

Figure 5 illustrates the relationship between SISR and the
number of iterations at different maximum transmit powers.
The figure shows that SISR increases with the number of
iterations and eventually converges. Moreover, Increasing the
maximum transmit power of SBS can enhance the network’s
security performance. When the maximum transmit power
increases, the SBS has more energy to transmit public and
private information, thereby improving signal quality and ef-
fectively reducing the impact of noise interference. In addition,
the SISR corresponding to higher maximum transmit powers
converges more slowly. This can be attributed to the larger
exploration space and better power allocation of beamforming
vectors associated with higher transmit powers. However,
when the transmit power is low, such as 15dBm and 16dBm,
limited by the local convergence characteristics of the SCA
optimization algorithm, the SISR exhibits a rise followed by
a decline and finally converges.
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Fig. 5. The SISR versus the number of iterations (N = 5, M = 9).

Figure 6 presents the effect of varying numbers of RIS
reflective elements on SISR. As seen in the figure, it displays
an escalating trend in the system’s SISR with an increase in
the number of RIS reflective elements. Since the intelligent
adjustment of phase by RIS can heighten channel gain, more
channel subspaces are added between RIS and ground users
as the number of RIS elements increases, thereby improving
signal quality and information security rate. Notably, the
greater the number of RIS reflective elements, the slower
the convergence speed, and more reflective elements mean
more power consumption and higher optimization complexity.
Therefore, it is crucial to select the number of RIS reflective
elements judiciously to strike a balance between secure perfor-
mance and resource utilization. Fig. 7 depicts the correlation
between SISR and maximum transmit power for three distinct
counts of RIS reflective elements. Specifically, when M = 16,
the system’s SISR can be increased by 85.6% as transmit
power rises from 10 dBm to 15 dBm.

Figure 8 illustrates the effect of the SISR versus the number
of transmitting antennas. The figure indicates that the system’s
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SISR escalates with the increase in the count of transmission
antennas. This is attributed to the fact that MIMO technology
allows multiple transmitting antennas to send information
simultaneously, thereby increasing the communication path
and ensuring efficient transmission of information. However,
it is notable that the larger number of transmitting antennas
results in slower convergence speed. This is because the
increase in number of transmitting antennas also increases
the corresponding count of each beamforming vector element,
so it also takes longer when using the alternating iteration
framework.

Figure 9 presents the SISR optimization results based on
the DDPG algorithm. The UAV trajectory during the actual
flight, the relative positions of the SBS, ground user, and the
eavesdropper are shown in the figure. The start point of the
UAV is [140, 30], and UAV is located between the ground
user and the eavesdropper. With the goal of maximizing
the system’s SISR and ensuring information security, the
UAV moves in a direction away from Env, and the optimal
position of the UAV is finally found through the proposed
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Fig. 8. The SISR versus the number of iterations (N = 5, M = 9).

DDPG algorithm optimization, which is fixed at the point
[44, 89]. Its x-coordinate and y-coordinate variations during
the optimization process are shown in Fig. 10. The Fig. 10
is the optimization result of the UAV coordinates in the last
episode. In the early stage of DDPG optimization, the position
of the UAV fluctuated greatly. Through interaction and training
with the environment, the UAV has learned the optimal action
in the later stage of the episode.

Fig. 9. UAV motion trajectory.

Figure 11 is a reward that is the sum of the corresponding
information security rate from the UAV start point to the
current position. Since the first few episodes of the DDPG
algorithm are training and saving the data in the experience
pool, the corresponding rewards fluctuate greatly. In the 20-
th episode, because the UAV flew beyond the specified area,
the reward value plummeted and dropped to a negative value.
Subsequently, with the continuous interaction with the envi-
ronment, the actor network and critic network within DDPG
undergo optimization and updates. The UAV gradually moves
in the direction of maximizing the SISR, and finally, the reward
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Fig. 10. Coordinate transformation during UAV movement.

reaches convergence.
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Fig. 11. Convergence of the proposed DDPG algorithm.

Figure 12 is the comparison of security performance (SISR)
for three schemes. The SISR of the proposed scheme is
observed to have a 29.7% increase compared with the NOMA
scheme. Specifically, RSMA first splits the message into public
and private information, and the important information is
hidden in the private information so that the public information
can be used as noise to interfere with the eavesdropper.
The NOMA scheme [29] employed SCA and SDR methods
for beamforming vectors and RIS phase shifts optimization.
Specially, the NOMA scheme completely encodes user 2’s
message x2 into x0. As a result, user 1 can decode private
message only after completely removing the message x2,
and user 2 only needs to decode its own message without
effectively interfering with the eavesdropper, resulting in the
lower security performance. Moreover, the benchmark scheme
does not optimize the RIS phase shifts but uses random phase
shifts. In the proposed scheme, SDR technology is utilized
for optimizing the RIS phase shift matrix, which can enable

precise adjustment of the phase of each reflective element
to improve reflection accuracy, thus enhancing the signal
transmission and improving the SISR of the system.
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Fig. 12. The comparison of security performance for three schemes(N = 5,
M = 9).

V. CONCLUSION

In this paper, a novel RIS-assisted UAV-RSMA collabo-
rative communication framework was proposed to enhance
the communication security, spectrum efficiency, and multiple
access capability of UAV-enabled IoT. Specifically, we first
introduced RSMA technology to serve dual users and improve
spectrum efficiency. Second, for the issue of information se-
curity, a secrecy optimization scheme for maximizing the sum
secrecy rate was formulated and solved by jointly optimizing
the transmit beamforming, RIS phase shift matrix, and UAV
position based on an AO framework. Finally, simulation results
validated the superiority of the security scheme in this paper,
and we analyzed the impact of various parameters on security
performance.

Despite the advancements for the RIS-assisted UAV-RSMA
scenario presented in this paper, several issues warrant fur-
ther investigation. First, the Doppler effect caused by UAV
movement can significantly affect the channel characteristics.
The Doppler frequency shift may cause signal distortion and
increase the bit error rate, so it is necessary to consider the
impact of the Doppler effect on the channel, such as the
multi-channel environment or rapid fluctuations caused by
UAV movement. Second, for highly dynamic environments,
potential algorithms that can be used to adapt to the chang-
ing channel conditions in dynamic environments should be
investigated, such as machine learning techniques, adaptive
modulation, coding schemes, or advanced beamforming strate-
gies, to achieve dynamic environment interaction and improve
communication performance. Finally, RIS is a promising tech-
nology for 6G communication. Currently, STAR-RIS, as a
supplement to RIS, can achieve signal reflection and trans-
mission, enabling full-dimensional communication coverage.
Therefore, the communication enhancement issue of STAR-
RIS applied to multi-user scenarios deserves in-depth research.
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