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Abstract

The Infrared (IR) optical medium provides an alternative to radio frequencies (RF) for
low cost, low power and short-range indoor wireless data communications. Low-cost
optoelectronic components with an unregulated IR spectrum provide the potential for
very high-speed wireless communication with good security. However IR links have a
limited range and are susceptible to high noise levels from ambient light sources. The
Infrared Data Association (IrDA) has produced a set of communication protocol
standards (IrDA 1.x) for directed point-to-point IR wireless links using a HDLC (High-
level Data Link Control) based data link layer which have been widely adopted. To
address the requirement for multi-point ad-hoc wireless connectivity, IrDA have
produced a new standard (Advanced Infrared — Alr) to support multiple-device non-

directed IR Wireless Local Area Networks (WLANs). Alr employs an enhanced
physical layer and a CSMA/CA (Carrier Sense Multiple Access with Collision
Avoidance) based MAC (Media Access Control) layer employing RTS/CTS (Request
To Send / Clear To Send) media reservation.

This thesis 1s concerned with the design of IrDA based IR wireless links at the data link
layer, media access sub-layer, and physical layer and presents protocol performance
models with the aim of highlighting the critical factors affecting performance and
providing recommendations to system designers for parameter settings and protocol
enhancements to optimise performance.

An analytical model of the IrDA 1.x data link layer (I'LAP — Infrared Link Access
Protocol) using Markov analysis of the transmission window width providing saturation
condition throughput in relation to the link bit-error-rate (BER), data rate and protocol
parameter settings is presented. Results are presented for simultaneous optimisation of
the data packet size and transmission window size. A simulation model of the IrDA 1.x

protocol, developed with OPNET™ Modeler, is used for validation of analytical results
and to produce non-saturation throughput and delay performance results.

An analytical model of the AIr MAC protocol providing saturation condition utilisation
and delay results in relation to the number of contending devices and MAC protocol
parameters 1s presented. Results indicate contention window size values for optimum
utilisation. The effectiveness of the Alr contention window linear back-off process is
examined through Markov analysis. An OPNET simulation model of the Alr protocol 1s
used for validation of the analytical model results and provides non-reservation
throughput and delay results.

An analytical model of the IR link physical layer is presented and derives expressions
for signal-to-noise ratio (SNR) and BER in relation to link transmitter and receiver
characteristics, link geometry, noise levels and line encoding schemes. The effect of
third user interference on BER and resulting link asymmetry is also examined,
indicating the minimum separation distance for adjacent links. Expressions for BER are
linked to the data link layer analysis to provide optimum throughput results in relation
to physical layer properties and link distance.
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1. INTRODUCTION

1.1 Background and Motivation

In recent years there has been a rapid increase in thé use of mobile and portable
computing devices. Laptop, palmtop and handheld computers have become more
popular and increasingly powerful with multimedia capabilities. Mobile phones have
also become integrated with computing ability and facilities for e-mail and Internet
browsing (B1 et al.,, 2001). This increase in mobile computing has led to a greater
demand for wireless data connectivity with comparable service levels to that of wired

networks (DeSimone and Nanda, 1995; Ramiro and Abdallah, 2002). Short-range

indoor wireless communications are used in reducing the costs and inconvenience of
cabling and to provide local area connectivity for portable computing devices. Such

communication can be provided in a number of different configurations. Simple point-
to-point wireless connections are used for such applications as file transfer or printing.
Wireless network ‘hubs’ can provide access for multiple wireless devices to a wired
local area network. Multiple devices can also connect in an ad-hoc wireless LAN

(WLAN), for example around a meeting table (Gummalla and O'Limb, 2000).

Radio frequencies (RF) and Infrared (IR) are competing technologies for short-range
wireless data communications. RF is popular because of the high level of mobility
provided, but there are limitations. The RF spectrum is heavily congested and tightly

controlled by regulation thus limiting the available bandwidth. There are also security

and safety concerns as the signals pass through walls and can interfere with sensitive
electronics. Radio signals are also susceptible to electrical interference and multipath
fading. The IR optical medium provides an attractive alternative to RF for low-cost low-
power short-range indoor wireless communications. IR wireless has the benefit of using
Inexpensive optoelectronic components spawned from the fibre optics industry, with

small physical size and low power consumption. IR transceivers can operate at very

high data rates and as the IR radiation is confined to the room of operation, there is no
requirement for spectral regulation thus providing virtually unlimited bandwidth.
Confinement of the radiation also allows separate networks to be established in

neighbouring rooms without interference and provides a high level of security against
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‘eavesdropping’. IR wireless also has good electrical noise immunity and will not cause
interference to sensitive electronics. However IR wireless also has limitations. The low
power output of IR wireless transmitters (limited by eye safety regulations) and the
blocking of the signal by opaque objects provides a limited range and low mobility. IR
wireless receivers are also exposed to high background ambient light levels inducing
receiver noise, and diffuse link multipath dispersion can limit the available data
bandwidth. The signal-to-noise ratio (SNR) of the link depends on the distance and
orientation of the receiver in relation to the transmitter and on the ambient light level.
The bit-error-rate (BER), derived from the SNR, can therefore vary with movement and

positioning of a mobile (e.g. handheld) device communicating in an IR wireless link.
Communications protocols used with IR links must therefore contend with a shared
wireless medium with a limited range and potentially high and varying error rates (Kahn

and Barry, 1997; Street et al., 1997).

The Infrared Data Association (IrDA) was established in 1993 as a ‘working group’ of
research teams from major industrial companies including Hewlett-Packard, Sharp and
IBM to establish a set of protocol standards for short-range indoor IR wireless
communication. The aim of the standards was to support and promote the use of low-
cost mass-produced multi-vendor interoperable IR wireless components. The resultant
IrDA 1.0 protocol standard, first released in 1995, specifies point-to-point directed half-
duplex links with a data rate up to 115.2 kbits/s and a range not less than 1m using the
standard serial port interface. Version 1.1 of the protocol provides data rates up to 4
Mbits/s using additional hardware with a recent extension to 16 Mbits/s. The data link
layer of the IrDA 1.x protocol, IrLAP (Infrared Link Access Protocol), is based on the
HDLC-NRM (High-level Data Link Control - Normal Response Mode) data link
standard and provides framing functions, device discovery and connection, flow control

and reliable data transfer between a Primary / Secondary device pair (Millar et al., 1998;
Williams, 2000; Yeh and Wang, 1996).

To address a recognised need for multi-point IR wireless connectivity (Ozugur et al.,
1999), ItDA have produced a new protocol standard called Advanced Infrared (Alr).

The aim of Alr is to support a low-cost non-directed ad-hoc IR wireless LAN
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- supporting co-existence with IrDA 1.x point-to-point links. With an Alr network, all
devices have equal status with no ‘master’ controller and can join or leave the network
at will. Alr has an enhanced physical layer with broad angle transceivers providing a
‘broadcast’ medium for all devices within range and a robust variable 4PPM symbol
repetition modulation scheme at a base data rate of 4 Mbits/s, providing a trade-oft
between effective data rate and link quality. The AIr MAC (Media Access Control)
protocol is based on the CSMA/CA (Carrier Sensing Multiple Access with Collision

Avoidance) protocol. Devices only transmit when the medium is detected clear and wait
a random number of time slots before transmission to avoid frame collisions. The MAC

also uses an RTS/CTS (Request To Send / Clear To Send) media reservation to improve
performance. Following establishment of media reservation, a ‘burst’ of data frame is

transmitted within a maximum duration of 500 ms (IrDA, 1999a).

There are different challenges for IR wireless system designers both at the physical
layer and upper protocol layers depending on the configuration and application of links.
At the physical layer the component cost must be minimised while providing a high data
rate, a low bit-error-rate and good power efficiency. At the data link layer, data packet
size and transmission window size must be optimised to reduce the effect of
acknowledgement delays and frame overheads but limit frame re-transmissions from
link bit errors. In a multi-point configuration, effective media access control is required
to avoid transmission collisions and ensure faimess of access to the medium. The
contention delay must be optimised to effectively avoid collisions but not cause

excessive delay in reservation establishment.

Performance modelling of communications systems can be a powerful tool in effective
system design and configuration. A communications system can be complex with a
large number of inter-related factors and system parameters that can effect the
performance. The performance of a communications system at the data link layer 1S
measured by such statistics as throughput, utilisation, packet delay, and packet loss rate
in relation to line BER, traffic load and system configuration and parameter settings.

Performance modelling can help highlight the critical factors affecting performance and
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determine optimum parameter settings and operating conditions before the physical

system is implemented (Higginbottom, 1998).

There are two main approaches to performance modelling of communications systems:
analytical modelling and computer simulation modelling. Analytical modelling involves
the development of a mathematical model based on assumptions of system behaviour
leading to a set of expressions or algorithms to provide a numerical measure of
performance against input parameter values. Mathematical techniques such as
probability theory and stochastic process analysis are used to develop the models. The
models often make assumptions and approximations on the system behaviours and its
complexity. The use of a computer to perform the required calculations can produce
rapid numerical and graphical results. The mathematical expressions developed in an
analytical model combined with graphical performance results can provided a
physically intuitive understanding of the critical and first-order factors and inter-
relations affecting performance. However it may not always be possible or practical to

mathematically express the system behaviour of interest.

Computer simulation modelling involves using a software model that mimics a
particular part of the system behaviour. Output performance statistics can be produced
during and at the completion of a simulation run. Simulation has the advantage of
providing much more detail of the system behaviour than an analytical model, such as
the dynamic response to a varying system input. Approximations of system behaviour
can be avoided and simulation results can be used to validate theoretical model results.
Simulation is also powerful in assessing protocol design changes and modifications.
However a simulation run may take a number of minutes or even hours to complete
depending on the system complexity and output results required. In comparison with
analytical modelling, simulation results may not provide as intuitive an understanding to

the performance results obtained.

Research into IR wireless communications has so far largely been focused on physical
layer issues such as transceiver design (optical and electronic), noise source modelling,

diffuse channel modelling and modulation schemes. There has been only limited
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published research into the performance of IR wireless protocols above the physical
layer. Although the IrDA protocol has been finalised, there is still scope for variation in

specific system design issues, parameter settings and optimisation. At the time of
writing, the Alr protocol is in a draft status and not fully developed. Performance
modelling and analysis of the Alr protocol can help recommend protocol design

changes and optimum parameter settings while the protocol is in a development stage.
Performance modelling studies, both simulation and analytical, have been published for
related HDLC based data link layer protocols (Bux and Kummerle, 1980; Georges and
Wybaux, 1981; Marsan et al., 1989; Masunaga, 1978; Schwartz, 1987)and CSMA/CA

based MAC protocols (Bianchi et al., 1996; Brewster and Glass, 1987). This therefore
provide the opportunity to apply the methods and principles of existing studies of
related protocols to the study of the IrDA and Alr protocols.

1.2 Statement of Problem

The BER of an IR wireless link is derived from the signal-to-noise ratio (SNR) seen at
the receiver. The received signal strength depends on the transceiver characteristics (e.g.
transmitter power, photodiode surface area and responsivity) and link geometry (link
distance and orientation of transceivers). The noise power depends on ambient light
power levels (the dominant noise source) and the receiver bandwidth. An interfering

signal from a third IR wireless device can also result in bit errors.

The IrLAP data link protocol involves transmitting a sequence or ‘window’ of data
frames, following which the transmitting device must wait for an acknowledgement
frame from the receiving device. The acknowledgement delay may include turn-around
delays to cover hardware latency in addition to the acknowledgement frame
transmission time. Data frames are re-transmitted when either lost due to bit errors or if
consequently out-of-sequence from subsequent lost frames in the transmission window
as indicated by the acknowledgement. Increasing the frame data packet size (bits) will
reduce the relative frame overhead contribution and frequency of link turn-around

following a transmission window, tending to increase throughput efficiency. However

increasing the data packet size will also increase the probability of frame error from a
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given bit-error-rate (probability of error per bit) thus increasing the probability of frame
re-transmissions and tending to reduce throughput efficiency. Similarly increasing the
transmission window size will reduce the frequency of link turn-around but increase
frame overhead contributions and the probability of a large re-transmission sequence.

By adjusting the data packet size and transmission window size to their optimum values

in relation to the BER and link parameter settings, the throughput can be maximised as
the link BER varies.

In a multiple-device Alr wireless LAN, once the medium is detected free, a device waits
a random number of contention time slots before transmission to avoid frame collision
from two or more devices transmitting at the same time. The range from which the
random number of contention slots is chosen is referred to as the collision avoidance
slot (CAS) window. Increasing the CAS window size reduces the probability of frame
collision (from two or more devices choosing overlapping contention slots). However
increasing the CAS window also increases the average contention delay before frame
transmission. There is therefore an optimum CAS window size for a particular network
size (number of contending devices) that will maximum utilisation on the network. A
CAS window back-off algorithm has been proposed for Alr that linearly adjusts up or
down the window size depending on the success or failure of an RTS/CTS reservation
attempt (IrDA, 1999¢). Modelling of the Alr protocol can help to highlight the
Interaction between the network size, CAS window size and other contention
parameters, evaluate the effectiveness of the CAS back-off mechanism, and therefore

aid the further development of the protocol.

1.3 Outline of Research

The following summarises the main components of the research in the thesis.

Protocol Modelling Methods: Methods used in published literature for the study of
related protocols are examined to inform the choice of methods used in the thesis for the
study of the IrDA 1.x and Alr IR wireless protocols. Performance studies of HDLC and
derived protocols (balanced and unbalanced) using both analytical and simulation

modelling are examined for potential modification and application to the study of the
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HDLC-NRM based IrDA 1.x IrLAP data link protocol. Similarly performance studies
of CSMA/CA protocols including the IEEE 802.11 wireless LAN protocol are
examined for potential application to the study of the Alr MAC protocol.

Physical Layer Analysis: The signal-to-noise ratio (SNR) at the receiver of an IR
wireless link is dependent on transceiver characteristics such as transmitter power,
photodiode area and responsivity, receiver design, link geometry (i.e. link distance and
transceiver orientation angles), background ambient light levels and interference levels

from other IR wireless devices. The physical layer of IR wireless protocols is analysed

with the aim of highlighting the critical factors that effect performance and producing
expressions for the SNR and hence bit-error-rate (BER) and packet error rate for

standard IrDA based links. The effects of third user interference and resultant link
directional and spatial asymmetry are also examined in order to determine the minimum

separation distance for independent IR links without cross-interference.

IrDA 1.x Point-to-point Protocol Analysis: Analysis of the I'[LAP data link layer of
the IrDA 1.x protocol provides throughput and delay performance against link BER and

protocol parameter settings of data rate, transmission window size, data packet size and
link turn-around delays. An analytical model is produced for saturation throughput
using re-transmission probabilities and window width stochastic process modelling.
From this, graphical representations of the inter-relationships between parameters are
produced. Results are produced showing the improvement of performance using
simultaneous optimisation of both data packet size and transmission window size. An
OPNET simulation model of the IrDA protocol is presented. A basic model simulating
saturation conditions is used to confirm analytical modelling results. An advanced
model is used for non-saturation conditions. Linking throughput performance to the

physical layer analysis is used to optimise the range of the link.

Advanced Infrared (AIr) IR Wireless LAN Analysis: Analysis of the Alr MAC
protocol provides utilisation performance against network size (number of active nodes)
and MAC protocol parameters of collision avoidance slot (CAS) window size (the range

from which a random CAS delay is chosen), CAS window adjustment parameters, data
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packet size and transmission burst size. An analytical model is developed for saturation

utilisation and delay in reserved mode using the probability of transmission collision

and a Markov process model of the CAS window back-off process is used to examine
the effectiveness of the process. An OPNET simulation model is presented and used to

confirm the saturation reserved mode analytical results and provide unreserved mode

performance results.

1.4 Thesis Format

Chapter 2 presents background information to the thesis including an overview of IR

wireless links, data communications protocols and modelling methods for performance

analyses of communications protocols.

Chapter 3 presents and overview of the operational details of the IrDA 1.x and Alr IR
wireless communications protocols including physical layer specifications and details of
the IrLAP and AIr MAC protocols.

Chapter 4 presents an analytical model of the IR wireless physical layer. Expressions
are derived for link BER for varying data rates and modulation / encoding schemes. The

effects of third user interference and resultant link asymmetry are also examined.

Chapter 5 presents a review of methods that have been used in the modelling, both

analytical and simulation, of relevant HDLC based data link protocols and CSMA/CA

based media access control protocols.

Chapter 6 presents an analytical performance model and results of the IrDA 1.x IrLAP
protocol. Graphical results and analysis are presented for various data rates and
parameter configurations. Numerical results are presented for the optimisation of data
packet size and transmission window size. Results are also presented from the IrDA 1.x
OPNET simulation model for validation of analytical results and non-saturation

condition performance.
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Chapter 7 presents an analytical performance model and results for the Alr MAC

protocol. Results are presented for utilisation against contention window size and

network size both with and without the collision avoidance window back-off process.

Results are also presented from the OPNET Alr protocol simulation model for

validation of analytical results and non-reservation throughput.

Chapter 8 presents thesis conclusions and further work for physical layer, I'DA 1.x and

Alr protocol performance modelling.

Appendix A presents an overview of the OPNET simulation software tool and the
details of the IrDA 1.x and Alr protocol OPNET simulation models. Appendix B

explains the limiting distribution of a Markov chain. Appendix C defines and explains

the Q-function.
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2. BACKGROUND INFORMATION

This chapter provides background information to the research presented in the thesis. IR
wireless communications are introduced with a comparison of radio frequency (RF) and
IR optical wireless communications media, the structure and components of a basic IR
wireless link, the classification of IR wireless links and the topology of IR wireless link
connectivity. Communications protocols are introduced with an overview of data link
protocols, media access protocols and their relation in a protocol stack reference model.
An overview of current IR wireless protocols is presented: principally the IrDA 1.x

protocol, the Advanced Infrared (Alr) protocol and the IEEE 802.11 protocol with IR
physical layer. Finally an overview of the benefits and methods for simulation and

analytical modelling of communications protocols is provided.

2.1 Wireless Communications Media

Both the IR and RF media have certain strengths and weaknesses which make them
more suitable for particular wireless environments and applications. Table 2.1 compares
the strengths and weakness of IR and RF media for wireless communications. RF
principally benefits from a large range and high level of mobility but is restricted by the
high congestion and regulation of the RF spectrum. IR wireless has a limited range,
lower mobility and is susceptible high noise levels from ambient light but benefits from
low-cost, low-power links with an unregulated spectrum and spatial confinement of the
radiation. RF can be seen as favoured for applications where maximum user mobility

over long ranges in varying environments (i.e. both indoors and outdoors) is required.

Infrared (IR) wireless 1s seen as favoured for low-cost, low-power, short-range and low
mobility, indoor applications with high data rates, high security, satety or electrical

sensitivity requirements (Barry, 1994; Heatly et al., 1998; Kahn and Barry, 1997).
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e [Large range e No regulation on infrared spectrum
e High level of mobility e Very high data rates possible
e High dynamic range e Low power consumption
o Full duplex communications e Low cost

capability e Good security as signal doesn’t pass
e Frequency division multiplexing, through walls

and spread spectrum modulation e Good immunity to electrical

techniques possible interference

e No interference to electronic
equipment

No multipath fading

Frequency spectrum has very high

level of congestion

e Frequency spectrum use is highly
regulated

e High level of power consumption.

e High component costs

e Susceptible to multipath fading

Low mobility

e Power output limited by eye safety
regulation

o Susceptible to noise from ambient
light sources

o Half-duplex links
e  Multipath dispersion can limit data

and dispersion rate
e Susceptible to electrical

interference
e Security concerns as signal passes

through walls.

Low maximum data rates

Table 2.1: Comparison of radio and IR wireless communications

2.1.2 History of IR Wireless Systems

The use of IR wireless for local-area communication was first proposed in the late
1970s (Gfeller and Bapst, 1979) with initial data rates up to 125 kbits/s. A number of
experimental systems were developed during the 1980’s (Chu and Gans, 1987; Minami

et al., 1983; Nakata et al., 1984; Takahashi and Touge, 1985; Yen and Crawford, 1985)

with data rates of 1 Mbits/s. The IrDA SIR (Serial Infrared) standard (v1.0) was first
published in 1994 with a data rate up to 115.2 kbits/s. The FIR (Fast Infrared) physical
layer at 4 Mbits/s (v1.1) was published in 1995 with the VFIR extension to 16 Mbits/s

was published in 1999. The IrDA Alr (Advanced Infrared) MAC protocol was also
published in 1999,
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2.1.3 IR Wireless Links

The basic configuration of an IR wireless link is shown in Figure 2.1. The transmutter

consists of an encoder, an LED driver, and an IR fitted with a beam shaping lens. The
LED operates within the 800 to 900 nm wavelength range, where inexpensive silicon

photodiodes have a peak spectral response (Figure 2.2).

Source Data

IR Signal

———— -3

Received Data Other User Interference

Y IR Signal
+-'----_-“

Ambient Light

Optical Filter

Receiver

Figure 2.1 Basic wireless infrared link

The output power is restricted by eye safety regulations to give a maximum retina
exposure of 10 mW/cm* at 900 nm for an LED (IEC, 1993). This typically restricts the
transmitter intensity to less than 100 mW/Sr. The receiver consists of a photo-detector
(typically a Silicon PIN photodiode) fitted with a collimating lens, a preamplifier
(typically a transimpedance preamplifier with high-pass front-end filter), a threshold
detector and a decoder. The receiver is also fitted with an optical filter to reduce

ambient light levels outside of the IR signal wavelength. For low-cost systems, base-
band IM/DD (Intensity Modulation with Direct Detection) in which the waveform 1s
modulated into instantaneous optical power and the photodetector produces a current

which is proportional to the received optical power is normally employed (Barry et al.,
1991a).
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Figure 2.2 Silicon relative spectral sensitivity versus wavelength’
2.1.3.1 Binary Modulation and Encoding

The most basic system of binary modulation 1s NRZ (non-return-to-zero) OOK (on-off
keying) which offers simple circuitry and full bandwidth efficiency. However it has

poor power efficiency and is particularly susceptible to intersymbol interference from
reflections or a third user interferer (Audeh and Kahn, 1995).

By using an RZ (return-to-zero) format, improved power efficiency can be gained. This
also stops data loss from a long series of ‘1s’. However RZ requires a higher receiver
bandwidth which makes the link more susceptible to background noise (Garcia-
Zambrana and Puerta-Notario, 1999). Higher data rates often use L-PPM (Pulse
Position Modulation) encoding in which one pulse in L time slots represents log,L data
bits (thus 2, 4, 8 or 16 PPM are used). This provides power efficiency, good noise
immunity and facilitates clock extractibn, but reduces the bandwidth efficiency (Audeh
et al.,, 1996). However another problem with PPM encoding is the possibility of back-
to-back pulses from neighbouring PPM symbols, as with NRZ format.

sty A

' source: Temic BPW34 Silicon PIN photodiode datasheet
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The 1ssue of intersymbol interference has been addressed with more advanced encoding
schemes such as Trellis coding (Lee et al., 1997) which removes the possibility of back-
to-back pulses, direct-sequence spread-spectrum (Alvarez et al, 1999) and pulse-
interval-modulation (Aldibbiat et al., 2001; Ghassemlooy et al., 2001; Ghassemlooy et
al., 1998; Hayes et al., 1999; Matsuo et al., 1998; See et al., 2000). Performance has

also been shown to improve using advanced modulation schemes with CDMA (Chan et

al., 1996; Elmirghani and Cryan, 1994; Shin et al., 1996). However higher performances

of advanced modulation and encoding schemes are achieved at the cost of the

complexity of the transceiver circuitry required.

2.1.3.2 Noise and Error Detection

For a wireless infrared link, the dominant source of noise is the ambient background
light. This can arise from sunlight (both direct and indirect) and artificial lighting
including incandescent lamps and fluorescent lights. Optical filters are often used before
the photo-detector, to reduce the level of incident light outside the signal wavelength,
but the ambient light can still have a high infrared content within the wavelength pass-
band of the filter (especially from incandescent lighting and sunlight). The ambient light
induces ‘shot’ noise in the receiver, which is a white Gaussian noise resulting from the
random fluctuation of the photocurrent about its mean value (Boucouvalas, 1996;

Moreira et al., 1996; Narasimhan et al., 1996). Thermal noise can also be present in the

receiver circuitry but can be minimised by suitable receiver design. The total noise
power therefore increases with the receiver bandwidth. Interference from other IR
wireless users (transmitting in the same IR wavelength band) can also results in bit
errors. The effect of noise and interference on an IR wireless link depends on the
modulation and encoding scheme used in transmitting the data (Gameiro and Alves,
1999; Georghiades, 1994; Samaras and Street, 1997). Bit errors in a data packet are
detected by the use of standard error detection techniques such as the Cyclic
Redundancy Check (CRC - both 16 bit and 32 bit are used). This can be implemented
In both hardware and software and is often considered part of the physical layer.
Corrupted packets are generally discarded and it is the responsibility of upper protocol

layers to handle error recovery.
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2.1.4 Classification of IR Wireless Links

IR wireless links can be classified according to their beam width, detector field-of-view
and directivness. A fitted lens on an LED transmitter will focus the light into a narrower
beam. Similarly, the capture angle or field-of-view (FOV) of the receiver can be
narrowed with a suitable lens (Gfeller et al., 1996). A link with a narrow transmission
beam and narrow FOV is termed ‘directed’. The principal benefit is that links are
power efficient as the optical power is concentrated into a narrow beam. It also means
that links can be established in close proximity to each other without any cross-talk.
Links with a broad transmission beam and wide FOV are termed ‘non-directed’. This
provides a greater degree of device mobility but links are less power efficient and more
susceptible to third-user interference. ‘Line-of-sight’ (LOS) links have a direct optical
path between the transmitter and receiver. Links with transmissions reflected of walls
and ceiling are termed ‘non-line-of-sight’. These links provide a high level of device
mobility but a low level of power efficiency and are susceptible to multi-path dispersion
which limits the available data rate. To address the problem of limited power output and
multi-path dispersion for diffuse links, multiple narrow beam transmitters with imaging
diversity receivers have been investigated (Djahani and Kahn, 2000; Kahn et al., 1998;
Tang et al., 1996). Figure 2.3 shows the classification of IR wireless links in terms of
line-of-sight (LOS), non line-of-sight, directed, non-directed, and hybrid (Barry and
Kahn, 1995).

Directed Hybrid Nondirected

Figure 2.3 Classification of IR links
(after Barry, 1996)
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2.1.5 IR Wireless Communication Networks

Individual IR wireless links as described in the previous section can be utilised in a

number of different configurations to form wireless communications networks

(Stallings, 2000) (Barry, 1994) as illustrated in Figure 2.4.

Point-to-point communication: Two infrared devices communicate with each other
exclusively, using point-to-point directed links. Practical examples of this are the
transferring of files from a mobile computing device to a desktop computer or wireless
printing from a mobile device. One of the devices could also act a network interface
port providing wireless access to a standard wired LAN. Media access is relatively
simple for point-to-point links where devices simply exchange periods of transmission

with one device as a ‘master’ controller.

Centralised communication: Multiple devices communicate with a central ‘hub’ node.
All data must pass to and from the hub, i.e. other devices cannot communicate directly
between themselves. The central hub could be an active participant exchanging data or
merely a ‘dumb’ relay station serving the node devices. A practical example of this
would be a ceiling based infrared hub in an office environment to which mobile devices
on office desks would communicate. Media access is generally controlled by the hub

device and may involve time division access for the node devices.

Infrastructured communication: An extension of the centralised communication
concept is that of infrastructured communication where the central node is connected to

a network backbone which could also connect additional IR nodes in the same room oOr

in other rooms in the building.

Ad-Hoc communication: Multiple devices are communicating with each other in a
‘broadcast’ environment in which there is no central co-ordinator. All devices have
equal status and can join and leave the network at will. A practical example of this
would be the establishment of an ad-hoc network of laptop computers around a meeting
table. Media access in the scenario is random and will require the use of a suitable

media access control protocol to contend with potential transmission collisions.
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Figure 2.4 Infrared wireless communication networks

2.2 Communications Protocols

The following presents background information on communications protocols relevant
to IR wireless communication protocols, including the principles of the communications

protocol reference model and the principles of media access and data link protocols.

2.2.1 Protocol Stack Reference Model

The ISO (International Standards Organisation) OSI (Open Systems Interconnection)
reference model consists of seven layers: the Physical layer, the Data Link layer, the
Network layer, the Transport layer, the Session Layer, the Presentation layer and the

Application layer. However when applied to real communications systems, this model 1s
often seen as out-of-data and overly complex with session and presentation layers barely
used and the data link and network layers over-full and split into sub-layer functions
(‘Tanenbaum, 2002). In this thesis we are primarily concerned with the physical and data
link layers of the reference protocol stack. The data link layer 1s responsible for packet
frame formation functions, reliable transmission of data across the physical medium
(error detection and re-transmission), flow control. For multiple access network,
medium access control (MAC) functions are contained within the MAC sub-layer of the

data link layer (Kurose and Ross, 2001).
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2.2.2 Data Link Protocols

The data link layer involves such functions as packet framing, flow control, error
detection and correction and link management. Flow control ensures that a device does
not transmit more data at a time than a receiving device can handle. Error detection and
correction involves the returning of an acknowledgement from the receiving device, the
sequential numbering of data frames and re-transmission of corrupted frames. Link
management involves controlling the establishment, maintenance and termination of a
sustained data communication link. An important data link protocol 1s HDLC (High-
level Data Link Control) which forms the basis of many widely used data link protocols.
HDLC uses three station types: primary, secondary and combined. The primary station
controls the operation of a link and secondary operates under the control of the primary
in a master / slave relationship. A link involving a primary and one or more secondaries
is referred to as unbalanced. A combined station combines the features of both primary
and secondary stations and a link with two combined stations 1s termed balanced.
HDLC can operate in three different modes: Normal Response Mode (NRM),
Asynchronous Balanced Mode (ABM) and Asynchronous Response Mode (ARM).
NRM uses the unbalanced configuration in which the primary initiates communication
with a secondary, and the secondary can only transmit in response to a (ransmission
from a primary. ABM uses the balanced configuration in which either combined station
can initiate transmission without transmission from the other station. ARM uses the
unbalanced configuration in which the primary controls the data flow but the secondary

can transmit without explicit permission from the primary (Buchanan, 1996).

There are three frame types used: Information frames (I-frames) which carry the data
payload in an established link, Supervisory frames (S-frames) which are short control
frames with no data payload used in establishing and controlling the link, and
Unnumbered frames which are used in link establishment and for unrehable data
transfer. All frames have a control field that contains a frame type identifier and a P/F
(Poll/Final) bit used for device polling. I-frames contain a send-sequence-number Ns
and a receive-sequence-number Nr. S-frames contain a receive number and
command/response codes while U-frames have no sequencing information (hence

unnumbered). This 1s illustrated in figure 2.5,
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Figure 2.5 Standard HDLC frame structure

Data flow in HDLC involves the use of the send sequence number Ns in I-frames and
the received sequence number Nr in I-frames and S-frames. For the 8-bit control field
the numbers cycle through 0 to 7 (0 to 127 for the extended 16 bit format). There is
therefore a maximum transmission ‘window’ of 7 frames (or 127 for the extended
mode) before a station must wait for acknowledgement. The received sequence number
Nr returned in an S-frame acknowledgement or I-frame acknowledges received I-frames
with Ns up to and including Nr — 1, thus indicating that Nr is the next expected I-frame.
If the received Nr is not as expected, then frames starting from Nr to the last transmitted
Ns are re-transmitted. If the re-transmissions do not fill the transmission window, new

frames follow the re-transmissions to do so (Carlson, 1980).

HDLC based data link protocols included LAPB (Link Access Procedures Balanced)

used in X.25 packet switched networks, LLC (Logical Link Control) used in Ethernet
LANs and LAPD (Link Access Procedures D-channel) used in ISDN (Integrated
Services Digital Network).

2.2.3 Media Access Protocols

A shared medium such as a LAN or wireless network require some form of access
control so that stations are not trying to transmit all at the same time, thus causing frame
collisions which will corrupt the transmissions. The simplest type of multiple access is
known as ALOHA. With this if a station has a data 'packet to transmit, then it is simply
transmitted. When the receiving station receives the packet, it immediately returns an

acknowledgement packet. If the sending station has not received a reply after a period
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slightly longer than the maximum round-trip delay, the packet is re-transmitted.

However this simplicity is paid for by performance as packet collisions frequently

occur, and 1t can be shown that the maximum throughput achievable is only about 18%.
An improvement on basic or pure ALOHA is called ‘Slotted ALOHA’. In this packets

can only be transmitted within fixed time slots. Collisions can still occur but only when

packets are transmitted within the same transmission slot. It can be shown that with

slotted ALOHA, the maximum throughput performance improves to around 37%

(Schwartz, 1987).

A better system is to ‘listen’ to the network for traffic and only transmit when the
medium is detected free for a short time. This is the basis of Carrier Sense Multiple
Access (CSMA). However collisions will still occur when two or more devices attempt

to transmit at exactly the same time. This can be addressed by listening to the medium
during transmission to detect if a packet collision has occurred. If a collision is detected,
the station waits a random period of time before attempting the transmission again. This
is called Carrier Sense Multiple Access with Collision Detection (CSMA/CD). This 1s
the basis of standard LAN protocols such as Ethernet (Aimes and Lazowska, 1979;
Metcalfe and Boggs, 1976). The performance of ALOHA, S-ALOHA, CSMA and

CSMA/CD are plotted in figure 2.6.

With wireless networks, devices generally cannot hear their own transmissions as
sending and receiving is either performed asynchronously or on separate channels.

Therefore wireless networks must use collision avoidance techniques. This generally
involves the waiting of a random number of time slots before attempting to transmut.
This is therefore termed Carrier Sensing Multiple Access with Collision Avoidance
(CSMA/CA). Collisions can still occur but only when devices choose overlapping time
slots. Performance can further be improved by using an RTS/CTS (Request To Send /
Clear To Send) media reservation before data transmission which also helps contend
with ‘hidden node’ devices (out of range of a transmitting device but within range of the

receiving device reply).
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Figure 2.6 Throughput versus load for various media access schemes

2.3 Current IR Wireless Protocols

The principal IR wireless communication protocols used today are the IrDA 1.x

protocol, the Advanced Infrared (Alr) protocol and the IEEE 802.11 wireless LAN
protocol with IR physical layer. An overview of the protocols follows and the IrDA 1.x

and Alr protocols are described in detail in chapter 3.

2.3.1 The IrDA 1.x Protocol

The ItDA 1.x protocol provides point-to-point directed communication with a data rate
of up to 115.2 kbits/s through the devices standard serial interface (IrDA SIR — Serial
Infrared), or 1.152 Mbits/s and 4 Mbits/s with a high speed hardware extension (FIR ~
Fast Infrared) , and a recent extension to 16 Mbits/s (VFIR — Very fast Infrared). The
main component of the ItDA SIR protocol set is the IrLAP (Infrared Link Access
Protocol) data link layer. This is closely based on the HDLC protocol operating in NRM
with some additional media access features. The IrLAP protocol is responsible for
device discovery, address conflict resolution, and reliable data transfer with error
detection and recovery. As with NRM HDLC, IrLAP uses primary and secondary
station roles, with station polling and frame sequencing to provide error recovery. The
standard IrLAP protocol specifies a maximum transmission window of 7 frames (or 127

frames for 16 Mbits VFIR) and a maximum transmission period of 500ms before ‘turn-
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around’ of the link. The other main component of the IrDA protocol is the IrLMP
(Infrared Link Management Protocol) which sits above the IrLAP layer in the protocol
stack. This actually consists of two components; I'ILMP MUX, an application
Multiplexer to the infrared link, and IrLMP IAS (Information Access Services), a
database of services that the device supports that can be interrogated by the device
requesting connection (Millar et al., 1998). The IrDA 1.x protocol is described 1n more

detail 1n chapter 3.

2.3.2 The Advanced Infrared (Alr) Protocol

To address a recognised need for multi-point IR wireless connectivity, IrDA 1n

collaboration with IBM developed the Advanced Infrared (Alr) protocol to support a
multiple device ad-hoc access IR wireless network. The basis of the Alr protocol 1s to
relax the physical layer restrictions of the IrDA protocol by providing a broad angle
transmission and reception ‘cone’ to provide a ‘broadcast’ medium. The Physical layer
also employs a robust carrier sensing scheme using variable repetition 4 PPM encoding
with a base data rate of 4 Mbits/s. This provides a virtual reduction in data rate while
increasing the range of the link. This is adjusted in response to the detected packet error
rate. The ‘header’ portion of Alr an frame is always encoded with the maximum 16 RR
to give the maximum possible range. For the upper layers of the Alr protocol, the ITLAP
layer of the ItDA protocol is effectively split into 3 sub-layers of the Alr MAC, LM
(Link Manager) and LC (Link Controller). The AIr MAC is a CSMA/CA protocol using

RTS/CTS media reservation. Collision avoidance in the AIr MAC protocol involves

detecting the medium free then waiting a randomly chosen set of time slots before
transmitting a frame. When the reservation has been established, the MAC can transmit
a ‘burst’ of data packets within a maximum reservation period of S00ms. The MAC can
also transmit a single unreliable data packet outside of an established reservation. It 1s
the responsibility of the LM layer to define the set of slot numbers used which are
passed to the MAC with a reservation request. A linear back-off algorithm for the slot
window size (the range from which the random value is chosen) is utilised for re-
transmission attempts when packet collisions occur. The LM specification r ecommends

a minimum slot window of 4 and maximum of 255. The LC layer is a balanced HDLC

based data link protocol. This differs from the unbalanced IrLAP data link protocol in
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that all stations have equal status (i.e. no primary / secondary roles). The LC provides
procedures for discovery, address conflict resolution, reliable data delivery, and error

detection and recovery. Further details of the Alr protocol are provided in chapter 3.

2.3.3 The IEEE 802.11 IR-WLAN Standard

The other main IR wireless protocol in use is the IEEE 802.11 standard with an infrared
physical layer. The 802.11 specification is a wireless LAN standard using a common
MAC layer above different physical layer options, one of which is infrared. The
maximum data rate supported by all physical layers is 2 Mbits/s. For the IR physical
layer, 1 Mbits/s and 2 Mbits/s data rates are specified. The modulation scheme used is

16 PPM for the 1 Mbits/s and 4 PPM for the 2 Mbits/s. As 16 PPM represents 4 bits per
symbol, and 4 PPM represents 2 bits per symbol, the pulse duration is the same for both

modulation schemes. The MAC layer of the 802.11 specification can utilise two media
access methods. The Point Co-ordination Function (PCF) uses a time-bounded ‘polling’
method. The Distributed Co-ordination Function (DCF) is a CSMA/CA procedure
similar to that of the AIr MAC protocol. The DCF can use either a basic access method
or use RTS/CTS media reservation. Before sending a data packet, the DCF must sense
the medium free for a period exceeding an average inter-frame time, called the
Distributed Interframe Space (DIFS). When the channel is detected free, the DCF waits
an additional random back-off period before sending a single data packet. An
exponential back-off of the contention window CW is used when collisions occur. This
is given by CWpi, where CWpn = 7 and i is the attempt index, with a maximum of
CWnmax = 255. The receiving station always acknowledges data packets by returning an
acknowledgement (ACK) packet. An optional reservation mechanism using RTS/CTS
exchange can also be used (Bianchi et al., 1996; Crow et al., 1997; IEEE, 1997). |

2.4 Performance Modelling of Communications Systems

This section provides background information on the methods of modelling
communications systems. As stated in chapter 1, a data communications system,
including both physical layer and higher protocol layers can be very complex with many
factors and system parameters affecting the performance of the system. Modelling and

analysis of data communications protocols is useful in determining the processes and
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factors that effect the performance of the system and in optimising process parameters

to maximise performance.

The principal benefits of modelling are:

e A detailed intuitive understanding of a particular aspect of the system operation and

the dominant factors that affect performance can be obtained.
e A performance evaluation of a particular aspect of a system can be made without the

need to physically implement or use a real system.

e Values for parameter settings to provide optimum performance under specific
conditions can be established.

e Issues of protocol design that effect performance can be highlighted and possible
protocol design improvements can be tested and evaluated.

e Recommendations can be made to system designers to obtain optimum system

performance.

There are two principal methods for performance modelling of communications

systems: mathematical analytical modelling and computer simulation modelling.

Mathematical modelling: This uses a set of mathematical expressions or formulas

based on assumptions or approximations of system behaviour that relate a measure of
system performance to a number of input parameters. Techniques such a probability
theory and stochastic process modelling are used to produce values for a system
performance output. The expressions are often evaluated using a computer from which
rapid numerical and graphical output results can be obtained. The benefits of using
mathematical modelling are that relatively simple formulae can be developed to model
the behaviour of a very specific feature of a system and an intuitive understanding of the
dominant factor and relationships that affect performance can be obtained. Using
assumptions of behaviour and mathematical approximations, first order significant
factors can be considered while small insignificant effects can be ignored. However it
may not always be possible or practical to model a particular system behaviour

(Harrison and Patel, 1993).
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Computer simulation modelling: This uses a computer program to accurately mimic a
particular feature of a communications systems behaviour. The computer program can
simulate the behaviour of an entire network of devices with simultaneous processes.
The simulation type considered here is a discrete event simulation where typical events
are packet arrivals and timer expirations. Each event in the simulation process has a
particular simulation time ‘tag’ association. This allows events in simultaneous
processes in different simulated devices to have the same simulation time although
executed sequentially in the computer program. Limitations can arise in simulating
some natural process such as traffic load or bit errors. These are generally produced
using random outcomes based on a specified distribution function with input
parameters. The benefits of simulation modelling are that detailed information and
output statistics from the system operation can be examined during simulation

execution. The disadvantage is that, depending on the system complexity and the type
of output statistics required, the simulation run (or set of simulation runs) can take a
considerable period of time. Also the output results may not give the same level of
intuitive reasoning to performance as a analytical model as the dominant factors
affecting performance are difficult to determine. Simulation modelling presented in this
thesis uses the OPNET Modeler simulation package’. OPNET uses a set hierarchical
graphical domain editors to create models that reflect the structure of actual

communications networks. Process models are created using finite-state-machines with

C/C++ coded execution blocks using an extensive library of OPNET specific functions

in addition to standard C/C++ functions and syntax. Further details are provided in
appendix A.

N
! from OPNET technologies, (formerly MIL3 Inc.) - www.opnet.com
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2.5 Chapter Summary

This chapter has provided background information on IR wireless communications
systems, communications protocols and performance modelling techniques. An
overview of IR wireless links was provided including the principal components,
modulation and detection schemes, classification of link operational modes, and

possible link / network configurations. A review of communications protocol principles
for medium access and data link protocols together with descriptions of the IrDA 1.x,

Alr and 802.11 IR wireless protocols were given. An overview the performance
modelling techniques used in thesis was given. The Following chapter provides a

detailed description of the IrDA 1.x and Alr protocols.
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3. IR WIRELESS COMMUNICATIONS
PROTOCOLS

This chapter describes the specifications and operational details of the two IR wireless

communications protocols that are examined in this thesis: namely the IrDA 1.x

protocol and the Advanced Infrared (Alr) protocol. Details for the IrDA 1.x protocol,

are on the physical layer specification and operation of the IrLAP data link protocol
with an overview of other optional components. For the Alr protocol, details of the Alr

physical layer, the AIr MAC media access protocol and the Alr LM (Link Management)

protocol are presented.

3.1 The IrDA 1.x Protocol

The IrDA 1.x protocol provides directed point-to-point communication between two
devices with a data rate of up to 115.2 bits/s using the serial standard interface (IrDA
SIR - Serial Infrared), and up to 4 Mbits/s (FIR — Fast Infrared), and a proposed 16
Mbits/s (VFIR — Very Fast Infrared) with additional hardware. The IrDA protocol stack

1s shown in Figure 3.1.

Information
Access Service

IrLMP - Multiplexer (LM-MUX)
Infrared Link Access Protocol (IrLAP)

IrPHY SIR IrPHY FIR rPHY VFIR
2400 to 0.576, 1.152 & 16 Mbps
i15, 200 bps 4 Mbps

Figure 3.1 The IrDA 1.x protocol stack
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The protocol stack consists of 3 mandatory components; the Physical layer (IrPHY), the
Data Link layer (IrLAP), and the Link Management layer (IrLMP). The latter consists
of two components; an application channel Multiplexer (IrLMP - MUX), and a

supported service data base (IrLMP -IAS). Other optional components are Tiny TP - a
credit based flow control component, TCOMM - a serial link emulation component,

IrLAN - an IR network point interface component, and IrOBEX - an object exchange

component.

3.1.1 The IrDA 1.x Physical Layer

The Physical layer provides the optoelectronic and electronic components to transmit
and receive data frames across the IR medium. Packet framing functions and error
detection using the CRC are also considered to be part of the physical layer although
often implemented as software components. The optical characteristics specification
specify that the link should achieve a BER of no-worse than 10 over a minimum line-

of-sight distance of 1m (i.e. a reliable link distance of up to lm must be guaranteed).

The transmitter cone half angle is between 15° and 30°, with a receiver cone half angle

of at least 15° (Figure 3.2). The maximum transmitter power output is 500 mW/Sr.

=“"“""°" —

Transmitter Receiver

Figure 3.2 IrDA PHY optical interface specification

3.1.1.1 IrDA SIR Physical Layer 2400 to 115,200 bits/s

Version 1.0 of the physical layer is designed to connect directly to a devices serial port
interface (either internally or externally). As such the data rate is limited to the
maximum data rate of the serial port UART chip, which for modern computing devices

1s 115,200 bits/s. The schematic for the V 1.0 physical layer is shown in Figure 3.3.
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Figure 3.3 IrDA PHY 1.0 schematic

The data formatting used for the V 1.0 physical layer is RZI (Return-to-Zero Inverted)
with a 3/16 bit period pulse duration. This uses the 16x clock cycle standard output from
the UART chip, with the transmitter counting 3 clock cycles in the centre of the bit
period. For 115,200 bits/s, the bit period is 8.7 ps and the IR pulse duration is 1.6 s.
This 1s shown in Figure 3.4.

Binary 0 Binary 1

k>

Bit Period Duration

ek S A A S sisnl sl sy i sl sl Sy
A e A B S - iy vyl v epullile il el whille

—> le—

IR Pulse
3/16 Bit Period Duration

Figure 3.4 IrDA SIR PHY 9600 to 115,200 bits/s 3/16 RZI data format scheme

3.1.1.2 IrDA FIR Physical Layer 0.576, 1.152 and 4 Mbits/s

Version 1.1 of the physical layer supports additional data rates of 0.576 Mbits/s, 1.152
Mbits/s and 4 Mbits/s. For these data rates the link must by-pass the UART and use a

dedicated high-speed communications controller which connects into the devices data
bus. The higher data rate system is sometimes referred to as FIR (Fast Infrared). The V

1.1 schematic 1s shown in Figure 3.5.
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IR Out
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Figure 3.5 IrDA PHY 1.1 schematic

The 0.576 Mbits/s and 1.152 Mbits/s data rates use the same RZI encoding scheme as
the V 1.0 physical layer but with a 1/4 bit period pulse duration.

The 4 Mbits/s data rate uses a 4PPM modulation scheme. With 4PPM a bit-pair is
represented by a PPM symbol with 4 time slots. A single pulse positioned in each time
slot gives each of the 4 possible combinations of the 2 data bits (IrDA, 1995b), as
shown in Figure 3.6.

00 01 10 11

PPM Symbol

&>
Slot

Figure 3.6 IrDA FIR PHY 4 Mbits/s 4PPM modulation scheme

3.1.1.3 IrDA VFIR Physical Layer 16 Mbits/s

A proposal has been made within IrDA to extend the maximum data rate of the IrDA
1.x protocol from 4 Mbits/s to 16 Mbits/s. The 16 Mbits/s VFIR (Very Fast Infrared)
extension uses a different modulation scheme to that of the 4 Mbits/s links (Petrilla,
1998). The so called HHH(1,13) modulation code — named after the developers of the
code: Walter Hiﬁ, Martin Hassner and Nyles Heise at IBM —1s a rate 2/3 (1,13|5) RLL
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(run-length limited) code specifically developed for VFIR (Hirt et al.,, 2001). The

encoding provides a minimum pulse separation of 1 empty pulse slot and a maximum of

13 empty pulse slots, with a maximum of 5 consecutive minimum pulse separations.
The reason for using an RLL code is to eliminate the possibility of ‘back-to-back’
pulses, which can lead to intersymbol-interference (ISI) at high data rates from multi-

path propagations (Audeh and Kahn, 1995). The rate 2/3 code also has a better
bandwidth efficientcy than the 1/2 rate 4PPM encoding (Beale, 1999; Beale, 2000) .

3.1.2 The IrLAP Layer

The IrLAP layer is the data link layer of the IrDA SIR protocol stack. Its operation 1s
closely based on the HDLC NRM (Normal Response Mode) protocol with additional

media access functions. As such it is an ‘unbalanced’ HDLC protocol using Primary and

Secondary station roles. Its main functions are:

¢ Device discovery
¢ Parameter negotiation
o Link establishment and role assignment

e Data transter control

e Error recovery
¢ Link shut-down

e Packet formatting

The IrLAP procedural flow for connection establishment, data transfer and
disconnection are shown in Figure 3.7. Before connection can be established, device
discovery must complete during which exchange of randomly chosen 32 bit IrLAP
addresses takes place. A procedure is also available to resolve any address conflicts.
Devices then connect during which negotiation of link parameters takes place (see

section 3.1.2.2). After completion of information transfer, the link 1s disconnected.
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