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ABSTRACT
Automated programs (bots) are responsible for a large percentage
of website traffic. These bots can either be used for benign pur-
poses, such as Web indexing, Website monitoring (validation of
hyperlinks and HTML code), feed fetching Web content and data
extraction for commercial use or for malicious ones, including, but
not limited to, content scraping, vulnerability scanning, account
takeover, distributed denial of service attacks, marketing fraud,
carding and spam. To ensure their security, Web servers try to
identify bot sessions and apply special rules to them, such as throt-
tling their requests or delivering different content. The methods
currently used for the identification of bots are based either purely
on rule-based bot detection techniques or a combination of rule-
based and machine learning techniques. While current research has
developed highly adequate methods for Web bot detection, these
methods’ adequacy when faced with Web bots that try to remain
undetected hasn’t been studied. For this reason, we created and
evaluated a Web bot detection framework on its ability to detect
conspicuous bots separately from its ability to detect advanced
Web bots. We assessed the proposed framework performance us-
ing real HTTP traffic from a public Web server. Our experimental
results show that the proposed framework has significant ability
to detect Web bots that do not try to hide their bot identity using
HTTP Web logs (balanced accuracy in a false-positive intolerant
server > 95%). However, detecting advanced Web bots that present
a browser fingerprint and may present a humanlike behaviour as
well is considerably more difficult.
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1 INTRODUCTION
The vast amount of content hosted on the Internet has rendered the
use of Web bots necessary. Web bots are programs that automate
the browsing process and perform specific commands on behalf
of the author. Popular uses of Web bots include Web indexing,
Website monitoring (validation of hyperlinks and HTML code),
data extraction for commercial purposes and feed fetching Web
content. To perform these actions, bots visit Web servers repeatedly
and, in some cases, for a prolonged period of time [10].

However, allowing bots unrestricted access to Web server con-
tent and services is not a good practice. This is because bots are a
powerful tool that has often been abused for malicious purposes,
such as Web content scraping, vulnerability scanning, marketing
fraud, carding, account takeovers, spamming, denial of service at-
tacks and more [10]. Furthermore, it is possible to operate bots from
mobile phones and IoT devices (usually without the device owner’s
knowledge or consent) which makes them a low cost mechanism
for distributed attacks [10]. Moreover, advanced Web bots can also
avoid detection by imitating humanlike behavior [10]. As a result, in
addition to being a crucial part of the infrastructure of the Internet,
Web bots have become a ubiquitous threat.
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The need to mitigate this threat has inspired a whole new area
of research. Once a visitor is identi�ed as a Web bot the process is
straightforward= websites simply need to place special restrictions,
so that bots cannot perform malicious acts. To detect Web bots,
current state of the art approaches both in academia [13, 15, 31] and
in commercial solutions [1, 10] propose, besides the rule-based Web
bot detection techniques, the use of machine learning to distinguish
bots from human visitors. Such approaches rely on the collection
of Web server logs that contain both human and Web bot sessions.
These data can be used for modelling human and bot activity.

Current research on machine learning based Web bot detec-
tion performs automatic annotation of the extracted sessions from
Web logs to create the ground truth needed to generate such mod-
els [25, 26]. Such approaches do not consider that the bots may
try to hide their bot nature and/or try to imitate humanlike be-
haviour [10]. Thus, we performed a more in depth analysis of the
Web bot detection problem by examining the detection accuracy
of machine learning based algorithms in terms of identifying con-
spicuous Web bots separately from its performance in detecting
advanced Web bots which try to hide their bot nature.

We created a Web bot detection framework which examines
HTTP Web logs from a public Web server. The log data were split
in three categories: (i) simple Web bots which do not try to hide their
bot nature, (ii) advanced Web bots which use a browser �ngerprint
and may present a humanlike browsing behaviour and (iii) human
sessions which we assume to be all the sessions that do not belong
to the above categories. Furthermore, di�erentiating from relevant
literature, we studied the behaviour of our framework in a false-
positive intolerant Web server. We opted to do this because in
a real-world case scenario miscategorising human visitors is not
desirable since it will a�ect the browsing experience of visitors.

The main contributions of this paper are:

� The proposal of a modular machine learning based Web bot
detection framework that (i) can be easily combined with
any HTTP Web server and (ii) can e�ortlessly incorporate
new machine learning-based Web bot detection algorithms.

� The identi�cation of the unique challenges when state-of-
the-art Web bot detection techniques are utilised for detect-
ing advanced bots as opposed to simple bots

� The identi�cation of the most important features among the
ones proposed in literature for the detection of simple and
advanced Web bots.

The remainder of this paper is structured as follows: Section 2
provides the background on the Web bot detection problem and
covers the related work. Section 3 describes the Web bot detection
framework. Section 4 presents our evaluation methodology and
experimental setup and Section 5 contains the evaluation results.
Finally, Section 6 discusses the signi�cance of our results to the
Web bot detection problem and Section 7 summarizes our work and
examines the future evolution of this framework.

2 BACKGROUND AND RELATED WORK
The Web bot detection problem poses the question of how we
can accurately distinguish whether a Web visitor is a bot or a
human. Researchers have further categorised bots based on their
functionality [12] or purpose (benign/malicious) [4, 23, 31].

In the past, to detect Web bots, it used to be common to exam-
ine the signature of the visitor's request, i.e. the request headers,
and whether JavaScript, cookies, and Web sessions are supported.
However, tools, such as the selenium1, provide APIs that allow bots
to mimic the signature and support the majority of the features
of most common browsers, including the support of JavaScript,
cookies and sessions.

Currently, the most famous techniques for Web bot detection
are based on the CAPTCHA (i.e. Completely Automated Public
Turing test to tell Computers and Humans Apart) [28] such as the
reCAPTCHA2 o�ered by Google. The CAPTCHA is a Turing test
that is based on a visual challenge, accompanied with an aural
one for the visually impaired. The test uses the assumption that
a human can extract letters from either a distorted image or the
audio �le or select an object in an image, while a Web bot cannot.

However, a variety of techniques have been proposed to by-
pass some of the most popular CAPTCHA challenges, such as the
use of public online speech to text engines to bypass Google's re-
CAPTCHA [6]. Finally, the CAPTCHA has received a lot of criticism,
especially from people with disabilities who sometimes struggle
with ful�lling this request and people who feel that their everyday
work is slowed down.

To solve the aforementioned problems, current research focuses
on the use of machine learning based detection techniques to dis-
tinguish Web bots from humans, rather than solely relying on rule-
based detection techniques. The �rst step in generating machine
learning models that can be used for the detection of Web bots is the
extraction of sessions from Web logs [5, 18, 22, 24, 25]. After that,
several features are extracted from each session and used to identify
whether the visitors are bots or humans. These features include
the access frequency of Web pages [27], the type of Web content
accessed (i.e. HTML, text, JavaScript, image, css, etc.) [13, 22], the
access patterns [3] and the HTTP errors produced [5, 27]. These
features are used as input to generate machine learning models.

The most popular machine learning based Web bot detection
problems that appear in research are the classi�cation [25, 26] and
clustering [2, 9, 27]. The detection can take place either o�-line
(i.e. decide after the end of the sessions whether it is from a bot),
or online by performing an estimation during the session [8, 21].
In both cases, a ground truth of human and Web bot sessions is
required. In most recent research, the annotation process relies
on comparing each visitor's agent name [26] and IP address [5,
7, 13, 22, 25] with the agent names and IPs of known web bots
according to lists hosted on external servers. Such lists mostly
contain identi�ers for bots which are benign in nature, like, for
example, search engine bots, although some malicious bots can
be found there as well. Furthermore, some researchers examine
whether the visitors access a text �le which instructs Web robots
which Web pages to crawl/scrape3 [15, 27, 31].

Although the aforementioned techniques show promising re-
sults, they do not address a key aspect of the Web bot detection
problem, which is the identi�cation of Web bots which try to evade
detection via, for example, presenting a humanlike �ngerprint and,
in some cases, behaviour. More speci�cally, such bots can simply

1http://www.seleniumhq.org/
2http://www.google.com/recaptcha
3The robots text �le (robots.txt) that is located in the root folder of a Web server.
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