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ABSTRACT

Inthisarticle,aDFRframeworkisproposedfocusingontheprioritization,triagingandselectionof
IndicatorsofCompromise(IoC)tobeusedwheninvestigatingofsecurityincidents.Acorecomponent
oftheframeworkisthecontextualizationoftheIoCstotheunderlyingorganization,whichcanbe
achievedwiththeuseofclusteringandclassificationalgorithmsandalocalIoCdatabase.
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1. INTRoDUCTIoN

Digitalforensicsdatesoverfourdecades.Unlikeotherforensicsciencedisciplines,digitalforensics
facesthechallengetooperateinaproblemdomainwherethesubjectofstudyevolvesinanintermittent,
nonlinear fashion.For instance,a routine,nightlyupdateof the softwareor introductionofnew
hardwaremaysubstantiallychangethebehavioroftheunderlyingsystem,requiringasignificant
revisionofthedigitalforensicsacquisitionandanalysisprocesses.Considerforexamplethecaseof
evolutionoftraditionalharddiskstosolidstatedisk(SSD)technology.Thewaythelatteroperate
invalidate many key assumptions under which forensic acquisition and investigation of disks is
performed(Bednar&Katos,2011).

Moreover,theproliferationofheterogeneousnetworkeddevicesandtheamountofdatatheyare
capableofproducing–ascapturedunderthetermsIoTandBigDatarespectively–hasexacerbated
theproblemsandchallengesofdigitalforensics.Assuch,digitalforensicreadiness(DFR)hasbecome
acriticalfunctionoftheorganization’ssecurityprocessesandachievingefficientDFRhasbecomea
highpriority.Researchindigitalforensicshasprimarilyevolvedthrougharesponsive,practitioner-
basedattitude.Therelevantliteratureondigitalforensicsisdominatedbytechniquesandpractical
approachesforobtainingandanalyzingdatainspecificcontextsandsystemconfigurations.Whenit
comestoconsideringDFRapproaches,thelevelofabstractionishighcausingavoidandeventuallya
disjointbetweenDFRanddigitalforensicinvestigations.MostDFRresearchpublicationsarelimited
todescribinghigh-levelandgenericsteps,whereascontextualizationismostlyabsent.Thisworkaims
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tobridgethegapbyproposingaframeworkforaclosercouplingbetweenDFR,forensicsandincident
responseforaddressingAdvancedPersistentThreats.Wearguethatinevitably,theprioritisationand
contextualisationof theIndicatorsofCompromise isasociotechnicalchallenge,sinceultimately
theforensicanalystneedstoleverageautomatedtoolstosupporttheircybersituationalawareness
posture.Thatis,followingadetectionofasecuritybreach,thethreatrelatedinformationneedsto
bequicklyaccessed,correlatedandhighlightedtoallowtheforensicanalysttotriage,prioritiseand
guidetheirinvestigationinaneffectivemanner.

Therestofthepaperisstructuredasfollows.Section2presentstherelevantliterature.InSection
3ourapproachisdeveloped.Section4outlinesatypicalAPTscenariotobeusedasavehicleto
showcaseourapproach,andsection5summarisestheconclusions.

2. ReLATeD woRKS

In a seminal paper, Hutchins et al. (Hutchins, Cloppert, & Amin, 2011) proposed an approach
for studying and improving incident response against APTs. They introduced a cyber kill chain
whichidentifiesapathcomprisedof7discreteandsequentialphasesanattackerfollowstomeet
theiradversarialgoals.Fromadigitalforensicsperspective,thekillchainisparticularlyhelpfulin
highlightingthefollowing:

• Everysuccessful(totheattacker)phaseisadirectconsequenceoftherespectivesecuritycontrol
failures.

• Detectingthesecuritybreachearlyinthechaininferslowimpactandpotentialdamage.
• Latedetectionofthesecuritybreachimpliesthattherearemoresecurityfailures.Hencethe

scopeofthedigitalforensicartifactcollectioniswider.

Fortheremainderofthissection,therelevantsubtopicsthatwillenablethekeychaintoleverage
theproposedDFRframeworkarepresented.

2.1. Threat Intelligence
Itcaneasilybecomeapparentfromthecurrentliteraturethatthereislimitedconsensusonadefinition
ofthreatintelligence.Threatintelligencehasbeendefinedforexampleasaproductresultingfromthe
collection,processing,integration,evaluation,analysis,andinterpretationofavailableinformation
concerningforeignnations,hostileorpotentiallyhostileforcesorelements,orareasofactualor
potentialoperations(Sanders&Smith,2014).Itcanbethereforeconsideredthatthreatintelligence
istheelaborateinformationaboutthreatstargetingoneormoreorganizations.

Threatintelligencecanbeproducedbothfrominternal(e.g.,Firewall,IDS)andexternalsources,
suchaspublicorcommercialthreatandvulnerabilityrepositories.Externallyobtainedintelligence
is sought as being particularly beneficial to the organization as this promotes cyber situational
awareness,revealingthusthesocio-technicalaspectsoftheforensicinvestigationproblem;ananalyst
willneedtherighttechnicaltoolstoaccessthethreatinformationinatimelymanner,butwillalso
need tocoordinatewithexternal to theorganisationpartiesandpeers inorder tounderstand the
subtleaspectsofanAPT.

Researchonthreatintelligencehashighlightedtheneedforautomatedinformationexchange.To
thisextent,variousstandardsandformats(openIoC,CybOX,STIX,)havebeendeveloped(MITRE,
2017a) (MITRE, 2017b) (Mandiant Corporation, 2013), with the most promising and publicly
acceptablebeingCybOX,STIXandTAXII(Sauerwein,Sillaber,Mussmann,&Breu,2017),(Fransen,
Smulders,&Kerkdijk,2015).

CyberObservableeXpression(CybOX)isastandardizedapproachwhichleverageseXtensible
MarkupLanguage(XML)toencodeandshareinformationaboutobservablesintheoperationalcyber
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domain.CybOXcanbeusedtodescribealmostanytypeofinformation.Typicalexamplesinclude
IPaddresses,domainnames,filenames,filecontentandanysortoftextpattern.

StructuredThreatInformationeXpression(STIX)isanotherstructuredlanguagewhichisused
to specify, capture, characterize and communicate standardized cyber threat information. STIX
representsaholisticapproachtoformatthreatintelligence,byincorporatingabroadsetofinformation
likeIndicators,Incidents,Tactics,Techniques,andProcedures(TTP),Campaigns,ThreatActors,
ExploitTargets,andCoursesofAction(COA).Asofversion3,CybOXhasbeenintegratedintothe
STIXschema(Barnum,2014).

TrustedAutomatedExchangeofIntelligenceInformation(TAXII)inturn,isamechanismthat
facilitatestheexchangeofcyberthreatinformation.TAXIIisoptimizedtoensurethesmoothexchange
ofinformationrepresentedinSTIX(OASISTechnicalCommittee,2017).

Itbecomesapparentthatthreatintelligencecanassistinidentifyinganincidentthusenhancing
anorganization’sinformationsecurityposture.Ontheotherhand,absentoroutdatedinformation
mayconsiderablylimitsecuritypersonnel’sawarenessonaparticularsecurityincident.Shouldthis
bethecase,performingacomprehensivedigitalforensicsinvestigationexercisecouldshedlighton
theroot-causeoftheevent.

2.2. Digital Forensics
Digitalforensics(DF)historydatesbackapproximatelyfortyyears,butnotablematuritytookplace
post-1997(Garfinkel,2010).DFencompassesanumberofwell-definedsteps,withtheaimtoassist
aninvestigatortoidentifythesourceandtheroot-causeofanevent,thusansweringsixkeyquestions;
what,why,how,who,whereandwhen(Ieong,2006).

DespitethecontinuousmaturityandevolutionofDF,itseffectivenessremainsquestionable,
primarilyduetotheadvancesinITindustry(Garfinkel,2010).Morespecifically:

• Theproliferationofportabledevicessuchassmartphones,tablets,smartTVs,etc.,resultedin
significantincreaseintheinformationproducedandthediversityofoperatingsystemsanddata.

• Thevolumeofdata thatneedtobeexaminedhasbeenincreased,makingthe investigations
lengthierintimeandeffort,andmoreexpensive.

• The broad adoption of cloud services fosters the perception that new approaches to digital
forensicsinvestigationsneedtobeevolved.

• Thewidespreaduseofencryptionbothincommercialandpersonaldevicesdetertheextraction
offorensicartifacts.

• The sophistication in malware development prevents the production of permanent forensic
evidence,asmanymalwarevariationswritetemporarydataonlyinRAM.

• Thedissimilarityamongnationallegalframeworksandtheabsenceofaunifiedinternational
legalframeworkrenderscross-borderinvestigationsachallengingtask.

Furthermore, Garfinkel (2010) noted the upcoming crisis in modern digital forensics by
identifyingsomechallengesinboththeapproachesofbuildingthespecializedtoolsbutalsothe
forensicanalyst’spractices.PerhapsthemostrelevantandimportanthighlightinGarfinkel’spaper
istheevidence-orienteddesignofthedigitalforensictoolswheretheemphasisisplacedondetecting
possession of evidence rather than the actual crime being committed. This approach essentially
invalidatestherelevanttoolsfromconductingcomputerfocusedcrimeinvestigations.Also,thesilo
andmonolithicnatureofdigitalforensicapplicationsdonotallowopportunitiestointegratewith
digitalforensicreadinessprocesses.
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2.3. Digital Forensic Readiness
DigitalForensicReadinessaimstomaximizeanorganization’sabilitytocollectcredibleevidence,
whilstminimizingthecostofaninvestigation(Tan,2001).Todate,severalapproacheshavebeen
proposed.

Focusingonthepolicydimension,YasinsacandManzano(Yasinsac&Manzano,2001)statedthat
asetofpolicieslikeinformationretention,planningofresponse,training,investigationacceleration,
preventionofanonymousactivitiesandprotectionofevidencecouldfacilitatethedigitalforensics
process.

Rowlingson(Rowlingson,2004)stressedouttheneedfortheincorporationofforensicreadiness
toanenterprise’sforensicprogram.Proactiveevidenceidentification,collection,securestorage,and
trainingareamongthetopprioritiesoftheirproposal.

GroblerandLouwrens(Grobler&Louwrens,2007)underlinedtheoverlapbetweeninformation
securityanddigitalforensicsandarguedthatdigitalforensicreadinessmustbecomeacomponentof
informationsecuritybestpractice.TheyalsobelievethatthescopeofDFRshouldbebroadenedto
incorporateISgovernanceandaugmentthesecurityprogramoftheorganization.

PangalosandKatos(Pangalos&Katos,2010)highlightthatarelationshipbetweenInformation
SecurityandDigitalForensicsexists.Theyaffirmthatresidualriskisthemainreasonthatdrivesthe
needfordigitalforensicsandbelievethataforensics-awaresecuritystrategywillmanagetomitigate
theimpactofasecurityincident.

ValjarevicandVenter(Valjarevic&Venter,2011)proposedamodelthatencompasses10phases
includingscenariodefinition,identificationofpossiblesources,pre-incidentcollection,pre-incident
analysis, incident detection, post-incident collection, post-incident analysis, definition of system
architectureandassessmentofimplementation.

Approximately15yearsafterTan introduced theconceptof forensic readiness (Tan,2001),
theemergenceofISO/IEC27043(InternationalOrganizationforStandardization,2015)indicatesa
significantlevelofmaturityinthisfield.Inessence,thisstandarddevelopedwiththeaimtoprovide
guidelinesforincidentinvestigationprinciplesandprocesses,butitalsoacknowledgestheimportance
ofdigitalforensicreadinessandwelcomesitasaspecializedclasswithinthemodel.

3. THe PRoPoSeD DFR FRAMewoRK

Aswithmostinformationsecurityprocesses,DFRshouldbeperformedinacontinuousandrepeating
fashion,ratherthanbeingaone-offprocess.Threatintelligenceshouldbeusedtocontinuouslyinform
andhelpprioritizetheselectionandcollectionofthenecessaryfieldsandfeaturesthatwouldbe
usedtosupportthedigitalforensicinvestigationintheeventofasecurityincident.Atthisstagethe
distinctionbetweenafeatureandanIndicatorofCompromise,IoC,shouldbegiven:

Definition 1.Afeatureisanindividualobservablepropertycapableofdescribingaspectsofastate
ofasystem.

Essentiallyafeatureinthispaperismeanttomaptotheconceptofthefeatureasdefinedinthe
machinelearningdomain.

Definition 2.AnIndicatorofCompromise(IoC)isaspecificinstanceorvalueofaparticularfeature.

From a machine learning perspective, an IoC can be seen as the labeling exercise, where
specifictuplesinadatasetarelabeled.Labellingisneededinsupervisedorhybridmachinelearning
classificationandclusteringalgorithms.Forexample,identifiedfeaturesmayincludeIPaddresses,port
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numbers,filehashes,whereasanIoCwouldbethespecificvalues,suchasport:443,IP:61.12.13.14,
hash:0x3e324ffd4e574639a0bc.

Theproposedframeworkintendstoprovideatoolforprioritizing–akatriaging–andidentifying
thestageofanattackinthecyberkillchain(Figure1).ReflectingupontheworkbyHutchinsetal.
(2010)itisassumedthatanAPTtypeofattackwouldinvolveattackpatternsandmaliciouscampaigns
thatmaymanifestinoneormoreorganizations.BycontinuouslyreceivinginformationonIoCfrom
externalsources,theinformationprovidedbyandtotheDFRwouldsupportcorrelationactivities
toanswerthequestionsofforensicinterest.Ahigh-levelillustrationoftheframeworkisshownin
Figure2.

AsshowninFigure2,thedigitalforensicsinvestigationistriggeredattimetd,atthefirstinstance
ofdetectingasecuritycontrolfailureandasuccessfulcompromise.Onthegeneralmodel,thereisan
amountofdelaybetweenthesecurityincidentleadingtothesystemcompromiseanditsdetection.
Thisdelaydependsonanumberoffactorsandisoutsidethescopeofthispaper.However,whatis
oftheprimaryinterestandwithinthefocusoftheDFRistheefficiencybywhichtheevidenceis
collectedandprioritized.Assuch,efficientperformanceofforensicanalysiswouldmeanminimization
ofta-td,thatis,areduceddepthofattack,disruptionofthemaliciouscampaignandimprovementof
theintrusiondetectionandintrusionpreventionlayers.

Anotherimportantaspectoftheproposedapproachisthecontinuousidentificationofthesources
ofIoCs.Duringanattack,notallinformationandIoCswillnecessarybecapturedbytheinternal,
in-housesensors,butsomeIΟCswillbepresentinexternalrepositoriesandsources.Considerfor
exampleshodan.iowhichcapturesandindexesthedigitalfootprintofallcontactabledevices.During
reconnaissance,anattackermayquerytheshodanserverstodiscoveropenportsforaspecificIP

Figure 1. The cyber kill chain (adapted from Hutchins et al., 2010)

Figure 2. An integrated DFR framework
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rangeororganizations.Thiswouldbeequivalenttoaportscanningattack,butwithouteventouching
theactualservers;thevictimorganizationwouldbecompletelyagnosticandobliviousoftheport
scanningactivitysincetheirloggingserverswouldnotlogthis.Therefore,foreveryattack(denoted
asXorOinFigure2)thecorrespondingIoCcouldbelocatedinternally,externally,orinbothplaces.
Consequently,theforensicanalysisprocessshouldtapintoaDFRframeworkcapableofintegrating
withbothexternalthreatintelligencefeeds(OpenSource,OSINT)aswellaswithinternal,Security
InformationandEventManagement,SIEMcomponents.Theserequirementsessentiallytransforma
DFRfromaloggingfacilitytoafully-blownprocessofclustering,classificationofsecurityincident
features.ThisisshowninFigure3.

Morespecifically,theproposedDFRmethodologyincludesthefollowingfivesteps:

3.1. evidence Identification and Selection
Contemporarynetworkequipment(routers,switches,etc.),securitydevices(Firewalls,IDSs,etc.),
operatingsystems,andapplications(webservers,mailservers,etc.)offerloggingdataalongside
theirprimaryoperations.Inatypicalattackscenario,anadversarywouldattempttodiscoverthe
organizations’hardwareandnetworkassets,exploittheirvulnerabilities,andtrytoinstallmalicious
applicationstocollectsensitiveinformationorharmthesystemsthemselves.Insuchacase,network
sensors,operatingsystemsorservicesthemselvesmaycollectusefuldatasuchasnetworkconnections,
filechanges,etc.Theorganizationalsecuritypoliciesareexpectedtodefinewhatdatashouldbe
logged.Typically,suchaselectionofthedataistheresultofaformalriskassessmentprocedure.

Figure 3. Threat intelligence informed DFR model
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DFR,inturn,canbeusedasameanstoamelioratethecollectionprocess,thatistoidentifyfurther
possiblecasesthatrequirecredibleevidencegathering.Forinstance,ISO/IEC27043incorporatesthe
“scenariodefinition”processtodescribehowDFRassistsintheidentificationoftheevidenceneeded.

3.2. evidence Collection
Differentdevicesusuallycollectvarious typesofdata.Theneed toadequatelystoreandexploit
thesepiecesofdatarequiresasuitablelevelofcentralityanduniformity.Theformercanbeachieved
relativelyeasy,bytheemploymentofacentralLogManagementSystem.Storingthisdatainacentral
logmanagementsystemisconsideredapracticalapproachfrommanagementandsecurityviewpoint
(Elyas,Maynard,Ahmad,&Lonie,2014).Secureloggingprotocolscanalsobeengagedtoenforce
theintegrityandaccountabilityofthecollectedevidence(Accorsi,2009).

Ontheotherhand,theutilizationoflogparserscontributestosomeextent,totheuniformityof
thedatacaptured.Unfortunately,itisnotpossibletoachieve100%homogenyindata,astheymay
describevariousstructures,likenetworktraffic,connections,files,text,etc.Havingthatinmind,
theauthorsacknowledgethattheSTIXlanguagecanbeemployedtodescribethedatastructuresof
theproposedframeworkeffectively.

Additionally, data storage mechanisms should be taken into consideration. While relational
databases are considered stable and scalable solutions, the extensive employment of integrity
proceduresrenderstheminappropriateformanaginglogdata.Incontrast,NoSQLdatabasesprovide
powerfulquerytools,butalsodemandhardwarecommitment,addedprogramming,andadministrative
effort(Collins,2014).Itisthusevidentthatchoosingthesuitablelogmanagementsystemborrows
fromthe“scenariodefinition”phase.

3.3. Creation of the Local IoC Database
Asstatedabove,IoCscanbeproducedinternally,asaresultofanincidentanalysis,orexternallyby
third-partyinformationsecurityfirmsorindividuals.MoreaccurateIoCsarecommonlygenerated
externally,astheymaybetheresultofextensiveinvestigatoryprocedures,likemalwareanalysis.

Themodelthattheauthorsproposeisbasedonaseparate,structureddatabasecontainingonly
theappropriateIoCs.Forefficiencyandhomogeneityreasonsourproposedmethodologyusesthe
STIXlanguagetodescribetheIoCsandTAXIItocommunicatethemtotheLocalIoCDatabase.

For every IoC, their relevance to the organization’s assets must also be considered before
populatingtheLocalIoCdatabase.Thus,aninitialIoCselectionmustbeperformed.Thisselection
musttakeintoaccounttheresultsoftheevidenceidentificationphase.Forexample,itisworthless
collectingIoCsthatrelatetooperatingsystemsanorganizationlacks.Thiscontextualizationprocess
is a direct consequence of the threat intelligence and information sharing capabilities the DFR
frameworkwouldpossess.

Moreover,itisworthhighlightingthatallidentifiableexternalIoCswillbesubjectsofthesame
riskassessmentprocedureappliedfortheLocalIoCDatabaseandsubsequentlydecidedwhetherit
wouldbebeneficialtoincludethem.

3.4. The Data Mining Process
InformationoriginatingfromtheLogManagementSystemandtheLocalIoCDatabasefeedthe
DataAnalysisSystem.Employingbothunsupervisedandsuperviseddataminingalgorithms,the
DataAnalysisSystem:

• first,identifieswhetheranincidenthastakenplaceand
• thereaftercorrelatestheinformationpertainingtothisincident.
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TheoutputsandresultsofthisprocessarethenforwardedtotheIntelligentEvidenceStorage
System.

Although the internaldataminingaspects isbeyond the scopeof thispaperanoverview is
presented.TherecordsenteringtheDataAnalysisSystemareclassifiedaccordingtotheirtypeand
sensorlocation,thusproducingclustersofsimilarinformation.Dataclassificationalgorithmsare
thenappliedtoeveryclusterrecordtoidentifyfurtherwhetheritrelatestoasecurityincident.

Dataclassificationalgorithmspartitiondatasetsintopredefinedclasses.Suchcategorizationis
basedongroupidentifiersoftheseclassesthatarecommonlyknownas“classlabels”(Aggarwal,
2015).Theproposedmethodologyemploys indicatorsofcompromise todefine twoclass labels,
“benigndata”and“maliciousdata.”

Forexample,ifarecordthatcomesintotheDataAnalysisSystemcontainsinformationrelating
toanyIoCwithintheLocalIoCDatabase,thenthisrecordisconsidered“malicious.”Shouldthis
occur, that record is forwarded to the IntelligentEvidenceStorageSystem,whilea linkanalysis
procedureinitiatesforthediscoveryandassociationwithsimilarrecords.

3.5. The Intelligent evidence Storage System
TheIntelligentEvidenceStorageSystemisthelastcomponentoftheproposedmethodology.Itcontains
acentraldatabasethatstoresinformationaboutincidentsandincludeslinkstorelatedrecords.In
theeventofasecurityincident,itismorepracticalandtimeefficientforinvestigatorstosearchfor
evidencewithintheIntelligentEvidenceStorageSystem,thancheckingthewholelogginginventory.

4. PILoT IMPLeMeNTATIoN: eXAMPLe APT SCeNARIo

ThefollowingscenariowhichisusedtodemonstratetheadvantagesoftheproposedDFRmethodology
isbasedonarealcaseattackwhichispartofapopularmaliciouscampaign.Anadversarygroup
targets a company, aiming to exfiltrate confidential data. Employing the sophisticated type of
watering-hole attack and social engineering techniques, the offenders exploited a zero-day web
browservulnerabilityandmanagedtoinstallacustom-mademalwareonaPCwhichinturninitiated
atunnelconnectiontoacommandandcontrol(C2)serverlisteningonport443.Inthisscenario,it
isassumedthatinformationsecuritydeviceslikefirewalls,IDSs,etc.areupdatedtothemostrecent
versionsofsignatures.

On a first decomposition of the incident, the authors note the following assumptions and
observations.Oneoftheemployeesvisitedaregularwebpage,butthiswebpagehaspreviously
beentamperedwithabrowserexploit.Thenetworkdeviceslogtheconnectionstothewebpage.
Thebrowseralsoholdswebhistory.Theexploitationofthewebbrowserallowedtheinstallationand
executionofthemalwareonthePC,andthus,thealterationoffilesystem’sandregistry’srecords.
Theantivirusdatabasedoesnotcontainthehashsignatureofthemalwareexecutable,sonoalarmis
raised.ThedestinationIPaddresswheretheC2serverresidesdoesnotbelongtoanylistofblocked
IPaddresseswhileport443maps tohttpsprotocol, thusTCPconnections to thisIPaddressare
permittedbutloggedaswell.

Aweeklateraprivateinformationsecurityfirminformsthecompanythatitsconfidentialrecords
havebeenpublishedontheinternet.Thisfirmhasalsoidentifiedthatanewmalwaredistribution
campaignexists.So,itanalyzeditscharacteristicsandpublishedtherelevantindicators.

Followingthetraditionalapproach,shouldthecompanyneedtodeterminehowtheadversaries
compromiseditssystems,afullforensicinvestigationisrequired.Inparticular,alllogfilesproduced
bythenetworkdevices,alongwithterminalequipmentmustbeexaminedthoroughly.Itisinteresting
tonotethat,followingthisapproach,theinvestigatorhasnoaprioriknowledgeofthewaytheincident
tookplace.Thusmoretimeisneededtoidentifytheindicatorsofcompromise.

Asstatedabove,ourmethodologyemploysIoCs.Inasimilarapproach,theauthorsconsiderthat
thesecurityfirmhasalreadycreatedandcommunicatedtheseΙoCs.Theproposedmethodchecks
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whethertheauditlogsthatfitwithintheloggingrepositorycross-matchandfurthercorrelatewith
therelevantIoCs.Then,theresultsofthisalgorithmbecomethecontentsoftheIntelligentEvidence
StorageSystem.Inessence,agraphdatabaseisthebasisofthatsystemwhichcontainsrecordsof
IoCsandauditlogs,aswellaslinksdescribingtherelationshipamongthem.RecordsandIoCs,are
expressedasgraphs,whiletherelationshipbetweenthemasedges.

Followingthisapproach,thecorrelatedrecordswithintheIntelligentEvidenceStorageSystem
canassisttheinvestigatorortheanalysttoidentifypossiblereasonsorsourcesofacompromise,
narrowingthetimeframesheneedsforperformingafullforensicinvestigation.Recallingthattime
often designates cost (Reddy, Venter, &Olivier, 2012), the proposed methodology can enhance
digitalforensicreadiness.

InitialresultsfromtheapplicationoftheproposedmethodologyontheaboveexampleAPT
scenariohaveproducedencouragingresults.Moredetailedexperimentationiscurrentlyontheway,
anditisexpectedthatitwillalsoconfirmthecorrectnessofourapproach.

CoNCLUSIoN

Thevolume,variety,andvelocityofdataproducedbycontemporarynetworkeddeviceschallenge
the efficiency of traditional digital forensics approaches. While DFR attempts to optimize the
collectionofcredibleevidenceinordertosupportcost-effectiveinvestigations,mostoftheresearch
islimitedtodescribinghigh-levelandgenericsteps,whereascontextualizationismostlyabsent.In
addition,theauthorsarguethatalargevolumeofcollectedevidencemayreachapointthatwould
underminethecosteffectivenessandassuchtheauthorsrecognizetheneedtoemployIndicatorsof
CompromiseandMachineLearningtechniquestoproducesubsetsofusabledatathatcanfacilitate
theinvestigativeprocessshouldasecurityincidentoccurs.Theproposedapproachaimstoautomate
only theanalysis aspects thatwillnot jeopardise thecontextualisationand situational awareness
capabilitiesoftheforensicinvestigator,butinfactwouldassistthemindevelopinganunderstanding
ofamanifestationofanAPT.
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