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Abstract

The Internet of Things (IoT) has opened a new chapter in data access. It has brought obvious
opportunities as well as major security and privacy challen§esess controis one of the
challengesn IoT. This holds true as the existinrghnventional accascontrol paradigms do not fit
into 10T, thusaccess control requires more investigation and remains an open issue. I0T has a
number of inherent characteristics, including scalability, heterogeneitydymamism, which
hinderaccess control. Whilmost ofthe impact of these characteristics have beelhstudied in
the literaturewe hi ghl i ghted Aindeterminacyo i fdhisaut hen
work stresesthat an indeterminacyresilient modelfor 10T authentication is missing from the
literature.According to our findings, indetr mi nacy consi sts of at | eas
and 0 a mlAs gresultivariausrelevanttheories were studied in this work. Our progos
frameworkis based omvell-knownmachine learning models aAdtribute-Based Access Control
(ABAC). To implement and evaluate our frameworle ¥irst generatedatasetsjn which the
location of the useris a maindataset attributayith the aimto analyse the role of user mobility in
the performance of the predimti models. Nextnultiple classification algorithms wengsed with
ourdatasets orderto build ourbestfit prediction modelOur results suggest that qurediction
modelsareable to determine the class of the authentication requsis considering botlthe

uncertainty and ambiguitiy the 10T system
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1. Introduction

In this chapter we identify the research gap and introduce the research problem. We also
propose the related research questibmaccordance witkthe research questions, we present the
main claim made by this work. Finally, we present an overview arstititureof this thesis in

detail.

1.1 Thesis Motivation

The Internebf Things (1 oT), which is defined as t
obj e d1],s extends connectivity from humaomachine to machir-machine
communication. It also extends the platforonmultiple domains including-gealth. The loT
based enealth market will reach $136.8 billion worldwide by 2021. There are 3.7 million medical
devices in use all over the world that are connected to the Internet and monitor various parts of the
human body to inform healthcare decisig@s Among several challenges fothealth in the
context of 10T, security is onef the most important. This because security breach in this
domain often directly puts the | ives of pat.i
records or devices are exposed or modified.

loT offers largescale integration of heterogenemetworks and devices, which, apart from the
obvious opportunities, introducgseatsecurity and privacy challenges. These challenges are not
new as they have been well studied in the relevant literature in different IoT domains (such as e
health, smart ties, smart grids)3], [4], [5], [6], [7]. Of the various security challenges in loT,
access control is a arial and mgoingchallengg8].

This thesis is motivated by thgrowing number of access scenarios IoT in which
indeterminacy factors ne¢d be handled in order to maximizethedeo f f bet ween fAavai
andih Conf i dlemt ¢ grhig hblgsdtrue ahte need f or sharing reso
Acoll aborativeo projects between nepSuchmmer al 0
resource sharingn different IoT domains (e.g.leealth, smargrids, smart cities) is inevitable
[9], [10]. For example, resource sharing in grid environments through virtual organizations (VOSs)
creates added value by improving performance with less invesstBesides advantages, it also

presents disadvantages such as permission misuse and insider threats agdBistivi®@same

13



threats can occure in smart cities where traffic information is shared or in V2V communication
where two or more vehicles share their resources (e.g., information about their lodatjns)

Moreover, technical challenges at the physicl and data link layers ehiadling technologies
(RFID, WSN etc.)may exaggerate inditerminacy factors in access scenarios. These challenges
matter If a reatime access decision depends on information that is delivered at a delay or suffers
from latency[11].

Inallt hese <circumstances, Ai ncomplete informat
request or A iIimprecise informationo about t he
making access decision based on deterministic policy does not help thenadrdianed tradeoff.

The focus of this research is to introduce ¥
loT that affects the authentication phase of access control. Indeterminacydonh@s into play
when an access decision needs to be rbaged on incomplete or imprecise information. In other
words, indeterminacy is introduced in authentication when the informatiaitableabout an
authentication request is not sufficient or not precise enough to be used to make a correct access
decision.

Both traditional and emerging access control models cannot precisely manage the tradeoff
between availability anaonfidentialityintegrity in access scenarios including indeterminate
factors. Moreover, resilient access control paradigms suffer frombdcks that make them less
effective as security measures.

To address this challenge, We propose a method to predict the future of an authentication
request as well as the future of the subject who requests for authntication. Our method which
benefits from machine learning suggest using ddteven prediction models to handle

indeterminacy factors (uncertainty, ambiguity) in every authentication request.

1.2 Research Questions

This work is motivated by the following research questions:

1 What is indeternmacy in authentication and how does it affect access control
decisions?

1 Are existing access control methods able to handle indeterminacy in authentication
in loT e-health?

14



1 How can prediction models handle indeterminacy in authenticatiortfeakh in

loT?

The main claim of this research is that an indetermuaacgre prediction model can handle

indeterminacy factors in authentication for scalable, heterogeneous and dynamic environments.

Derived from the above research questions, the aimobjedtives of this research are as

follows:

Aims:

1. Study indeterminacy in authenticationeinealth in the context of laT

2. Evaluate the resilience of current access control methods in terms of dealing with
indeterminacy in authentication.

3. Propose an indeterminaeyvare prediction model for treehealth domain in the

context of loT.

Objectives:

1. Areview of the current statef the art (Aims 1, 2).

2. Investigate the requirements for authenticatiore-lmealth in the context of IoT
(Aim 2).

3. Define the components of indeterminacy in the authentication phase of access
control (Aim 2).

4. Investigate whether existing access controldei® deal with the defined
components of indeterminacy in the authentication phase (Aim 2).

5. Develop, validate and evaluate an indetermirmegare prediction model for

authentication for 10T in-@ealth (Aim 3).
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1.3 Thesis Overview

This thesis ignade up of seven chapters. Chapters 2 and 3 situate the thesis and provide the

necessary literature for it. Chapter 4 presents the process of synthesizing datasets for the thesis.

Chapters 5 and 6 present the process of building and evaluating indetgranreae prediction

models. Finally, in Chapter 7, we review the thesis. Figure 1.1 depicts the roadmap of this work.

Thesis Structure

Chapter 1: Introduction
Chapter 2: Literature Review
Chapter 3: Methodology
Chapter 4: Dataset Synthesis

Chapter 5: Uncertainty-Aware

prediction model for authentication

Chapter 6: Indeterminacy-Aware
prediction model

Chapter 7: conclusion

1.4 Thesis Structure

Research Questions

Contributions

. Analysis of access control models,

protocols and approaches

. Identifying and defining factors of

indeterminacy

1. Proposing a framework for
handling indeterminacy in
authentication

. Proposing an indeterminacy-aware
prediction model

Figure 1.1: Thesis roadmap

Chapter 2 reviews the current state of the adaafess control in 10T. The chapter begins by

reviewing access control models, protocols, language and approaches. In particular it reviews the

authentication mechanisms included in them. It also takes a step back and reviews the preliminary

concepts in aess control. Because indeterminacy in authentication as introduced by this work is

a new concept, in this chapter we first survey the concept and relevant studies, and then we review

prevalent resilient access control models, includingaiskre and trugbased models. We also

evaluate the current state of the art against the criteria defined by this work.
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Chapter 3 introduces the methodology used within this thesis. According to the introduced
challenges in the field of authentication, an automatediamisdnd scalable authentication model
is vital for 10T. To address this need, we propose a madbaraingbased prediction model,
which will be discussed in this chapter.

Chapter 4 discusses the process of synthesizing datasets that were used fambaihand
the robust testing of our indeterminaayare authentication model. One of the big obstacles in
conducting machinéearningbased research in the field of authentication is the lack of publicly
available datasets. As a result, we generatedelstaonsistingith the required attributes in this
work. This chapter presents the process of generating such datagetahich we built the
prediction models presented in Chapters 5 and 6. In this chapter, we also analyse the only publicly

availabledataset, called LANL, to evaluate our findings.

Chapter 5showsthe process of building prediction models for authentication. We explain all
the classification algorithms applied in this work. Before introducing these algorithms, this chapter

reviews the peliminary concepts and evaluation criteria used in our methodology.

Chapte 6 introducesour indeterminacyaware prediction model on top of the prediction models
presented in Chapter 5. fine course of this chaptere consider the histical profile of users in
terms of past successful authentication in addition to other attributes. Assdibaushe previous
chapter, we used classification algorithms to train and build our modkdsexpected that
enriching our datasets with a new data attribudald enable us build more accurate prediction

models.

Chapter 7 concludes this research praposes future work to extend the contribution made.

1.5 Publications Arising fromthe work of the Thesis

Table 1.1 shows all the publications arising from this research, grouped dyrtégponding
chapters of the thesis.
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Table 1.1: Publications arising from the thesis

No.

Publication

Related Chapter

Mohammad Heydari, Alexios Mylonas, Vasileios Katos, Dimi
Gritzali s, Book Ch a p t-Eoterant AcTes
Control iHandbbok ®fBig Datanand IoT Securit®019,
Springer

2,3

Mohammad Heydari, Alexios Mylonas, Vasilios Katos, En
BalagueBallester, Vahid Heydari Fami Tafreshi, Elhadj Benkhel
UncertaintyAware Authentication Model for Fog Computing in |c
4" International Conference on Fog and Mobile Edge Compd
(FMEC), 2019

3,4,5

Mohammad Heydari, Alexios Mylonas, Vasilios Katos, En
BalagueBallester, Vahid Heydari Fami Tafreshi, Elhadj Benkhel
LocationAware Authentication Model to Handle Uncertainty in ,I¢
6" IEEE International Conference on Interraft Things: Systems
Management and Security (loTSMS), 2019

3,4,5

Mohammad Heydari, Alexios Mylonas, Vasilios Katos, En
Balague+Ballester, Vahid Heydari Fami TafreshincertaintyAware
Authentication Model for 1013 International Workshop on SECuri
and Privacy Requirements Engineering (SECPRE), 2019

3,4,5

Mohammad Heydari, Alexios Mylonas, Vahid Heydari Fami Tafre
El had]j Benkhelifa, Surjit Sin
Aut hent i cat Elgsevier Jomrnal lob Fubure Generatid
Computer System2®0

3,4,5,6
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2. Literature Review

In this chapter we review the current state of the art of access control in I0T. The chapter begins
by reviewing access control models, protocols, language and approaches. In particular, we review
the authentication mechanisms included in them. We tatepadack and review the preliminary

concepts in access control.

Because indeterminacy in authentication introduced by this work is a new concept, we first
survey the concept and relevant studies, and then we review prevalent resilient access control
modesk, including riskaware and trudbased models. We also evaluate the current state of the art
against the criteria defined by the new challemggesducedby this work.

2.1 An Introduction to Access Control in 10T

Access control is a mechanism that easuthat system resources can be used only by
authorized entities based on a policy (RFC 4949 Internet Security Glgdsgyy An entity may

be a user, program or process. Access control consists of the following furdi8ns

1 Authenticationdefined as a verification process to check whether the credentials of an entity
are valid. In some textgdentification has been introduced as the process of identity
verification, which should be completed before the authentication process.

1 Authorizaton, defined as a process of granting an entity the rights to access and use a
resource.

1 Auditing, defined as the process of reviewing the access control system records and activities
to detect any security breach. Auditing is necessary to ensure tdafitied access policies

are compliant with the operational security of the system.

An access control system has three basic eleniédis 1) the subject, which is an entity that
wants to access an object; 2) the object, wibch resource and a target of access requests by
subjects; and 3) an access rights policy, which defines the way in which an object can be accessed
by subjects. Any access control system should meet the main security objectives, known as CIA:

confidentialty, by preventinginauthorizedccess to resourceastegrity, by preventing resources
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being modified without the required permission; amdilability, by ensuring that the resource can

be accessed and used on demand only by authorized subjects. Fughemmaccess control
system may have some of the following characteristics, which are often used to evaluate the access
control system[15]:

1. Delegation which is the act of granting an access right (in full or in part) fromsabgect
to another in the system.

2. Revocationnamely the act of removing from a subject the access right to a resource.

3. Granularity, i.e., the level of detail that can be used for making access decisions. If the
required details are explicit and limited, then the type of granularity is referrecct@meEe
grained In contrastfine-grainedaccess control needs more detail, suchuagest or object

attributes, in order to make a decision about the access and govern it.

4. Flexibility, which is the ability of the access control system to adapt itself to different
situations and to govern both planned and spontaneous interactions bstusgmis and

objects.

5. Scalability, i.e., the ability of an access control system to be extensible in terms of the
number of subjects, objects and access rights policies. Another dimension of scalability is the
ability of an access control system to extéadtructure and scope of operation.

6. Lightweight which reflectehe computational complexity or volume of network traffic that

an access control mechanism imposes on the system.

7. Heterogeneitywhich is defined as the ability of the access control systefre used in

different domains, platforms, networks and technologies.

8. Contextawareness namelythe ability of the access control system to use contextual

attributes of the environment, such as time and location, to make an access decision.

In the fied of 10T, any access control system must be scalable, heterogeneous, lightweight and

contextaware because of the characteristics of 10T itself.

We did a survey on the most widely used access control models (both traditional and emerging).
We also investigted both resilient and nemsilient access control paradigms proposed in the

20



literature. According to the literature, resilient paradigars be divided into thremain categories:
BreakThe-Glass (BTG), Optimistic and the Riskhware. Moreover, the moswidely used
authentication/authorization protocols were analyzed against criteria discussed in 2.1.2. XACML
as a standard for fingrained and attributbased access control policy language was alsogenlve

and discussed in this chaptéigure 2.1 depicta classificationbased on the surveyed models,
paradigmgprotocolsand the standard’he main motivation for such a survey wasinvestigate

whether they are applicable to 10T.
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Figure 2.1: A classification of access control models, paradigms, protocols and the standard

2.1.1 Access Control Models

Since Lampsondés access mat rdmmberafsaccesmrntroloduc ed
models have been proposdthis Sulsectionbriefly describes traditional access control models

before moving on to emerging access control modiels.number ofexts, Discretionary Access
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Control (DAC), Mandatory Access Control (MAC), Biba, BLP, Ckkison, Chinese Wall and

Role Based Access Control (RBAC) have been classified as traditional access control models,
while Attribute Based Access Control (ABAC)iseson der ed a #ndArel atively r
model [16]. This work refers to ABAC and other models that have been proposed since ABAC,

such asAccess Control Based on Usage Control (UCON) and OrganizaBas&ld Access

Control (OrBAC) asemergingaccess control model#. also discusses their adaptability an

scalableheterogeneousnd dynamic environment such as loT.
Thetraditional access contrahodels comprise the following:

Discretionary Access Control (DAC):In DAC the access policy for any object is defined
based on the di scr e[17]. ©he eadidst inpleraentatibnjoEDAC was the wn e r
Access Control List (ACL), proposed in 1971. Modern operating systemasWmndows utilize
this ACL-based approach. Contrary to Mandatory Access Control (MAC), in DAC a subject with
certain access permissions is able to revoke its access rights and delegate them to another subject
[18].

Mandatory Access Control (MAC): In MAC, which was proposed in 1973, the access policy
is enforced by the system and access to a resource is granted only if the security clearance of the
subject is greater than the security level of the object. A subject that hadeahence necessary
to access the object cannot delegate its access to another subject or make any change in the access
policy. In this model, the multilevel security (MLS) structure is defined by the syqteSh
Although traditonal MAC protects the confidentiality of information, it cannot protect the
integrity of information since subjects with lower clearance can modify the objects that are
accessible by subjects with higher cleararjit®]. To addresshis problem, the BelLaPadula
(BLP) model embodies two major principles:re}read-up, meaning that resources can be read
only by subjects with clearance greateo than
write-down meaning that resoursean be written only by subjects with clearance less than or
equal to the resourcebds classification. Il n co
a subject cannot revoke its access rights or delegate them to another d@bjec®ecurity

Enhanced Linux (SELinux) and Mandatory Integrity Control are two examples of the use of MAC.
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Bell-LaPadula (BLP): The BLP model was proposed in 1973 to focus on the confidentiality
of data. For this reason, BLP enforces two nsaaurity policies known aso-readup andno-
write-down No-read-up ensures that read access is grantdeeisecurity level of the subject must
dominate the security classification of the objélcwrite-downi s def i ned f or both
Awriteo oper at noawntsdownkensures tha thd seaurityelavel of objects must
dominate the securitievel of thesubject. For the latterf ensures that the security levels of
subjects and objects are equal. BLP supports both Nd@etermining the access rights from the
security levels associated with subjects and objects, and DAC, by governing igitsbased

on the access matrix

The Biba model [21] was proposed in 1977 to ensure the integrity of data. For this purpose,
Biba rules control the transfer of data between integrity levels. To meet this goal, subjects cannot
read objects at lower integrity levels, which is known aswtheead-downpolicy. Also, subjects
at lower integrity levels cannot get write access to the objects at higher integrity levels, which is
known as theo-write-up policy.

TheClark -Wilson model [22] was proposed in 1989 to protéategrity, and ituses programs
as dayerbetween users and data items. Users are authorized to execute a specific set of programs,
and data items can lecessednly via those program3he focus of this model is on the security

requirements of commercial applications.

The Chinese Wallaccess control model was proposed in 1989 to amandlicts of interest
when dealing with different subjec{23]. Conflictsarise when companies are in competition and
want to access the same objects, or have accessed them in tig@ansbdel can address the
Aconflict of interesto for both MAC and DAC.

discretion with legally enfceable mandatory controls.

Role-Based Access Control (RBAC)Ferraiolo et al.[24] proposed RBAC in 1992 to address
the management complexity of DAC and MARS5]. In RBAC, access is regulated based on the
roles of the individuals within an organization. In other words, individuals performing specific
roles can requesiccess to specific resources that are necessary for thiSREBAC supports
scalability and gramarity and enforces thprinciple of least privilege[26]. According to the
principle of least privilege, a subject should operate using the minimum set of privileges necessary

to complete the task. Enforcing thminciple mitigates the damage of unintended errors.
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Furthermore, RBAC supports separation of dutigs ensuring that at least two different

individuals are responsible for carrying out the various steps of any critical2@kk
Theemergng access contrahodels comprise the following:

Attribute -Based Access Control (ABAC): In the ABAC model, when a subject requests
access to an object, the decision wild.l be ma
attributes and t hel[28 ABACr rsomdeheusdad inghe autrantr Intebnett e s

beause it supports fingrained access policid29].

Capability-Based Access ControlGapBAC): CapBAC was introduced by Denn[80] and
governs access requests based on tokens. The subject must have a valid token txcegdest
a resource and the token must be targpeof. In this chapter, we classify those capabliagsed
access control model s as M@demerging access <CcO
encryption algorithms such as elliptarve cryptography (EC) to create Attributdased
Encryption (ABE) access control models. @apBAC the subject needs to show the resource
owner its token prior to performing corresponding resource request operations. This model has

been used in several largeale projectsuich as 0O T@WORK.

Access Control based on Usage Control (UCONDM this model, an access decision is made
using three factor§31]: a)authorization ruleswhich define the access policy based on the subject
and object attrib@gts, not only prior to the access but also during the accesstigmtions which
are responsible for verifying mandatory requirements for a subject before or during access; and c)
conditions which evaluate the current environment or system status. ©heimportant aspect
of this model is that if the access attributes change while the access is granted, and this change
leads to a security breach, then the granted accessaked,and the usage is cancelled. This
happens because the subject and oljicbutes are mutable. Mutable attributes can change as a

consequence of an instance of ac¢82k

Organizational-Based Access Control Model (OrBAC)OrBAC, proposed by Kalam et al.
[33], extends the BAC model in such a way that organization is considered as a new dimension.

Contrary to DAC, MAC and RBAC, in this modetlicies are not restricted to static access rules,

Lwww.probeit.eu
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but also include contextual rules related to access permissions, prohibitiogstiohd and

recommendations.

We consider that, of the inherent characteristics of Ig€alability, heterogeneity
interoperability, dynamismandresource sharingxaggerate the security challenges related to the
field of access control. This holds true for the following reasons:

Scalabilitystems from the exponential growth in IoT that also results in an increased network
connectivity requirement. According to Gaer, the number dinternetconnecteddevices will
reach 2050 billion by 2020[34]. This exacerbates the security challenges in IoT by requiring
more effort and resources from security controls (such as access control sreshaniaddress
them[35].

Heterogeneityandinteroperabilityin loT derivefrom the different technologies and networks
(such asradiofrequency identification (RFID)wireless sensor networks (W§Nnd Global
System for Mobile (GSM) that exist in 10T. Thus, enabling seamless and secure integration of
these different platforms is a challenge, as the degree of complexity increases dramatically when
different technologies are merged to form a completwvork. Similarly, interoperabilityprings
new challengeto the field of data access contf86]. For example, in vehiclwo-vehicle (V2V)
communication, moving from one geographical domain (e.g., the UK) to another (argel
can cause data access problems, due to the interoperability issues betwelmiatepublic key
infrastructures (PKIS)37].

Dynamismin loT stems from the fact th#tie interconnected things need to interact with each
other in a reatime manner. Therefore, the need for an appropriate response to rapid changes in
the physical world that are caused by these interactions poses new technological challenges, not
only foraccess control but also for any contaxtare serviceg38].

The aboveamentioned access control models have been introduced to address a number of
challenges in technological paradigms that preceded th&\leTonsider fourgsessment criteria
to evaluate access control moddlkese criteria areonsiderecaccording tathe discussios on
the access control in 10T from literaturgQ], [15] and chosenbased ortheir impacts on the

performance of the access control systeroT access scenarios

1 Dynamism: If the access decision must change, because of chanties subject, object or

environmental attributes, after the access is granted, then the access captrolsykassified
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as dynamic. But if the changes do not affect the access decision, then the access control system
is static. Considering dynamism in 0T access control models is impdotaatise of the rapid
changes in contextual parameters that oactinis paradigm.

1 Scalability: Scalability in access control must be evaluated according to three dimensions; that
is, an access control hag subject/object (entities) scalability increasing the number of
entities does not lead to an overhead in pinggime or workload; Ipolicy rules scalability
if increasing the number of access rules does not lead to overhead in terms of processing time
or workload; and ckxtensibilityif it has the ability to extend its structure to cover more
subsystems andodhains. extensibility can be achieved through building a decentralized
structure rather than a centralized structure in scalable environsoehtadoT.

1 Heterogeneity/Interoperability: In 10T, entities have dependenciasdtheir workflows are
tightly convergent, which increases complexity. For this reason, any access control breach in
loT can be more disruptive than in traditional netwoj&8]. Furthermoreas IoT is composed
of different platforms, enabling technologies and domains, designing an access control model
to regulate access inténtra-domains or technologies is a must.

1 Context-Awareness:This refers tahe ability of the access control systemnuse contextual
attributes to make agccesslecision. Considering contextual parameters in an access decision
brings flexibility in terms of tracking subject, object and environmental changes if these

changes have impacts on the decision.

The above evahtion criteria uncover limitations in the models (both traditional and emerging),
making them inapplicable to IoT. As summarized in Téhle the traditional access control
models do not support the abewveentioned criteria and thus cannot fit into 10T. With regard to
the emerging access control mod&BACdoes not satisfy thiateroperabilitycriterion [40], as
it cannot support the definition of roles amdmgterogeneousetworks with different platforms
and domains. Furthermore, due to the inheseatability of 0T, defining a vast number of roles

and associated permission rules is impossihtd e a d sl & oe xipkloosi ono.

Nor does RBAC takeontextualparameters into account during access decisions. Despite the
advantages of ABAQ,e.,fine-grained access control, ease of use in a collaborative environment
and flexibility, IoT adaptability of ABAC is hinded due to overhead. Specifically, applying

ABAC in loT is limited by computational overhead because its authorization process has high
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complexity, as a result of the consideration of attributesibfect object and environment in the
accesslecision. Tha, applying ABAC in a highly dynamic, retine environmensuch adoT is
infeasible because of the computational complexity that arises from the number of rules that
rapidly increase with entities and contextual attributes, which may change freq[t]tlyj42],

[43].

CapBACis a coarsgrained access control model and does not consider contextual attributes,
and therefore it cannot satisfy thiexibility criterion. Moreover, even when applying lightweight
cryptography algorithms, such BEC, usingCapBAC brings overhead to the systensdalable
scenarios. Another concern about CapBAC is the distribution of tokéesarogeneousetworks
that are nottsaightforward. Also, the model fails ti@eroperabilitycriterion as the model cannot
be applied in &eterogeneousnvironment. The reason is that edoimain has a dedicated public
key infrastructure (PKI) and there is a trust issue in4{dtenain irieraction between these PKIs
[44]. UCON has the same limitations A8ACin terms of scalability and extensibility. Finally,
OrBAC suffers from the same limitation regarding policy rules scalabilitRBAC as well as
failing the interoperability criterion. The above evaluation, which is summarized in Table 2.1,
highlights the need for a new model of access control that supports thenabotiened

characteristics for IoT domains.

Table 2.1: Evaluation of traditional and emerging access control models

Criteria Scalability Heterogeneity | Dynamism | Context
Entities | Policy rules | Extensibility | Interoperability Awareness

Models
DAC - - P - - -
MAC - - - - - -

RBAC P -

CapBAC - P

ABAC - -

UCON - -

OrBAC P P

ol .
0| 0|
0
0| |

jv)

The literature includes a number of proposed access control models that are based on an
extension of the above models. The proposed methods have tried to address the limitations of the
reference models stated in Tablelihdouet al. [45] proposed an access control model based on

RBAC for the Web of Things (WoT). This model
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social media platforms such as Facebook to create access policies. This, however, opens up a new
type of trust and privacyhallenges for all participants in the access control model. Barka et al.

[46] integrated RBAC and WoT to build an access control model with a centralized architecture.
Access decisions are made by the Access Control DecisidityFg&CDF) based on an RBAC

policy. Because of its centralized structure, the model cannot cope avetributedenvironment

such as WoT. Liu et al[47] have adapted the RBAC model to l1oT using the Elliptic Curve
Cryptosysem (ECC). In this method, IoT devices should be registered to a nearby trustworthy
access point or gateway (termed as a Registration Authority). Furthermore, the authentication

protocol suggested in this method is based on OpenID protocol

Waleed et al.[48] proposed an access control model based on ABAC that incorporates trust
and privacy into access policy to make it reliable in a collaborative environment. This model
supports the privacy of subjects by authorizing certagesx requests so that the purposes of
access for both the subject and the object are the same. The limitations of the method include the
following: a) if the contextual parameters have changed during the access time, the access decision
is nonetheless coissent, and b) the proposed approach cannot be appiedistributed
architecture, including P2P platforms. Kaiwen et[4R] proposed a hybrid access control model
based on RBAC and ABAC that can resolve the lagmedynamic problem of IoT users. This
model preassigns roles for entities (nodes/users) based on their property expressions. The model
also presents a property rule policy language and a solution to the conflict with the redundancy
policy. Kaiwen et al.[41] used the WeChat App as an example to illustrate the feasibility of this
model. This model simplifies the complexity of traditional ABAC in rights allocation and policy
management. However, it cannot deal with policy condiidtredundancy processing as the model
still needs the administrator to manage roles and access policy. Harshd4&t] glroposed an
access control method based on ABAC for usealthcareThe focus of this work is on providing
both multilevel controlled access delegation andlemand attribute revocatioRussewalage et
al. [49] suggested usg assignment tokens and digital signatures to handle delegation and
revocation. The complexity of using ttekenbasedapproach in conjunction with ABAC was not
investigated by the authors. Furthermore, the structure of token distribution and valiclatioes

was not tested against forged intt@main authorities, which may issue fake attributes and tokens.
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Guoping et al.[50] proposed a method based on the extension of UCON. This method governs
access by evaluating the degoédrust in the subject against the trust values of the object and the
environment. If the trust value of the subject is in the range of the determined threshold for the
requested object, then the access will be grartkd.authors showed that their modebrks
theoretically butit is unclear whether it can work inr@alworld scenario. Anggorojati et a[51]
proposed an access delegation method based on the entert CapBAC and identification. In
this model, context infonation was added to CapBAC as a new dimension. This method used the
concept of thefederationi n t he Web f or l oT by mapdi2ng i de
proposed a novel method for authentication and access control base@dpprtseiproposed by
Gong[53]. In this method, verification of communication is done via its capability access. In other
words, if any entity wants tcommunicate with another entity, communication is established after
verifying the capability of the requesting entity. The proposed model uses a public key approach
and is compatible with the lightweight, mobile, distributed and computationally limitedenait
loT. In this work, scalability, granularity and delegation were introduced as the main advantages
of this method but theomputationaloverhead of applying the model was not examined.
Moreover, the interoperability of the proposed method ret@rgeneousnvironment such as
loT is still recognized as an ongoing challenge. Gusmeroli efodl] proposed another model
based on CapBAC that uses a centralized approach for governing access control. The bottleneck
for this mehod is that the majority of 10T devices have constrained resources and the overhead of
the proposed method was not studied in this wéeh et al. [55] proposed a CapBA®riented
access control framework for thehealthcare domai This method supports both figeained
access control and revocation. The execution time for the encryption algorithms included in this
method was compared with similar work to show its efficiency in terms of computational
complexity. Although the proped approach was proved theoretically, no experiment was

conducted to show its efficiency in practice.

Li et al. [56] proposed a method that permits a user in a domain (e.g. smart city, smart grid) to
send a message to a sensor in a domain that uses idbests cryptography. The most important
characteristic of this method is that it supports communication betweearodeteous
environments. Furthermore, they showed that the computational cost of the sensor node in their
method is reduced and energy consumption is consequently reduced. Pa{él@tpabposed an
energyefficient access aurol method for 10T using ellipticurve cryptography. The proposed
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method was evaluated using the AVISR@Ao| against attacks such as marthe-middle, reply

attack and DoS. Even though the proposed method mitigated all these attacks successfully, one

' imitation of this work is that the mé& hodods
proposed a model based on an extension of OrBAC, which focuses on low power consumption.
To meet this goapart of the processingurden of the Policy Decision Point (PDP) was transferred

to endpoint devices to make tleentralizedstructure more flexible. However, the overhead of the
proposed method in terms of computational complexity and energy consumption was not proven
experimatally. Moreover, the interoperability of the proposed scheme has not been studied.
Sciancalepore et al[59] proposed an access control framework based on OAuth 2.0, which
consists of a WSN, client, gateway and authorizagenver. The authorization server passes the
access request to the resource owner and generates the access token for the subject to which the
access is granted. One of the challenges in this method is that direct communication between
entities (without theresence of a gateway) is not possible due to the role of the gafEvey.

following conclusions arise from the study of the literature:

fIn the approaches designed as an extension of RBAC, scalabilty in 10T was studied.
Moreover, the interoperability issue was addressed through ebdssldl interface (WoT).

1 CapBAGCbased approaches, even those using lightweight encryption algorithms (e.g.,
ECC), suffer from computational overhead in a scalable environment (e.g., cloud, 1oT).
Moreover, applying certificatbased authentication brings new challenges in terms of
certificate validation and management in a heterogeneous envirosownadoT. In other
words, moving from one domain into another makes interoperability a major concern for

certificate validation.

1 Although ABAC-based approaches bring flexibility by considering contexual parameters,
managing a number of attributes in a hybrid modéh(voles assigned and managed in RBAC)
or (by using public key encryption, e.g., in ABE) introduces overhead and interoperability issues

in loT.

2 http://www.avispaproject.org
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Table 2.2 summarizes the evaluation results for the methods proposed based on the extension
of the access ctmol models.

The literature on-@ealth in 10T data has so far focused on two challenges that stem from the
abovementioned characteristics in 10T: i) data interchange between medical parties, and ii)
wireless medical sensor communicatigé6]. Medical data interchange affects access control
because of heterogeneity and interoperability issues in the IoT envirofghgntVSN is a key
enabling technology in the Internet of Medical Things (loM82] and the offered wireless
capability can be advantageous to patients and medical staff but at the same time pose threats to
medical domainfs3]. The security of individual wireless devices apglications from malicious
access is also vitally important, in order to prevent falsification of information and impersonation

with potentially fatal resultgs4].

Table 2.2: Analysis of proposed access control methods for IoT

Criteria Scalability Heterogeneity | Dynamism Context
Entities | Policy rules | Extensibility | Interoperability Awareness
Method

[45] P P P
[46] - P - P
[47] P P P - ;
[48] P - P P P

[41], [42] P P P
[49] - - - - P P
[50] P - P P
[51] - P P
[52] P P P -
[54] - - P
[55] - P 3 P
[56] P P P
[57] P
[58] P P P
[59] P P P

2.1.2 Access Control Protocols and Standards

This Subsectiorfirst introduceshe mostwidely used access control standaathsl protocols,
followed by a discussion of their applicability in l00Auth, OpenlD, SAML, RADIUS, LDAP
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and Kerberos are investigatddhese protocoland standardsre widely used in different domains.
OAuth is used by companies like Amazon, Google, Fadebtmwin order to allow the users share
their account information with third party applications. OpenID as another open protocol has more
than 1 billion accounts on the Intern&®ADIUS, LDAP and Kerberos are widely used in active
directory (both Windowsind Linux) and database access for the sake of identification and access
management

In order to evaluate the protocols involved in access control the following criteria, which are
proposed in RFC 2989 and RFC 4962, are used:

1. Overhead: 10T devices are resoucoastrained and thus any proposed access control
protocol for IoT must be lightweight. To evaluate overhead, two different parameters are
considered: afommunication overheaavhich can be measured by the numbemeksages
exchanged in a data access scenario per access request,lighthe3s of data exchange
format, which affects the amount of control traffic required per access. Increased overhead may
result in power consumption. For this reason, some workssumgested using more efficient
protocols for communicating over 0T, such as Lolfg5].

2. Security of datén-transit: The confidentiality of credentials that are sent over the network
should be ensured. Otherwise, the proteg prone to breaches of confidentiality of (credential)

datain-transit.

3. Architecture: The structure of access control protocols can be centralized or decentralized.
As services in the 0T environment are decentralized and distributed, centradiziéecéure for
access control protocol does not work efficiently if the protocol is deployed in a heterogeneous

environment.

The aforementioned criteria will be used to evaluate whether the following protocols fit 10T:

Open Authorization (OAuth). OAuth* is an open protocol used to establish a secure
authorization over the Web. This protocol does not offer an authentication service. OAuth provides

a method for clients to access server resources on behalf of a resource owner. It also allows end

3 Seehttps://trends.builtwith.com/docinfo/OpenID
4 https://oauth.net/
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users toauthorizethird-party access to their server resources without sharing their credentials,
using useragent redirectionf6]. To date, over one billion OAutbased user accounts exist (e.g.,

as used in Facebook, Google and Microsoft user accounts).

OpenlID. OpenlIDis a Weboriented single sigion protocol that is widely used by wéthown
companies such as PayPal and Amapdrf. OpenID lets applications and site developers
authenticate users without storing or managing credentials. Its most recent versiOpenID
Connect, is designed on top OfAuth 2.0 to provide authentication. This versiofiOpenID

supports optional mechanisms for robust signing and encryption.

Security Assertion Markup Language (SAML). SAML is an XML-oriented and open
protocol developed by OASIS. It exchanges user authentication and authorization data among
security domais. SAML 2.0 is the latest version of SAML. It has four componentsdgrtions
which express how identities are representedp@tocols 3) bindings which describe how
SAML messages are transported over HTTP or other levet protocols; and 4)rofiles which
consist of the participating bindings in a use d&8$. The assertion is the main component of
SAML. There are three types of assertion in SAML.: i) d¢henticationassertion validates the
identity of the user; iijhe attribute assertion holds specific characteristics about the user; and iii)

theauthorizationassertion indicates what kind of actions an¢horizedor each user.

Remote Authentication Diakin User Service (RADIUS)® RADIUS is an authentication
network protocol that works in client/server network architecture to provide centralized access to
networks (RFC 6929). The RADIUS server performs authentication, authorization and accounting
(AAA) for users dter it receives requests from the client. Authentication and authorization in
RADIUS arebondedogether. When the client device requests authentication from the server, the
server replies with both authentication and authorization attributes. The yetuhe RADIUS
protocol is based on MD5. RADIUS useslltifactor authentication. RADIUSses User Datagram
Protocol (UDP) over Internet Protocol (IP) with be#fort for delivery authentication services on

the networkMoreover RADIUS encryptsonly thepassword, meaning that sensitive data on the

5 http://openid.net/
6 For more information, refer to RFC 2865 and RFC 6929.
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user is sent in plain text over the network. Therefore, RADIUS is not recommendetiusted

environment.

Lightweight Directory Access Protocol (LDAP).” LDAP is a centralized and remote
authentication network protocol that is used for authentication and authori&8gnit uses a
lightweight version of the X.500 networking standard. LDAP encrypts all data exchanged between
aclient and server using Transport Layer Security (TLS)an allow for single sigion services
in the network.Moreover, LDAPuses Transmission Control Protocol (TCP) over IP to form
reliable communication over the network. Finally, LDAP, by itself,sdoet support multifactor

authentication.

Kerberos 8Kerberos is a network authentication protocol developed by Massachusetts Institute
of Technology (MIT) to provide access to university resources in the 1980s. Kerberos
authenticates clients to servidesa distributed system. In the authentication phase, instead of a
password a ciphertext known as a Atokenodo i s
third party known as a Key Distribution Centre (KDC). Mutual authentication, which is dimge us

tokens, enables clients or servers to communicate with each other.

In addition to these de facto protocols, a number of studies have suggested new protocols.
Braeken et al[70] proposed a key agreement scheme based onealyiamncryption for IoT. The
approach handles the verification of authentication for communications in which entities do not
have prior trust relations. These protocols suffer from vulnerabilities. Jurcut [@tlabroposed
an approach to detect exploitable vulnerabilities in authentication protocols. The proposed method
used a novel logibased technique to describe circumstances under which a weakness in
authentication protocols can be exploited.

Table 2.3 summarizes the mparative study between the abewentioned authentication
protocols based on the aggregated attributes that have been discussed in the literature review.

7 https://Idap.com/
8 https://web.mit.edu/kerberos/
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Table 2.3: Summary of widely deployeauthentication protocols

Spec OAuth OpeniD SAML RADIUS LDAP Kerberos
Latest Version / 2.0/2012 OpenID 2.0/ 2005
Year Connect/ 2013 LDAP V3 Kerberos 5
2017 (RFC 6929) 1995 2018
Authentication No Yes Yes Yes Yes Yes
Authorization Yes No Yes Yes Yes No
Communication Low Low High It imposes
Overhead communicati| communicatio| overhead dug Low in terms Low overhead in
on overhead| n overhead to XML of communicatio terms of
due tothe | duetotheusg parsing server n overhead | control traffic
use of JSON of JSON processing | due to using and KDC
format format overhead ASN 1.0, administratio
which is nina
lighter than scalable
JSON environment
Architecture Decentralize| Decentralized| Centralized | Centralized Centralized Centralized
d
Security of Confidential | Confidential | Confidential Only Confidential | Username is
Credential Data- passwords sent in plain
in-Transit are text, but
encrypted passwords
remain
confidential

2.1.3 Access Control Language

Extensible Access Control Markup Language (XACML).XACML is a de facto standard
and language to express ABAfased access control policies, which is based on XKH]. It is

developed by OASIS.It usespolicy languageto define access policies amequest/response
languageto describe access request queries and responses.

XACML has been widely used in modellirmuthorization part of the ABAC baseatcess
control. XACML can reflect thepower of ABAC like scalability inauthorization phaseAs
mentioned inSubsection2.1.1 (Table 2.1)ABAC offers greater efficiency, flexibility and
scalability than traditional access control methédasording to the findings of this research, there

are at least four reasons for using@M¥L in modellingauthorization phase

1 XACML is a standard that has been reviewed by a wide community of experts and users.

9 https://www.oasigopen.org/
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1 It offers a comprehensive framework to build policies and provides an expressive language
that supports a diverse collection of dgfees, functions and combining algorithms that can
be easily extended.

1 XACML is sufficiently generic to be deployed in any environment. It makes policy
management easier.

1 It can be utilized in distributed contexts, which means that a policy can refidretopolicies.

In other words, XACML can combine the results from different policies into a single

decision.

2.1.4 Resilient Access Control Approaches

Traditional access control approaches operate based on a set of static policy rules that govern
access. In these approaches, access is granted if the corresponding rules are fired. Each rule
consists of parameters to handle a condition in the predictedsascenario. The values of these
parameters should be available if the rule needs to be fired. In such a system, if some of the rule
parameters are missing then the system cannot handle the access scenario. As discussed earlier,
scalable and heterogenearsvironmentsuch adoT consist of data access scenarios in which
making access decisions (e.g., authentication) based on the available information is not feasible
because of a lack of information. In such a-nesilient access control system, the ottpads to
the access request being rejected. Therefore, a new paradigm is needed to make precise access
decisions based on incomplete information and bring resilience to access deaking. This
type of access contrololios clalrleed pfar edii lgimsn th aar
achieve this goal[73], [74]: i) BreakThe-Glass (BTG) Access Control; ii) Optimistic Access
Control; and iii) RiskAware Access Control (RAAC).

2.1.4.1 Brek-The-Glass (BTG) Access Control

Ferreira [75] proposed BTG to allow policy overrides. The aim of this model is to allow
unanticipated access to be provided in unexpected situations. The main application of this method
is in ermergency situations in tHeealthcaresystem[76]. One of the most importaptoblemswith
BTG relates to the scalability of policy overriding. Increasing the number of instances of policy

overriding in a scalable environmesuch adoT means that access monitoring and detection of
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misuse become impossibl§77]. Anotherconcern about BTG arises from interoperability in
heterogeneous environments. Specifically, in a heterogeneous environment consisting of different
networks and platforms, one entity may be assigned an overriding policy to handle emergency
conditions and athe same time be denied by an overriding policy from another domain. These

conflicts highlight the vital need to accurately determine the overall dedi8&n

2.1.4.2 Optimistic Access Control

In cases such as emergency healthcare services, the capability of an access control system to
provide openness and availability is more necessary than confidentj@Bly In this context,
Optimistic Access Control has been posed, and it assumes that most access requests will be
legitimate. An optimistic approach permits the subject to exceed its normal access rights.
Therefore, an additional control layer to protect the asset from misuse is recommended for
Optimistic Acces€ontrol. This approach suffers from a lack of scalability in terms of policy rules.
This holds true as implementing defence layers in a scalable environment needs additional
resources and causes computational complexity. Optimistic Access Control a¢se fofih a
lack of interoperability in heterogeneous environments, as defining exceptions for access scenarios

that fall between two or more domains with conflicting interests is not straightforiwagid

2.1.4.3 RiskAware Acess Control (RAAC)

The closest concept to uncertainty is fAriskao
extent to which an entity is threatened by a potential circumstance or event and is typically a
function of i) the adverse impacts that woalike if the circumstance or event occurred, and ii)
the likelihood of occurrencg/9]. On the other hand, uncertainty is defined as a lack of information
about the Il ikelihood of an eveenntt ooccccuurrrriinnggd. iTs

between these two concepts.
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RAAC was proposed to assess the risk of the authentication request (in the authentication phase)
or the risk of an action made by the subject using a permission rule (in the authorization phase) to

detemine whether access to a resource should be granted or the action should be pEojitted

Risk assessment is defined as the process of identifying, estimating and prioritizing risks to
organizational assets and operationkS{NSR800). It enables the resource owner to obtain a view
of existing security risks and their impacts. Risk assessment is composed of risk analysis and risk
evaluation (ISO/IEC 27001):

1 Risk analysis, one pillar of risk assessment, is responsibledntifiging valuable assets
and their associated vulnerabilities. It also uncovers the threats that may take advantage of
those vulnerabilities. Estimating the damage that may be caused by these risks is the last
part of the risk analysis process.

1 Risk evalation, another pillar of risk assessment, is defined as the process of rating risk
exposures against criteria arderto determine the significance of each risk (ISO/IEC
27001). The risk evaluation process afgritizes the identified risks based oreith

probability of occurrence and their impacts.
Risk assessment approaches can be classified into three catdgaiies

1 Quantitative This method uses objective measurement to calculate risk based on
probability theoryand statistical approaches. The output of such calculations can be
expressed in an analytical form composed of percentages and probability values. The major
drawback wih the quantitative approach is that its calculations are lengthy and time
consuming and depend on the quality and detail of information collected (e.g., information
about the value of assets, or sufficient information about the history of incid8ats)

1 Qualitative This method is based on a meamerical assessment in which predefined
classes (threats, vulnerabilities and the likelihood of occurrence of threats) and associated
values are used to assess risk. The values i ttlasses are expressed by linguistic
variables (e.g., low, high, medium) or using range varial@egs,from 1 to 5). Although
gualitative approaches are widely used because of their simplicity, these methods suffer

from a lack of measurable detail topport costeffective decisiormaking. Another
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drawback of qualitative approaches is that they are prone to error in comparison with
guantitative approachd83]. The reason is that the assessment is based on the knowledge
and experience of the experts involved in the process. The third problem with qualitative
approaches is that values that are assigned to either range or linguistic variables are not
comprehensig enough to precisely reflect the risks of the sysj8frj.

1 Hybrid: In order to avoid the drawbacks of using eachthef abovementioned risk
assessment approaches, a combination of them can be used in a hybrid framewark. In thi
way, assessordenefit from the simplicity and speed of qualitative methods and the
precision ofguantitativemethods for more critical assets.

Recently, a new taxonomy has been proposed for risk assessment m@&hptheat divides
them into three categories based on how they analyse ressajdrivent dl methodsthat start
risk assessment by identifying aadalwating the assets fall into this category; as a second step,
they evaluate the risks associated with the assets identified from the first) tepyicedriven
in this category, services are identified first and then risks associated with these sawices
evaluated; and iiipusinesgiriven in this class of risk assessment methods, business goals and
associated processes should be identified first, and then the risks related to those business goals

are assessed.

Another taxonomy for risk assessment methods is based on risk measurememied&sking
methods fall into two categorig81]: i) nonpropagatedwhere risk is measured regardless of its
propagation impacts on the other rislkgmeters, and ipropagatedwhere dependencies among
the resources and their impacts on each other are taken into consideration to measure the risk.

Measuringrisk in apropagatedschemeesnables the prediction of potential damage costs in a
more accure way than in nopropagated schemedowever,accurate information is needed

about thedependencies among various resources (e.g., assets, processes) in the system.

The main task in RAAC is to quantify the level of risk based orrifk&benefitcalculation.
There are four types of riskenefit calculations for access cont{8#], [85]: i) risk that focuses
on information leaks that occur when a subject is granted adgessk that focises on the cost
of resource unavailability for a system when access to a resource is derieelbi@éhefibbtained

when an access is granted. The benefit comes from reducing the risk by giving the access; and iv)
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the benefitof denying access that fages on decreasing the chance of information leak occurred

by denying acces&ne of the main challenges in RAAC is quantifying and calculating risk. RAAC
models use different risk metrics that calculate the value of risk in access control systems, such as
action severity, object sensitivity and benefit of acc¢86], [87]. There are five classes for

calculating the risk{88]:

1 Class AThe risk is calculated based ttmee parameters: 1) likelihood of the threaf)(L

2) vulnerability of the asset (V), and 3) impact of the threat gcore of the risk=t V
IT.

1 Class B The risk is calculated based on the security requirements of the asset. In this
method thevulnerability related to the asset (V) and the impact of the threatlé
involved in the calculation of the risk: score of the risk=V4.

1 Class C The risk is calculated in conjunction with financial loss considerations. To meet
this goal, likelihoodof the threat (k) and the average financial loss caused by the threat
(Fr) are taken into consideration: score of the risk=IEr.

1 Class D In this class, the risk is calculated only for critical assets. The method of
calculating the score of the ristrfcritical assets is the same as in Class B.

1 Class E The concepts of threat and vulnerability are combined to create a new concept
called Aincidento. The score of the risk f

the incident (L) and the impct of the incident (): score of the risk: L .

According to [89], RAAC methods can be divided into two typesnadaptiveandadaptive
In nonradaptivemethods the calculated risk value for each access request remains unchanged
even if any of the risk factor values change during the access session. This means that the access
control mechanism cannot respond to change in the risk parameters after grantinglaccess
contrast,n the adaptiveapproach the calculated risk value for each access request may change
with changes in the risk factor values or the detection of abnormal behaviour. Therefore, adaptive

RAAC continuously monitors activities to detect any suspicious events after acgessésl.

In this section, we surveyed both traditional and emerging access control models, protocols,

and standards to investigate whether they are applicable into scalable, dynamic, heterogenous and

40



contextaware environments like 10T. In the next secte will focus on two neglected facets of
indeterminacy (uncertainty and ambiguity) in authentication to see whetherofstheeart

methods can handle these challenges.

2.2 Indeterminacy in Authentication

Indeterminacy has not received the attmmthat it deserves as a challenge in 1oT, compared to
other challenges that are well studied in the relevant literature, such as scalability, heterogeneity,
interoperability and dynamism[3], [4], [5], [6], [7]. However, as this work stresses,
indeterminacy should be considered when making access control decisionsOthirWise, if a
decision is based on deterministic rules regardless of the indeterminacy concept it can lead to a

binary decision (Access/Deny), which does not fit into a dynamic envirorsuehtadoT.

We consider that a subset of the abowentioned inherent I0T characteristics exaggerate the
indeterminacy in access control. Specificallynamismmay result in indeterminacy because +eal
time tracking of the rapid changes (joining, disjoining, displa@nof entities) is not easily
achieved in a scalable environment such as loT. Therefore, the lack of information caused by the
inability to track these changes results in indeterminacy. Scalability can increase dynamism in such
a way that having sufficigly complete information to make access decisions is impossible.
Network and service dependency inederogeneousnvironment such as IoT can cause delay and
latency in network delivery. If a reéime access decision depends on information that is delivered
at a delay or suffers from latency, the decision will suffer from indeterminacy in access control.
Finally, the inherent heterogeneity of 10T introduces different sources of data communication loss.
For example, data may be lost in RFID for thikowing reason$90]: 1) missing readings caused
by tag collision, metal/liquid effects)) 2lata inconsistency caused by reading data from various
readers simultaneously; and 3) ghost data caused by frequency reflectioreidihgarea.The
incompleteness and imprecision inherent in the almoeetioned sources are considered the main
cause®f indeterminacy11].

According to Novak et al[91], there are at least two facets for indeterminaogertaintyand
ambiguity In the context of authentication, we consider that uncertainty is caused by a lack of

information about the likelihood of an incident occurring. Also, ambiguity is caused by a lack of
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precision in the information required to make a decision. In thef#ss section, uncertainty and

ambiguity in access control are discussed.

2.2.1 Uncertainty

For many years the term Arandomnesso was use
and Keynes started using t hel92l and &D3drespectieefyt ai nt
They madegreat progress to break the monopoly of probability theo[92]. Since then,
uncertainty has attracted attention in various diciplines (e.g., economics, manag&sent).
mentioned earlieyncertaintyis caused by a lack of information about the occurrence of an event.

In other wordsuncertainty refers to a state in which the following question cannot be answered in
a deterministic wayWhat event will occurAccording to Zeng et al[93], three types of

uncertainty exist:

1 Aleatory uncertainty an observed phenomenon that occurs randomly and is therefore
impossible to predict

1 Epistemic uncertaintya lack of information and knowledgebout the properties and
conditions of the phenomenon

71 Inconsistent uncertaintyconflicting testimonies. The notion of inconsistency here
describes the case where there is fitoo muc

logically inconsistent.

In the context of a system, uncertainty leads to a situation in which an analyst cannot describe
or foresee an event in the system because of a lack of information about it. Therefore, the main
motivation for measuring uncertainty is decisimaking [94]. The relevant literature includes
five main approaches to measuring uncertaiftprobability theory, ii) information theory, iii)
evidence theor|95], [96], iv) possibility theory[97], and v)uncertainty theory{98]. We review

these five theories below:
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2.2.11. Probability Theory (1657)

Traditionally, probability theory[99] has been used to analyse uncertainty. Probability is a
singlevalued measure of uncertainty, in the sense that uncertainty about the occurrence of an
event, A, is represented by a single number, P(A). As with different notions of uncertainty,
different interpretations of probabilities exist. Two interpretations of probability are widespread in
the field of risk analysis: a) the relative frequency interpretation (or classic probability). and b) the

subjective or Bayesian interpretation.

Classicprobability. In this interpretation, thprobabilityis defined as the number of times an
event, A, occurs during experimental trials divided by the total number of trials conducted. This
process generates a fract i QAL Thispurestypecotpeobabildys , t h e
is used to addresdeatory uncertaintyThe probability, P(A), is defined as followW400]:

fANq, then 0 O P(A) O 1;

P(aq)=1;

ifA, A, & i s a sequence of di SsipheliP{A);, events fr
P(A) =1 u0) P(

Subjective probability(Bayesian interpretation, 1774)[101]. In this interpretation, the
probability of an event, A, represents the degree of belief about the occurrence of event A. The
subjective interpretation of probability is useful whereghababilityis a purely epistemibased
expression of uncertaintyabs ed on t he assignerds background
the Bayesian view, randomness itself is not considered a type of uncertainty. It is seen as a basis
for expressing epistemigased uncertainty. Subjective probability relies on the baakgro
knowledge (assuming K) that forms the basis of the assignment. To show the dependency on K,
the conditionalprobability is defined as follows:

v o 06 0
VoY o
Another important method for calculating conditional probabilities is given by the Bayes

formula;

— 50D 06
¥ 0+ 01 oow@l @
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Imprecise probability(1920) [102] refers to the likelihood of an event with two probability
values:lower probability P(A), andupper probability A), giving rise to a probability interval
[P(A), R(A)], where

0 DA A) O 1.
aP(A)=R A)P(A)

Singlevalued probability is a special case of imprecise probability, where both the lower and

upper probabilities coincide, and is used to haatiatory uncertainty.

2.2.1.2 Information Theory (Shannon Entropy, 1948)

Entropy measures the uncertainty inherent in the distribution of random variables. Consider a
process witmp os si bl e o utnpwitmerababilitiés, p, p2 € én, regpectively. The

value of the entropy, H(p), for the whole process is defined as follows:
¢
H(P)=H (o, € ) T,,Qpr‘l-g éngwhere H(p)=[0, 1]

The value of entropy indicates the degree of uncertainty in the system. As the entropy increases,
so does the uncertainty of a systeloint entropyand conditional entropyare extensions that
measure the uncertainty in the joint distribution of a paranfilom variables and the uncertainty
in the conditional distribution of a pair of random variables, respectively. The entropy of two or
more processes can be measured ysingentropy Given two random variables, X, Y, with joint

probability, P(X,Y), tle joint entropy is calculated as follows:
H( X, YBu® Bda P(X.Y)0EP(X,y)
Theconditional entropyH(Y |X) for the given random variables (X, Y) is defined as follows:
H(Y[X)=Bgy ¢ PO)H(Y [X=X)

Entropy can measuideatoryandepistemicuncertainties in the system by demonstrating the

degree of randomness in the system.
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2.2.1.3 Evidence Theory (Dempsi&hafer Theory, 1975)

The motivation for evidence theory is to represent and address situations where there is more
information tharin the case of a probability interval but less than there is in the case of a single
specific probability distribution[95], [96]. This theory consists of two important measuring
functions: i) the belief measure Bel(A), associatedvith preconceived notions, anid the
plausibility measurgPI(A), associated with plausible information. The belief measure represents
the degree of badf, based on the available evidence. A fundamental property of the belief function
is that

Bel(A) +Bel@) O 1
Therefore, the sum of belief in the occurrence of event A and belief in thecearrence of
event A is |l ess than or equal t o ofdlkscalledn ot he
ignorance When ignorance is 0, the available evidence jestiéi probabilistic description of the
uncertainty. The plausibility measure can be interpreted as the total evidence that any element such
as Y belongs not only to A or any of its subsets, as with Bel(A), but also to any set that overlaps

with A. As a reslt, a fundamental property of the plausibility function is as follows:

PI(A) +PI@) O 1
As depicted in Figure 2.3, the relationships between plausibility and the belief measure are as

follows:
(A)=10) Bel(

Bel (A)al 1 PI (

The representation of uncertainty based on the above two measures falls under the framework
of evidence theory proposed by Shafer in 1976. Whereas in probability theory, a single probability
distribution function (PDF) is introduced to define the probaédiof any event, represented as a
subset of the sample space, in eviddgheerythere are two measures of the likelihobeljefand
plausibility. Also, probability theory imposes more restrictive conditions on likelihood because of
this fact that the pbabilities of the occurrence and roccurrence of an event must add up to
one. Evidence theory allows epistemic uncertainty and aleatory uncertainty to be addressed

separately by a single framework. Indeed, the belief and plausibility functions prinade
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mathematical tools to process information that is at the same time random and imprecise in nature.
These two functions also allow differdsgtliefsfrom various sources to be combined even though
these beliefs are inconsistent. Therefore, evidenceytleaa also address inconsistent uncertainty.
Figure 2.2 provides a visual interpretation of evidence theory. As depicted in Figure 2.2, the sum
of belief and disbelief of an event occurring is not equal to 1 and the gap between these two is

known as ignance. This is the main difference between this theory and probability theory.

0 Lower border (LB) Upper border (UB) 1

Figure 2.2: Graphical representation of evidence theory

2.2.14. Possibility Theory (1978)

Possibility theory is a special branch of evidence thg®r}. Contrary to probability theory, it
uses two functiongossibilityandnecessityto describe uncertainty. The possibility function (Pos)
has the following:haracteristics:

Pos(d)=0

Pos(q)=1, where q is the universe of disco
Pos(U V)= Max (Pos(U), Pos(V)), where U and V are disjoint subsets

On the other hand, based on possibility theory, the necessity funisa(), is defined as

follows:

Nec(U)=1i Pos(Y)
Nec (U Zz Nepw¥)MeuVv)),UandV are disjoint subsets

As illustrated above, possibility theory is based on a pair of two measures, possibility and
necessity, which are special forms of belief and plausibility measures from evidence @reory.
the other hand, probability theory can be interpreted in such a way that the belief and plausibility

measures coincide. The most significant difference between possibility theory and probability
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theory is in the representation of total ignorance. Piliggitheory and evidence theory represent
total ignorance in the same way, using a unitary possibility distributicinéoentire universe of
discourse. In contrary to these two theories, probability theory uses a single distribution to
represent the tat ignorance.

2.2.15. Uncertainty Theory (2007)

Uncertainty theory was founded by Liu in 2007 and has subsequently been studied by many
researcherqd98]. This theory was proposed to model uncertainty basdublef degreesBelief
degrees cannot be treated asuljectiveprobability because this may lead to counterintuitive
results. This problem derives from the fact that humans usuallyap¥ieipateunlikely events,
andtherefore thismakes the belief degree deviate far from frequefit93], [104]. Another
difference between probability theory and uncertainty theory is that probability theary is
Aproduct o mat hematical system, whereas wuncert
This difference implies that random variables and uncertain variables follow different operational
laws. In other words, probability theory is a branch of matitecs for modelling frequencies,
while uncertainty theory is a branch of mathematics for modelling belief degrees. According to
Liu [105], in comparison with possibility theory, both uncertainty theory and possibility theory
try to model belief degrees, where the former uses the undgr@asure (belief degreayhile
the latter uses the possibility measure. Therefore, in the field of detieteshe two theories are
competitors.

There is no silver bullet to tackimcertainty. Each of the five theories described previously has
strengths and limitations

2.2.16 Uncertainty in Authentication

To define uncertainty in authentication, it is essential to differentiate between its effects in the
authentication and authization phases of access control. It should be noted that, as discussed in
Section 2, an instance of access control typically includes three phases: authentication (which
encompasses identification), authorization and auditing. Auditing deals with ahgsiarof the
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other two phases to detect security violations, and thus we consider that uncertainty cannot be
considered in this phasi. this work we define uncertainty for authentication.

Uncertainty in authentication stems from the incompleteness of information regarding the
likelihood of whether the acceptance of an authentication request leads to an incident. For instance,
assume that AAlice0 attempts to authentericate
endangers the system (the access would expose an asset to a threat) with a probabilityef 60%.

present a formal definition for uncertainty in authentication as follows:

Definition: Given a set of authentication requests: R#{r3, ¢é n}, & set of pssible access
deci si ons: D={ Access, Deny} , an access deci s
outcomes for any access decision: O={Safe, Incident}, the uncertainty of an authentication request

is defined by the following conditional probability:

P(Incident | Access U Deny) =
P(Incident N (Access U Deny))
P(Access U Deny)
= P(Incident N (Access U Deny))
= P((Incident N Access) U (Incident N Deny))
= P(Incident N Access) + P(Incident N Deny)

2.2.2 Ambiguity

The terms Auncertaintyo and fAambiguityo are
[106], [107]. More importantly, the approaches proposed to address them are also used
interchangeably. This stems from the fact that currently there is no clarity in the differentiation

between these two concepts.

Aristotle was the first scholar to address ambiguittyich is caused by imprecise information
[108]. The theories discussedSubsectior2.2.1 fail to predict a system with imprecise or vaguely
formulated information. This imprecise information may arise for several reasohsasuhe

complexity of the system [109]. We deal with ambiguity when the answer to the following
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guestion is not cleakVhat is the occurring even™ model and present the ambiguity, thezy
set theory was proposed by Zadftl0]. With regard to access control, we define ambiguity in

authenticationn the followingSubsection

2.2.2.1Ambiguity in authentication

Ambiguity in authenticatioistems from a lack of precision in the information on the subject
requesting to authenticate in the system. I n

extent can we trust the subject in order to

Traditionally, ambiguity has been evaluated with the useust analysis.There are several
works in the literature on handling trust in access coritfahalie Baracaldo et aJ111] proposed
a method based on the extensibRBAC to handle trust in access control. To meet this goal, they
assigned a trust level to each user based on his past behaviour in the context of the usage. In this
method, trust is treated as a binary concept (0: totally untrusted and 1:totally)traktegandro
Armando et al[112] proposed a model to handle authentication requests by balancing trust and
risk. In this work, trust was defined as the level of confidence that the resource controller has on
the access requester. The method suggested using cretasédlanalysis in der to handle the
trust. For this reason, the value of trust is computed based on some attributes like user role, age of
the user, and geographic location where a request created. The authentication request is accepted
by this method if and only if the ua# for the incoming request is larger or equal to the value of
the risk. Indrajit Ray et al[113] proposed a formal trustased access control based on the
extension of RBAC. In contrary {d12], this method did not define trust as a binary concept. In
order to measure trust, three types of trust were defined by this Warker trust level (&alue
between 0 and 1 which the larger value means that it is less risky to grant access to it#at user)
role trust level that indicated the minimum trust value requioed user to be assigned to the
corresponding role and Bermission trust level which indicated the minimum trust value required
by a role to be assigned a specific permission. In suslystem, the role is authorized for
permission if and only if its trust level is greater than the trust level of the permission. Mahdi
Ghafoorian et al[114] proposed a trust based RBAC model to govern access in the cloaid. T
suggested method considers three key elements to compute trust including resource owner, user
(who need to access to the resource) and role. In this method, owner shares their resource based

on the trust levels and reputation of the role. Therefores usen access to the resource if their
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trust level is above the trust threshold determined for the correspondingutiiers considered

two types of trust: direct trust amudirect trust. In direct trust, the value of trust for each user is
calculatedased on the feedbacks derived from histo
the indirect trust, the method benefits from a recommender system. Kamran Awafi&5]al.
proposed a hierarchical architecture to handle trust in-c@ssin communication network

this method, nodes in the network can communicate with each other after evaluating their trust
levels. In doing so, trustee and trustor need to know whethgbtiengto the same domain. If

both reside on the same domain then the trustor sends the trustee information to the community
server in order to evaluate its trust degree. Community server computes the trust level of the trustee
based on three parametarsluding compatibility, honesty and competence. If trustee belongs to
different community then the community server will query domain server about its trust level.
Domain server was considered by this method to handle-domsain communications. Ashish

Singh et al[116] suggested a trustased access conttmhsedon the extension of Identity Based
Access Controlln order to compute the level of user trust, the authors suggested using beta
reputation approach. In the proposed method, the degree of trust for the user is computed by
considering a number of parameters like time of access request, past behaviewsetf tin the
systemand the location of the usdParikshit Mahalle et aJ117] proposed a fuzzy based approach

to handle trust in access control for l1oT. In this work, trust was defined as a subjective and
contextual valugelated to thauserbehaviour(trustee) Three parameters were defined by this
work as the components of truskperienceavhich is a track record of previous interactions related

to the trustee Knowledge about thérustee and recommendation which is a summation of
feedbacks from other users abthé trustee. For each of the mentioned parameter, three linguistic
terms (e.g. good, average and bad) were assigned. Moreover, corresponding fuzzy memberships
were defined for the pamgeters. Final decision in the proposed method is made based on the result

of the defuzzification process.

Farhana Jabeen et f18] reviewed trust and reputation in healthcare dom@&oecording to
this research, trust in akhcare can be classified into two branches namely as soft trust and hard
trust. In the former, trust relationships are based orcngptographic mechanisms but in the latter,
trust relationships among entities are based on cryptographic mechanisthe.dédt trust, degree

of trust may change over time based on the trustee behavior.
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Sadegh Dorri et g]9], and Ava Ahadipour et dl119] classified tust analysis into two classes:
i) credentiatbased trustanalysis andii) behaviouralbased trust analysidn credentialbased
trust analysis, trust is established by verifying certain credentials. In credential verification, trust
is established and access rights to different resources are granted, based on the access policy. This
class of trust analysis is wigelised in access control systems with static and predefined policies.
Behaviouralbased trust analysis uses the past behaawudirect experience frothe subjects to

predict how the subject will behave in future.
lessons learned from the literature; @aene into the following conclusion about trust analysis:

1 Soft trust analysisan be donesing one of théollowing methodsZ- directanalysiscan
be achieved through direct experience wlHendirect analysis consists of trustworthy
peer experience collected during the per®dSoft trust analysis can also be done based
on thecombinationof direct and indirect methods in a hybrid struct@eft trust analysis
has less overhead in comparison tadhanst analysis therefore, choosing soft method is
recommended for 0T scenarios.

1 Trustin loTdomains (e.g. Health) has a number of characteristike 1- Asymmetry:
Entity (A) trusts another entity (Bjput not the other way around: Rartial Transitivity:
Trust may or may not be transitive8- Contextsensitive: Trust establishment must be
context sensitive.-Dynamic: Trust may change over time.

9 Trust metrics can vary from one domain to another. In the context of access coatrol, th
following metrics have been used in the literat{t20], [121], [122], [123]: a) number
of authentication/authorization failures, b) subjeaobnymity, c) frequency of access
requests, and d) degree of trustworthiness for subject and object.

According to the above considerations we choose soft trust method through conducting direct
trust analysige.g. behaviorabased analysishn doing so, we keep track of authentication history
for all users and compute the value of trust based on the history. For a newcomer from which we
do not have history profile, we can either assign a default value€d(B)gas trust score or assign

the average value of trust in the system to it.

In authentication,behaviourabased analysis takes the history profile of successful and

unsuccessful access requests for a given subject as a metric to calculate its g#uReyaitation
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based and recommendatibased trust are the subsets of this class of trust analysis that use

cumulative knowledge about the past behaviour of a sufjeet].

Assume t hat i Aautheotieabte, amd, &ceording ts hett agcess history, she has
successfully authenticated seven times in the past, out of her 10 attempts. If the average number
of authentication successes in the system is

subject.

In the nextSubsectionwe will review the literature on resilient access control methods to find

out whether proposed methods can address uncertainty and ambiguity in authentication.

2.23 Proposed Resilient Access Control Methods in l1oT

A stateof-the-art review was conducted to answer the following research question: Can
resilient access control methods handle indeterminacy in 10T? At the end®diltisisctionTable
2.4 summarizes the reviewed literature on resilient methods and irsliwaether the proposed
approaches handle uncertainty and ambiguity. Bijon €tl&l5] incorporated the concept of risk
awareness in RBAC. The role in the introduced RBAC model will be activated only if the total
risk of its acive roles does not exceed a given threshold. Furthermore, the threshold is determined
dynamically in an adaptive mann&aracaldo et al126] usedtrustand risk concepts in RBAC
to deal with insiders. In thisiethod each user is assigned a trust level and each access permission
is associated with a risk value. The risk of each role is calculated by the total risk of all direct and
indirect permissionsrebled by its activation. In this method, a role is activated if the user meets
the minimum trust level required for that role. The value of the trust is determined based on the
amount of risk exposed by activating the role. Dimmock dtl2l7] proposed a method to enhance
RBAC with trust and risk. To meet this goal, trust and cost evaluation measures are added to the
OASIS policy language. This method introduces a risk evaluation expression language to calculate
the risk basedn the given values and makeautesslecision based on that calculation. Chen et
al. [128] proposed an extension of the RBAC model to deal with the concept of risk in two
dimensions: mitigation of loss and evaluation of likebod. Evaluation of likelihood is
accomplished by investigating tappropriateness giermissiorfor a role and the trustworthiness
and competency of the subjects. Mitigation of the loss is handled by assigning obligations to users

to mitigate risks andehy requests with risks greater than a permisspetific threshold. Bs
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Santos et al.[129] proposed an RAAC method for tleéoud In this method, if the subject of

accesss in the same cloud federation as the object, ABAlicigs are enforced by the cloud

service provider offering the object. Otherwise, risk policies are evaluated against the attributes of
the subject and access is granted only if the risk is below a determined thrBsisakhntos et al.

improved their apgach [130] and enriched their method by applying RAAC, not only for intra

cloud access decisions, but also for wtleud access decisions. Ricardo et[dl31] proposed a
risk-aware framework to éorce RAAC policies in the cloud. This work is based on the extension

of XACML and aggregates various risk factors to calculate the final value of the risk. Risk itself

is measured based on the impact #atesscan cause. The calculated value is compared to a
thresholdto make araccesslecision. Atlanet al. [132] developed an adaptive RAAC model for

loT. This model accepts re@ime attributes including user context, resource seitgitaction

severity and risk history as inputs and estimates the overall risk value associated with each access
request. The major concern about this work is that the authors did not validate their proposed
model. Dorri et al[133] proposed an access control framework for the grid environment to address

the misuse of resources in VOs. This method offers both risk and trust analysis in authorization to
assess the subjectbds actionsteThbdetuger 6modedl
probabilistic approach. On the other hand, the risk model is thillys e d and wuses t he
degree to calculate the probability of fulfilment of obligations. The proposed model was evaluated

using simulation. Theasults show that it is scalable in terms of the number of entities, the number

of policy rules and extensibility.

Table 2.4: Analysis of resilient methods proposed in the literature

Criteria Scalability Heterogeneity| Dynamism | Context IndeterminacyAwareness
Interoperability Awareness in Authentication
Method Entities | Policy | Extensibility Uncertainty | Ambiguity
rules
[125] - P P P
[111], - P P P
[126]
[127] - P P P P
[128] P - - - - -
[129] P P P P - P P
[130], P P P P P P
[131]
[132] P - - P P P P
[133] P P P P P P
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2.24 Findings on Resilient Access Control Methods

There are a number of widely used standards and methodologies for risk assessment, such as
NIST-SP800 ISO/IEC 27005:201% and IEC 62442-1.12 Each describes a specific method for
risk identification, evalation, prioritization and mitigation. The adaptability of these risk
assessment standards and methodologies in the IoT environment is controversial. Nurse et al.
[134] argued that if loTrelated characteristics, such as scalability, heterogeneity and dynamism,
are taken into consideration, the current risk assessment approaches are inadequate for IoT for the

following reasons:

1 Limitation of periodic assessment for theT|environment The current rislbased
approaches are based on periodic assessment, and therefore cannot identify and evaluate
significant changes in a highly dynamic systmh adoT, where there is a high degree
of variability in system scale, dynamisand coupling.

1 Lack of knowledge of 10T entitielost of the current risk assessment approaches are
based on knowledge of assets, threats, attack probabilities and potential impacts of threats.
However, achieving sufficient knowledge of these parameters in loT is extremely
challenging due to the scalatand dependable environment of IoT.

1 Interoperability and dependency challeng&urrent risk assessment approaches are
unable to assess all the processes associated with the assets and the iotemiettzons
that allow them to couple and operatesde introduce new areas of risk, which cannot be

handled with current risk assessment methods.

Furthermore, most existing RAAC approaches rely on manual processes and thus are unable to
provide a high degree of automation in risk assessni@éb], [136], [137]. This lack of
automation in risk assessment leads to the requirement for manual configuration from analysts,
which is costly, erreprone, and vulnerable to socialggneering attacks. Moreover, related work
on RAAC that provides conceptual frameworld38] or focuses only on domaspecific

10 https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublicaticB8600 pdf
11 https://www.iso.org/standard/56742.html
2 https://webstore.iec.ch/publication/7030
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solutions cannot be reused in other knowledge domains, and supports only restricted outcomes

(i.e.,permit or deny)[139]. Therefore, these approaches suffer from a lack of generalizability.

2.3 Chapter Summary

In this chapter, we have reviewed the current sihtbe art in related work contributing to the
access cadrmol and the concept of indeterminacy in authentication. Summary points from this

review are as follows.

1 DAC, MAC, RBAC, ABAC, CapBAC, UCON and OrBA@sere evaluated against the
following criteria: scalability (in terms of entity, policy rules and exteiigih dynamism,
heterogeneity/interoperability and contextareness. According to the literature, none of
these models can fully applicable to bt ABAC shows promising performance in terms
of scalability (extensibility), dynamism, heterogeneitigroperability, and context
awareness in comparison with other models.

1 Aforementioned access control models benefit from deterministic set of policies that make
themincapable ohandlng indeterminate access scenarios.

1 Indeterminacyin authenticationis defined as state in which an authentication decision
shouldbemadebae d on fAi ncompleted and #Ai mpreciseo
|l ndeterminacy has two facets: AUncertainty
Uncertaintystems from the incompleteness of information regarding the likelihood of
whether the acceptance of an authentication redgsds to an incident.

1 There are five theoriem the literaturefor uncertainty handling including: probability
theory, Informationtheory, evidence theory, possibility theory and uncertainty theory.
These theories wediscussedandsubjective probability theorywas choseto define and
handle uncertainty in authentication due to the challenges of 0T scenarios like scalability
and the need for less complexity.

1 Ambiguity in authenticatiorstems from a lack of precision in the inforioat on the
Ssubject requesting to authenticate in the

1 Soft trust analysis is applicable into loT donsadlue to its less overhead in comparison

with hard trust methods.
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1 Any trustbased analysis in the fieldf 10T may have the following characteristics:
Asymmetry, Partial transitive, contegénsitive and dynamic.

T Current risk assessment standards and met h
in IoT environment due to the following reasonsLimitation of periodic assessment for
the loT environment 2Lack of knowledge of I0T entities and Bteroperability and

dependency challenges.

56



3. Methodology

In this chapter we introduce the methodology used within this thasording to the
introduced challenges in the field of authentication, an automated, resilient and scalable
authentication model is vital for IoT. To address this need, we propose a mieehimegbased
prediction model, which will be discussed in thimpter.We alsoconsiderconsiderations of the
match fundenn our methodology in order to build our prediction model working -imealth

domain.

3.1 Overview

As discussed in Section 2, there are at least two facets of indeterminacy, including uncertainty
and ambiguityf140]. Uncertainty in authentication stems from the incompleteness of information
on the likelihood of whether thee@eptance of an authentication request will lead to an incident.
Authentication is affected by another element of indeterminacy called ambiguity. Ambiguity in
authentication stems from a lack of precision in the information on the subject requesting to
auhenticate in the system. I n other words, it
trustt he subject i n o r Theandld indeteaminady @& ratithetieatioa, we t ? 0 .
propose a machidearningbased prediction model. This model iasbd on the extension of
ABAC and works with three contextual parameters: time, location and credentials.

Our methodology consists of two parts. First, we built our uncertaingre prediction models
using the mentioned attributes. Then, we applied beteakbased analysis using the history
profile of the user to improve the accuracy of our prediction models. Figure 3.1 shows the scheme
of our methodology.

The rest of this section will introduce our proposed architecture and discuss the process of

building prediction models.
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Uncertainty Ambiguity
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Incident Probability Analysis Trust Based Analysis

N

Authentication ‘

Figure 3.1: Indeterminacy handling scheme in authentication

3.2 Architecture

We show the architecture of our methodology Figure 3.2 As depicted, his architecture
benefits fromtwdb ui | di ng bl oclasvaran pfiend¢ e€ntti @innteyngi neo
aware prediction engineo t o.Thadatd floaw modebtitleet e r mi n

architecturas as follows:

1) A subject sends its authentication request toAilhentication Service PointASP). ASP
is the interface between the system and the subject to forward the request and return the

decision

2) ASP sends the request to thadeterminacy Estimation PoigiEP), which is responsible
for requesting both uncertainty and ambiguityist) engines to calculate the uncertainty

and ambiguitytrust) values associated with the authentication request.

3) IEP sends a request to the uncertamtyare prediction engine t@lculate the total value
of the uncertainty associated with the authentication request.

4) The uncertainty engine returns the calculated value to IEP.

5) IEP sends a request to the trust engine to calculate the amifigusty value associated
with the authetication request.

6) The ambiguity engine returns the calcul at ec
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7) IEP calculates the value of indeterminacy based on the uncertainty and ambiguity values

and sends it to ASP.
8) ASP returns the authentication decision based owdhe of indeterminacy value to the

8. Authentication Response

user.

1. Authentication Request

Authentication Service Point
(ASP) 3. Request for Uncertainty estimation

Uncertainty-Aware
Prediction Engine

2. Forwarding the Request 7. Decision on the Request

. ) . ) 4. Returning Uncertainty Value
Indeterminacy Estimation Point
(IEP)

5. Request for Ambiguity estimation

Ambiguity-Aware
6. Returning Ambiguity Value Prediction Engine

Figure 3.2: Proposed architecture for the indetermiragyare authentication
3.3 The Process of Building an IndeterminacAware Authentication Model

Figure 3.3 shows the steps involved in building our prediction models. We explain the steps

below.

: Uncertainty- Ambiguity-
Attnbgte Dalase§ Aware Model Aware Model Validating Mod_el
Selection Synthesis e e Selection
Building Building

Figure 3.3: Methodological steps
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3.3.1 Attribute Selection

Since the model is an extension of the ABAC modeiermining the attributes is the first task.
Attributes for this model are the characteristics of the authentication request, such as time of the
request, location/IP of the subject and the credentials of the subject. These attributes were chosen
based onthe literature. We discussed the attributes witlatchfunder in order to meet its
requirementgfor the ehealth domain and for humiamachine interaction). Chapter 4 discusses

this step.

3.3.2 Dataset Synthesis

To the best of our knowledge, the autheation datasets consisting of the required attributes
are not publicly available. As a result, in order to synthesize data samples for the atwdntites,
of attribute had to be represented by POFsdo this, each attribute had to be studied separately
from two perspectives: a) determining the PDFs that reflect the likelihood of occurrence of the
selected attribute, and b) determining the corresponding PDF for the probable impact of incidents
caused by that attribute. Then, the generated values needeaygregated in order to build our
dataset. Labelling the dataset was the last crucial task of this step. The dataset was labelled
(Access/Deny) to be used by the supervised algorithms. Labelling was done using authentication
policy and a fusion technige. The fusion technique was selected in accordance witesbens
learned from the review of uncertaintylated theoriesi.€., probability, evidence, belief and

uncertainty theories) in Chapter 2. The process of dataset synthesis is discusseceindChapt

One of the considerations is determining the period of authentication history retention when we
are dealing with real datasetdentifying the period of retention for the authentication history
depends on the type of the authentication system. In general, authentication history may be used
for the sake of auditing purposes but in an authentication system in whichdaidetepediction
model works at the heart of the system, determining such a period depends on the period of re
training. When the system hit by model drifting;tr@ning model with old data does not result in
more accurate model. Therefore, the old history easubstituted with the latest dataset by which

the prediction model was trained.
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3.3.3 UncertaintyAware Model Building

After preparing a dataset consisting of three attributes (time, location and credentials), we
needed to apply supervised algorithm$&wdd our prediction models. Authentication is a matter
of classification, and authentication request
Thus, classification algorithms could be applied to the dataset in order to build the prediction
modds. The output of this step was uncertaiatyare prediction models. The prediction models
were validated using the cregalidation method to avoid overfitting/underfitting. Chapter 5

presents the process of building uncertaeyare prediction models.

3.3.4 Ambiguity-Aware Model Building

Besides the attributes that were chosen to build the uncertairatse prediction models, at this
stage of the research one attribute seemed the most appropriate for use in trust analysis, i.e., the
history of authentiation requests for any subject. The reason for selecting it was that it has been
widely used in trusbased analysis in the relevant literature. We envisaged that to perform trust
based analysis the ambigugyare prediction engine should retain the autibation history for
each subject. The new data needed to be added to our dataset as a new attribute and the
classification algorithms were applied to the new dataset. Our hypothesis was that adding new
attributes to the dataset would increase the pedonoa of the prediction models. Chapter 6
provides details on building ambiguiiware prediction models and compares the performance of

the models with the performance of the prediction models developed in Chapter 5.

3.3.5 Validation

According to the architecture depicted in Figure 3.2, proposed mistboathposed of two data
driven prediction models. These models are developed using classification algdfitadistion
models are prone to two types of defectBias and 2Variance Bias comes from the difference
betweenthe estimategerformanceof the model and its performance anseen data and the
variancewhich determines how much the performance of the model vary when the experiment is

repeated.
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In order to validate these modelsfossvalidation method was used to evaluate the
generalizability of the prediction models. In this way, the dataset wasediundo training and
testing parts. The performance of the prediction models trained by the training part was tested by
the testing part of the dataset.

Moreover, developed model will be evaluatedsing new datasets to investigate their

performance in amn.

These models will balsodeployed ora testbed consisting ¢dT entities (e.g. Raspberry Pi

machines)n order toevaluatehe performance of the system

3.3.6 Model Selection

As discussed in the first step, a number of attributes were chosen to build the dataset. Involving
more attributes in the dataset resulted in a more complex prediction model. One of the objectives
was to reduce the number of attributes without losing tlearacy of the model. This was done
using the Bayesian Information Criterion (BIC). BIC measures the relative model quality and
assigns a score based on that measurement.pBit@lizes complexity in a model, where
complexity refers to the number of paraerstin the modellThe model with the lowest BIC score
is preferred. Furthermore, prediction models can be compared using a number of criteria in terms
of performance (i.e., accuracy, precision, recall, F1). In short, the final prediction model must have
the highest performance and the lowest complexity. Theflbesbdel was selected at the end of
Chapter 5 and Chapter 6.

3.4 Chapter Summary

In this chapterwe have explained our research methodology for this dissertation. According to
our methodology, & want to handle both uncertainty and ambiguity in authentication for scalable,
heterogenous and dynamic environment. In doing so, we first need to synthesize our dataset due
to lack of publicly available dataset for authentication. We chiuseattribuies for our dataset
based on oufindings and matcifiunder considerations. Selected attributes are time, location, and

credential (username and password).
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Our methodology benefits from supervised machine learning algorithms (classifiers) in order
to build our datadriven prediction models. The models a@iermine the class of authentication

requests (Access/Deny handling uncertainty and ambiguity

To promote understanding of the readers, we have defined an exemplar (RASA). The exemplar
reflects real baracteristics of our research problem. We have also introduced validation methods
which will be used to validate our results.
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4. Dataset Synthesis

Datasets are used for both training and the robust testing ofndaterminacyaware
authentication model. One of the big obstacles in conducting malelsimengbased research in
the field of authentication is the lack of publicly available datasets. As a result, in this work we
generated datasets consisting of tlggined attributesTo better understand our methodology, we
start this chapter by introducing an exemplar. Therpresent the process of generating such
datasets by which we built our prediction models as described in Chapter 5 and Chapter 6. We also

analysed the only publicly available dataset, called LANL, to evaluate our findings.

4.1 EHealth Exemplari RASA

To support the research approach, we introduce an exemplar. This exemplar helps to promote

the understanding of research contributions among readers.

This exemplar is designed based on the specifications derived from-fmadgighr (RASA

company) infrastrucue . We call this exemplar ARASAO i n

RASA decides to share data from part of its medical sensors with 60 of researchers. Users can
access to the data through an aggregated node (gateway). The access is provided through WLAN
(WiFi connection) povided onsite. WiFi routers are enhanced with WiFi location tracking system

which can determine the location of the users and their mobilities.

Researchers are eligible to access to the datit@nThe site of RASA is located in a place
represented bg map of area 2,000 x 2,000m. Figure 4.1 shows the location map of RASA.
Three points of interest (Pols) inside the area were defined. These are three buildings that the
researchers are using during work hours. The first building (Pol_1) is the nildindband most
of the researcher are located in this building. We expect to have most of the authentication requests
from this building. The building is located in X=200m and Y=200m on the map. The second
building (Pol_2) is the seminar/meeting buildinthe researchers use this building for the
meetings, seminars and workshops. We expect to have skighest number of authentication
requests from this building. The building is located in X= 600m and Y=1000m on the map. The
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third building (Pol_3) is libsry and we expect the third highest number of authentications from
this building. The building is located in X=1400 and Y=1400 on the map. Researchers may send
their authentication requests from each of these points of interest or they may send th&tir reque
on the move between these points. Therefore, authentication system must be able to consider and

handle requests for both fixed and mobile users.

Y

3

2 KM —

Pol_2

Figure 4.1: Location map of the RASA

Researchers are using shared data during work hodrg) (9n some cases, they may request
to access data before 9 and/or after 17 but we expect to have the most access requests during work

hours.

Researchers are assigned and identified by ID (1 toTé®y are also assigned a pair of

username and password individually.

Indeterminacyaware authentication system needs to be designed and deployed on aggregated
node (gateway). It must malea indeterminacyawareauthentication decision for each request
basd on the time of the request, location in which the user sends its request and the credential

provided by the user.

We need to synthesize Datasets for this exemplar. The size of the dataset should reflect the
scalability of the problem. Moreover, diffart degree of mobility needs to be considered in

generating data samples in order to reflect the dynamism of the environment. This exemplar also
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is composed of different network technologies like wireless sensor network (WSN) and wireless

Lan and Etherngfor fixed users). Such a heterogeneity makes this exemplar more realistic.
4.2 Threat Model
We can consider adversaries against the authentication systems discussed in our exemplar
(Subsectiont.1) from two perspectives: user side, and authenticaggtera side.
From user side:
1- ID related threat:
T Attacker may spoof wuserés I D to send auth
2- Time related threat:
1 Users may send authentication request before 9AM and/or after 5PM.
3- Location related threat:
1 Users may send authentication request from a location far from Pols.
4- Credential related threats:

1 Users may share credential with ineligible persons deliberately (Threat of insiders).

1 Credential loss by user (e.g. users leave login credential in lddie).
Physical threat:

1 Physical threats against devices of users that lead to spoofing.
Communication Channel threat:

1 Traffic between users and authentication system may be eavesdropped by attacker.
From Authentication system side:

1 Authentication systemunning on aggregated node is threatened by DoS. (e.g. de

authentication attack).

Physical threat, DoS threat and channel related threats are out of the scope of this research.
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4.3 Synthesizing Process

As discussed isubsectior8.3.1, ABAC wasselected as the reference mode.a resultwe
need to choose attributas the authenticatiggarameter$or ourdatadriven modelAccording to
the exemplar discussed3ubsectio.1,credentials (username and password) are assigtieel to
usersFurthermoreas discussed in RASA exemplaach user is assignadd identified byan ID.

In addition to these parametemsatchfunder asked for spati@mporalparameters to bavolved

in the authentication process.
According to thditeraturethe chosen attributes must have the following characterj&dds:

A be atomievalued, i.e., have a singl@lue attribute
A be a norentity attribute (the attribute doestrinclude another entity as its value)
A be a contextual attribute

A be independent (the attribute does not have any intersection with the other attributes).

As a result,based on the scope and assumptions of the proposed dmxiedsed ilChapter
3, and the considerations discussed 8ubsectio4.1, the required dataset needs to have the
following attributes: i) ID of the user, ii) time of the request, iii) location of the request, and iv)

credentials provided by the user

The process ofenerating values for each of the above attributes started by determining their
corresponding PDFs. In realorld scenarios, these attributes are derived from stochastic processes
and therefore they follow a PDF or a mixture of PDFs. Finding the best @dEstribe the
behaviour of these attributes helped us to synthesize a dataset similar tovaricé@ataset. In
doing so, we used PDFs based on similar works in the state of the art. The next step of constructing
our datasets was assigning uncertairgtiugs (UVs) to the generated data samples. We followed
a logic for such an assigning to construct our datasets consisting of UVs. The final dataset can be

depicted as an uncertainty matrix, as shown in Figure 4.1.
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- User ID Time Location Credentials =

Authentication Request #1...........L........ | L ———— )1 P———— (015 17 N—— 0170 ————
Authentication Request #2...........L........ 2D sssvsmsmwsirsn Oiliccmmanmswnds ({0 S— (01 Em—
Authentication Request #3........... e S 02 e 0.72..cuiiiinanens 0.70..c.cceunen.. .
Authentication Request #4.............l........ 13 nonsimmsmsasmimes 0L o 02 2 A————— (1L 5 R .
Authentication Request #5...........L......... e ) s P — 8 1 RN 01§ R — .
Authentication Request #5000......J......... 43 0.1.cceinennn.. 1T SR 0.05...ccevnenn. .

Figure 4.2: Uncertainty matrix consisting of UVs

In this work, the size of the datasets was determined to be 5,000. In other words, we assumed
that the datasets consisted of 5,000 authentication requests for which themandomed
attributes needed to be syntlzesl. The size of the dataset should be determined in such a way
that it avoidoverfittingor underfitting(discussed in Chapter &hd also reflects the scalability of
the scenario in terms of entitin the rest of this chapter, the process of generdtitg samples

for these attributes is discussed.

43.1 User ID

As mentioned in exemplar (RASA),evassumed that 60 users were participating in our
aut hentication scenario (I Ds ar e identi fied
corresponding PDFselevant studies were considered. The pattern of online activities was
comprehensively studied in the literature. The most highly cited works are as follows: Lada et al.
[142] analysed the activity of the online users. They found that access requests follow power law
di stribution (Zipfds | aw) .[143] analysed dwo katasets artdu d y
concluded that users in video on dem&idD) systems can be distinguished by their individual
access requests, according to the drift power law distribution. Gutierred t4lIstudied user
behaviour on social media (e.g., Twitter) and found that it followsaeeptaw PDF with respect
to the number of unique users participating in the conversation. Chfldtdkconfirmed that the
activity (access to the resources) of users on popular social media services such as YouTube

follows power law PDFs.
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According to the above studies, we ugeaver lawPDF in order to generate data samples for

our users in all datasets. In doing so, we implemented power law PDF in MATLAB version 2018a.

The formula of the corresponding PDFs is as follows:

wher e

The scal

U

P(x)=CxY(1)

i s a constant

i ng parameter

typically |ies

parameter of the

n

di str

t he

the normalization constant. Table 4.1 statifijceummarizes the generated data. The heading of

the table indicates the ID of the users and the white column shows the frequency of their

authentication requests in the synthesized dataset.

Table 4.1: Statistical analysis afenerated data samples for the users in a dataset

ser ID No. of Authentication Requests| User ID | No. of Authentication Requests
1 361 31 55
2 314 32 57
3 283 33 40
4 234 34 55
5 247 35 47
6 194 36 42
7 185 37 46
8 151 38 51
9 124 39 29
10 135 40 38
11 128 41 41
12 133 42 51
13 115 43 36
14 99 44 28
15 102 45 31
16 109 46 38
17 93 47 36
18 81 48 42
19 88 49 35
20 78 50 33
21 80 51 26
22 74 52 39
23 65 53 42
24 60 54 23
25 58 55 38
26 53 56 27
27 46 57 30
28 59 58 30
29 57 59 21
30 61 60 26
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By plotting the generated data using a clustered column chart (Figure 4.2), a typical diagram

of power law distribution is achieved.

Frequency of Authentication Requests per user

6 78 910111 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60

121314151617 18192021

Figure 4.3: Visualizinggenerated data samples using a clustered column chart

We synthesized three set of users for our three datasets rfiedium and highmobility

datasets).

43.2 Time

The pattern for the time of authentication requests depends on the business modelreicde
in which the authentication process is embedded. For services that are deployed to be accessible
24 hours a day, seven days a week (e.g., email services) generally no restriction is defined for the
sake of access in terms of time. In such seryitestiming of the authentication requests follows

uniformdistribution.

As discussed imur exemplar Subsectior.1), we defined an authentication scenario in the
field of e-health. In order to make the scenario more challenging in terms of databesging,
we considered a service that is mostly demanded during a specific time period, such as working
hours (e.g., @m to 5pm), so we had to take those time preferences into consideration and find

the corresponding PDFs. According to our assumptioritis case study, the majority of users
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send authentication requests during work houem{3o 5pm) and the number of requests before
9 am and after am gradually falls. We also supposed that the number of requests betwean 12

and 1pm decreases due breaks/lunchtime.

Based on the abovmentioned considerations, we broke the times of the authentication requests
up into 11 time slots. We also assigned weights in terms of probability values to these time slots.
These weights reflect the likelihoolatt authentication slots will be made during each of these
time slots. The logic behind these values is based on the business model of the case study. For
example, the probability of receiving an authentication request fram & 12pm or 1pm to
5 pm is higher than during the other time slot§e have also checked these values against the
history of access provided by match funder.

In order to generate the values for the timing of authentication requests, we applied two PDFs.
First, multinomial distribution was used to randomly choose the time slot from which a request
comes. In the process, we used the assigned weights that veeresdds earlier. Next, iniform
distribution was similarly applied to randomly generate the time of the request within the
nominated time slot. The multinomial PDF was applied in MATLAB usingthend()function

and the uniform distribution was also agpliusing theandi() function in MATLAB.

We also defined and assigned a UV for each time slot. In doing so, we determined values in
such a way that authentication requests made during work hours were supposed to be less prone
to security incidents than amgquest made outside work hours, and therefore the value of
uncertainty is lower during work hours. UVs for requests outside work hours increased gradually.
We also assumed the lowest values of uncertainty for all authentication requests during work hours
because of the potential threationiders Finally, UVs for the generated request times were

assigned based on the records in Table 4.2.

For different authentication scenarios, time slots, weights (probability of the time slots) and
UVs may differ. Oumethodology is assumption independent so the prediction models that will
be discussed in Chapter 5 and Chapter 6 can learn the differences between and predict the classes

of the authentication requests for different times, locations and credential patterns
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Table 4.2: Defined time slots and associated probabilities and UVs

[1i5) 0.005 0.80
5i 7) 0.006 0.75
[7i8) 0.01 0.60
[8i9) 0.04 0.50
[91 12) 0.35 0.10
[12i 13) 0.10 0.20
[13i17) 0.40 0.10
[17i 18) 0.06 0.40
[18i 19) 0.02 0.50
[19i 23) 0.007 0.70
[23i 1) 0.002 0.90

4.3.3 Location

There is increasing need to consider mobility in authentication because the number of security
and privacy incidents they cause is rapidly increagintf]. For this reason, our approach
considers the location the authentioatrequest comes from to make more accurate authentication

decisions. Therefore, it can handle the uncertainty of mobile users as well as fixed users in

authentication.

The mobility of users has been well studied in the literature. Ekman[&tdd].analysed the
mobility of users and revealed that it follows a Gaussian PDF. Chandrasekarfiv&] alpplied
a mixture of Gaussian PDFs to model the mobility of users. Keranen[£4@] discussed how
the mobility of users follows a Gaussian random walk model. Shin[@b@l.proposed a locatien
based access control system. This work used Gaussian distribution to model user mobility. Sistla
et al.[151] proposed a data model for mobile objects with uncertain location using a Gaussian
PDF. In accordnce with these highly cited works, we chose a Gaussian distribution to generate

data samples for the location of the authentication requests.

The location defined for the scenawasin our exemplar (Figure 4.1) which is represented in
a map of area 2@0m x 2,000m. The map was defined by match funder baseitsocampus
located inE-Health city. We defined three points of interest (Pols) inside the area. Figure 4.3

shows the map and corresponding Pols. The task was to generate data samples th#tespecif
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location of mobile users in a tadimensional grid (X: longitude, and Y: latitude). In order to

generate the samples, we applied a mixture of Gaussian PDFs.

Considering three Pols makes our case study more challenging. The number of Pols may vary
from one case study to another. According to the assumptions, our PDF consisted of three Gaussian
factors (because of our three Pols), each of which has a weight, and each PDF belongs to one Pol
respectively:

GT=UG1 + bG2 + 2G3 (2)

We expected most of tteuthentication requests to be sent from or around Pol_1. Data samples

for the first Pol were generated using G1. The
to reflect this f act .-higNestnamber f @Guests éoptieseraftorad t h e
and around Pol 2 so the magnitude of b was <ch
2G3 should generate the smallest number of au

and the magnitude of wauet® genalatethe leastiamoand of lacation h e |

data samples which be sent from or around the Pol_3, so that

U > b > 2 (3)

We generated our data samples for both mobile and fixed users along with the map presented
in Figure 4.3 using a mixture of GaussRiDFs.

Gaussian PDF is as follows:

2

5 1 _(93*#)
@] mo?) = ——=e =
271'0’2 (4)
where O is the mean of the di Stisthé anance)om and
order to generate data sampl es, we needed to

following considerations:

1 The values of p for each factor of the mixture of Gaussian PDFs (Formula 2) are
determined based on the location of the Pol in the map. We assumed that all Pols are
located in the centre of their cells, and the size of each cell isn4900m. For
example the values of p for the first Pol argq200 and y=200.
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M As discussed earlier, one of the contributions of this work is to track the effect of

mobility on the performance of the prediction models. In doing so, we need to synthesize

different datasets iterms of mobility to investigate our hypothesis. Thus, we generated

dat a

sampl es for

three

dataset s

by

changi

such a way that the bedhaped curve of each Gaussian PDF becomes gradually flatter

and wider. Asti moves towards a flat bethaped curve, the degree of mobility
increases.

1 These values were used to generate random values in both dimensions X and Y. We call

these datasets lemobility, mediummobility and highmobility datasets.

Table 4.3 showthe values for three Gaussian PDFs that reflect the albnewntioned

considerations.

Table4.3: Parameters for three Gaussian PDFs based on three degrees of mobility

After we generated data samples in terms of location, UVs related to these samples needed to
be assigned. Therefore, we defined five different uncertainty areas (UAs) for each Pol. Each UA
covers an area around the Pol and indicates our uncertainty hb@uithentication requests that
come from that area. In order to define UAs for each Pol, five circles were drawn with the Pol

poi nt

as

Low Mobility Medium Mobility High Mobility
Ux 200 Mx 200 Hx 200
Pol 1 Ox 50 Ox 200 Ox 600
(0= 0.65) Uy 200 Ly 200 Wy 200
Oy 50 Oy 150 Oy 500
Ux 1000 T 1000 T 1000
Pol 2 Ox 200 Ox 500 Ox 900
(B=0.20) Uy 600 My 600 Hy 600
Gy 150 Gy 400 Oy 700
Ux 1400 Ux 1400 Iy 1400
Pol 3 Ox 300 Ox 700 Ox 1200
(y=0.15) Ly 1400 Uy 1400 Wy 1400
Oy 200 Oy 600 Oy 1000

t he

centre

and wi

th (2n+1)

r

as

circles and the length of the radicsuld have varied from one case study to another. Figure 4.4

(a, b and c) shows UAs for three Pols.

According to our mixture of Gaussian PDFs, UVs must be calculated using the following

formula:
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UV(X)=U T (UV assigned by Poll_2 to X) + d 0 (
by Pol_3 to X) (5)

The value allocated by each given Pol in the formula is determined by the UA on which the

point rests. As can be seen, the formula has three factors based on our mixture of Gaussian PDFs.

a. UAsdefined for Pol_1

v

b. UAs defined for Pol_2
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c. UAs defined for Pol_3

Figure 4.4: UAs and associated UVs defined for three Pols

U, b and o2 in Formula 5 were discussed earl i
in Figure 4.5According to our threat model discussedubsectiort.2, distancethat are closer

to the Pol have lower UVsD circles that are closer to ed®bl has lower UVs.

0.1

0.3
0.4

0.5

Figure 4.5: UVs assigned to UAs (indicated by colour)
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As an example, assume that one of our data samples, X, is located in a spot on the map shown
in Figure 4.6. Using Formula 5 and the vallisged in Figure 4.5, the UV for this sample is
calcul ated as follows (U=0.65, b=0.20 and 29=0

1 UV assigned by Pol_1 to X=0.5, according to Figure 4.4.a X falls in Yellow UA of
Pol_1

1 UV assigned by Pol_2 to X=0.4, according to Figure 4.4.b X falls stypBeige UA
of Pol_2

1 UV assigned by Pol_3 to X=0.4, according to Figure 4.4.c X falls in Dusty Beige UA
of Pol_3

Therefore, UV(X)=(0.65 x 0.5) + (0.2 x 0.4) + (0.15 x 0.4)=0.465

2 KM —

Pol_2

Pol_1

Figure 4.6: An example otalculating a UV for a data sample (X)
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4 3.4 Credentials

The most common forms of credential are username and password. We considered this
information as the credentials in this research. To generate data samples and the associated UVs,

the corresponding PDFs needed to be identified.

In all authentication prosses using usernames and passwords, three possibilities may occur:
i) both username and password provided by the user are correct, ii) only the username is correct,
and iii) both username and password are incorrect. Data samples for these three paissilokenst
be generated usingraultinomial PDF. Therefore, the outcome of the multinomial distribution
consists of three states. In order to initialize the parameters of the multinomial distribution we
needed to determine the weights for the aboeationedstates. Generally, most users enter their
usernames and passwords correctly. If not, they usually enter their usernames correctly but enter
their passwords incorrectly. This was considered when assigning probability values (as weights)
and associated UV3dNe assigned the lowest UV to those users who correctly entered their
usernames and passwords, because of the threat of insiders. In cases of the wrong password being
entered, the assigned UV is less than in cases in which users enter both usernamenand pas
incorrectly. Handling authentication using the uncertaawyare approach helps to develop
resilient authentication methods. Table 4.4 lists the weights and UVs for three states.

Table 4.4: Assigned uncertainty values for three states of credentials

Username & Password
are correct

Username is correct but
Password

Username & Password
are incorrect

Probability: 0.85

Probability: 0.10

Probability: 0.05

Uncertainty: 0.05

Uncertainty: 0.70

Uncertainty: 0.95
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4 3.5 Authentication Decision

After generating the UVs for each attribute in the matrix shown in Figure 4.1, the final UV was
calculated for each request irder to make an authentication decision. The final value for each
authentication request was calculated by averaging ¥e &f time, location and credentials.
Generally, credentials are the most important authentication attribute, in comparison wathdime
location. Therefore, we added weights to the generatésitt show the priority and importance
of the attributesAccording to theadversary model discussedSuabsectiort.2, credentialoss or
sharing credential with ineligible users put secwftgatain dangerAs a result, credential related
threas have sevee consequencda comparison tdime and location related adversarieer this
reason, we assignthei ghest val ue as FHirtherogepased ort tle thoeate d e n't
model, requesting access fraanlocation far from designated Pols, is more dangerous than
requesting accessut of work hours. Therefore, we assign secondghest valtoe as
location The assigned weights are as follows: time=2, location=3 and credentials=5. The
magnitude of these weights may vary based on the research priorities.

Then, we calculated the weighted arithmetic mean by averaging weighted pdr
authenticatiorrequest. Finally, to label the dataset we used the final UV for each request as the
probability forbinomialdistribution to determine the class of the result: {O: Deny and 1: Access}.

Figure 4.7 depicts the reconstructed version of the matrix showmyume—4.1. As can be seen,

Aaut hentication decisionodo was added to | abel

~ User ID Time Location Credentials Decision

Authentication Request #1.........L.......... 12 cssumanisiil QiBciminmat B2t 079 naimsnanninns P

Authentication Request #2.........[..cc...... .40 SR 0.1 0.28. i 0.05. i | ST

Anthentication REGUeSt #3. ...cisesbvsusnnnd avaunissua L 072 cssimonsinid B0 cvusmemens

Authentication Request #4.................... 13 e cnemnumenintd 1 P—— (1 2 [ SRR 09500 comeamsmnmnnse (1 Ry

Authentication Request #5................c.... T |1 PP RS 018y Lonl005 cmenmnand Vissnes

Authentication Request #5000................ 430 i, (110 ORI 0.53 i (1R — Lo

Figure 4.7: Labelled uncertainty matrix
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4.4 Los Alamos National Lab (LANL)

When a real data is sensitive (e.g. authentication data), synthetic data can be generated to

replace real dat# synthesieddatasets generated by considering these properties:

1 Thenumber of attributes and the size of the datsisetld bearbitrary.

1 It should beandom,and it should be generated using a wide varietgtaifstical
distributionto base this data upon.

1 To be used by classification algorithms, tiegree of class separatisimould be
adjustable to make the learning problessyeor hard

1 Random noisshould be interjected in@ntrolled nanner

Synthesized dataset considering aforementioned properties may even suffer from a number of
limitations like bias and generalization issues. In order to validate our synthesized dédaset,
determine whether it behaves like a real dataset in action, we choose [AR] as our
benchmark LANL provided a public dataset consisting of usemputer authentication
associations in time. The dataset contains authentication events on a separate line in the form of
At i me, user , computer o, del i mited H¥y36Zamdnma s .
the number of resources is 22,284. The number of authentication events captured by the dataset is
708,304,516 for nine months.

We analysed the distribution of users in this dataset. Figure 4.8 shows the results of our analysis
in the form of adiagram. As shown, the involvement of users in authentication events follows

power lawdistribution.

This finding helps taonfirm the correctnessf our methodology to synthesize data samples
forfuser so i NWealsobandbhyaedtiiti meo attribute of LFZ
two random months (June and September). The
Gaussian distribution. This finding confirms our methodology for generating data samples for time

of the requests.

80



No. of authentication 44

requests I I I I I I
D ‘|\|||m|||||1||||u|mu..l..l...... IR N
Figure 4.8: Distribution of authentication requests in LANL
45 Chapter Summary

This chapter presented the exemplar (RASA) as our case study in this disséNat@so
determined adversary model ftne exemplarWe described how the dataset is generated
according to specifications of our exemplar. We discussed the process ekginguata samples
for all of our attributes in the datasétie also analysed a public authentication dataset (LANL) to

make sure that our methodology in generating data samples for the attributes is correct.
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5. Uncertainty-Aware Prediction Model for Authentication

This chapter presents the process of building prediction models for authentication. As described
in Chapter 3, machinkearning algorithms were used to build our ddiiwen models. In this
chapter, we explain all the classification algorithms appliediswtork. Before introducing these
algorithms, it is necessary to review the preliminary concepts and evaluation criteria that are used
in our methodology.

5.1 Preliminary Concepts

Machine learning is a part of artificial intelligence (Al) paradigmg treatly overlaps with
statistics. Samue[153]def i ned machine | earning as a #Afi el
ability to | earn without being explicitly pr
machine learning was provided by Mitchell. He described machine learning as a program that
enables computers to program themselves by learning from past expeflé&ddesle addressed
three main aspects of machine learnintparning, past experiences and performainee his
definition [155]: AA computer program is said to | earn
task T and some performance measure P, if its performance on T, as measured by P, improves with

experience EO.

There are four types of machiearning approachg456]: supervised, unsupervised, semi

supervised and reinforcement learning.

In supervised learning methods, a macHeaning algorithm is applied to a labelled dataset to
analyse data. In the process, a model is tradnetthatdataset, and afterwards the model is able to
predict the class of the new data samples. Supervised learning methods can be divided into
classification and regression algorithr@tassificatioralgorithms are decision treaandom forest
k-nearest neighbourK{NN), Naive Bayes, neural networks, voting classifier and boosting
classifiers.Regression algorithms are support vector machine and logistic regreEbgse
classifiers are commonly used in intrusion detection systems (IDS), malware detection and
intrusion prevention systems (IPRp7], [158], [159].
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From a learning perspective, unsupervised learning methods are not traihddbelled
datasets. They partition @anto a finite set of groups in which data samples have the highest inner
similarity and outer dissimilarity. In these methods, partitioning is conducted without any prior
knowledge. Clustering algorithms (e.g-jmeans), association rules and outlieredgon (e.g.,
behaviorbased approach) methods are known as unsupervised learning paradigms. Unsupervised
learning algorithms, as well as supervised algorithms, are applied in the field of cybersecurity to

detect anomalield 60]. Unsupervised algorithms have advantages over supervisefl6tgs

1 These methods have better performance in detecting unknown anomalies.
1 These algorithms are less timmensuming and resourdetensive because they do not

requirelabeling datasethat will be used for training.

One of the main drawbacks of using unsupervised algorithms in cybersecurity applications is
their high FP rate.

Semi-supervised learning algorithms may be trained by a dataset that includes both labelled and
83ehavioB3 data samples. This method is particularly applicable when the procedure of dataset
labelling is timeconsuming and/or extracting relevant attributestithe dataset is difficull62].
Graphbased algorithms and ledensity separation are examples of seapervised techniques.

Semisupervised algorithms are applied in the field of cybersecurity to buildl168, [164].

Reinforcement learning has different mechanism in comparison with the mentioned
approachesThe basic idea behind reinforcement learning is learning from the interaction.

Reinforcement learning corsss of three elemenf$65]:

1 A policy that defines thbehaviorof the learning agent (learner) at a given time.

1 A reward signal that defines the goal of the learning problerangtgiven time in t
procesf learning a single number is given to the learner as a reward for its action.

1 Value functions that determine the total number of rewards a learner can expect to

accumulate. Therefore, values specify the prediction of the rewards.

In this type of learning, the dener is not told which action to take but must instead find out
which action may lead to the greatest reward. Therefore, unlike in supervised and unsupervised

learning methods, the focus in reinforcement learning is on maximizing the reward signal.
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Q-leaning, statéactiori reward staté¢ action and deep Q networks are among

reinforcement learning algorithms. Cykert t a c k

application of such algorithn{466], [167], [168].

detecti

on

i n

the

ismart

As depicted in Figure 5.1, the process of building a-dateen prediction model consists of

four phases: preprocessing, learning, validation and prediction.

Preprocessing

Training
Dataset

Labels

Learning

Testing

Dataset Dataset

Classification
Algorithms

Evaluation

Designated |

Model

i)

Prediction

Prediction
Model

Figure 5.1: The process of building a prediction model using supervised algorithms

In the preprocessing phasgedata should be ready in the form and the shape necessary for the

optimal performance of the learning process. Fea@xteaction, scaling, feature selection,

dimensionality reduction and sampling are among the activities of this phase. As mentioned in

Chapter 4, our synthesized dataset is generated with all these considerations in mind. The dataset

also needs to be labedl if the problem is a type of classification. One of the important tasks of

this phase is to randomly divide the labelled dataset into a training dataset and a test dataset. The

training dataset is used to train and optimize the madbaraing model inhe learning phase and

the test dataset is used to evaluate the trained model in the evaluation phase.

After the preparatiom proper dataset is prepared, different macteéaeing algorithms (e.g.,

classifiers) are applied to the training dataset todoaimodel. It is necessary to apply different

algorithms in théearning phasein order to select the begerforming modelTwo problems that

may occur in the learning phaseerfitting and underfitting Overfitting occurs when a model

performs well onhle training dataset but cannot generalize well to the testing dataset. On the other

hand,underfitting deals with the situation in which a model cannot capture the pattern in the

training dataset and therefore is incapable of predicting well on the tdatasget. These problems
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degrade the performance of the final prediction model. In order to limit these challenges, cross
validation can be used. The goal of creaidation is to define a dataset to test the model in the
training phase in order to limproblems such as overfitting and underfitting and get an insight into
how the model will generalize to an independent dataset.

After the fitted model in the learning phase is chosen, the model should be evaluated using the
testing dataset to estimate tperformance of the model in dealing with unseen data. The
evaluation phasegives an estimation of the generalization error. Afterwards, the evaluated model

is called theprediction model and is ready to accept a new dataset to predict the label.

A numberof primary measuresxistthat can be used for comparing the models created in the
learning phase, including accuracy, precision, recall and F1. Before introducing these criteria, a

set of measures should be introduced:

9 true positive (TP): A positive samp@ that is correctly classified by the model

i false negative (FN)A positive sample that is misclassified by the model

i false positive (FP):A negative sample that is misclassified by the model

1 true negative (TN): A negative sample that is correctly classified by the model

Based on the above metrics, the following measures can be calculated:
accuracy: (TP+TN)/(TP+TN+FP+FN)
precision: TP/(TP+FP)
recall or true positive rate: TP/(TP+FN)

True Negative Rate (TNR):TN/(TN+FN)
False Negative Rate (FNR)EN/(TP+FN)

1
1
1
1 F1: (2*TP)/(2*TP+FN+FP)i it calculates the harmonic mean of the precision and recall
1
1
1 False Positive Rate (FPR)EP/(FP+TN)

According tothe metrics discussed, two other measures can be defined: confusion matrices

andReceiverOperatingCharacteristics (ROC).
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As shown in Figure 5.2, a confusion matrix demonstrates the performance of the model by

showing the relationship between the actabéls and the predicted ones.

Predicted as Positive Predicted as Negative
Labelled as Positive TP FN
Labelled as Negative FP TN

Figure 5.2: The structure of a confusion matrix

ROC visualizes the TPR against the FPR to depict relative-tidsl®etween TP (known as
benefits) and FP (known as cosis$9]. In a ROC diagram, the diagonal line (y=x) shows the
border of random guesses of the class lafey classifier curve that appears in the lowght
triangle has lower performance than the random guesses. The curves that appear in-te# upper
triangle have better performance in terms of accuracy. The size of the area under the curve (AUC)

in theROC diagram matters. The bigger it is, the better the performance.

In cybersecurityiterature the above metrics are used to give insight into the performance of
the prediction models. The most commonly used metrics in assessment are accuracy,,precision

recall and F1.

Access control in general and authentication in particular are classifigabbfems It is
usually defined as a problem with (discrete) binary outputs (Access/Deny). For this reason,
mentionecclassificationand regressioalgorithms ag the choices for building prediction models
in the field of authentication. As we demonstrate in the rest of this chapter, we applied all
classification algorithms in order to build our prediction model. This gave us the opportunity to
compare them and obse the most efficient and accurate algorithm with which to build our

prediction model.

5.2 Prediction Models
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We applied 10 classification algorithms to our training dataset and measured the performance
of the prediction models using theetrics discussed. All classifiers were applied to three datasets
(low-mobility, mediummobility and high mobility) to track the changes in their performance. In
order to validate the data model, a creabdation process was used by each of the applied
classifiers. As discussed earlier, crosdidation is a widely used method of evaluating the
generalizability of proposed mod¢ls/0]. In this way, 10% of the dataset was assigned to the test
split (10fold crossvalidation). In order to increase the chance of finding the-bieistodel and to
improve the generalizability of the generated model, we also used the shuffling feature when

dividing the dataset into the training and testing parts.

5.2.1 Decision Tree

A decision tree is a classification method that makes a set of hierarchical decisions on the
feature values formed in a trke structure. Any decision splits the tree based on a criterion in
such a way that the training data are divided into two or imanmeches. The goal is to find the best
split criterion by which the number of class variables in each branch of the tree is reduced as much
as possibl¢l71]. There are three classical algorithms for decision trees, incllid®)gC4.5 and
CART (classification and regression trees). These algorithms use two splitting criteria called as
AEntropyo and AGinio. Of these three classical
our data model. CART has advantages oveother algorithms in terms of reducing overfitting
and the ability to handle incomplete d@ta2]. It also builds models for regression as well as
classification. CART uses the Gini criterion for splitting. An optimized version of CART that has
been implemented by the scik#arn library is used in this work. Table 5.1 shows the performance

of the malels created using the decision tree algorithm (CART).
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According to the results, and as expected, the accuracy goes down from 77.56% to 55.87% as
the mobility changes from low to medium. The accuracy of the prediction model in the high
mobility environment is slightly lower than that in the mediomability environment.The highest
precision is obtained by the model developed using thenobility dataset, with a value of 88%.
Moreover,ROC curve analysis confirms this finding in a visual mankgure 5.3 shows the
microaver age ROC cur v esforthdse thréeanodeld éshosvis io Figure 2.3,
the maximum AUC belongs to the prediction model that was built using thentability dataset
(AUC=0.63). The secontighest value of the AUC is for the prediction model trained by the

mediummobility training dataset.

Table 5.1: Performance of the prediction model trained by three datasets (decision tree)

Accuracy -
(CrossValidated) Precision Recall F1

0 0.35 0 0.39 0 0.37

Low Mobility 77.56% (1.85%)
1 0.88 1 0.86 1 0.87
0 0.72 0 0.66 0 0.69

Medium Mobility | 55.87% (2.39%)
1 0.40 1 0.47 1 0.43
0 0.67 0 0.67 0 0.67

High Mobility 54.29% (2.06%)
1 0.44 1 0.44 1 0.44

0: Deny, 1: Access

Some extension of Receiver operating characteristic to multilass

------------

,,,,,

.......
.........
..........
o

False Positive Rate

a. Low mobility
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Some extension of Receiver operating characteristic to multi-class

02 04 06 08 10
False Positive Rate

b. Medium mobility

Some extension of Receiver operating characteristic to multi-class

c. High mobility

Figure 5.3: a, b and c: ROC analysis for the decisiebased models

5.2.2 Random Forest

A random forest is a classifier that has gained popularity because of its performance and
scalability characteristicd73]. Random forests use a number of decision trees to build a more
robust data model that is less susit#ptto overfitting. In this work we used a random forest
classifier from the scikitearn library to train and build our data model. The depth of the classifier

was changed during the experiments in order to improve the accuracy of the model and find the
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bestfit model. According to the results, accuracy stopped improving for depth values of more than

2.

Table 5.2 shows that the best performance was achieved by the random forest algorithm using

our three datasets.

Table 5.2: Performance of the prediction model trained by thehoebility dataset (random forest)

As expected, the performance of the random forest algorithm is better than thadexfishen

Deny, 1: Access

Accuracy
Precision Recall F1
(CrossValidated)
0 0.00 0 0.00 0 0.37
Low Mobility 82.20% (1.07%)
1 0.84 1 0.10 1 0.91
0 0.67 0 1.00 0 0.81
MediumMobility | 64.43% (2.63%)
1 0.00 1 0.00 1 0.00
0 0.63 0 1.00 0 0.77
High Mobility 61.69% (2.24%)
1 0.00 1 0.00 1 0.00
0:

tree algorithm for all of our three datasets. The best accuracy was achieved in-thebibity

envi

ronment

(82. 20%) .
because of the noise effect. For this reason, we apRl2@ analysis to gain insight into the

Preci si

on

recall

and F

performance of our models in situations in which noise affects the measurement. As with our

models created by the decision tree, the accuracy of the models created by the random forest

classifier dropped from 82.20% ithe lowmobility environment to 64.43% in the medium

mobility environment.

Figure 5.4 shows the miclimv er a g e

models created by our datasets.

ROC

curves

f

or

t

h e

90

i Acce



er operating characteristic to multi

Some extension of Rece

10 PEREERSS &
pewapnmnerettts o
08 .
o5
E
¥
H -
I
02
=+ micro-average ROC curve (area = 0.68)
== macro-average ROC curve farea = 0.50)
ROC curve of class 0 (area = 0.50)
ROC curve of class 1 (area = 0.50)
00
00 02 04 08 10
False ositive Rate
Some extension of Receiver operating characteristic to multi-class
10
o8 b
%08 .
] N
% .
o4
02
: *+ micro-average ROC curve (area = 0.76)
’ * macro-average ROC curve (area = 0.50)
0C curve of class 0 (area = 0 50)
5 ROC curve of class 1 (area = 0 50)
00
00 02 o 06 o8 10
False Posite Rate
Some extension of Receiver operating characteristic to multi-class
10
08
gos
v
E
8
H
£
04
02
. micro-average ROC curve (are:
macro-average ROC curve (area
ROC curve of class 0 (area = 0.50)
ROC curve of class 1 (area = 0.50)
00
00 02 6 08 10

Figure 54: a, b and c: ROC analysis for the randfmrestbased models

False Positive Rate

¢. Highmobility

91



As shown in the above figure, the AUC decreased from 0.88 in thentaility environment
to 0.72 in the higimobility environment. This confirmihe trend of decreasing accuracy shown
in Table 5.2.

5.2.3 Support Vector Machine (SVM)

The support vector machine (SVM) is one of the most robust and widely used binary
classification algorithms. The goal of the SVM optimization programdstermine the separating
hyperplane that maximizes the distance between the closest training samples tsup{tre
vectord [174]. This reduces the misclassification error while maximizing the generalization
capability fo test datasets. In addition, when the training set islinearly separable, as is the
case in this study, SVM is combined with the kernel trick to expand the space implicitly and
facilitate the linear separability for the two classes (i.e., Access ang)[174]. We applied the
support vector classification algorithm from the sel&drn library in order to build our prediction

model.

Table 5.3: Performance of thprediction models trained by three datasets (SVM)

Accuracy ..
(CrossValidated) Precision Recall F1
Low Mobility | 82.20% (1.07%)| 0| 900 10} 000 O} 000
1 0.84 1 0.10 1 0.91
Medium Mobility | 64.27% (2.48%)| -2 Ly 0 0.99 0 0.80
1 0.00 1 0.00 1 0.00
High Mobilty | 60.89% (2.00%)| 2| 062 |0| 097 0] 076
1 0.11 1 0.01 1 0.01

0: Deny, 1: Access

Table 5.3 shows the performance of the models created by the SVM algorithm using our three
datasets. According to the results, SVM shows the saenrmance as the random forest
classifier in the lommobility environment in terms of accuracy (82.20%) but it shows a slightly
lower performance than the random forest in the mednohility and highmobility

environments. Figure 5.5 shows the R@@l\sis for the SVMbased models.
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As presented by the miciaverage ROC curves, the AUC decreagediually from 0.88 in the
low-mobility environment to 0.71 in the highobility environment. In other words, the ROC

curves became flatteo the performance of the models decreased.

5.2.4 Logistic Regression

Logistic regression is an analytic method fdassification problems. It is able to model
scenarios with two or more possible discrete outcomes. It uses a probabilistic classifier and maps
the feature variables to a clasembership probability. The most common form of logistic
regression builds dadriven models with binary outcomes (i.e., Access/Deny). In this work we

used a logistic regression classifier with binary outcomes.

Table 5.4 shows the performance of the prediction models created by the logistic regression
algorithm for three datasetdhe highest performance was achieved in the-rioobility
environment, with 79.94%. In addition to this, as with the abvoeationed classifiers, the
accuracy value goes down when the mobility in the environment increases. Figure 5.6 shows the

ROC analysi®f the prediction models developed by the logistic regression algorithm.

Table 5.4: Performance of the prediction models trained by three datasets (logistic regression)

Accuracy o
(CrossValidated) Precision Recall F1
Low Mobilty | 79.94% (1.6006)| %1 030 |0 019 O] 023
1 0.86 1 0.92 1 0.89
Medium Mobility | 57.81% (2.13%)| > %79 [0} 077 O} 073
1 0.39 1 0.30 1 0.34
High Mobility | 55.37% (1.81%) | -0 0.64 0 0.72 0 0.68
1 0.40 1 0.32 1 0.36

0: Deny, 1: Access
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The largest AUC is for the model created usingltdve-mobility dataset (AUC=0.85). The
AUC values for the models created using the mediana highmobility datasets are 0.71 and

0.68 respectively.

5.2.5 Naive Bayes

The Napuve Bayes classifier is the sinmmp est
because it assumes that all attributes are conditionally independent. In spite of this controversial
assumption, which is used to simplify the process of modelling, Naive Bayes is a fast classifier
and has great performance in practice for many donja#®. We applied the Gaussian Naive
Bayes classifier implemented in the sciiarn library. The performance of the models created by
the Naive Bayes algorithm using our datasets is shown in Table 5.5.

Table 5.5: Performance of the prediction models trained by three datasets (Naive Bayes)

Accuracy ..
(CrossValidated) FEER e Recall F1
Low Mobility | 80.42% (2.00%)| | 936 |0} 030 O] 033
1| o087 |1] 090 |1]| 0.89
Medium Mobility | 56.31% (2.60%) > %71 [0} 074 O} 072
1| o041 |1| 037 |1] 039
High Mobility | 53.49% (2.64%)| 0| 064 0| 061 O] 063
1] 039 |1| 041 |1]| 040

0: Deny, 1: Access

According to the results, the highest accuracy was achieved with the onedligld using the
low-mobility dataset (80.42%). The accuracy dropped to 56.31% in the meddmlity
environment. Figure 5.7 depicts the ROC curves for the models created by the Naive Bayes
algorithm. As shown in the figures, the maximum AUC is for tleelehtrained and created using
the lowmobility dataset, with AUC=0.85. Furthermore, the miakerage ROC curves for the
models created using the medieind highmobility datasets are flatter than the first curve. Thus,

these two models have lower TP dngher FP rates than the similar criteria of the first curve.
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5.2.6K-Nearest Neighbours (KNN)

K-NN is an instancéased learning (IBL) classifier. IBL algorithmassumethat similar
instances have the same class labels. For this reason, these algorithms determine the closest K
training samples and choose the dominaamslabel among them as the relevant ¢BaS]. K-

NN classifiers have several advantafe&]. The most important advantage is their simplicity.
Moreover, these algorithms are netséerant, and they have relatively low update cost. In this
work, we applied all three IBL algorithms from the scikiarn libraryi i Br ut e FDr ce o,
Tr ee o laln dT ifi@deoto build our prediction model with them and compare the results.
Building our prediction models using these IBL algorithms enabled us to find thétlmeetel.

Table 5.6 shows the performance of the prediction models built usingréeedatasets.

Table 5.6: Performance of the prediction models trained by three datas®&slYK

Accuracy
Precision Recall F1
(CrossValidated)

0 0.17 0 0.09 0 0.12

Low Mobility 77.68% (1.17%)
1 0.84 1 0.92 1 0.88
0 0.64 0 0.63 0 0.63

Medium Mobility | 55.87% (2.44%)
1 0.27 1 0.28 1 0.27
0 0.62 0 0.70 0 0.66

High Mobility 53.63% (2.04%)
1 0.36 1 0.28 1 0.32

0: Deny, 1: Access

According to the results,#IN shows lower performance in termsagturacy, precision, recall
and F1 in comparison with the abewentioned models. The highest value of accuracy is 77.68%,
in the lowmobility environment. ROC curve analysis confirms the regEltgure 5.8). As shown
below, the maximum AUC is achieved time low-mobility environment with the value of 0.84.
One of the findings is that the performance of the model built for therhadility environment
is better than the performance of the model trained by the medulility dataset. This can be

inferredby comparing the values of the AUC in these two environments.
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5.2.7 BoostingAlgorithms

The idea behind the boosting approach is to lower the bias of the classifiers by focusing on the
misclassification samples. For this reason, each training data sample is assigned a weight and
different classifiers are trained with these weighsamples. In this method, future models are
based on the previous ones, so it is assumed that errors from misclassified samples arise from the
bias of the classifiers. Therefore, as a result of increasing the weights of misclassified samples and
applyingnew classifiers, the bias decreagE&7]. We applied two popular boosting algorithms:

AdaBoost and gradient boost classifiers.

The AdaBoost algorithm is a popular machiearning algorithm used to build strong
classifiers by combining weak classifiers (tieesed classifiers). When a vast number of weak
classifiers are employed, the rate of misclassification is reduced sigtiyfigaf8]. Gradient boost
algorithms are another type of boosting method and consist of a set of CART algorithms. Like
AdaBoost, gradient boost is built incrementally by adding new trees and minimizing the

misclassification eor of the previous mod¢l179].

Tables 5.7 and 5.8 show the performance of the models built using gradient boost and AdaBoost

classifiers.

Table 5.7: Performance of thprediction models trained by three datasets (gradient boost)

Accuracy
Precision Recall F1
(CrossValidated)

0 0.00 0 0.00 0 0.00

Low Mobility 82.20% (1.07%)
1 0.84 1 1.00 1 0.91
0 0.67 0 1.00 0 0.81

Medium Mobility | 64.43% (2.63%)
1 0.00 1 0.00 1 0.00
0 0.63 0 1.00 0 0.77

High Mobility | 61.69% (2.24%)
1 0.00 1 0.00 1 0.00

0: Deny, 1: Access
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Table 5.8: Performance of the prediction models trained by three datasets (AdaBoost)

Accuracy
Precision Recall F1
(CrossValidated)

0 0.69 0 0.30 0 0.42

Low Mobility 85.50% (1.32%)
1 0.88 1 0.97 1 0.92
0 0.69 0 0.79 0 0.74

Medium Mobility | 60.33% (1.64%)
1 0.39 1 0.27 1 0.32
0 0.63 0 0.75 0 0.69

High Mobility 57.15% (2.10%)
1 0.39 1 0.26 1 0.31

0: Deny, 1: Access

Table 5.7 shows the performance of the model created by the gradient boost algorithm. The

accuracy of the model trained by the lovobility dataset is 82.20%. Moreover, the models built

for medium and highmobility environments have shown the best perfomoe in comparison

with the other algorithms so far. Figure 5.9 demonstrates the ROC curves for models built using

the gradient boost and AdaBoost algorithms.

a. Gradient boost (left) and AdaBoost (rightpw-mobility dataset

.....
L~

101



b. Gradient boosté€ft) and AdaBoost (righf) mediummobility dataset

f Receiver operating characteristic to multi-cla:

ion of Receiver operating characteristic to multi-class

c. Gradient boost (left) and AdaBoost (righthigh-mobility dataset

Figure 5.9: a, b and c: ROC analysis for the models created by gradient boost and AdaBoost

As shown in Figure 5.9.a, the maximum AUC is for the AdaBoost model, with a value of 0.90

in the lowmobility environment, whereas the gradient boost model shows better performance in

the medium and highmobility environments in terms of AUC values. Moveo, in all models,

AdaBoost

was

5.2.8 Voting Classifier
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different classifiers are aggregated to predietdtass label (Access/Deny) based on the average

probabilities predicted by each classifier, whereas the voting classifier in hard vote mode predicts

the class label based on the majority of the labels predicted by each individual cldsiieNe

applied both soft and hard vote modes in this work and reported tkit bestlel for each dataset.

Table 5.9 shows the performance of the models built using voting classifiers.
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Table 5.9: Performancef the prediction models trained by three datasets (voting classifiers)

Accuracy
Precision Recall F1
(CrossValidated)

0 0.77 0 0.12 0 0.22

Low Mobility 84.58% (1.22%)
1 0.86 1 0.99 1 0.92
0 0.70 0 0.90 0 0.79

Medium Mobility | 61.07% (2.36%)
1 0.48 1 0.20 1 0.28
0 0.64 0 0.83 0 0.72

High Mobility 57.83% (2.21%)
1 0.42 1 0.21 1 0.28

0: Deny, 1: Access

The best accuracy is achieved with the model developed by thaddanity dataset, with a
value of 84.58%. In addition, the soft vatigorithm showed better performance than the hard
vote algorithm in the experiments. The ROC analysis in Figure 5.10 shows that the maximum

AUC was achieved in the lemobility environment, with a value of 0.89.

Some extension of Receiver operating characteristic to multi-class

.........

-------

False Positive Rate

a. Low mobility
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Seme extension of Receiver operating characteristic to multi-class

b. Mediummobility

Some extension of Receiver operating characteristic to multi-class

c. High mobility
Figure 5.10: a, b and ¢: ROC analysis for the models created by voting classifiers

5.2.9 Neural Networks

5.2.9.1 Perceptron

The simplest form of neural network architecture is callggeaceptron.The architecture
consists of two layers, input and output, and each layer consists of one or more nodes called
neurons.The number of neurons in the input layer is the same as the number of features. The
number of neurons in the output layepdrds on the number of class labels. Each input node is
connected to the output node using a weighted connection followed by-lane@mactivation
function (AF), which can be represented for binary output by a sign funfi®h. The

computation of the perceptron follows the following formula:
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Zi= Si WXL{HhY)T (4.1)

where W=(w1,W-€ wp) is the set of n input weights an@=(xi, én), ixthe feature (input)
dataset. The training of a neural networkasducted by maximizing the classification accuracy
by computing the weights. Finalljhe weights are held fixed and the accuracy is evaluated by
testing datasets, usually via cresdidation [182]. Weights optimization dumg training is
performed iteratively through multiple epochs using one of the availdble A

5.2.9.2 Multilayer Perceptron (MLP)

In contrast to the perceptron, the MLP has one or more layers between input and output layers
call ed nAhi dde &1l Ishowsetmesarchitectére gf uhe @erceptron and the MLP.
Determining the number of hidden layers and the number of neurons per layer is performed by
considering a tradeff between complexity and cresalidated performance, because adding

more hidden Igers may increase the computational cost for building models.

A
KO~

O OO
&

[ © 006
, OO

Input Layer Hidden Layer Output Layer
(one layer)

(b}

Figure 5.11: (a) Perceptron and (b) MLP architectures

In this work we built our models usirigur Afs, including 1) sigmoid function, 2) hyperbolic
tangent function (tanh), 3) rectified linear unit (ReLU), and 4) identity function, and compared the

crossvalidated performance.
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Tables 5.10, 5.11 and 5.12 show the details of the results. As can be seewsthethese
tables show the architecture (perceptron or MLP) and the type of AF for which tHi bextels
were achieved in the experiments. Moreover, the first column of each of these tables shows the
configuration of the neural networks in termsled number of neurons in each layer. Our models
were trained using a perceptron (no hidden layer), one hidden layer (with 10, 20, 30, 40 neurons),
two hidden layers (with 10, 20, 30, 40 neurons) and three hidden layers (with 10, 20, 30, 40
neurons)We hare conducted a number of experiments using more neurons and layers but the
performance of the models did not charidye also built and tested our prediction models using
10-fold crossvalidation for all prediction modelsAccording to these considerations, the

experiments were conducted 480 times per datéketcalculation is as follows:
12 (configuration) * 4 (AF) * 10 (1dold crossvalidation)=480

Table 5.10: Performance of neural network models trained by thentmhility dataset

Configuration Accuracy Rate Precision Recall F1
Single Layer

No Hidden Layer 3-2 80.08% (1.80%) 0 0.30 0 0.16 0 0.21
(AF=06i dent 1 0.85 1 0.93 1 0.89
3-10-2 75.03% (1.35%) (1) ggé (1) 8;2 (1) 8;2
0 0.23 0 015 | O 0.18

- 0, 0
One Hidden Layer 3202 76.30% (1.79%) 1 0.85 1 0.90 1 0.87
(AF=6relUd 3302 77.349% (1.69%) a0t
3407 79,029 (1.40%) | 0| 048 [0 009 [0 ] 0.0
3-6-4-2 71.79% (2.04%) (13 8'23 (13 8'%‘ (1) 838
0 0.18 0 016 | O 0.17

-12-8- 0, 0,
Two Hidden Layers 31282 73.93% (2.17%) 1 0.84 1 0.86 1 0.85
(AF=otanh( ;5582 75.88% (2.21%) [0t 1o T o
3-30-10-2 76.82% (2.37%) (,i) 8'22 (,i) 8'3? (1) 8'32
3-5-3-2-2 69.75% (3.98%) 2 géi 2 838 2 8;2
Three Hidden Layers 3-10-6-4-2 72.33% (1.95%) 0 021 0 0.28 0 0.24
(AF=6tanh 1 0.85 1 0.81 1 0.83
3-15-10-5-2 73.63% (1.67%) (1) 822 (1) 8;% 2 8;2

0: Deny, 1: Access

Furthermore, the number of epochs is set to 500. This means that the model in each
configuration was trained by 500 cycles using the whole training dataset to find the optimal

weights and achieve better performance.
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According to Table 5.10, the best performance was achieved by the perceptron, with 80.08%.
Furthermore, as more hidden layers are added, the accuracy of the models gradually decreases.
Moreover, in each MLP architecture (one hidden layer, two hidden lagdrree hidden layers),

adding more neurons gradually increases the accuracy of the models.

Table 5.11 shows the performance results for the neural network models trained and developed
using the mediurmobility dataset. The most accurate model waseaedti in the absence of any
hidden layers, with 58.07% accuracy. For the neural network models trained by tmecividjty
dataset, the best performance was achieved by the perceptron, with 55.77% accuracy.
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Table 5.11: Performance of neural network models trained by the mediolility dataset

Configuration | Accuracy Rate| Precision Recall F1

Single Layer 0 0.70 0.78 0.74

. 58.07%

No Hidden Layer 3-2 (2.29%)
1] 0.40 0.31 0.35

(AF=06i den
100 £1.97% 0] o071 0.70 0.71
(2.53%) 777 040 0.42 0.41
+ 202 55 13% 0] 069 0.64 0.66
(1.81%) 7 035 0.41 0.38
One Hidden Layer

0] 067 0.68 0.68

(AF=6reLlU 3302 526433@
(2.49%) 1] 032 0.31 0.31
10s £6.41% 0] o071 0.74 0.72
(2.16%) 1 041 038 039
oa £4.31% 0] 069 0.61 0.65
(1.69%) 1 035 0.44 039
126 56 23% 0] 069 0.67 0.68
(2.24%) 1 035 037 0.36

Two Hidden Layers

0] o071 0.74 0.73

(AF=6tanl 32282 525-2%?;/0
(2.25%) 1] 042 0.39 0.41
+ 30102 £6.91% 0] 070 0.76 0.73
(2.24%) 71 041 0.34 0.37
e300 £4.29% 0| o068 0.64 0.66
1.72%) "1 034 0.39 0.36
0] 069 0.71 0.70

53.73%

Three Hidden Layers 3-10-6-4-2
(1.52%) 71 036 034 0.35
(AF=0t anih

56.95% 0| 070 0.68 0.69

3-15105-2 Ay
(2.32%)  [T7 o038 0.40 0.39

0: Deny, 1: Access
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Table 5.12: Performance of neural network models trained by the-tmghility dataset

Configuration Accuracy Rate Precision Recall F1
Single Layer 0 0.64 0.73 0.68
No Hidden Layer 32 55.77% (1.61%)
. 1 0.40 0.31 0.35
(AF=06i dent
0 0.65 0.64 0.65
3102 54.99% (1.87%)
1 0.41 0.43 0.42
0 0.65 0.61 0.63
3-20-2 53.37% (2.19%)
1 0.40 0.44 0.42
One Hidden Layer
5 0 0.65 0.70 0.67
(AF=06relLU 3-30-2 54.15% (1.71%)
1 0.42 0.37 0.39
0 0.65 0.64 0.65
3-40-2 55.53% (1.81%)
1 0.39 0.38 0.39
0 0.61 0.58 0.60
3-6-4-2 52.95% (1.12%)
1 0.35 0.38 0.37
0 0.66 0.67 0.67
3-12-8-2 53.59% (1.37%)
1 0.43 0.42 0.43
Two Hidden Layers
) 0 0.66 0.68 0.67
(AF=otanh 3258> 55.53% (2.05%)
1 0.42 0.39 0.41
0 0.64 0.62 0.63
3-30-10-2 54.35% (2.10%)
1 0.39 0.41 0.40
0 0.63 0.59 0.61
3-5-3-2-2 52.37% (2.83%)
1 0.37 0.41 0.39
0 0.63 0.59 0.61
Three Hidden Layers 3-10-6-4-2 52.71% (1.83%)
1 0.37 0.41 0.39
(AF=06t anh
0 0.63 0.61 0.62
3-1510-5-2 53.21% (1.14%)
1 0.38 0.40 0.39

0: Deny, 1: Access
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5.3 Discussion

As discussed iBubsectiorb.2, 10 classification algorithms weaeplied to three datasets to
build prediction models for environments with different degrees of user mobility (i.e., low,
medium and high). Table 5.13 shows the aggregated performance results. It summarizes the
performance of prediction models for thredfatient datasets labelled as high mobility (H),

medium mobility (M) and low mobility (L). The results are given for both classedDeny and

1: Access.
Table 5.13: Aggregated performance of the predictioadels
Accuracy Rate »
Models (CrossValidated) Precision Recall F1
L M H L M H L M 1T H - Y .

0| 035| 072 |067| 0| 039 0.66|067| 0| 037 | 069 | 0.67
Decision Tree 77.56% | 55.87% | 54.29%

1/088| 040 | 044| 1| 086|047 044| 1| 087 | 043 | 044

0| 0.00| 0.67 |062| 0| 000|0.99|097| 0| 000 | 0.80| 0.76
SVM 82.20% | 64.27% | 60.89%

1/084| 000 |011| 1| 100|000|001|1| 091 | 0.00| 0.01

Logistic 0| 030 070 |064| 0] 019 077|072( 0] 023 | 0.73 | 0.68
R . 79.94% | 57.81% | 55.37%
egression 1/ 086| 039 |040| 1] 092 030|032 1| 089 | 034 | 036

0| 03| 071 |064| 0| 030|074|061| 0| 033 | 0.72| 0.63
Naive Bayes 80.42% | 56.31% | 53.49%

1,087| 041 | 0391|090 | 037|041 1| 089 | 039 | 0.40

0| 069 069 |063| 0| 030|079|075| 0| 042 | 0.74| 0.69
AdaBoost 85.50% | 60.33% | 57.15%

1,088| 039 {039 1| 097|027|026|1| 092| 032| 031

0| 0.00| 067 |063| 0| 000| 1.00|1.00| 0| 0.00 | 0.81| 0.77
Random Forest| 82.20% | 64.43% | 61.69%

1|084| 000 |000| 1| 0.10| 0.00{000|1]| 091 | 0.00| 0.00

0| 017| 064 |062| 0| 009 | 063|0.70| O | 0.12 | 0.63 | 0.66
K-NN 77.68% | 55.87% | 53.63%

1,084 027 | 036| 1| 092| 028|028 1| 088 | 0.27 | 0.32

0| 030| 070 |064| 0| 0.16 | 0.78|0.73| O | 0.21 | 0.74 | 0.68
ANN 80.08% | 58.07% | 55.51%

1/ 08| 040 | 040 1| 093|031|031| 1| 089 035 0.35

0| 0.00| 0.67 |063| 0| 000| 1.00|12.00f 0| 000 081 0.77
Gradient Boost | 82.20% | 64.43% | 61.69%

1/084 | 000 {000 1| 1.00| 0.00|0.00{ 1| 091 | 0.00 | 0.00

0| 077| 070 |064| 0| 0.12|090|083| 0| 022 0.79 | 0.72
Voting Classifier| 84.58% | 61.07% | 57.83%

1/ 086| 048 | 042 1| 099|020|021| 1| 092 | 028 | 0.28

0: Deny, 1: Access
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As shown in the above table, for all datasets the boosting classifiers (gradient boost and

AdaBoost) showed the best performance in predicting the label of the testing data samples.

Moreover, random forest showed the sechighest value for accuracy inehowmobility

environment, whereas it showed the best performance in the medioan highmobility

environments.

Figures 5.2,5.13and 5.%8s h o w

t he

aggregated

ROC

curve

As shown, AdaBoost has the maximum AUC in the-loability environment, with a value of

0.64. Also in the lowmobility environment, its curve (green) dominates the other curves.

Some extension of Receiver operating characteristic to muiti-class

P Tt Lo

Figure5.12 ROC analysis for prediction models in the lawbility environment

Some extension of Receiver operating characteristic to multi-class

Figure5.13 ROC analysis for prediction models in the medimobility environment
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Figure 5.124: ROC analysis for prediction models in thigh-mobility environment

Figure 5.B shows the aggregated ROC curves for the prediction models in the medium
mobility environment. The gradient boost curve dominates the other curves and confirms its
superiority with a higher TP rate and lower FP rate ttie rest of the algorithms. For the high
mobility environment, as depicted in Figure4.the decision tree dominates the other curves and
has the maximum AUC (0.55). However, the model created using the decision tree cannot be
chosen as the beft model becausa curve dominates in ROC space if and only if its precision
dominates in precision spafi3]. In this case we do not have precise precision values because

of the associated noise.

We also applied the Kruskalallis test (Table 5.14) to investigate the effects of the number
of hidden layers on the accuracy of the model for all datasets. According to the results, the Asymp.
Sig. (pvalue) is less than 0.05, and therefore the nullapsion is rejected, and it shows that the
means for different accuracy groupshot the same. Furthermore, we applied the Spearman test
(Table 5.15) to analyse the correlation between the number of hidden layers and the accuracy of
the model. The resultadicate that the number of hidden layers has an impact on the accuracy of
the model (Sig.=0.000 arsiy. < 0.05) in each environment.
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Table 5.14: Kruskal Walllis test results, grouping variable: no. of hidden layers

Chi Square 258.440
df 3
Asymp. Sig. 0.000

Table 5.15: Spearman test results: correlation

** Correlation is significant at the 0.01 level2iled)

Hidden Layer| Accuracy
Correlation Coefficient| 1.000 0.152"
Hidden Layer
Spear manos 1 Sig. (2tailed) . 0.000
N 2600 2600
Correlation Coefficient| 0.152 1.000
Accuracy
Sig. (2tailed) 0.000
N 2600 2600

One of the challenges in applying prediction modethe projectss determininghe frequency
of re-training modelaisingnew datasets. The main reason fetragning is that the performance
of the prediction models is degrading over tivtgch is caledfimodel drif. This happensiue to
the changes in the envir onme nTodetett mddel drift,dleat e s
accuracy of the model needs to be monitofé@. requency of rdérainingmayvary fromonecase
study to anotherDeterminng the frequency needs to measure a threshold of divergdribe

accuracybetweerthe model working onlinandthe model working with training dataset
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5.4 Chapter Summary

In this chapter, we presented details afr prediction models developed for handling
uncertainty. As discussed, ten classification algorithms were applied to create our prediction
models. Furthermore, three datasets were used for the sake of training/test processes. These
datasets were synthesdzusing methodology discussed in Chapter 4 for three dagfre®bility

(high, medium and low).

According to the crossalidated results, AdaBoost classifier showed the highest performance
in terms of accuracy for low mobility environment with accurady85.50%. The highest
performance in medium mobility environment was reported for Boosting classifiers (both
Adaboost and Gradient) with accuracy of 64.43%. In high mobility environment, Gradient Boost

and random forest algorithms showed the highest acgy61.69%).

We also studied thikehavior of our models created by neural networks (both perceptron and
MLP). We applied 12 configurations of neural networks including different number of hidden
layers (up to 3 hidden layers) different number of neuropdd 40 neurons) and different types
of activation functions (4 Bs) to investigate the effects of these variants on the performance of
the prediction models. The results showed that the number of hidden layers affects on the

performance of the model.
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6. Indeterminacy-Aware Prediction Model for Authentication

In this chapter we describe how we built our indetermireaggre prediction model on top of
the prediction models created in Chapter 5. In doing so, we consider the history profile af users i
terms of past successful authentication, in additiame, location and credentiahs discussed
in the previous chapter, we used classification algorithms to train and build our models. By
enriching our datasets with a new data attribute, we expected to build more accurate prediction

models.

6.1 Trust-Based Analysis

As discussedinapter 2, there is a need to propose
scalability, complexity, dynamism, heterogeneity, pervasiveness and automation of computer and
communication systems increases in loT. In traditional and emerging computer and
communication systems, a number of approaches have addressed the advantages of considering
Atrusto i n t he [1B4]Ed85K[186],113 [d87]e[X:38]. Withoreference fo these
studies, a taxonomy of trubased analysis was given Bubsection2.2.2.1 Based on this
taxonomy, we usedoft trust method by conductingehaiouralbased analysis to assess the
degree of trust for authentication requests and try to build our prediction model on top of that. In
doing so, we kept a record of the access/deny history of each user in all of our datasets. Then, we
used these data toeasure the trust values for the users. Next, the trust values calculated were

added to the datasets as a new attribute.

We generated 60 users for each of the datasets. The process of synthesizing these users was

comprehensively discussed in Chapterabl&s 6.1, 6.2 and 6.3 show the details ob#aviour
of these users. The first column of each of these tables indicates the ID of the users. The second
column shows the total number of authentication requests in the dataset. The third column indicates
the total number of successful authenticatitiempts for eactuser. Finally, the last column shows
the ratio of successful authenticatiatemptsper users. The total trust score for each dataset can
be calculated by the following formula:

41 QAT AIA@®O A A AMMOGDOERT OEAAOQET T O

YE OWAONWDE | e -
Yé 0&dd QT O@E 0 QIO MNE Qi o i
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Table 6.1: History profile of users in thew-mobility dataset

D Total No. of | Total No. of_ Su_ccessfu Authentication Rate
Requests Authentications

1 352 279 0.792614
2 314 258 0.821656
3 298 248 0.832215
4 228 197 0.864035
5 229 190 0.829694
6 173 147 0.849711
7 180 153 0.85

8 171 144 0.842105
9 153 128 0.836601
10 106 91 0.858491
11 136 118 0.867647
12 117 96 0.820513
13 129 109 0.844961
14 111 93 0.837838
15 116 90 0.775862
16 75 61 0.813333
17 97 76 0.783505
18 102 79 0.77451
19 85 73 0.858824
20 62 55 0.887097
21 79 65 0.822785
22 83 68 0.819277
23 74 66 0.891892
24 73 62 0.849315
25 58 47 0.810345
26 71 58 0.816901
27 55 48 0.872727
28 43 37 0.860465
29 62 56 0.903226
30 48 40 0.833333
31 61 57 0.934426
32 46 42 0.913043
33 46 36 0.782609
34 35 31 0.885714
35 42 38 0.904762
36 44 37 0.840909
37 24 20 0.833333
38 39 27 0.692308
39 36 29 0.805556
40 38 31 0.815789
41 36 30 0.833333
42 45 37 0.822222
43 47 41 0.87234
44 37 30 0.810811
45 37 31 0.837838
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46 38 27 0.710526
47 32 29 0.90625
48 45 36 0.8

49 22 19 0.863636
50 51 40 0.784314
51 31 24 0.774194
52 34 28 0.823529
53 44 31 0.704545
54 26 23 0.884615
55 28 23 0.821429
56 30 26 0.866667
57 27 20 0.740741
58 39 32 0.820513
59 27 21 0.777778
60 33 26 0.787879

In the lowmobility dataset, 4,154 out of 5,000 authentication requests were authenticated.
Thus, the total trust score for this dataset is as follows:

o sewma s, s s T PUT
YE O"MOOYOE | ©—
O T T

=0.8308

The above ratio can be used as the trust threshold for theddwity dataset based on the
last 5,000 records. This value may change from one dataset to another based on changes in the

user distribution, user mobility pattern and time of the authenditaéiquest.

Table 6.2 shows details of the history profile of the users in the mediility datasetin
which, 1,778 out of 5,000 requests wergccessfullyauthenticated. Therefore, the total trust

score for this dataset is calculated as follows:

ve oraode | REX Y
UTITTTT
— 0.3556
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Table 6.2: History profile of users in theediummobility dataset

D Total No. of | Total No. of_ Su_ccessful Authentication Rate
Requests Authentications
1 408 147 0.360294
2 324 111 0.342593
3 271 94 0.346863
4 250 94 0.376
5 190 63 0.331579
6 210 72 0.342857
7 185 59 0.318919
8 148 37 0.25
9 156 60 0.384615
10 151 50 0.331126
11 139 48 0.345324
12 106 39 0.367925
13 114 41 0.359649
14 97 39 0.402062
15 90 33 0.366667
16 98 32 0.326531
17 82 31 0.378049
18 98 38 0.387755
19 101 40 0.39604
20 74 26 0.351351
21 64 22 0.34375
22 73 25 0.342466
23 60 18 0.3
24 63 25 0.396825
25 62 23 0.370968
26 69 23 0.333333
27 60 21 0.35
28 57 18 0.315789
29 54 22 0.407407
30 65 26 04
31 57 32 0.561404
32 37 15 0.405405
33 48 16 0.333333
34 39 14 0.358974
35 32 9 0.28125
36 39 13 0.333333
37 52 13 0.25
38 53 19 0.358491
39 41 14 0.341463
40 41 18 0.439024
41 44 15 0.340909
42 36 10 0.277778
43 34 13 0.382353
44 33 12 0.363636
45 29 11 0.37931
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46 28 12 0.428571
47 27 9 0.333333
48 47 15 0.319149
49 32 10 0.3125
50 32 10 0.3125
51 23 9 0.391304
52 37 13 0.351351
53 37 16 0.432432
54 34 14 0.411765
55 33 15 0.454545
56 25 10 0.4

57 29 10 0.344828
58 30 10 0.333333
59 24 7 0.291667
60 28 17 0.607143

Table 6.3 summarizes the histgmofile of users in the highobility dataset. Based on the
statistics, 1,915 out of 5,000 were authenticated successfully. Thus, the total trust score for this
dataset is as follows:

P O (VN O Y
YE O"MOOYOE | ©Q—
O T T

=0.383

The trust value for each user is determined by comparing its authentication rate with the total
trust score (threshold). In the other words, if the authentication rate of the user is greater than the
threshold of the dataset then the trust value for thett is set to 1, otherwise 0. For example, the
authentication rates f or 0.8183450.3709&and 0.5mandtthee t hr
threshold values of these datasets are 0.8B@8856 and 0.383 respectively. Therefore, the trust
valuesforuse 250 wo ul d-mbbdity dataget), b (intthe mediltnootility dataset)
and 1 (in the higtmobility dataset).

According to the abovenent i oned, a new column headed dt
datasets. Therefore, the classification al¢pong discussed in Chaptendl need to be trained in

order to build new prediction models.
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Table 6.3: History profile of users in the higmobility dataset

D Total No. of | Total No. of_Suc_:cessfuI Authentication Rate
Requests Authentications
1 386 139 0.360103627
2 307 108 0.351791531
3 292 103 0.352739726
4 253 107 0.422924901
5 210 83 0.395238095
6 180 81 0.45
7 165 58 0.351515152
8 158 57 0.360759494
9 148 56 0.378378378
10 148 54 0.364864865
11 125 47 0.376
12 126 45 0.357142857
13 120 52 0.433333333
14 109 39 0.357798165
15 97 41 0.422680412
16 85 41 0.482352941
17 80 28 0.35
18 84 35 0.416666667
19 81 27 0.333333333
20 97 38 0.391752577
21 73 30 0.410958904
22 73 30 0.410958904
23 67 27 0.402985075
24 70 31 0.442857143
25 58 24 0.413793103
26 56 28 0.5
27 62 22 0.35483871
28 57 23 0.403508772
29 57 22 0.385964912
30 70 32 0.457142857
31 56 24 0.428571429
32 46 12 0.260869565
33 44 18 0.409090909
34 46 22 0.47826087
35 53 19 0.358490566
36 43 18 0.418604651
37 49 22 0.448979592
38 58 25 0.431034483
39 30 8 0.266666667
40 17 5 0.294117647
41 57 20 0.350877193
42 48 17 0.354166667
43 38 19 0.5
44 32 11 0.34375
45 35 13 0.371428571
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46 50 18 0.36

47 23 8 0.347826087
48 46 15 0.326086957
49 24 12 0.5

50 41 21 0.512195122
51 30 7 0.233333333
52 23 8 0.347826087
53 21 5 0.238095238
54 19 6 0.315789474
55 23 8 0.347826087
56 32 9 0.28125
57 26 8 0.307692308
58 29 12 0.413793103
59 33 7 0.212121212
60 34 10 0.294117647

6.2 Indeterminacy-Aware Prediction Models

In this subsection we describe how we applied the 10 classification algorithms discussed in
Chapter 5 to our new datasets and measured the performance of the new prediction models. As
mentioned earlier, the new dat asetmeo0¢ o it aicrae d
and Acredent i al s ofoldceosswakdation mdtbhod eas applied to exaluat®the

generalizability of the model.

6.2.1 Decision Tree

Table 6.4 shows the performance of the prediction models trained and built usitegigien
tree (CART algorithm). According to the results, the prediction models trained and built using the
Atrusto attribute perform better in terms of
devel oped by dat as e breovenihé gerformanceiof theipedicion madélsu e s .
is decreased by increasing mobility in the environment. The same trend was seen in unrcertainty

aware prediction models built using the decision tree algorithm.

Figure 6.1 shows ROGQGass AsshownsthefADC valuel fer thé micre e s s 0
average curves in all prediction models are greater than the same values for the prediction models

built by the previous datasets.
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Table 6.4: Performance of therediction model trained by the new datasets (decision tree)

Accuracy
Precision Recall F1
(CrossValidated)
0 0.36 0 0.34 0 0.35
Low Mobility 78.92% (1.69%)
1 0.88 1 0.89 1 0.88
56.29% (2.62%) 0 0.70 0 0.70 0 0.70
Medium Mobility
1 0.38 1 0.38 1 0.38
0 0.67 0 0.67 0 0.67
High Mobility 55.27% (2.52%)
1 0.44 1 0.44 1 0.44

0: Deny, 1: Access

e

a. Low mobility

c. High mobility

b. Medium mobility

Figure 6.1: a, b and c: ROC analysis for the decisiebased models
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6.2.2 Random Forest

Table 6.5 showthat the best performance was achieved by the random forest algorithm using
the new datasets. According to the results, the accuracy of the prediction models trained by the
new dataset is better than the accuracy of the models built by the unceategmydataset for the
low-mobility environment. For the mediumand highmobility datasets, the results are
approximately the same as the previous models built in Chapter 5. Figure 6.2 depicts the ROC
pr edi cThd AW@ valumootitiee Ipredicfion moddl h e

curve

trained by the lowmobility dataset is greater than the AUC of the same model built by the

uncertaintyaware dataset. For mediu@ind highmobility environments, the AUC values of the

anal ysis of

prediction models are the sametlas AUC values of the uncertaingvare prediction models.

Table 6.5: Performance of the prediction model trained by thehoebility dataset (random forest)

: Deny, 1: Access

Accuracy
Precision Recall F1
(CrossValidated)
0 1.00 0 0.06 0 0.12
Low Mobility 82.58% (1.17%)
1 0.85 1 1.00 1 0.92
0 0.67 0 1.00 0 0.81
Medium Mobility | 64.43% (2.63%)
1 0.00 1 0.00 1 0.00
0 0.63 0 1.00 0 0.77
High Mobility 61.67% (2.23%)
1 0.00 1 0.00 1 0.00
0
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6.2.3 Support Vector Machine (SVM)

Table 6.6 shows the performance of the models trained by the SVM algorithm using our new
datasets. According to the results, in the-loability environment, SVMbased models show the
same performance as the prediction models developed in Chapter 5eéiommand high
mobility environments, the models perform better in terms of accuracy, precision and recall. Figure
6.3 shows the ROC analysis for the S\slsed models.

Table 6.6: Performance of the prediction models trained by three datasets (SVM)

Accuracy
Precision Recall F1
(CrossValidated)

0 0.00 0 0.00 0 0.00

Low Mobility 82.20% (1.07%)
1 0.84 1 1.00 1 0.91
0 0.67 0 1.00 0 0.81

Medium Mobility | 64.43% (2.63%)
1 0.00 1 0.00 1 0.00
0 0.63 0 1.00 0 0.77

High Mobility 61.71% (2.20%)
1 0.00 1 0.00 1 0.00

0: Deny, 1: Access

As can be seen in Figure 6.3, the AUC values for mawerage curves in the lewmedium

and highmobility environments are slightlyigher than the values measured in Chapter 5.

........

False Positive Rate

a. Low mobility

125



50me extension of Receiver operating characteristic to multi-class

10 iy
_____ e
-------- -
______ -
st o~
e ~
wl e -
----- e
eeet o~
_____ -
------- o~
-/
/“
,-/
o
f‘;(
-
04 g
. JII
. J"f{
B o
. -
0.2 o /“‘r
N . ~
. J/y
: - * micro-average ROE curve farea = 0.76)
R -050)
J ,‘/
00 a
o
50me extension of Receiver operating characteristic to multi-class
0 Lon*
et
""""" o~
. .v"r
o~
o
08 -
",r
-
el
,4/
.... -
7
L3 -
,-/
& /’!
.‘4(
" ,"
04 '/r
4"1
,-’{
. ,-"
8 .
02 < «"t
N ‘4‘/
. u’f
. “/
S
00
00 ) Y ds 08 10
Falce Posiive

c. High mobility
Figure 6.3: a, b and c: ROC analysis for the S\dsed models

6.2.4 Logistic Regression

According to the data, logistic regression showed dramatically better results with the new
datasets. Table 6.7 shows the results achieved. For theddlity dataset, the accuracy of the
new model is 86.90%, whereas the accuracy of the past logisessegr model was 79.94%. For
medium and highmobility environments, the accuracy of the models increased by 6.62% and

6.34% respectively.
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Table 6.7: Performance of the prediction models trainedHrge datasets (logistic regression)

Accuracy
Precision Recall F1
(CrossValidated)

0 1.00 0 0.28 0 0.43

Low Mobility 86.90% (0.99%)
1 0.88 1 1.00 1 0.94
0 0.67 0 1.00 0 0.81

Medium Mobility | 64.43% (2.63%)
1 0.00 1 0.00 1 0.00
0 0.63 0 1.00 0 0.77

High Mobility 61.71% (2.20%)
1 0.00 1 0.00 1 0.00

0: Deny, 1: Access

Figure 6.4 shows the ROC analysis of the prediction models developed by the logistic

regression algorithm. As expected, the AUC values for the following models are greater than the

values achieved by the datasets that were used in Chapter 5.

a. Lowmobility
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Figure 6.4: a, b and c: ROC analysis for the logisggressiorbased models

6.2.5 Naive Bayes

As shown in Table 6.8, models developed by Naive Bayes showed d&tteacy in the
medium and highmobility environments than the models trained by uncertantgre datasets.
For the lowmobility environment, the accuracy of the new model is slightly lower than the
accuracy of the past model, by 0.54%. The resultsarérmed through ROC curve analysis for

low- and highmobility environments. Figure 6.5 demonstrates the ROC curves for these models.
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Table 6.8: Performance of the prediction models trained by tde¢asets (Naive Bayes)

Accuracy -
(CrossValidated) FrEgEen Recall F1

Low Mobilty | 79.40% (2.03%)| 0| 38 0] 033 O] 035

1 087 |1 090 |1 0.89
Medium Mobility | 59.13% (3.360%) 2| 067 |0} 0/9 O] 073

1 031 |1 019 |1 0.23
High Mobilty | 58.0906(1.5406) | © 066 |0] 070 O] 068

1 043 |1 038 |1 0.40

0: Deny, 1: Access

Some extensian of Receiver operating characteristic to multi-class

a. Low mobility

Some extension of Receiver operating characteristic to multi-class

b. Medium mobility
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c. High mobility

Figure 6.5: a, b and c: ROC analysis for the models created by the Naive Basiggidthm

6.2.6 K-Nearest Neighbours (kNN)

As summarized in Table 6.9, prediction models developed by-1kBl liigorithm perform
better for all datasets than theN®N models trained by uncertaintyvare datasets. Accuracy of
the new models increases dyleast 2%. Moreover, the precision of these models is better than

the precision of the past-KIN models, reported in Chapter 5.

Table 6.9: Performance of the prediction models trained by the thatgsets (KNN)

Accuracy
Precision Recall F1
(CrossValidated)

0 0.32 0 0.15 0 0.21

Low Mobility 79.12% (2.10%)
1 0.85 1 0.94 1 0.89
0 0.66 0 0.67 0 0.66

Medium Mobility | 57.29% (2.02%)
1 0.28 1 0.27 1 0.28
0 0.63 0 0.65 0 0.64

High Mobility 55.95% (1.90%)
1 0.37 1 0.34 1 0.36

0: Deny, 1: Access
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ROC curves for developed models are shown in Figure 6.6. According to the AUC values of
micro-average ROC curves, the AUC for all models remained unchanged in comparison with the

models presented in Chapter 5.

Some extension of Receiver operating characteristic to multi-class
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Some extension of Receiver operating characteristic to multi-class

* *  micro-average ROC curve (area = 0.66)
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o ROC curve of ¢ =0
v.d ROC curve of ¢

c. High mobility

Figure 6.6: a, b and c: ROC analysis for the models created by-iR&l Klgorithms

6.2.7 Boosting Algorithms

We applied AdaBoost and gradient boost to our new datasets. Tables 6.10 and 6.11 show in

detail the pdormance of the developed prediction models for these two classifiers.

Table 6.10: Performance of the prediction models trained by the three datasets (gradient boost)

Accuracy
Precision Recall F1
(CrossValidated)

0 1.00 0 0.28 0 0.43

Low Mobility 86.90% (1.06%)
1 0.88 1 1.00 1 0.94
0 0.67 0 1.00 0 0.81

Medium Mobility | 64.39% (2.61%)
1 0.00 1 0.00 1 0.00
0 0.63 0 1.00 0 0.77

High Mobility 61.59% (2.28%)
1 0.00 1 0.00 1 0.00

0: Deny, 1: Access
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Table 6.11: Performance of the prediction models trained by the three datasets (AdaBoost)

Accuracy
Precision Recall F1
(CrossValidated)
0 0.96 0 0.29 0 0.44
Low Mobility 86.76% (1.11%)
1 0.88 1 1.00 1 0.94
0 0.67 0 0.97 0 0.79
Medium Mobility | 63.73% (2.23%)
1 0.17 1 0.01 1 0.02
0 0.64 0 0.93 0 0.76
High Mobility 60.59% (2.24%)
1 0.46 1 0.10 1 0.17
0: Deny, 1: Access

According to the prediction modetieveloped by the gradient boost algorithm, the model

trained by the new lownobility dataset showed better performance than past models. Moreover,

newly developed prediction models built by the AdaBoost algorithm showed better performance

in all environmets than past models. In contrast to the relevant models developed in Chapter 5,

the new gradient boost models outperform the new AdaBoost models in terms of accuracy,

precision, recall and F1. Figure 6.7 shows corresponding ROC curves for these twierdassif

a. Gradient boost (left) and AdaBoost (righfpw mobility
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Some extension of Receiver operating characteristic to multi-class Some extension of Receiver operating characteristic to multi-class

c. Gradient boost (left) and AdaBoost (righthigh mobility

Figure 6.7: a, b and c: ROC analysis for the models created by gradient boost and AdaBoost
Comparing the AUC values in Figure 6.7 with those in Figureaé&/@als that the AdaBoost
classifier performs better with the new datasets than with the past datasets. For the new boosting

models, gradient boost classifiers perform slightly better than the AdaBoost classifier in terms of
AUC.

6.2.8 Voting Classifier

Similar to the models developed in ChaptetHg soft mode voting algorithms showed better
performance thathe hard mode ones in building prediction models for new experiments. Table

6.12 shows the performance of the models.
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Table 6.12 Performance of the prediction models trained by the three datasets (votirfgecjass

Accuracy
Precision Recall F1
(CrossValidated)
0 1.00 0 0.28 0 0.43
Low Mobility 86.90% (1.04%)
1 0.88 1 1.00 1 0.94
0 0.67 0 0.82 0 0.74
Medium Mobility | 59.83% (2.76%)
1 0.33 1 0.18 1 0.23
0 0.66 0 0.76 0 0.71
High Mobility 57.57% (2.25%)
1 0.46 1 0.33 1 0.39
0: Deny, 1: Access

Among the new models, the one developed by thenmbility dataset performs better than
the same model in Chapter 5. The accuracy of this model increases by 2.34%. The ROC analysis
shown in Figure 6.8hows that the maximum AUC is achieved in the-lnability environment,

with a value of 0.91.

Some extension of Receiver operating characteristic to multi-class
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Some extension of Receiver operating characteristic to multi-class
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Figure 6.8: a, b and c: ROC analysis for the models createdbbyg classifier
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6.2.9 Neural Networks

We built our new models using all the bdiit Afs implemented in the scikig¢arn library,
including 1) sigmoid function, 2) hyperbolic tangent function (tanh), 3) rectified linear unit
(ReLU), and 4) identity faction, and compared the cressidated performance. Tables 6.13, 6.14

and 6.15summarise¢he results.

As can be seen, the rows in these tables show the architecture (perceptron or MLP) and the type
of AF for which the besfit models were achieved inglexperiments. Moreover, the first column

of each of these tables shows the configuration of the neural networks in terms of the number of
neurons in each layer. Our models were trained using a perceptron (no hidden layer), one hidden
layer (with 10, 20, @, 40 neurons), two hidden layers (with 10, 20, 30, 40 neurons) and three
hidden layers (with 10, 20, 30, 40 neuroWg also built and tested our prediction models using
10-fold crossvalidation for all prediction modelsAccording to these consideratmnthe

experiments were conducted 480 times per datéketcalculation is as follows:

12 (configuration) * 4 (AF) * 10 (140old crossvalidation)=480

Furthermore, the number of epochs is set to 500. This means that the model in each
configuration was trained by 500 cycles using the whole training dataset to find the optimal

weights and achieve better performance.

According to Table 6.13, the best perfance is achieved by the MLP (consisting of one
hidden layer and 20 neurons) with 86.92% accuraibys adding more hidden layers does not
result in higher accuracy of the models. Overall, all new models have higher accuracy than the

models developed i@hapter 5.
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Table 6.13: Performance of the new neural network models trained by thenlalvility dataset

Configuration Aclg:;:cy Precision Recall Fi
Single Layer 0| 1200 [0| 021 |0| 035
i 85.40%
No Hidden Layer 4-2 (1.95%)
(AF=6iden 1| 087 |1| 100 |1| 0093
86.60% 0| 1.00 (0| 028 |0]| 043
4-102 -
(1.02%) 1 o088 [1| 100 | 1| 094
2-20-2 86.92% 0| 100 (0| 028 |0| 043
(1.03%) 1 088 | 1| 100 | 1| 094
One Hidden Layer
(AF=6rel 4-30-2 81669320;/0 0| 100 [0] 028 [0] 043
(1.03%) 7 088 |1| 100 |1| 094
402 86.90% |0 | 100 [0] 028 [0 043
(1.04%) 17 08 [1| 100 | 1| 094
869205 | 0| 100 [0| 028 |0| 043
4-6-4-2 -
(L.03%) 17 o088 [1| 100 |1| 094
4-12-8-2 86.92% 0| 100 |O 028 |0 0.43

(L.03%) 77 088 [1| 1200 |1| 094
Two Hidden Layers

s688% | 0| 09 [0| 028 |0| 043

(AF=06t an 4-22-8-2
(1.04%) 1 o088 |1| 100 | 1| 093

0| 096 |[0| 028 |0 043

0,
4-3010-2 AP
(1.04%) 108 [1| 100 |1]| 093
0 100 (0| 028 |0| 043
0,
4-5-32-2 AP
(1.03%) 17088 [1| 100 |1| 094
0 100 (0| 028 |0| 043
: 86.92%
Three Hidden Layers | 4-10-6-4-2 a 030/;
0% 1] 088 [1] 1.00 [1] 094
(AF=6tan
% | 0| 096 [0 028 |0| 043
4151052 AP
(1.00%) 7088 [1| 100 | 1| 093

0: Deny, 1:Access

Table 6.14 shows the performance results for the neural network models trained and developed
using the new mediumimobility dataset. The most accurate model is achieved in the MLP
architecture (consisting of two hidden layers with 10 neurons), wi#tb€6 accuracy. The highest
value of accuracy increased by 6.42% in comparison with the accuracy of the models developed
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in Chapter 5. Moreover, the lowest value of accuracy in the table increased by 9.25% in

comparison with the values in Table 5.11.

Table 6.14: Performance of the neural network models trained by the new medlalnhty dataset

Configuration | Accuracy Rate Precision Recall F1
Single Layer 0| 067 |0 1.00 0| 0.81
0,
No Hidden Layer 4-2 (63246‘1;'] /S
AE=Gr Ao ' 1] 032 |1 0.05 1| 0.09
6445% | 0| 067 |0 1.00 0] 081
4-10-2 ;
(2.62%) 11 000 |1 0.00 1] 000
6409% | 0| 067 |0 0.99 0] 0.80
4-20-2 :
(2.54%) 11 034 |1 0.09 1] 004
One Hidden Layer
(AF-6r el ra0n 623_24710;@ 0| 067 |0 0.96 0] 079
(227%) 11 029 |1 0.03 1] 006
a0s 63250 | 0| 066 |0 0.90 0] 076
(218%) 1 023 [1 0.06 1] 010
6449% | 0| 067 |0 0.99 0] 0.80
4-6-4-2 ;
(264%) 11 034 |1 0.07 1] 011
6433% 0| 067 |0 0.97 0] 080
iaee (267%) 11 025 |1 0.02 1] 003
Two Hidden Layers
CAE=gcanl 12260 6236612;/0 0| 067 |0 0.99 0] 0.80
(201%) 17 023 [1 0.07 1] 010
30100 6285% | 0| 068 |0 0.88 0] 077
(2.22%) 11 037 |1 0.15 1] 021
e 6437% 0| 067 |0 0.99 0] 080
(2.58%) 11 025 |1 0.01 1] oo01
0| 067 |0 1.00 0] 081
64.15%
Three Hidden Layers| 4-10-6-4-2
v (2.62%) 1 024 |1 0.03 1] 0.02
(AF=6t an
161050 6389% | 0| 066 |0 0.88 0] 075
(245%) 11 019 |1 0.06 1] 009

0: Deny, 1: Access
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In new models developed by tigh-mobility dataset, the highest accuracy was achieved
through the perceptron architecture, with accuracy of 61.67%, which shows an increase of 5.9%
in comparison with the values in Table 5.12. Table 6.15 sursesatihe performance of these

models.

Table 6.15: Performance of the neural network models trained by the newngility dataset

Configuration | Accuracy Rate| Precision Recall F1
Single Layer 0 063 |0 1.00 0 0.77
0,
No Hidden Layer 4-2 (62126770 //())
 AE=G G 200 1] 034 |1 0.05 1| 0.06
=01 en
61.09% | 0| 063 |0 0.96 0| 076
4102 ;
(1.58%) 1] 033 |1 0.04 1| 007
6081% | 0| 063 |0 0.96 0| 075
4-20-2 ;
(2.06%) 1] 039 |1 0.07 1] 012
One Hidden Layer
 AE=Go oLl ra0s 610_7%%;/0 0| 064 |0 0.90 0| 075
(1.78%) 1] 047 |1 0.15 1] 023
60750 | 0| 064 |0 0.89 0| 075
4-40-2 ;
(2.37%) 1] 048 |1 0.17 1| 025
61579% | 0| 062 |0 0.94 0| 075
4-6-4-2 ;
(2.02%) 1] 025 |1 0.03 1] 006
6109% | 0| 063 |0 0.94 0| 075
rlzsz (2.24%) 1] 038 |1 0.06 1] 010
Two Hidden Layers
(AF-otan roren 620_72210;/0 0| 063 |0 0.93 0| 075
(2.72%) 1] 035 |1 0.06 1| o011
5063% | 0| 064 |0 0.85 0| 073
4-30-10-2 ;
(2.13%) 1| 045 |1 0.21 1] 029
61379% | 0| 063 |0 1.00 0| 077
4-5-3-2-2 ;
(2.16%) 1] 100 |1 0.02 1] 003
0| 063 |0 0.92 0| 075
60.75%
Three Hidden Layers 4-10-6-4-2
y (2.17%) 1] 038 |1 0.08 1| 013
(AF=6t an
161050 s0450% | 0| 064 |0 0.89 0| 074
(2.38%) 1] 044 |1 0.15 1] 022

0: Deny, 1: Access
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6.3 Discussion

As discussed isubsectior6.2, 10 classification algorithms were applied to the new datasets.
The datasets with which the prediction model s
in addition to Ati meo, Al ocat i on operformdncefot r e d en
all the new prediction models trained by the Jowbility dataset increases. Moreover, the highest
value of accuracy achieved in the lomobility environment is 86.92%, which is higher than the
highest accuracy obtained by past models b2%.4The highest accuracy of prediction models
developed by the mediumobility dataset is the same as that of the models developed in Chapter
5 (64.43%). For the higmobility environment, the best performance was achieved at 61.71%
accuracy, which is higdr than the best results obtained from the past models.

Table 6.16 shows the aggregated performance results. It summarizes the performance of the
prediction models trained and built by the new datasets labelled asnbigihty (H), medium

mobility (M) ard low-mobility (L) datasets. The results are given for both clas€edeny and

1: Access.
Table 6.16: Aggregated performance of the prediction models
Accuracy Rate .
Models (CrossValidated) Precision Recall F1
L M H L M H L M H 3 v v

Decision Tree

28.92% | 56.29% | 55279 | 0| 0-36 | 0.70 | 0.67| 0 [ 034 070 0.67| 0 | 0.35 | 0.70 | 0.67
(1.69%) | (2.62%) | (2.52%) [T

088| 038 | 0441 089|038|044| 1| 088 | 038 | 0.44

82.20% | 64.43% | 61.71% | 9| 0-.00| 067 | 0.63| 0| 0.00| 1.00| 1.00| 0 | 0.00 | 0.81 | 0.77

S (1.07%) | (2.63%) | (2.20%) [

084| 000 | 0001 | 1.00| 000|0.00| 1| 091 | 0.00 | 0.00

Logistic 86.90% | 64.43% | 61.71% 0| 1.00 0.67 | 063 0| 028 | 100|100 O | 043 | 0.81| 0.77
Regression (0.99%) | (2.63%) | (2.20%) 1

0.88| 000 [ 000f 1| 1.00| 000|0.00| 1| 094 | 0.00 | 0.00

: 79.40% | 59.13% | 58.09% | 0| 0-38 | 0.67 | 0.66| 0 | 0.33| 0.79| 0.70| O | 0.35 | 0.73 | 0.68
Naive Bayes

(2.03%) | (3.36%) | (1.54%) 1087 | 031 | 043| 1| 090 | 0.19|038| 1 | 0.89 | 0.23 | 0.40

86.76% | 63.73% | 60.5090% | 0| 0-96| 067 | 0.64| 0| 0.29 | 0.97|093| 0| 0.44 | 0.79 | 0.76

AdaBoost
(1.11%) | (2.23%) | (2.24%) 1088 | 0.17 | 046| 1 | 1.00 | 0.01] 0.10| 1 | 0.94 | 0.02 | 0.17

Random Forest

8258% | 64.43% | 61.67% | 0| 1.00| 067 | 0.63| 0| 0.06 | 1.00| 1.00| 0| 0.12 | 0.81 | 0.77

(1.17%) | (2.63%) | (2.23%) 1085 | 000 | 0.00] 1 | 1.00 | 0.00 | 0.00| 1 | 0.92 | 0.00 | 0.00

K-NN 0| 032| 066 |063| 0| 0.15| 067|065 0| 021 | 0.66 | 0.64
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79.12% | 57.29% | 55.95%

(2.10%) | (2.02%) | (1.90%) 1/08 | 028 |037| 1| 094027034 1| 089 | 0.28 | 0.36

86.92% | 64.49% | 61.67% | 0| 1-.00| 0.67 | 0.63| 0| 0.28 | 0.99|1.00| 0 | 043 | 0.80 | 0.77

ANN
(1.03%) | (2.64%) | (2.21%) 1088 | 0.34 | 0.00| 1 | 1.00 | 0.07 | 0.00| 1 | 0.94 | 0.11 | 0.00

86.90% | 64.39% | 61.59% | 0| 1.00| 067 | 0.63| 0| 0.28| 1.00| 1.00| 0 | 0.43 | 0.81 | 0.77

Gradient Boost
(1.06%) | (2.61%) | (2.28%) 11588 | 0.00 | 0.00| 1 | 1.00 | 0.00 | 0.00| 1 | 0.94 | 0.00 | 0.00

86.90% | 59.83% | 5757% | 0| 1.00| 067 | 0.66| O | 0.28 | 0.82|0.76| 0 | 0.43 | 0.74 | 0.71

Voting Classifier
(1.04%) | (2.76%) | (2.25%) 1088 | 033 | 046| 1 | 1.00 | 0.18 | 0.33| 1 | 0.94 | 0.23 | 0.39

0: Deny, 1: Access

As shown in the above table, the models developed by ANN and logistic regression showed the
highest performance for all environments. In other words, adding a new attribute (trust) to the
datasets resulted in an increase in the performance of these tarithalg dramatically.
Furthermore, models developed by SVM showed the same performance in the naedilmgh
mobility environments as the models developed by ANN and logistic regression.

Figures 6.9, 6.10 and 6.11 show the aggregated ROC curve ahatysis t he fAAccesso
shown in Figure 6.9, for models with less than 0.5% difference in accuracy, the value of AUC is
the same (0.64). Moreover, logistic regression achieved better performance in terms of a higher

TP rate and a lower FP rate than ANNhe lowmobility environment.

Some extension of Receiver operating characteristic to multi-class

w1y L essssssssssssessssss .
e

L3 L

et
o M R LR

W et .

> e

3

* * Decisionree  ROC
L\ SVM ROC curve (area

R * = AdaBoost ROC
R Random Forest ROC ¢

X * * KN ROC ¢

.'.’ X ANN ROC
- = = Gradient Boost ROC curve (area = 0
» » Voting Classifier ROC curve (area = (

00 02 04 0.6 08 10

Figure 6.9 ROC analysis for prediction models in the favebility environment
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Some extension of Receiver operating characteristic to multi-class
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Figure 6.10 ROC analysis for prediction models in the medioobility environment
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Figure 6.11: ROC analysis for prediction modelstire highmobility environment

Figure 6.10 shows the aggregated ROC curves for the prediction models in the medium
mobility environment. Among the models in Table 6.16, ANN confirmed its superiority over the
rest by its AUC value (0.50). Models with fairly similar performance, suchvas &d logistic

regression, have the same AUC values as one another.
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In the highmobility environment, as shown in Figure 6.11, voting classifier (0.55), decision
tree (0.55), Naive Bayes (0.54) and AdaBoost (0.52) achieved the highest AUC values. The
acairacy, precision, recall and F1 values of these three algorithms were much lower than those of
the best model (i.e., logistic regression). Thus, their superiority cannot be confirmed: as stated in
Chapter 5a curve dominates in ROC space if and onlysipitecision dominates in precision space
[183].

We also applied KruskéWWallis and Spearman tests to investigate the effects of the number of
hidden layers on the accuracy of the models for all datasets. According to the shewh in
Tables 6.17 and 6.18, the Asymp. Sigvfhue) is less than 0.05 for the Kruskalallis test, and
therefore the null assumption is reject&tlis shows that the mean values of different accuracy
groups are not the same. Groups are defined lmasdte number of hidden layers. Furthermore,
the results of the Spearman test indicate that the number of hidden layers has an impact on the

accuracy of the model (Sig.=0.000 and Sig. < 0.05) in each environment.

Table 6.17: Kruskal Walllis test results, grouping variable: no. of hidden layers

Chi Square 139.405
Df 3
Asymp. Sig. 0.000

Table 6.18: Spearman test results: correlation

Hidden Layer Accuracy
Correlation 1.000 0.54
Hidden Layer | Coefficient
Spear manos Sig. (2tailed) : 0.000
N 7800 7800
Correlation 0.54" 1.000
Accuracy Coefficient
Sig. (2tailed) 0.000
N 7800 7800

** Correlation is significant at the 0.01 level {iled)
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6.4 Chapter Summary

In this chapter, we presented details of our prediction models developed for hanaiggit .
We synthesized aet of new dataseby adding a new attributalledii T r uThdsednevdatasets
were synthesized using methodology discussed in Chapter 4 and 5 for thres diegrekility

(high, medium and low).

As shown ten classification algorithms were applied to create our prediction models. According
to the crossalidated resultsmodel developed by neural networlshowed the highest
performance in terms of accuracy for low mobility environment with accuracy.@2%. Neural
networksalso showedhe highest performance in medium mobility environment with accuracy of
86.90%. In high mobility environmen§VM andlogistic regressioalgorithms showed the highest
accuracy (617.1%).

We also studied thkehavior of our models created by neural networks (both perceptron and
MLP). We applied 12 configurations of neural netwonksluding different number of hidden
layers (up to 3 hidden layers) different number of neurons (up to 40 neurons) and different types
of activation functions (4 Bs) to investigate the effects of these variants on the performance of
the prediction modelsThe results showed that the number of hidden layers affects on the
performance of the model.

In overall, by adding morattributes to the datasethe accuracy of the models will increase
andclassifiers like ANN and logistic regressioray showbetter performancm action.
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7. Conclusion

In this chapter, we summarize the important findings of this research. We also review and
analyse the thesis to determine whether the findings can answer the research questions proposed
in Chapter 1. At the end of this chapter, we discuss the possibie ditection of this research.

7.1 Key Findings

Starting with the literature review, we summarize the key findings in relation to our research

guestions. These findings came together to construct our methodology.

7.1.1Findings onloT Adaptability of Access Control Models

We evaluated traditional and emerging access control models against 10T adaptability criteria,
as mentioned in Chapter 2. The reference models could not satisfy all the specification criteria that
need to be depled in a scalable, heterogeneous and dynamic environment such as IoT. More
details were summarized in Table . 22tcording to our analysis iBubsectior2.1.2, ABAC shows
promising  performance in terms of scalability (extensibility),  dynamism,
heterogengy/interoperability, and contexdwareness in comparison with other models.

Moreover, both the traditional and the emerging models relied on deterministic access policy
rules for which they were unable to make precise access decisions-adeteoministicaccess

scenarios.

We also surveyed the state of the art for the methods proposed based on the extension of the
traditional and emerging access control modeSubsectior?.1.4 As these methods inherit the
disadvantages of the reference models, thegstriim a lack of one or more of the characteristics

needed for the 10T environment.

Authentication protocols were analysed against the criteria defined in RFC 2989 and RFC 4962
too. According to the results mentioned iBubsection2.1.2, four out of five authentication
protocols suffer from a single point of failure in their implementation because of their centralized

architecture. Maintaining the confidentiality of authentication-@&t@st and authentication data
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in-transit is another major challeng&ccording to our findings,htese protocols were designed

based on deterministic rules and cannot handle access scenarios that include unpredicted elements.

Resilient access control approaches wieoeoughly studiedh Subsectior?.2.4 According to
our findings, the BTG and optimistic approaches are inappropriate for heterogeneous
environments such as loT. They also suffer from a lack of scalability in terms of access policy for

such environments.

RAAC approaches were considered a promising paradiagnmandling unpredicted access
scenariosBased on thénding of this research iBubsectior?.2.4,the 10T adaptability of these
approaches remains an ongoing challenge. These approaches generally suffer from one or more of
the following challenges: i)mitations on periodic assessment for the 10T environment, ii) a lack

of knowledge about I0T entities, and iii) interoperability and dependency challenges.

7.1.2Proposing Indeterminacy Factorsfor Authentication in loT

We defined uncertainty and ambity as two pillars of indeterminacy in authentication that
presents new challenges. We stated the importance of these challenges and their relationship with

characteristics inherited from the 10T environment.

As defined inSubsectior?2.2.1.1, uncertaintgtems from the incompleteness of information
regarding the likelihood of whether the acceptance of an authentication request leads to an incident.
A formal definition was given based on subjective probabifitye uncertainty handling theories
including probability theory, information theory, evidence theory, possibility theory and
uncertainty theorgxisting in the literature were studied and their suitability for different types of
uncertainty was analyseth Subsection2.2.1 Of these theories, subjective (conditional)
probability was chosen to measure uncertainty in authentication for a couple of reasons: lower

complexity,scalabilityand enough data samples in authentication scenarios.

Ambiguity in authentication was alstefined by this research and the relevant literature was
studiedin Subsectior2.2.21. Ambiguity can be handled through trisised analysis. Based on
the findingsof Subsectior?.2.2.1 soft trust method is the choice for handling trust in 10T. As a

resut, behaviouralbasedanalysisas a method of direct trust computati@as chosen to calculate
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the degree of trust. In this way, the historical profile of users was analysed to gain insight into

previous authentication records for all users.

7.1.3 DataSeSynthesisfor Authentication

In order to build prediction models capable of making indetermias@re authentication
decisions, machinkarning algorithms must be applied. These algorithms are classified as
supervised algorithms as they require laballasets to be trained and tested. One of the research
obstacles in building prediction models for authentication has been the lack of publicly available

authentication datasets.

We presented the exemplar (RASA) as our case study in this dissert&idvsiectiont.1. We

also determined adversary model for the exemplar.

In order to build our prediction models, we need datasets. Datasets need to be synthesized in
accordance with the exemplar.daing sothe relevant literature wasudiedin Subsectiont.3to
determine the corresponding PDFs of attributes needed in our datasets, including user, time,
location and credentials. According to the state of theliadussed irSubsection4.3.], user so
online activity follows a power lawistribution function. The timing of the authentication requests
followed uniform distributiorbased on the literature reviewedSnbsectiord.3.2 and the PDF
corresponding to the location of the usassdiscussed iBubsectiort.3.3,was determined tbe
Gaussian. For the credentials attribute, three states were justiftedsectiort.3.4in order to
define a multinomial PDF that describes Haaviour of the authentication requests in terms of

credentials.

The findings of the research in the abowentioned datasets were compared with the results of
the study of publicly available datasets (LANDh)Subsectiod.4. The analysis confirmed the
effectiveness of the methodology employed in synthesizing data samples for tlamdisere

attributes.

One of the advantages of this research is tF
defining different LAs and considering a number of Pols. Subsequently, a mixture of Gaussian
PDFs were used to describe the mobility of users, and correspondingefeEsawere determined
in a way that reflected three degrees of mobility, known as low, medium and high. Consequently,
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data samples were generated for three datasets with different mobility pafteensocess of

generating different datasets in termsmafbility was discusseith Subsectiont.3.3.

7.1.4Handling Uncertainty in Authentication Using Prediction Models

As discussed in Chapter 5, ten classifiers were applied to datasets in order to build prediction
models: decision tree, randdiorest, Naive Bayes, logistic regression, SVM, neural networks,
voting classifier, gradient boost and AdaBoost classifiers, ahdNK

The datasets used in Chapter 5 consisted of three attributes (time, location and credentials).
According to the findingsidcussed irSubsectiorb.3, hie uncertaintyaware models trained and
built using these datasets were able to predict the class of authentication requests in, the low
medium and highmobility datasets with 85.50% accuracy (using AdaBoost), 64.43% accuracy

(using gradient boost) and 61.69% accuracy (using gradient boost) respectively.

We also studied the behavior of our models created by neural networks (both perceptron and
MLP) in Subsectiorb.2.9. We applied 12 configurations of neural networks includiffgrent
number of hidden layers (up to 3 hidden layers) different number of neurons (up to 40 neurons)
and different types of activation functions (4 AFs) to investigate the effects of these variants on
the performance of the prediction models. The tesshowed that the number of hidden layers

affects on the performance of the model.

7.1.5 Handling Trust in Authentication Using Prediction Models

In Chapter 6, the datasets had an extra attribute called a historical profile. Adding this new
attribute impoved the performance of the models for the three datédsetiiscussed iBubsection
6.3, the ambiguitaware prediction models developed by the aboeetioned classifiers were
able to predict the class of the authentication requests innosdium and high-mobility datasets
with 86.92% accuracy (using Artificial Neural Networks (ANN), 64.49% accuracy (using ANN)
and 61.71% accuracy (using logistic regression) respectively.

The models created by the datasets used in Chapter 6 were able to handhedrtdimty and

ambiguity in authentication. The size of the designhated models is small enough to be run by loT
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friendly devices such as the Raspberry Pi. The prediction models were deployed on a Raspberry
Pi 4 (Model B) and tested by another set of syntieelsdatasets to see the performance in action
(Appendix B).

7.2 Evaluation

As defined in the first chapter, theawarai n c|l
prediction model can handle indeterminacy factors in authentication for scdiabtérogeneous

and dynamic environmentso.

Figure7.1is di agrammati c model of the thesisb6s ma
this is based. The main claim can be broken down, based on the indeterminacy factors, into two
parts. Each part, wtlh is shown in an orange box, was explored separately. These factors were
studied using the datasets developed in Chapter 4. The research direction and the architecture of
the methodology were defined in Chapter 3. Using the literature review to det¢éhmseope of
the analysis, we explored the literature to demonstrate the research gap and possible

methodological approaches.

Indeterminacyaware prediction models can handle uncertainty and ambiguity in scalable,

heterogeneous and dynamic environmentsibse of the following characteristics:

1 The prediction models are fully automatic and work without human intervention.

1 The prediction models can work in scalable environments because increasing the
number of authentication requests does not affect therpshce of the prediction
models in terms of complexity.

1 The type of the selected attributes in the dataset makes the approach independent of
local and environmental characteristics. Therefore, it can be deployed in heterogeneous
environments.

1 Consideringtime and the location in making authentication decisions makes the
proposed approach spatemporal. Therefore, the model is sensitive to a changing

environment which is known as a dynamic environment.
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The proposed prediction model can handle indeterminacy in

Chapter 7 authentication in scalable, heterogeneous and dynamic environments.
Chapter 6 Ambiguity-aware pr.edlt?tlon
model for authentication
Uncertainty-aware prediction
ik model for authentication
Dataset synthesis for the
Chapter 4 prediction models
Chapter 3 Proposed methodology I—- Proposed architecture
Chapter 2 Literature review
Chapter 1 Thesis motivation

Figure71: The thesisdés main claim and its bt

7.3 Future Direction

In this Subsectionwe propose two possible areas for future research that build upon the
contributions of this dissertation.
7.3.1 HandlingIndeterminacy in Authorization

As stated in the first chapter, the main focus of this research was on indeterminacy factors in
t he Aauthenticationo phase of access control

with the same challenges. Weed tadefine uncertainty andmbiguity in authorizatioand find

related attributes in order to build prediction models.

7.3.2 Moving Towards Adaptive Model

The second consideration of the proposed approach is that it does not support adaptive methods
of calculating indeterminacfor mobile users. In other words, when the location of the user is

changed, the authenticated user has access to the resource, so the proposed method supports only
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persistent authentication in 1oT. Any future work must consider a scheme to cover adaptive

authentication for mobile users.

Although the generation of data samples to create the datasets used by this research is one of
its contributions, working with real datasets consisting of the required attributes would give better

insight into the usefulnessd the performance of the proposed approach.
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Appendix A: Dataset Synthesis in MATLAB

This appendix contains practical detals synthesizing datasets. We used MATLAB version
2018ato generate our data samples. The case siségin orderto synthesize our datasets was
explained inSubsectiord.1. We also followed the procedure discussed 8ubsectior4.3 to
synthesize values for odatagts We defined a zermatrix called Wax with the size of (5000
x 8) to store generated data samplesg the following command: Max=zeros(5000,8)We

upload the code of this section Zenode.

A.1 Generating Data samples for IDs

As discussed ilsubsectiort.3.1, we have 60 users in the system. According to the literature
power law PDF needs to be used to generate data safopl&s. Figure A.1 shows the code

writtenin MATLAB for synthesizing these samples.

El:’j = % [qJ Find Files @ Insert E1 fx [ ~ I_-Zl [/\ l@ 0

[zl Compare ¥ [ GoTov Comment % % %4

New Open Save Breakpoints Run Run and

v v v = Print ¥ ( Find ¥ Indent (3] %3 |5 v v Advance
FILE NAVIGATE EDIT BREAKPOINTS F

Users.m a7

1 function [col] = Users()

28= Sum=0;

S Alpha=0.1;

Ri= x_min=5;

5- | y=0:

(s C=0;

7 P=0;

Pr=zeros(€0,1);
User=zeros (60,2);
n=1;

for i=1:60

User(i,1)=i+x_min;

y=User (i,1)" (- (1+Alpha)):
Sum=Sum+y;

C=1/Sum;

for k=1:60

P=C* (User (k,1) " (- (1+Alpha))):
User (k,2)=P;

16 — end

end

23 ~ Pr=User(:,2):;

24

= MNR=mnrnd (n,Pr,1);
26 — [row,col]=find (MNR) ;

27 = end

Figure A.1: MATLAB code for synthesizing data samples for IDs

13 Available at:https://zenodo.org/recortB755539
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The formula used as power law distribution is as follows:
0@ #0O

As shown in Figure A.1, we implemented power law distribution formula in MATE#&Bugh
lines 12 to 21. The AUsero function wil/l rett

function call.

A.2 Generating Data samples for Time

As discussed irSubsectiord.3.2, wedivided service time into 11 time slots (Table 4.2).
Moreover, we assigned weights to these time slots according to our threat model discussed in
Subsectiort.2. In order to generate time related data samples, we first used multinomial PDF to
choose the time slot and then generate a random value for thie tima¢ time slot using uform
PDF.

EDITOR PUBLISH VIEW
b h}—_:ﬁ Lg}.lFmd Files < Insert (51 fx pﬂ - B l/\ L?_;i S L[T))
[zl Compare ¥ 5{GoTov Comment % % %3 2
New Open Save > Breakpoints Run  Runand [54 agvance Run and
- - v = Print v ( Find ¥ Indent [5] 3 [z - v Advance Time
FILE NAVIGATE EDIT BREAKPOINTS RUN
| Users.m | Timem* +
1 function [ToA]=Time ()
21z n=1;
3 - Pr=[0.005,0.006,0.01,0.04,0.35,0.10,0.40,0.06,0.02,0.007,0.002] ;
3= TPR=[1 4 0.80;5 2 0.75;7 1 0.60;8 1 0.50;9 3 0.10;12 1 0.20;13 4 0.10;17 1 0.40;18 1 0.50;19 4 0.70; 23 3 0.90];
o MNR=mnrnd(n,Pr,1);
€ - [row,col]=find (MNR) ;
s x=col;
s offset=TPR(x,2)*60;
B = rantime=randi ([0 offset]);
10 - if rantime>60
2 o e h=floor (rantime/60)+TPR(x,1);
12 = m=rem(rantime, 60);
B3 else
14 - h=TPR(x,1):
35 = m=rantime;
16 — end
K= if h>=1 & h<5
18 — ToA=TPR(1,3):
19 elseif h>=5 & h<7
20 - ToR=TPR(2,3);
21 - elseif h>=7 & h<8
22 - ToR=TPR(3,3):
23 — elseif h>=8 & h<9
24 — ToR=TPR (4, 3) ;
25 - elseif h>=9 & h<12
26 — ToA=TPR (5, 3)
271 elseif h>=12 & h<13
28 - ToA=TPR (6, 3)
29 - elseif h>=13 & h<17
30 — ToA=TPR(7,3):
31 = elseif h>=17 & h<18
32 - ToA=TPR(8,3) ;
33 - elseif h>=18 & h<19
34 - ToA=TPR(9,3) ;
35 - elseif h>=19 & h<23
36 - ToA=TPR(10,3);
= else h>=23
38 - ToA=TPR(11,3):
39 = end
40 - end

Figure A.2: MATLAB code for generating data samples fioetime attribute
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Line 3 shows a matrix (XIL) which consists of weights assigned to time slots based on table
4.2. Line 4 shows matrix (11x3) which consists of time slots and thedassigned to them based
on table 4.2. Lines-3 use multinomial PDF (mnrnd) tandomly choose a time slot. Line 9 uses
uniform distribution (randi) to randomly pick a time in designated time Isioés 10 to 16 split
the chosen time to Hour / Minute. Based on the values (h and m) of generated time, the
corresponding UV will be assigned through line 17 to 38. These values were determined in table

4.2.

A.3 Generating Data samples for Location

Accordng to the findings oSubsectior.3.3, we used a mixture of Gaussian PDF to generate
data samples for the location. Figure A.3 shows#heulated W's for the locations in the map of
our exemplar discussed Bubsectiom.1. These values were calculateased on the mixture
method discussedt the end ofSubsectior4.3.3 Please note thatt the time of writing this

dissertation,lte UVs assigned to different UAs were different than values indicated in Figure 4.5

A
2000m
0.82 0.80 0.78 0.78 0.78
1600m
0.64 0.62 0.60 0.58 0.72
1200m
0.52 0.44 0.42 0.54 0.72
800m
0.40 0.32 0.38 0.56 0.74
400m
0.28 0.34 0.46 0.56 0.82
» X
0 400m 800m 1200m 1600m 2000m

Figure A.3: Calculated UVs for the mapased on the mixture gaussian method
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Figure A.4 shows the MATLAB code for synthesizing location data samples in medium

mobility dataset.

EDITOR PUBLISH VIEW

Lﬁl | H [ Find Files

(il Compare ¥ GoTov Comment % % %

Insert =] fx -

>

Lé’l [] Run Section é?

New Open Save d Breskpoints  Run  Runand [} Advance  Runand

v v v SEPrint v ( Find v Indent [5] $3 [ - v Advance Time

FILE NAVIGATE EDIT BREAKPOINTS RUN

| Location.m |

it function [Uncertainty] = Location() AT, - elseif x>=1200 & x<1600 & y>=0 & y<400
2= Uncertainty=0; 38 — Uncertainty=0.56;

3= Mu_x_1=200; 39 — elseif x>=1600 & x<=2000 & y>=0 & y<400
A= Mu_x 2=1000; 40 - Uncertainty=0.82;

5= Mu x 3=1400; 4 - elseif x>=0 & x<400 & y>=400 & y<800

6 - Mu y 1=200; 42 - Uncertainty=0.40;

= Mu_y 2=600; 43 - elseif x>=400 & x<800 & y>=400 & y<800
8= Mu_y 3=1400; 44 - Uncertainty=0.32;

9 - Sig_x_1=200; 45 — elseif x>=800 & x<1200 & y>=400 & y<800
10 - Sig_x 2=500; 46 - Uncertainty=0.38;
T = Sig_x 3=700; 47 - elseif x>=1200 & x<1600 & y>=400 & y<800
12 = Sig_y 1=150; 48 -~ Uncertainty=0.56;
13 Sig_y_2=400; 49 - elseif x>=1600 & x<=2000 & y>=400 & y<800
il Sig_y_3=600; s0 - Uncertainty=0.74;
15 - n=1; 51 — elseif x>=0 & x<400 & y>=800 & y<1200
16 - Pr=[0.65,0.2,0.15]); 52 - Uncertainty=0.52;
A7) = MNR=mnrnd(n,Pr,1); 53 = elseif x>=400 & x<800 & y>=800 & y<1200
18 - [row, col]=find (MNR) ; 54 — Uncertainty=0.44;
19 - G=col; 55 — elseif x>=800 & x<1200 & y>=800 & y<1200
20 - if G==1 56 — Uncertainty=0.42;
21 - x=normrnd(Mu_x_1,5ig x 1); S7 = elseif x>=1200 & x<1600 & y>=800 & y<1200
22 - y=normrnd (Mu_y_1,Sig_y_1); 58 — Uncertainty=0.54;
23 elseif G==2 59 — elseif x>=1600 & 000 & y>=800 & y<1200
24 - x=normrnd (Mu_x_2,Sig_x_2); & - Uncertainty=0.72;
25 - y=normrnd(Mu_y_2,5ig_v_2); 61 — elseif x>=0 & x<400 & y>=1200 & y<1600
26 - elseif G==3 62 — Uncertainty=0.64;
27 - x=normrnd (Mu_x_3,5ig_x_3); 63 - elseif x>=400 & x<800 & y>=1200 & y<1600
28 = y=normrnd (Mu_y_3,Sig_y_3): 64 — Uncertainty=0.62;
29 - end €5 — elseif x>=800 & x<1200 & y>=1200 & y<1600
30 €6 — Uncertainty=0.60;
31 - if x>=0 & x<400 & y>=0 & y<400 67 — elseif x>=1200 & x<1600 & y>=1200 & y<1600
32 - Uncertainty=0.28; 68 — Uncertainty=0.58;
33 - elseif x>=400 & x<800 & y>=0 & y<400 €9 — elseif x>=1600 & 200 & y>=0 & y<1600
34 - Uncertainty=0.34; 70 - Uncertainty=0.72;
35 = elseif x>=800 & x<1200 & y>=0 & y<400 n - elseif x>=0 & x<400 & y>=1600 & y<=2000
36 - Uncertainty=0.46; 72 - Uncertainty=0.82;
37 - elseif x>=1200 & x<1600 & y>=0 & y<400 73— elseif x>=400 & x<800 & y>=1600 & y<=1200
38 - Uncertainty=0.56; 74 - Uncertainty=0.80;
39 — elseif x>=1600 & x<=2000 & y>=0 & y<400 75 - elseif x>=800 & x<1200 & y>=1600 & y<=2000
10 - Uncertainty=0.82; 76 - Uncertainty=0.78;
4 - elseif x>=0 & x<400 & y>=400 & y<800 77 = elseif x>=1200 & x<1600 & y>=1600 & y<2000
42 - Uncertainty=0.40; 78 - Uncertainty=0.78;
43 - elseif x>=400 & x<800 & y>=400 & y<800 79 - elseif x>=1600 & 000 & y>=1600 & y<=2000
44 - Uncertainty=0.32; 80 — Uncertainty=0.
45 - elseif x>=800 & x<1200 & y>=400 & y<300 81 — end
46 - Uncertainty=0.38; 82 - end
47 - elseif x>=1200 & x<1600 & y>=400 & y<800 v 83

FigureA. 4. MATLAB code for generating data samples for kbeation attribute

In lines3 to 14, parameters related to Gaussian PDF are initialized based on the values assigned
to the exemplar in table 4.3 for medium mobility environmémtine 17, a multinomial PDF
(mnrnd) is used to randomly choose a Pol. Then based on the chosen Rulsstas PDF
(normrnd) is used to generate data samples in terms of X and Y through li@8s R@ally,
through lines 3481, according to the generated values for X and Y, a UV value will be assigned
based on the calculate values in Figure A.3.
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A.4 Geneaating Data samples for Credential

As discussed irsubsectiort.3.3, credentialhavethreestate. Wesimply useda multinomial
PDF(in line 4)to randomly choosene of those states. The weights assigned in line 3 are based
on the values of probabilities listed in Table 4.4. According to generated samples for credential,
corresponding UVs are assigned through lines 7 to 13. These aaklested and justified in
Subsectior#.3.3.

EDITOR PUBLISH VIEW

I:“J‘_:, i % Lk;lJF'“d Files Insert (= fx /E(] b :L_?_:‘ [) U&E [Z] Run Section 'EP
New Open Save iz Compare | Pl GoTo:| Comment ,% R % Breakpoints Run  Runand IE0 Advance Run and

v v v = Print ¥ ({ Find ¥ Indent [Z] %5 |Z& v v  Advance Time

FILE NAVIGATE EDIT BREAKPOINTS RUN

| Credential.m | + |

1 function [RoC] = Credential()

2= n=1;

&R Pr=[0.85,0.10,0.05];

4 - MNR=mnrnd (n,Pr,1);

Hi= [xrow,col]=find (MNR) ;

6 — x=col

T if x==1

8= RoC=0.05;

= elseif x==2
10, = RoC=0.70;
L= elseif x==3
2= RoC=0.95;
B = end
14 - end

15

Figure: A.5: MATLAB code for generating data samples for the credential attribute

A.5 Aggregating UVs to Label Datasets

Decision about an authentication request depends on the total value of uncertainty based on the
UV values derived fronsubsetion A.1, A.2, A.3 and A.4. As discussed Subsectior.3.5, we
considered weights for our attributes basedhaadversary modellThereforewe calculated the

weighted arithmetic mean by averaging weighted UVs per authentication request. Then, we used

157



the calculated value as a weight for a binomial PDF in order to determine the class label

(Access/Deny)

Figure A.6 shows the MATLARBodefor labelling datasets. As shown in line$ 3he weighted
arithmetic mean is calculated for each authentication request in a loop (for 5000 requests).
Afterwards, binomial PDF is applied to determine the label of reqtiestsgh lines 717. We also
corrected our labels for those requests which provided wrong usernarpassuebrdput they
were | abel | ed dataset.ATAIT coreestisnchasibeen made through lin@? 18

accordance with matetunder policy.

EDITOR

gl 3 % [ql Find Files f Insert 51 fx || E“ [) L‘\@ 6

[zl Compare ¥ 5 GoTov Comment % g %3

New Open Save = Breakpoints Run Run and
o e v = Print ¥ ({ Find ¥ Indent |3| 3 | v v Advance
| FILE NAVIGATE EDIT BREAKPOINTS R
| Fusion_Weighted.m [ + |
i n=1;
P Avg=0;
3= for i=1:5000
4 - Avg=(2*UMax(i,2)+3*UMax(i,3)+5*UMax(1i,4))/10;
e UMax (i, 7)=Avg;
6 — end
e for j=1:5000
8 - weight=UMax(1,7):
o= Pr=[l1-weight,weight]:
10 — MNR=mnrnd (n,Pr,1);
11 - [row,col]=find (MNR) ;
32 = x=col;
VR if x==1
14 = UMax(j,8)=1;
G5 else
16 — UMax(j,8)=0;
P = end
18 = for k=1:5000
19 = if UMax(k,4)==0.95
20 = UMax (k,€)=0;
21 = UMax (k,8)=0;
22, = end
235= end
24 — end

Figure A.6: MATLAB code for labelling our dataset

Figure A.7 shows our final uncertainty matrix (UMax) that consists of 5000 generated
authentication requests. Each request consists of 4 attributes and 4 calculated values. From left to

right:
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Synthesized values for attributésolumnl: User ID,Column2: Time UV, Column3: Location
UV, Column4: Credential UV,

Calculated valueColumn5: Mean Column6: Label based on the medplumn7: Weighted
Mean, andColumn8: Label based on the weighted mean.

[ s5000x8 double

<

Figure A.7: Screenshot of the results
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Appendix B: Developing and Running Model on Raspberry Machine

This appendix presents an overview of technical wat&se on the building of prediction
models. It gives a brief comment on different parts of the endieliscusses thdeployment of

the models on Raspberry Pi machines.

We used Pythowersion 3.6 with Jupyterto write our code and run it. We also used a number

of librariesin Pythondepictedn Figure B.1.These libraries are as follows:

Scikit

Pandas
Learn

Matplot

NumPy lib

SciPy

Figure B.1: Libraries used in the Python code of the project

1 Pandas:lt is a library on top of Python used for reading and writing data between in
memory data structures and different formats. We used pandas to read dataifrom o
datasets in Excel format.

1 NumPy:This is a package for scientific computing in Python. We used this library in our
code to implement gaussian PDF in order to generate random noise.

1 SciPy: SciPy library is one of the core packagdsSciPy stack. It provides numerical
routinesike routines for numerical integration, interpolation, optimization, linear algebra,
and statisticaVe used SciPin order to benefit from interpolation process in ROC curves.

1 Matplotlib: This is a library to create static, animated, and interactive visualizations

Python. We used this library to create our ROC curves for the prediction models.

14 Project Jupyter dittps://jupyter.org
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1 Scikit Learn:It is a library for machine learning in Pythowe used this library to
implement classification algorithms for the sake of training and testing. It also provides

cross validation process in addition to the metrics for performance measurement.
We uploaded the python code for building our predictiauets on Zenoda&s.

B.1 Building Indeterminacy-Aware Prediction Models

The code starts with importing mentioned libraries. Figure B.2 shows the screenshot of this

part of the code.

“ Jupyter Uncertainty (unsaved changes) & [ oot
File  Edit Vi Insert  Cell  Keme Nidgets  Help # |Python3 C

B+ 5 @B 4 ¥ [MRn B C »

Slide Type

orint(__doc__)
import pandas as pd

import numpy as np

import matplotlib.pyplot as plt

from itertools import cycle

from sklearn import svm, datasets

from sklearn.metrics import roc_curve, auc

from sklearn.model_selection import train_test_split

from sklearn.preprocessing import label_binarize

from sklearn.multiclass import OneVsRestClassifier

from scipy import interp

tmatplotlib inline

from sklearn.preprocessing import LabelEncoder

from sklearn.tree import DecisionTreeClassifier, export_graphviz
from sklearn.model_selection import train_test_split

from sklearn.metrics import accuracy_score

import os

from sklearn import svm

from sklearn.model_selection import cross_val_score

from sklearn.model_selection import KFold

from sklearn.metrics import classification_report,confusion_matrix
from sklearn.linear_model import LogisticRegression

from sklearn.naive_bayes import GaussianNB

from sklearn.ensemble import RandomForestClassifier

from sklearn.ensemble import AdaBoostClassifier

from sklearn.ensemble import GradientBoostingClassifier

from sklearn.neighbors import KNeighborsClassifier

from sklearn.neural_network import MLPClassifier

from sklearn.ensemble import VotingClassifier

Iﬂ‘om sklearn.externals import joblib

Figure B.2: Libraries imported intdhe project

Dataset files are in Excel format. As mentioned earlier, we used Pandas library to read from
dataset files. We have three labelled datasets for low, medium and high mobility environments.
Each of them consists of three attributes. In line i yalues of three attributes are stored in X
and in line 142, the values of label are stored in Y. Figure B.3 shows the lines of code related to

this part.

15 UncertaintyAware code is available dittps://zenodo.org/record/3755598

16 Ambiguity-Aware code is available dtttps://zenodo.org/record/3756014
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dataset = pd.read_excel('LD.xlsx")
X = dataset.iloc[:,8:3].values
Y = dataset.iloc[:,3].values

Figure B.3: Importing dataset

For indeterminacdaware prediction models, we used another set of datasets which have 4
attributes. As discussed in Chapter 6, these datasets have an extra attribute called trust. For reading

those datasets we made necessary changes in the above codangesl@S to 4).

In order to make our case more realistic, we associated gaussian noise to our datasets. In doing
s o, we used Arandomo method from NumPy packac

noise.

|
random_state = np.random.RandomState(8)

n_samples, n_features = X.shape
print(X.shape)
X = np.c_[X, random_state.randn(n_samples, 2068 * n_features)]

Figure B.4: Associating gaussian noise to our datasets

We also used bld cross validation. For this reason, we split dataset into 10 parts and one of
those 10 parts was used for testing and 9 parts were used for the training. We shuffled test

associated part in der to build the bedit model. Figure B.5 shows all these efforts.

# shuffle and split training and test sets

X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=.1,random_state=seed)

Figure B.5: Cross validation and shuffling
The project code has a function called Report. This function is responsible to report the accuracy
and confusion matrix for the prediction models. As shown in Figure B.6, it ufdd kross
validation (k=10) at line 120. The model is trained in line 488 the function calculates prints

the values of accuracy and confusion matrix after cross validation through lines 125 to 130.
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def Report(name,model,X, Y, X_train,y_train,X_test,y test):
print(name)
print('cross_val_score')
kfold = KFold(n_splits=18, shuffle=True, random_state=0)
results = cross_val_score(model, X, Y, cv=kfold)
print(“cross_val_score: %.2f%% (%.2f%%)" % (results.mean()*100, results.std()*160))
model.fit(X_train, y_train)
y_pred = model.predict(X_test)
accuracy = accuracy_score(y_test, y_pred)
print('accuracy score: {}'.format(accuracy))
#Accuracy of the predicted values
print(‘confusion_matrix")
print(classification_report(y_test,y _pred))
print(confusion_matrix(y_test,y pred))

#save model
joblib.dump(model, name+'.sav')

return ;

Figure B.6: Report function

Furthermore, devel oped pr exdensioh to benusethlatdrevith i s
new datasets. You can find related code in the above figure in line 133. For the visualization
purpose, we used Matplotlib to draw ROC curves for each prediction model. In order to produce
ROC curves, we first need to calatd required parameters like FPR and TPR. Figure B.7 shows

the screenshot of the code related to these calculations (lirie 102).

# Compute ROC curve and ROC area for each class
fpr = dict()

tpr = dict()

roc_auc = dict()

for i in range(n_classes):

jG: fpr[i], tpr[i], _ = roc_curve(y_test[:, i], y_score[:, i])
108 roc_auc[i] = auc(fpr[i], tpr[i])

# Compute micro-average ROC curve and ROC area

fpr["micro™], tpr["micro”], _ = roc_curve(y_test.ravel(), y_score.ravel())
roc_auc["micro”] = auc(fpr["micro"], tpr["micro"])

#return fpr,tpr,roc_auc,n_classes

ROCP1t(fpr,tpr,roc_auc,n_classes)

return fpr,tpr,roc_auc,n_classes

Figure B.7: Calculating parameters for drawing ROC curves
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def ROCPlt(fpr,tpr,roc_auc,n_classes):

plt.figure()

w =1

all_fpr = np.unique(np.concatenate([fpr[i] for i in range(n_classes)]))

mean_tpr = np.zeros_like(all_fpr)

for i in range(n_classes):

mean_tpr += interp(all_fpr, fpr[i], tpr[i])

mean_tpr /= n_classes

fpr["macro”] = all_fpr

tpr["macro”] = mean_tpr

roc_auc["macro”] = auc(fpr[“"macro"], tpr[“"macro”])

plt.figure()

plt.plot(fpr["micro"], tpr["micro"],
label="micro-average ROC curve (area = {0:0.2f})'

‘' .format(roc_auc["micro"]),

color="deeppink', linestyle=":', linewidth=4)

plt.plot(fpr["macro”], tpr[“"macro"],

label="macro-average ROC curve (area = {0:0.2f})"'
"' .format(roc_auc["macro"]),
color="navy', linestyle=":"', linewidth=4)

colors = cycle(['aqua', 'darkorange’, 'cornflowerblue'])
for i, color in zip(range(n_classes), colors):
plt.plot(fpr[i], tpr[i], color=color, lw=1lw,
label="ROC curve of class {@} (area = {1:0.2f})'
"' .format(i, roc_auc[i]))

plt.plot([e, 1], [@, 1], 'k--', lw=1lw)

plt.xlim([©.0, 1.8])

plt.ylim([©.08, 1.05])

plt.xlabel('False Positive Rate')

plt.ylabel('True Positive Rate')

plt.title('Some extension of Receiver operating characteristic to multi-class')
plt.legend(loc="1lower right")

plt.show()

Figure B.8: ROC curves plotting

Figure B.8 shows a code segment related to plotting ROC curailesil&ed parametederived
from the last code segmenill be passe@functionc al | e d i Ri©&R of thedcod@ine
34). This function draws ROC plots for all prediction models built by classifiers in the code. It
draws ROC curves for both Access and Deny classes in addition to the curves drawn-as micro
average and maciaverage in everplot (lines 35 to 55). It uses three different colours for these

curves in each plot (lines %6 60).

The last comment on the code is about classifiers. As discussed in the dissertation, this research
benefits from classification algorithms in order to build prediction models. classifiers were
implemented by this code. Figu&9 depicts a code segmeabout these classifierdhese
algorithms were implemented using Scikit Learn library. Each classifier has a default
configuration In order to get the befit model, we made changes into some of these
configurations. For exampl@ the first algorithm(Decision Tree), we have tested differsptit
criteriorsinsteadofi gi ni 0 t o-fitinodel tbr eadh dataget Mdreovere made change

in thevalueof minimum sample spliandminimum sample le&iin line 151).
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For the random forest classifier (line 168), different values were used as the number of

estimators and the depth of the forest.

For K-NN algorithm (line 171), different number of nearest neighbours were determined to

evaluate the performance of the model.

For neural networks (lines 174 to 181), we have tested four activation functions discussed in
Subsectiorb.2.9 by changing the value of activation parameter. We have also changed the number
of hidden layer and the number of neurons in i7é of the coddase& on the configurations
defined in Table 5.10n this line, hidden_layer_sizes() should reflect both the number of hidden
layers and the number of included neurons. Asxample,shown in Figure B.9 at line 176,
hidden_layer_sizes(10) means current ML43 lone hidden layer consisting of 10 neurdfis.
also changed the number of epoch (at line 177) and the type of the solver (at line 179) to compare

the performance of the models.

For voting algorithms, we have huddamndtebtour h @ ha

prediction model by making necessary changes in lines 198 and 199.
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151 modell = DecisionTreeClassifier(criterion="gini',min_samples_leaf=5,min_samples_split=5,max_depth=None,random_state=seed)
152 fpr[@],tpr[@],roc_auc[@],n_classes[@]=ReportWithROC( 'DecisionTreeClassifier',modell,X,Y)
153  print(‘'fpr:',fpr[e])

155 model2 = svm.SVC(gamma='auto')
156 fpr[1],tpr[1],roc_auc[1],n_classes[1]=ReportWithROC('svm.SVC',model2,X,Y)

158 model3 = LogisticRegression(C=1e5, solver='lbfgs', multi_class="multinomial’)

159 fpr[2],tpr[2],roc_auc[2],n_classes[2]=ReportWithROC('LogisticRegression’,model3,X,Y)

model4 = GaussianNB()
fpr[3],tpr[3],roc_auc[3],n_classes[3]=ReportWithROC( 'GaussianNB',modeld,X,Y)

165 model5 = AdaBoostClassifier(base_estimator=None, n_estimators=58, learning_rate=1.9,random_state=None)
166 fpr[4],tpr[4],roc_auc[4],n_classes[4]=ReportWithROC('AdaBoostClassifier',models5,X,Y)

modelé=RandomForestClassifier(n_estimators=18, max_depth=2,random_state=8)
fpr[5],tpr[5],roc_auc[5],n_classes[5]=ReportWithROC('RandomForestClassifier’',model6,X,Y)

171 model7=KNeighborsClassifier(n_neighbors=3)
2 fpr[6],tpr[6],roc_auc[6],n_classes[6]=ReportWithROC( 'KNeighborsClassifier',model7,X,Y)

174 model8=MLPClassifier(activation="relu’, alpha=08.0001, batch_size='auto', beta_1=6.9,
beta_2=6.999, early_stopping=False, epsilon=1e-83,

hidden_layer_sizes=(1@), learning_rate='constant’,

learning_rate_init=08.0601, max_iter=560, momentum=8.9,

178 nesterovs_momentum=True, power_t=8.5, random_state=None,

179 shuffle=True, solver='adam', tol=6.0001, validation_fraction=0.1,

180 verbose=False, warm_start=False)
fpr[7],tpr[7],roc_auc[7],n_classes[7]=ReportWithROC( 'MLPClassifier’,model8,X,Y)

123 model9 = GradientBoostingClassifier(n_estimators=28, max_features=2, max_depth = 2, random_state = @)
fpr[8],tpr[8],roc_auc[8],n_classes[8]=ReportWithROC( 'GradiantBoostClassifier’,model9,X,Y)

modeli@=VotingClassifier(estimators=[
(' modell', modell)
s (' model2', model2)

, (' model3', model3)
101 > (' modeld', model4)
1 , (' models', model5)
1 , (' modelé', model6)
19 , (' model7', model?)
19 (' model8', model8)
, (" modele', model9)
]

, voting="hard’
#,voting="soft'

)

fpr[2],tpr[9],roc_auc[2],n_classes[9]=ReportWithROC( 'VotingClassifier',model1®,X,Y)

Figure B.9: Implementing 10 classifiers using Scikit Learn library

B.2 Implementing Prediction M odels onRaspberry Pi

In this Subsectionwe first introduce Raspberry Bien we train our prediction modesing
Raspberry Pi to show that our approach is feasible for resoarnstraireddevices in loTFinally,
we test our prediction model using a new dataset on Raspbeorgd@ how our prediction model
performs in action.
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B.2.1 Raspberry Pi

With the advent of ubiquitous lowost, lowpower computing devices (e.g. Raspberry, Pi)
exploring various solutions in the field @T security becomes more convenidRaspberry Pi is
a pocket size, ARMbased architecture comput&¥e adoped Raspberry Pi 4 Model Bo our
experiments in order to build and implement our prediction méaglre B.10 demonstrated the
picture of the raspberry foard The hardware specification of the raspberry pi used in this

researchs listed in Table B.1

‘s Resp¥ercs P14 Nodel B
(SiRaspberry Pi 2018

Figure B.10: Board ofRaspberry P4, ModelB

Table B.1: Hardware specifications for Raspberry Pi 4 Model B

Broadcom BCM2711, quacdore CortexA72 (ARM v8)

Processor | g4 hit SoC @ 1.5GHz

Memory 4GB LPDDR4

2.4 GHz and 5.0 GHz IEEE 802.11b/g/n/ac wireless LAN,
Connectivity | Bluetooth 5.0, BLEGigabit Ethernet
2 x USB 3.0 ports2 x USB 2.0 ports.

SD cart Support Micro SD card slot for loading operating system and data storagg

5V DC via USBC connector (minimum 3A)
Power over Ethernet (PoEnabled

Input Power
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We usel Raspbiafi as the operating system for our raspberry pi machines involved in our
experiments. Raspbian isR@spberry Pi OS based on Debliamux. We installedRaspbian Image
on a 64GB SD card to be usedthe raspberry pi deviseThe version of Raspbian used et
experiments i20-06-2019. In the nextSubsectionwe will show screenshots from Raspbian
environmentwhich depict the process of building prediction models using raspberry pi. We also

show screenshots of our experiments.

B.2.2 Building Prediction Modelon Raspberry Pi

Python comes prmstalled on most Linux distributions and Raspbian is no exception. We
updated the version of python on Raspbian and installed Jupyteder to benefit from an
interactive coding environment. Figure B.11 shows the processstdlling Jupyter on the

Raspbian. We use bash command line to install Jupyter by running the following command:

$ pip install jupyter

spoemypic~  [Elpi@raspbenypi: ~

Figure B.11: Jupyter installation process
After installing Jupyter, we imported owode and run it. Raspberry Pi machine showed
acceptable performance in building our prediction models. Figure B.12 demonstrates our code

running by Jupyter on Raspberry Pi machine.

17 Available at:https://www.raspberrypi.org/documentation/raspbian/
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O =

pi@raspbemypi: ~ pi@raspberrypi' ~ CO‘Thesws - Jupyter Note.

Thesis - Jupyter Notebook - Chromium

Z Desktop/Project/ x | X Thesis - Jupyter Notebo: x | +
C  ® localhost883 j
Z Jupyter Thesis (auosaved) @ Lo
Fle  Edit  View Insert  Cell Kemel  Widgets  Help Trusted |Python 3 @
B |+ 8 @B 4+ ¥ HRun B | C | P Code MEL=]

Automatically created module for IPython interactive environment
[611...101]

(4999, 3)

AdaBoostClassifier

cross_val_score

cross_val_score: 85.56% (1.32%)

accuracy score: 0.866

confusion_matrix

precision  recall fl-score support

] 0.69 0.30 0.42 80

1 0.88 0.97 0.92 420

accuracy 0.87 5600

macro avg 0.78 0.64 0.67 500

weighted avg 0.85 0.87 0.84 500
[[ 24 56]

[ 11 409]]
int3z

[e11...101]

3

2

<Figure size 432x288 with 0 Axes>

Some extension of Receiver operating characteristic to multi-class
10

Fue Positive Rate

. /=% micro-average ROC curve (area = 0.90)

Figure B.12 Building our prediction modelroRaspberry Pi

As shown in the above picture, we built our designated model femohility environment
using AdaBoost classifier algorithm. The model is 29.5KB. Then we tested our model using new
authentication requests on Raspberry Pi. Figure B.13 shows the resultsexst.

8 I@i pi@raspberrypi:~ pl@raspberryp\w @Thesxs-Jup}derNole

Thesis - Jupyter Notebook - Chromiun
Z Desktop/Project/ x | X Thesis - Jupyter Notebo: x | +
C @ localhost:88
" Jupyter Thesis (autosaveq) A Logout
File  Edit View Inset Cell Kemel  Widgets  Help Trusted | Python 3 @
B+ % B4 ¥  WRun B |C| MW | coe v (=

In [3]: import joblib

import pandas as pd
model = joblib.load('AdaBoostClassifier.sav')
print("Enter UVs for a request: ")
tuv=Float(input("Time UV: "))
1luv=float(input("Location WV: "))
cuv=float(input("Credential UV: "))
X=[[tuv,1uv,cuv]]
print("Authenticatio Request Ws: ",X)
Y = model.predict(X)
if Y == 1:

print("Access™)
else:

print("Deny")

Enter UVs for a request:

Time LV: 8.2

Location UV: 8.1

Credential UV: 8.95

Authenticatio Request WVs: [[0.2, 6.1, ©.95]]
Deny

| In[ ]:

Figure B.13: Prediction of an authentication request
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In the above test, we passed three uncertainty values for time, location, and credential (0.2, 0.1
and 0.95 respectively) to the model and the
correctly. We also tested the performance of our modelimgniy raspberry pi in terms of
scalability of entities. For this reason, we assumed that our model is dealing with 5000

authentication requests simultaneously. Figure B.13 shows the results.

3 \/—) pi@raspberrypi ~ pl@raspberrypl ~ '.‘ Thesis - Jupyter Note.

Desktop/Project/ x Thesis - Jupyter Notebo: x | +
C @ localhost
“Jupyter Thesis (autosaved) A Logout
File Edit View Insert Cell Kemel Widgets Help Trusted | Python 3 1
B 4+ & B & ¥|[MRin B C W coe v =

[ un

In [1]: from sklearn.externals import joblib
import pandas as pd

daBoostClassifier.sav")
1(*PaperCode.x1sx")
1.values

dataset["Ac 1=
dataset.to_ 1
print(dataset)

Time Location User Access

e 0.1 ©.54 @.e5 1
1 0.1 @.78 @.es 1
2 0.1 0.28 @.05 1
3 0.8 0.28 ©.05 1
4 8.1 ©.28 @.e5 1
5 8.1 8.28 @.e5 1
6 8.1 ©.34 0.95 -]
7 8.1 8.28 @.e5 1
8 8.1 ©.28 ©.85 1
9 8.1 8.44 @.85 1
1e 8.1 0.28 @.e5 1
11 0.1 8.4 .65 1
12 8.1 ©.58 @.e5 1
13 8.1 8.28 @.es 1
14 0.1 8.4 @.e5 1
15 8.1 0.28 ©.05 1
16 0.1 0.44 @.05 1
17 8.1 @.28 @.e5 1
18 8.1 0.28 @.e5 1
19 8.5 0.28 @.e5 1
20 8.1 ©.28 @.e5 1
21 8.1 0.34 0.95 e
22 8.1 8.28 @.e5 1
23 8.1 0.28 eo.70 1
24 8.1 0.28 eo.7e 1
25 8.2 ©.28 @.e5 1
26 0.5 0.46 ©.95 -]
27 0.1 8.28 .65 1
28 0.1 8.28 .65 1
29 8.1 0.28 0.5 1

Figure B.14: Runningprediction model for 5000 authentication requests on Raspberry Pi

As shown, we ran our model for both single and concurrent authentication request. The model
can be run in bash environmentusing yt hon AdaBoosClassifier.pybo
for handling 5000 authentication requests on Raspberry Pi wesasured using

Ati me ./ AdaBoost.Cheaealdiindthe géne elapsed betwaen dnvocation and

termination of the command, was 23s.
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