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Abstract—Intelligent reflective surface (IRS) technology is
emerging as a promising performance enhancement technique
for next-generation wireless networks. Hence, we investigate
the physical layer security of the downlink in IRS-aided non-
orthogonal multiple access networks in the presence of an
eavesdropper, where an IRS is deployed for enhancing the quality
by assisting the cell-edge user to communicate with the base
station. To characterize the network’s performance, the expected
value of the new channel statistics is derived for the reflected links
in the case of Nakagami-m fading. Furthermore, the performance
of the proposed network is evaluated both in terms of the secrecy
outage probability (SOP) and the average secrecy capacity (ASC).
The closed-form expressions of the SOP and the ASC are derived.
We also study the impact of various network parameters on the
overall performance of the network considered. To obtain further
insights, the secrecy diversity orders and the high signal-to-noise-
ratio (SNR) slopes are obtained. We finally show that: 1) the
expectation of the channel gain in the reflected links is determined
both by the number of IRS elements and by the Nakagami-m
fading parameters; 2) If the Nakagami-m parameter is no less
than 2, the SOP of both User 1 and User 2 becomes unity, when
the number of IRS elements tends to infinity; 3) The secrecy
diversity orders are affected both by the number of IRS elements
and by the Nakagami-m fading parameters, whereas the high-
SNR slopes are not affected by these parameters. Our Monte-
Carlo simulations perfectly demonstrate the analytical results.

Keywords: Intelligent reflective surface, non-orthogonal
multiple access, physical layer security.

I. INTRODUCTION

In recent years, intelligent reflective surface (IRS') has
been proposed for beneficially influencing wireless signal
propagation [2]-[4]. They can be installed on (or removed
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I Also known as Reconfigurable Intelligent Surface (RIS).

from) walls, ceilings, building facades and other infrastructure
elements. Second, because they may be readily integrated
into the existing wireless networks, hence they constitute a
promising cost-effective spectral efficiency (SE) and/or energy
efficiency (EE) improvement technique capable of controlling
the scattering, reflection and refraction characteristics of the
radio waves [5], [6]. However, the design and optimization of
IRS-aided networks demand further study. By appropriately
adjusting the amplitude-reflection and phase coefficients, the
signals reflected by the IRS can be superimposed on the direct
link for enhancing the received signals [7], [8]. As another
benefit, IRS also has the ability to eliminate the undesired
signals, such as co-channel interference [9]. It was revealed
that the IRS is capable of reducing the outage probabil-
ity (OP) of optical communication networks [10]. In [11],
the authors jointly optimized the active beamforming at the
access point (AP) and the passive beamforming at the IRS of a
specific case for maximizing the harvested power of an energy
harvesting receiver. In [12], the authors studied the weighted
sum-power maximization problem of the IRS-aided wireless
information and power transfer (SWIPT) network. In [13],
the authors proposed beam index modulation for millimeter
wave (mmWave) communication exploiting the benefits of
IRS.

To a parallel development, power domain non-orthogonal
multiple access (NOMA?) has the ability of providing ser-
vices for multiple users within the same physical time and/or
frequency resource block at the same time, thereby signifi-
cantly improving the SE and connection density [14]-[16].
In [17], the authors studied the OP of the single cell multi-
carrier NOMA downlink, where the transmitter side only
has statistical the channel state information (CSI) knowledge.
In [18], the authors pointed out that the secrecy diversity
order and the asymptotic secrecy outage probability (SOP) of
a pair of NOMA users are determined by the user having
poorer channel gains. As demonstrated in [19], to unleash
the full potential of NOMA is important to ensure that an
appropriate power difference exists between the users. The
IRS has the ability to change the channel gains for enhancing
the performance of NOMA, hence their intrinsic amalgam has
substantial benefits.

Motivated by the potential joint benefits of IRS and NOMA,
IRS-aided NOMA networks have been proposed in [20] for
enhancing the network’s SE and EE. Furthermore, both the

2Throughout this paper, we focus our attention on the family of power-
domain NOMA schemes. We simply use “NOMA” to refer to “power-domain
NOMA” in the following.



downlink (DL) and uplink IRS-aided NOMA networks were
studied [21]. Additionally, IRS-aided NOMA transmission was
contrasted to the spatial division multiple access (SDMA)
in [22]. The performance of IRS-aided NOMA networks
relying on both imperfect and perfect successive interference
cancellation were investigated in [23]. In [24], the authors
considered both the ideal and non-ideal IRS assumptions
by jointly optimizing the active beamforming at the base
station (BS) and the passive beamforming at the IRS of a link
to maximize the sum rate. Furthermore, in [25], the authors
jointly optimized the active beamforming at the BS and the
passive beamforming at the IRS of a link for minimizing
the total transmit power. In [26], the authors derived the
closed-form expression of the coverage probability of paired
NOMA users and proved that the performance of the IRS-
aided NOMA network is better than that of the traditional
NOMA network. A new type of multi-cell IRS-aided NOMA
resource allocation framework was proposed in [27], while an
IRS-aided mmWave NOMA network was considered in [28].
In [29], machine learning techniques were adopted in an IRS-
aided NOMA network for maximizing the EE.

Since the broadcast nature of wireless transmission, the
issue of physical layer security (PLS) attracted widespread
interests [30], [31]. In [32], the authors discussed the rich
opportunities and the challenges of PLS in heterogeneous
networks, massive multiple-input multiple-output schemes and
of mmWave systems. Although rigorous efforts have been
dedicated to the PLS of wireless communications, the overall
progress is relatively slow [33]. However, the emergence of
IRS technology provides a new horizon for PLS problems.
In [34], the authors studied the secrecy performance of an IRS-
aided wireless communication network in the presence of an
eavesdropper (Eve). Similarly, in [35], the authors investigated
an IRS-aided secure wireless communication network, where
the eavesdropping channels are stronger than the legitimate
communication channels. In [36], the authors studied the
SOP of IRS-aided NOMA network in a multi-user scenario.
In [37], the authors investigated whether the use of artificial
noise is helpful in terms of enhancing the secrecy rate of
IRS-aided networks. Additionally, a motile wiretap network
was investigated [38], in which an unmanned aerial vehicle
equipped with IRS was considered. The PLS of an IRS-aided
vehicular network was studied in [39]. Furthermore, in [40],
[41], the authors investigated the robust design of an IRS-
aided secure communication system by considering realistic
imperfect CSI.

A. Motivation and Contribution

Because the knowledge of the channel statistics of the
reflected links is essential for the performance evaluation,
many researchers investigated the channel statistics of the
reflected links. We can divide the results on the CSI of the
reflected links into the following two categories: 1) Central
limit theorem (CLT) based CSI of the reflected links [34]—
[36], [42]. Since these papers rely on the CLT, the result is
inaccurate when the number of IRS elements is small or in the
low signal-to-noise-ratio (SNR) region [21], which will make

the analysis of PLS inaccurate. 2) accurate CSI of the reflected
links [43]-[45], which relies on Meijer’s G-function. However,
because of Meijer’s G-function, the accurate CSI cannot
provide explicit insights; Most of the existing contribution on
PLS in IRS-aided networks studied the problem of maximizing
the secrecy rate. An IRS-aided multiple-input multiple-output
network has been studied in [46]. Furthermore, in [47], [48],
IRS-aided multiple input single output networks have been
studied.

As mentioned above, PLS has been studied in diverse
scenarios, but rarely been studied in IRS-aided NOMA,
which motivates this contribution. It is worth mentioning
that although the authors of [36] studied the PLS of IRS-
aided NOMA networks, they only considered Rayleigh fading.
However, due to the CLT-based CSI of the reflected links,
the analysis results and the simulation results do not match
well when the number of IRS elements is small. Furthermore,
the secrecy diversity order and the secrecy capacity are not
given. However, the BS-IRS and IRS-User 2/Eve links may
obey Rayleigh fading [34], [36] or Rician fading [49], [50].
Hence, for the BS-IRS and IRS-User 2/Eve links we anal-
ysed the more general Nakagami-m fading scenario, which
conveniently subsumes the Gaussian, Rayleigh, Ricean and
single-sided Gaussian scenarios [51], [52]° Table I provides
a summary of current works of literature, and compares our
proposed scheme with them. In this paper, we specifically
consider the scenario of an IRS-aided NOMA network, where
a BS supports a typical user as well as a cell-edge user,
and NOMA is invoked. Additionally, an Eve is close to the
cell-edge user. Specifically, we consider a NOMA network in
which the cell-edge user cannot directly communicate with
the BS, hence relies on the IRS to communicate with the BS.
Although the authors of [21] revealed the CSI of the reflected
links, which is divided into a high-SNR region (the number
of IRS elements is small) and low-SNR region (the number
of IRS elements is large), the global CSI of the reflected links
is not given. This results in difficulties for the analysis of
PLS problems. Our new contributions can be summarized as
follows:

o We investigate the secrecy performance of IRS-aided
NOMA networks, where the BS communicates with a
pair of NOMA users in the presence of an Eve. In
particular, we investigate the SOP and the average secrecy
capacity (ASC).

o We adopt the Nakagami-m fading model for the reflected
links so that it can be either Line-of-sight (LoS) or non-
line-of-sight (NLoS). Correspondingly, we derive new
channel statistics for the reflected links based on the asso-
ciated Laplace transforms and moments. We demonstrate
that the expectation of the channel gain for the reflected
links is determined by the number of IRS elements and
the Nakagami-m fading parameters.

o We derive closed-form expressions of the SOP and the

tis wonl; noting that the fading parameter of Nakagami-m fading, namely
m = <§< Iji)l may be approximately converted to the Rician fading parameter
K. Moreover, when the fading parameter of Nakagami-m fading is m = 1,

the Nakagami-m distribution approximates Rayleigh fading.




TABLE I: Contrasting our novelty to the state-of-the-art.
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ASC for the proposed network. To glean further insights,
we derive asymptotic approximations of the SOP and the
ASC in the high-SNR regime to derive both the secrecy
diversity order and the high-SNR slope. We demonstrate
that the number of IRS elements and Nakagami-m fading
parameters directly affect the secrecy diversity order, but
have no effect on the high-SNR slope.

B. Organization

The rest of the paper is organized as follows. In Section
II, the model of the IRS-aided NOMA network is discussed.
In Section III, the new channel statistics of the reflected links
are derived, and then the performance analysis of IRS-aided
NOMA networks is conducted. Furthermore, our numerical
and simulation results are presented in Section IV. Finally,
our conclusions are offered in Section V.

In this paper, scalars are denoted by italic letters. For a
scalar s, s! denotes the factorial of s. Vectors and matrices are
denoted by boldface letters. For a vector v, vT denotes the
transpose of v, and diag(v) denotes a diagonal matrix in which
each diagonal element is the corresponding element in v,
respectively. IP(-) denotes the probability, and E(-) represents
the expectation.

II. SYSTEM MODEL

As shown in Fig. 1, we consider the secure DL of an
IRS-aided NOMA network, where a BS communicates with
two legitimate users in the presence of an Eve. The pair of
legitimate users share an orthogonal resource block in power-
domain NOMA. It is assumed that the BS, the paired NOMA
users and Eve are equipped with a single antenna. We have an
IRS, who has N elements, at the appropriate location. More
specifically, User 1 is a typical user, who can communicate
with the BS without the IRS. By contrast, User 2 is the cell-
edge user, who needs help from the IRS to communicate with
the BS. At the same time, the IRS also provides an opportunity
for the Eve, who cannot overhear the messages from the BS
without the IRS. Furthermore, the links between the IRS and
User 1, as well as between the BS supporting User 2 and
the Eve are blocked, given their distance and the presence of
blocking objects.

The small-scale fading vector between the BS and IRS is
denoted by

h=[hy, he,-- , hn]". (1)

User 1

Blocking
objects

Eve

Direct Link - ————---— Reflected Link

Fig. 1: An IRS-aided NOMA secure communication.

The small-scale fading vectors between the IRS and User 2
and that between the IRS and the Eve are given by

gB2 = [92,1792,27 T 792,N] ) @)

and
ge = 981,982, ,9E.N], 3)

respectively. The elements in h, gpo and gg obey the
Nakagami-m distribution having fading parameters of m1, mo,
and ms, respectively. Moreover, the direct link between the BS
and User 1 is modelled by Rayleigh fading, which is denoted
by h Bl-

The BS sends the following signal to the paired NOMA

users
s =\/a1s1 + \/azs2, 4)

where s1 and ss are the signals intended for User 1 and User 2,
respectively, while \/a; and ,/as are the power allocation
factors of User 1 and User 2, respectively. Based on the
NOMA protocol, the power allocation coefficients satisfy the
condition that a; + ay = 1.

The signals received by User 1 and User 2 are given by

y1 = hp1

Y2 = gp2®hy/dy V1 dpy "2 Ps + na, (6)

dgP'Ps+ny, &)

and



respectively, where dp; and d; denote the distances from the
BS to User 1 and the IRS, respectively. Furthermore, dpo
denotes the distance from the IRS to User 2, api, o1 and
aps represent the path-loss exponents of the BS-User 1 link,
BS-IRS links and IRS-User 2 links, respectively. Still referring
to P denotes the transmit power of the BS, n; and ny represent
additive white Gaussian noise (AWGN) at User 1 and User 2,
respectively, which is modelled as a realization of a zero-
mean complex circularly symmetric Gaussian variable with
variance o2. Additionally, ® £ diag[31¢1, 8205, ..., BNON]
is a diagonal matrix, which represents the effective phase shift
applied by all IRS elements, where 3,, € (0, 1] is the amplitude
reflection coefficient of the IRS, while ¢, = exp(jb,),
j =+v—1,Vn =1,2....,N and 0, € [0,27), represents
the phase shift caused by the n-th IRS element. The signal
received by the Eve is given by

YE :gEq)h\/dl_aldEaEPS-l-nE, (7)

where dg is the distance between the IRS and Eve, a i denotes
the path-loss exponent of the IRS-Eve link and ng represents
the AWGN at Eve.

III. PERFORMANCE AND ANALYSIS

In this section, we consider the IRS is designed to maximize
the rate of User 2. In order to simultaneously control multiple
IRS elements, we assume that 31 = B = -+ = By = 1.
The CSI of the paired NOMA users’ channels is assumed
to be perfectly known, since the accurate CSI of the IRS-
aided system can be obtained using for example the techniques
proposed in [53], [54]. In the following subsections, we first
derive new channel statistics for both the direct link and
reflected links. Then the SOP is studied when the CSI of Eve
is not available. Furthermore, the ASC is illustrated when the
CSI of Eve is known.

A. New Channel Statistics

According to the previous assumptions, and to the further
assumption that the channel gain of the BS-User 1 link is better
than that of the concatenated BS-IRS-User 2 link, successive
interference cancellation (SIC) can be performed at User 1
to defeat the signal of User 2. The instantaneous SNR of
User 1 and the instantaneous signal-to-interference-plus-noise-
ratio (SINR) of User 2 can be expressed as

YB1 = Pa1|hBl|2d§(fBla (8)
and a2|iLBQ|2d_a1d_aBz
VB2 = —= ——— 2 ©)
a1|h32|2d1 1dB282 + »
respectively, where p = % denotes the transmit SNR, &2

is the variance of the AWGN at the users and h By =
22[:1 |92, ||| represents the equivalent channel of the con-
catenated BS-IRS-User 2 link.

In this paper, we consider the worst-case scenario of an IRS-
aided NOMA network, in which the Eve is located within the

beam cone, and all the BS-IRS-Eve signals are co-phased.*
Moreover, we also assume that Eve has powerful detection
capability, which is capable of detecting the messages of the
paired NOMA users. By stipulating this assumption, our re-
sults tend to represent the lower bound of secrecy performance
for the IRS-aided NOMA network. Therefore, the equivalent
channel of the Eve is similar to that of User 2, which can be
expressed as

N
he =Y |9gnllhnl. (10)
n=1

Therefore, the instantaneous SNR of detecting the information
of User 1 and User 2 can be expressed as:

VB, = peas|hp*d; “ dg*",

1L

where i € {1,2}, p. = & and 62 is the variance of the AWGN
at the Eve. ‘

Lemma 1. The cumulative distribution function (CDF) of vp1
is

x

N —aB1
1

F(r)=1—e "B |

YB1

(12)
Proof. The CDF of |hp1|* is Fj,,,2(z) = 1 — e . Then,

F., ., can be derived as
F’YBl(x) =P(vp1 <z)
x
= F _
|hp1]? (alpdE?Bl ) (13)
=1- e_ oy 7
This completes the proof. O

Lemma 2. Recall that the fading parameters of the elements
in h and gpo are my and ma, respectively. The CDF of vp2 in
the low-SNR regimes and the high-SNR regimes (when my #*
mo) are given by

T
F r)=1— 1 \/X7 ’
’*/32( ) Qz ( \/N(l—e)p(az—alx)d1a1d3332>
(14)
and
2 s
F’?gz(x) :E’Y 2mgN, \/m » (15)
Volaz — arzyd;  d g
respectively, where = < Zf = = %
Qal-,-) is  the  Marcum  Q-function, € -
L (T2 (Tmatd)\? - Ne =
mims ( F(m1)2 ) ( F(m2)2 ) A = = Mmoo =

“For the far-field scenario, the large radius of the spherical wavefront results
in approximately parallel wave propagation paths. Therefore, first of all, the
practical scenario considered represents the situation, when the Eve and User
2, as well as the IRS, are located in a line. The IRS is designed for ensuring
that the signals received at User 2 are co-phased, which means that User 2
is in the beam cone. In this situation, the signals received at the Eve are
also co-phased. This may be encountered in IoT networks of smart wearable
devices, where the users are close to each other. When the distance between
the Eve and User 2 is less than %, where ¢ is the beam width of passive
beamforming, we may consider the signals received at both User 2 and the
Eve to be co-phased.



/AT (mgmy )T (2m )T (2my —2ms)
F(nLS)F(mZ)F(ml—ms—i-%)

ms = min (my, ma), I'(-) denotes the Gamma function and

(-, ) is the lower incomplete Gamma function.

, my = max (m, ma),

Proof. Please refer to Appendix A. O
Lemma 3. Upon introducing Z = 22;1 |9g.n||Pnl, where
q € {2, E}, the expectation of Z? is given by

E(Z?) = anNd*“Nk{VU, (16)

where a = 2m., b = m. — mg + % 5 € = mc+md+%,
_ IV md+1(mcmd)mCF(2mc)l—‘(2md)

d = 2,/mmgq, w T T (ma) T (mtmat 3 )

4ab?k?

and

U = U140;—034+04 with By = 0L Uy = 52 (N -1),
1

O3 = 4“35\,2]“2 and U4 = %ﬁjb)kgf ?kg. Furthermore,

k1 =oF (a,b;¢;—1), ke =oF1 (a+ 1,04+ 1;¢+ 1;—1) and

ks = oF1 (a+ 2,0+ 2;¢+2;—1) are the Gauss hypergeo-
metric function [55, eq. (9.100)]. In the case of ¢ = 2, we
have m, = min(my, ma), mg = max(my, ms) and E(Z?)
denotes the average channel gain of the BS-IRS-User 2 links,
otherwise, we have m, = min(my,ms), mg = max(ms, ms)
and E(Z?) denotes the average channel gain of the BS-IRS-
Eve links.

Proof. Please refer to Appendix B. O

Remark 1. The second moment E(Z?) is accurate for the
global CSIs. Hence, we observe from (16) that the expectation
of the channel gain for the reflected links is determined by
the number of IRS elements and the Nakagami-m fading
parameters.

B. Secrecy Outage Probability

In the proposed network, the capacity of the main channel
for the i-th user is given by Cp, = log(1 + vp,), while the
capacity of Eve’s channel for the i-th user is quantified by
Cg, = log(1+E,). As such, the secrecy rate of the i-th user
can be expressed as

Ci=[Cp, —Cg]", (17)

where [z]t = max{z,0}.

1) SOP analysis:

Next, we focus our attention on the SOP of User 1 and
User 2. For the i-th user, we note that, if C; < R;, information
transmission at a rate of R; is compromised. The SOP of the
i-th user can be expressed as

Pz(Rz) = ]P)(OIL < Rz) (18)

Then we derive the SOP of User 1 and User 2 in the following
theorems.

Theorem 1. In the IRS-aided NOMA network considered, the
SOP of User 1 is given by

)
aldel 1

Pl(Rl)%l—e (19)
28 (14 arpepdy 1 d5*®) — 1, and p =

E <|iz E|2) which can be obtained from Lemma 3 in the case

of me

where y; =

= min(my, ms) and mg = max(m, ms).

Proof. Based on (11) and (18), we have

Pi(Ry) Py, (25 (14 peasE (Jhpl?) dp ™ dg>® ) 1)
(20

Then, by substituting (12) and (16) into (20), in the case
of m. = min(mq,m3) and mg = max(my,mg3), we arrive
at (19) after some further manipulations. This completes the
proof. O

Theorem 2. The SOP of User 2 in the low-SNR and high-SNR
regimes (when my # ms) are given by

> )\’“'y(k—i—l ﬂ)

27 2

Pi(Ry) me™? : @1)
2 (i)
and
P} (Ry) ~ Evy (2m,N, 2/mamiyn) , (22)
respectively, where we have
Y2
= , 23
U= NI = oplaz — arya)d; " do™ .
Y
Yn = Vb2 ) (24)
\/P(GQ —ary2)d; “dgy”?
and
yo = 27 (1 + agpped; * dp™?) — 1. (25)

Proof. Based on (11), (18) and Lemma 2, the SOP of User 2
in the low-SNR regime can be expressed as

PYRy) ~ F,,, <2R2 (1 + azp.E (|ﬁE|2) d;ald;@) - 1) .
(26)
Then, by substituting (14) and (16) into (26), in the case
of m, = min(my,m3) and myg = max(mq,ms), (21) can be
obtained after some further mathematical manipulations.
The SOP of User 2 in the high-SNR regime can be ex-
pressed as

Pl (Ry) ~ F% (2R2 (1 T aspE (\EEF) dfaldEaE) - 1) .
(27

Then, by substituting (15) and (16) into (27), in the case
of m, = min(my,mg) and myg = max(mq,ms), (22) can be
obtained after some further mathematical manipulations. This
completes the proof. O

Proposition 1. In the case of mgq > 2, both the SOP of User 1
and of User 2 becomes 1, when the number of IRS elements
tends to infinity.

Proof. By substituting N — oo into (16), we have

N 2
2 A2 wkl Qbkg
~a°N° | — 1-—
e ( d ) ( cky
Since we have ¢ = 1 + a — b, k1 can be rewritten as k1 =

L(metma+z)C(1+me) wk1
Tt 2m )b (mat D) - Let uy = , then upon substituting

k1 into pq, we arrive at:
Vrame=matl(m mg)mel (2me)T(2mg)T(1 + m.)

[ (me)2y/memgl (1 + 2me)T(mq + 3)

(28)

H1 =
(29)



Given that I'(1 + z) = al(z) and I'(z)['(z + 3) =
21722 /rT'(2x), (29) can be rewritten as

1 = 22mc_1(mcmd)mc_%mcl“(md). (30)

Since my > 2 and mq > m. > 3, we have p; > 1.
Then, upon substituting ;1 into (28), we have u — oo when
N — oo. By substituting y into Theorem 1 and Theorem 2,
in the case of N — oo, we have P;(R;) = 1 and Py(R3) = 1.

This completes the proof. O
2) Asymptotic SOP and Secrecy Diversity Order Analysis:

In order to derive the secrecy diversity order to gain further
insights into the network’s operation in the high-SNR regime,
the asymptotic behaviour is analysed. Again, as the worst-
case scenario, we assume that Eve has a powerful detection
capability, hence all of the reflected signals are co-phased.
Without loss of generality, it is assumed that the transmit SNR
for the paired NOMA users is sufficiently high (i.e., p — 00),
and the SNR of the BS-IRS-Eve links is set to arbitrary values.
Please note that the SOP tends to 1, when Eve’s transmit
SNR p. — oco. The secrecy diversity order can be defined
as follows:

; €Y

where P is the asymptotic SOP.
Corollary 1. The asymptotic SOP of User 1 is given by

PE(Ry) = —2 (32)
Proof. By expanding the exponential function in (19) and
extracting the leading-order term, (32) is obtained. This com-
pletes the proof. O

Remark 2. Upon substituting (32) into (31), the secrecy
diversity order of User 1 is 1.

Proposition 2. The floor of Pi(R1) in the case of p. = p is
given by
_ 2Ppdy

P (Ry) = (33)

—a5,
dp,

Proof. By Substituting p. = p into (32), after some mathe-
matical manipulations, (33) can be obtained. This completes

the proof. O
Corollary 2. The asymptotic SOP of User 2 is given by
TTLNyQM‘ N
P3°(Ry) = h 34
> (R2) T(2m,N + 1) (34)

Proof. Based on Theorem 2, we have the SOP of User 2 in the
high-SNR regime. Then, by using the expansions of the lower
incomplete Gamma function [55, eq. (8.354.1)], (22) can be
represented as

Po(R) =S (=1)* (2y/msmyn)”" "
2 ( 2)_“; k' (2moN + k)

(35)

By extracting the leading-order term in (35), (34) can be
obtained. This completes the proof. O

Remark 3. Upon substituting (34) into (31), the secrecy
diversity order of User 2 is mgN.

Remark 4. The secrecy diversity order of User 1 is not
affected by the number of IRS elements and by the Nakagami-
m fading parameters. By contrast, the secrecy diversity order
of User 2 is affected by the number of IRS elements and by
the Nakagami-m fading parameters.

In this paper, based on the assumptions of using perfect SIC
for the paired NOMA users and strong detection capability of
Eve, the secrecy outage occurrences of User 1 and User 2 are
independent. As a consequence, we define the SOP for the
network as that of either the outage of User 1 or of User 2.

Pia=1—(1-P)1-P), (36)

where P; and P, are given by Theorem 1 and Theorem 2,
respectively.

Proposition 3. The secrecy diversity order of the network can
be expressed as

ds = min(1,msN). (37)

Proof. Based on Corollary 1 as well as Corollary 2, and
upon substituting (32) and (34) into (36), the asymptotic SOP
for the network can be expressed as

Py = P° + P3° — PO Ry°

~ msIN
m 42 1>meN
~ T'(2msN+1) <p(a2a1y2)dla1 d;;‘Bz ) ) s

— 1<meN
aldel 1
(38)
By substituting (38) into (31), we arrive at (37). The proof
is completed. O

Remark 5. The secrecy diversity order of the network is
determined by the smallest one between 1 and msN.

Remark 5 provides insightful guidelines for improving the
SOP of the network considered by invoking IRS-aided NOMA.
The SOP of the network is determined by User 1 in the case
of N > 2, because the Nakagami-m fading parameters obey
m > % Specifically, the SOP of the network is determined
by User 1, when the links between the BS and IRS as well as

that between the IRS and User 2 is Rayleigh or Rician fading.

C. Average Secrecy Capacity Analysis

1) Approximate ASC:

In this subsection, we derive analytical expressions for the
ASC of the network. The secrecy capacity in (17) can be
rewritten as

o {10g2 (1 + 731‘) - 10g2 (1 + ’yEi) y VB; > VE; (39)
0, VB: < VE;
The approximate ASC can be expressed as
Ci" = Rp, — Rp, = C, (40



where Rp, and Rp, are the ergodic rates of the paired
NOMA users and Eve, respectively, which can be expressed
as

Rp, =E[log, (1+75,)], (41)

and

Rg, =E[log, (1+7E,)], (42)

respectively.

The ergodic rates of the paired NONA users have been
studied in [21], and that of Eve is necessary for obtaining
the ASC. Hence, the ergodic rate of Eve and the approximate
ASC are presented in the following theorems.

Theorem 3. In the IRS-aided NOMA network considered, the
ergodic rate of Eve is given by
o0

1 Ae AZ
Rp —— e 5N Ze
BT n(2)¢ Z KIZFT (k + 3

Zm 1Jia(w), (43)

where x; is the l-th root of the Laguerre polynomial L, (x),
and the weight wy | is given by

Z
T 1 L () o
and
re+d)-r(1+4,4)
Jri(z) = Tz e’, (45)
W NG et
Proof. Please refer to Appendix C. O

a) Approach 1:
Theorem 4. In the IRS-aided NOMA network considered, the
approximate ASC of User 1 can be represented as
P = b e”“’d;fBl E; )
In(2) alpd];,o”g1
N : (46)
1

-3
me Z k'QkF k—i— Zwlljl 1 =73l

where E;(-) is the exponential integral.

Proof. Based on [21], the ergodic rate of User 1 is

1
1 —o 1
Rp, = ———e""n B ——— |, @)
In(2) ajpdg, o

By Substituting (43) and (47) into (40), (46) can be obtained.
This completes the proof. O

Theorem 5. In the IRS-aided NOMA network considered, the
approximate ASC of User 2 can be represented as

o0

1 1 A
app ] i S
¢, 082 (a1) 111(2)6 i ; 12T

oo

I
Tm@)¢ kar

Z

=0

ZM 1J1,2(21),

(48)

where w, = -, t, = cos (%w) and
1 t+1
i <p 2 T, —OB
N(1—€)pai(1—t)d; 1d32 2)
J2(t) = 5 V1—t2
1+t+ 2

(49)

Proof. Based on [21], the ergodic rate of User 2 is

1 I e
Rp, =1 — | ——=e"2
B, ~ logy <a1> 111(2)6 ;Z'QT i+ 1 prjz

(50)
By substituting (43) and (50) into (40), (48) can be obtained.
This completes the proof. O

b) Approach 2:

For the approximate ASC of User 2, we provide a more
convenient approach. It is worth noting that (51) also produces
highly accurate results, despite the computational complexity
reduction compared to (48), as it will be demonstrated in
Section IV.

Theorem 6. In the IRS-aided NOMA network considered, the
approximate ASC of User 2 can be represented as

papd; *dp, P
C5 = log, Ep——— Ep— )
(a1p2pdy dg, '+ 1)(1 + agpdy “dp"F pe)
b
where Lo is the expectation of |hp,|?, which can be obtained

from Lemma 3 in the case of m. = min(my,mz) and mg =
max(my,ms).

Proof. It can be seen from (40) that the approximate ASC is
defined as a difference function of the ergodic rate, while the
ergodic rate is defined as a logarithmic function. Thus, we can
define an approximate bound to the solution in (41) and (42)
by invoking Jensen’s inequality [55, eq. (12.411)]. Therefore,
the ergodic rate of User 2 and Eve are

E[log, (14 78,)] <log, [1 +E(ys,)]
dy“rd g
= log, (1 + da2htz )
and

alM2d ald O‘Bl l
(52)
E[logy (1+7r,) ] <log, [1+E(vg,)]
= logy (1 + azpd; ' d*F pe) ,

(53)

respectively.

In this way, the approximate ASC can be expressed as a
difference function of two approximate bounds. Then, upon
substituting (52) and (53) into (40), (51) can be obtained. This
completes the proof. O

2) Asymptotic ASC:
Again we consider p — co. Based on this assumption, the
asymptotic expression of the ASC is given by [56]

O ~ R — Rp,. (54)



To obtain it, the asymptotic expressions of User 1’'s ASC
and the ceiling of User 2’s ASC are derived in the following
corollaries.

Corollary 3. The asymptotic ASC of User 1 is given by

1 E
C?° =~ log — - ¢ _
! ? (alpd o ) In(2)

1 e >
n(2)° kar ket 1 Z‘”“j““”

where E. denotes the Euler constant.

(55)

Proof. Based on [21], the asymptotic ergodic rate of User 1

is given by
1 E
RY =log — .
B 2 <a1pd B, > In(2)

Then, by substituting (56) into (54), (55) can be obtained. This
completes the proof. [

(56)

Corollary 4. The ceiling of Cy in the high-SNR regime is
given by
1 1 e —
Cs° ~ 1 —)———e 2

2~ logy (o) =15y e E:mw

(57)

1
Cr>® ~lo . (58)
2 22 (al (1 + a2uped1—a1 dEOLE) )

Proof. Based on [21], the asymptotic ergodic rate of User 1

is given by
as

Then, by substituting (59) into (54), (57) can be obtained.
Finally, by substituting p — oo into (51), (58) can be obtained.
This completes the proof. O

or

(59)

Remark 6. Both the ASCs of User 1 and User 2 are affected
by the number of IRS elements and by the Nakagami-m fading
parameters.

To gain deep insights into the network’s performance,
the high-SNR slope is worth estimating. Therefore, we first
express the high-SNR slope as

S = lim Clp) .
o5 108 (p)
In this analysis, we also consider p — oo, and maintain the

consideration of arbitrary values of the average SNR of Eve’s
channel.

(60)

Proposition 4. By substituting (55) into (60), the high-SNR

slope of User 1 can be illustrated as
S =1 (61)

Then upon substituting (57) or (58) into (60), the high-SNR
slope of User 2 can be illustrated as

Sy =0. (62)

Remark 7. Both the high-SNR slopes of User 1 and User 2
remain unaffected by the number of IRS elements and by the
Nakagami-m fading parameters.

Having completed the analyses of the IRS-aided network,
all results related to both the secrecy diversity order and to the
high-SNR slope are summarized in Table II. The orthogonal
multiple access (OMA) benchmark schemes are described
in [21].

TABLE II: Secrecy diversity order and high-SNR slope for the
IRS-aided network

Multiple-access scheme | user d S
Bobl 1 1
NOMA
Bob2 | msN | O
Bobl | 1 |1
OMA
Bob2 | msN %

IV. NUMERICAL RESULTS

In this section, our numerical results are presented for

Zwl 112 xl}haracterlzmg the performance of the network considered,

complemented by our Monte-Carlo simulations to verify the
accuracy attained. It is assumed that the power allocation
coefficients of NOMA are a; = 0.2, as = 0.8, respectively.
The bandwidth of the DL is set to BW = 1 MHz, and the
power of the AWGN is set to 02 = —174 + 10log;,(BW)
dBm. In addition, the amplitude reflection coefficients of all
the IRS elements are set to 1. The fading parameters are set
to m; = 3, my = mg3 = 1, while the distance between the
BS and IRS is set to d; = 100m. The distances from IRS to
User 2 and Eve are set to dgo = 10m and dg = 50m, and
that of the BS to User 1 is set to dg; = 20m. The path-loss
exponents of the reflected links (i.e., BS-IRS, IRS-User 2 and
IRS-Eve) and the direct link are set to &y = agy = ag = 2.5
and ap; = 3.5, respectively, unless otherwise stated.

As a benchmark, we consider the imperfect CSI scenario.
Because of the passive nature of the IRS, the CSI of the
reflected links is much more challenging to obtain than that
of the direct link. Therefore, we assume that the CSI of the
direct link is perfect, while the CSI of the reflected links is
imperfect. The estimated reflected links can be represented
as hg, = gBQCIDh where the elements of gn2. h and @
can be represented as go, = g2, — Ag2n, h, = h, —
Ah,, and ®,, = f3,, ¢, el (Tangle(Agzn)—angle(Ahn)) " respectively.
Specifically, Ags,, and Ah,, are zero-mean complex-valued
circularly symmetric Gaussian variables with a variance of 1.
Furthermore, in order to illustrate the rationality of our as-
sumption, we also compare the secrecy performance when the
signals received by the Eve are co-phase and random phase.

A. Secrecy outage probability

For comparisons, we regard the IRS-aided OMA network
as the benchmark. Specifically, an IRS is employed for pro-
viding legitimate access service to User 2 as well as for the
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Fig. 2: The SOP of User 1 versus the transmit SNR. The
analytical results and the floor are calculated from (19) and

(33).

illegitimate access of Eve to the BS. In Fig. 2 to Fig. 5, we
investigate the SOP, when the targeted secrecy capacity of the
paired NOMA users is assumed to be R; = Ry = 100Kbps,
which corresponds to the scenario considered in Section III-B.

Fig. 2 plots the SOP of User 1 versus the transmit SNR
for different number of IRS elements. It confirms the close
agreement between the simulation and analytical results. A
specific observation is that the SOP of User 1 reduces upon
reducing the number of IRS elements, because the number of
IRS elements has no effect on the channel gain of User 1.
By contrast, the channel gain of Eve increases, as the number
of IRS elements increases. As a benchmark, the SOP curves
of the IRS-aided OMA network are plotted for comparison.
We observe that for User 1 in the IRS-aided OMA network
has a better performance than that in the IRS-aided NOMA
network in the high-SNR regime. This is because the transmit
power allocated to User 1 in the NOMA network is lower than
that in the OMA network due to the influence of the power
allocation factor. As the transmit SNR increases, we find that
the SOP of User 1 tends to a constant, which is consistent
with Proposition 2.

Fig. 3 plots the SOP of User 2 versus the transmit SNR.
We observe that, owing to the CLT of the channel statistics
of User 2, the analytical results are accurate in the low-SNR
regime, but inaccurate in the high-SNR regime. As a bench-
mark, the SOP curves of the IRS-aided OMA network are also
plotted for comparison. We observe that the performance of
User 2 in the IRS-aided NOMA network is better than that
of the IRS-aided OMA network. This is because the transmit
power allocated to User 2 in the NOMA network is higher
than that in the OMA network due to the influence of the
power allocation factor.

Since the SOP of User 2 in the high-SNR regime is not
accurate in Fig. 3, we further plot the high-SNR asymptotic
curves in the cases of N =1 and N = 3 in Fig. 4. We observe
that the SOPs of User 1 and User 2 gradually approach their

10%¢
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Fig. 3: The SOP of User 2 versus the transmit SNR. The
analytical results are calculated from (21).
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Fig. 4: Asymptotic SOP versus the transmit power results in
the case of p, = 10 dB. The asymptotic results are calculated
from (32) and (34).

respective asymptotic curves, which validates our analysis.
Furthermore, we also observe that in the cases of N =1 and
N = 3, the secrecy diversity orders of User 1 are both 1 and
the secrecy diversity orders of User 2 are 1 and 3, respectively,
which is consistent with Remark 2 and Remark 3.

In Fig. 5, the SOP curves versus the number of IRS elements
are depicted. We observe that, since we have global CSI for
User 1, the SOP of User 1 is accurate. On the other hand, the
SOP of User 2 is accurate in the low-SNR regime. However,
the SOP of User 2 is inaccurate in the high-SNR regime, owing
to using the CLT-based channel statistics of User 2. We also
observe that the SOP of User 1 increases as the number of
IRS elements increases since the ergodic rate of User 1 is not
affected by the number of IRS elements. By contrast, the SOP
of User 2 decreases as the number of IRS elements increases,
when the number of IRS elements is small, since the IRS-
aided transmissions to Eve experience more severe path-loss
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Fig. 5: The SOP versus the number of IRS elements. The

analytical results are calculated from (19) and (21).

then that destined for User 2. We also find that the SOPs of the
RIS-aided NOMA network are equal when the signals received
by the Eve are co-phase and random phase, which shows that
our assumption, the signals received by the Eve are co-phase,
is reasonable.
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Fig. 6: The SOP of User 2 in both the perfect and imperfect

CSI scenarios versus the transmit SNR.

In Fig. 6, the SOP of User 2 encountered in both the
perfect and imperfect CSI scenarios versus the transmit SNR
are depicted. We observe that, with NV = 1, the SOP of perfect
CSI is equal to the SOP of imperfect CSI. This is because,
when N = 1, we do not have to consider whether the signals
received at User 2 are co-phase or not. However, when N = 2
and N = 3, we observe that the SOP of imperfect CSI is
worse than that of perfect CSI. We can also observe that as
the transmit SNR and N increase, the gap between the SOP of
perfect CSI and imperfect CSI increases. This is because the
IRS design process treats the estimated CSI as perfect CSI,
which results in energy leakage to User 2.

B. Average Secrecy Capacity

In this subsection, the number of points for the Chebyshev-
Gauss and Gauss-Laguerre quadratures are set to u; = ug =
100. In Fig. 7 and Fig. 8, we investigate the ASC of the
IRS-aided NOMA network, which corresponds to the scenario
considered in Section III-C.
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Fig. 7: The ASC versus the transmit SNR in the case of N=30

and p. = 30 dB. The analytical results are calculated from

(46), (48) and (51), respectively. The asymptotic curves are

calculated from (55), (57) and (58), respectively.

In Fig. 7, the ASC curves for the IRS-aided NOMA network
are depicted. On the one hand, for User 1, we observe that
the simulation results match well with the analytical results,
and the asymptotic results derived are accurate. On the other
hand, for User 2, we observe that the analytical results both of
approaches are highly accurate. Furthermore, the asymptotic
results derived both from (57) and (58) are also accurate.
Additionally, we observe that the high-SNR slope of User 1
is 1, which coincides with Proposition 4. While the ASC
of User 2 approaches a ceiling in the high-SNR regime,
which coincides with Corollary 4. We also assume having
imperfect CSI for the reflected links. It can be observed that
the imperfect CSI increases the secrecy outage probability of
User 2 in the low-SNR regime, and that does not affect the
performance in the high-SNR regime due to the properties of
downlink NOMA.

Fig. 8 plots the ASC of an IRS-aided NOMA network
versus the number of IRS elements and the transmit SNR,
in the case of p. = p. We assume that the transmit SNR of
the paired NOMA users and Eve are identical. For User 1,
we can observe that the ASC increases as the transmit SNR
increases, since the BS-IRS-Eve links experience more severe
path-loss then the BS-User 1 link. We can also observe the
ASC of User 1 decreases upon increasing the number of IRS
elements, since the ergodic rate of User 1 is not affected by
the number of IRS elements, while the ergodic rate of Eve
increases upon increasing the number of IRS elements. For
User 2, we observe that the ASC increases as the number
of IRS elements as well as the transmit SNR increase, up to
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Fig. 8: The ASC versus the numbers of IRS elements and the
transmit SNR, in the case of p. = p.

the ceiling given by Corollary 4 and then decreases as the
number of IRS elements or the transmit SNR increase. This is
because Eve has strong eavesdropping capability, which leads
to an ergodic rate increase of Eve as increase the transmit SNR
and the number of IRS elements is.

V. CONCLUSIONS

In this paper, the secrecy performance of IRS-aided NOMA
networks was studied. Specifically, we first derived new chan-
nel gain expressions for the reflected links. Then, based on
the new channel statistics, the closed-form SOP and ASC
expressions were derived. Numerical results were presented
for validating our results. Furthermore, the secrecy diversity
orders and the high-SNR slopes have also been determined.
The presence of the direct link between the BS and the cell-
edge user as well as Eve deserves further investigation in our
future research.

APPENDIX A: PROOF OF LEMMA 2

Firstly, accogding to [21], the CDF of X =
N
(Z“jl\,‘(g+"€‘)‘h"|) in the low-SNR regime is given by
Fx(z)=1-Q, (ﬁ \/5) (A1)

Hence, the CDF of yp2 in the low-SNR regime can be
derived as

F =P (yp2 < )

Y2 (2)
= <N(1 9

: )
plag — arz)dy “dgs P2

=1- .
B ( \/N 1-— 6 ags — alx)dlalng‘m)

(A.2)
Then, according to [21], the CDF of Y = an:1 |92,n | Pn |
in the high-SNR regime is given by

Fy (y) = Zv (2msN, 2¢/msmyy) . (A.3)

Therefore, the CDF of vp2 in the high-SNR regime can be
formulated as

F, () =P (yp2 < )
X
2
’ (\/P(az - alx)dfde;?Bz)
2y/mg
— =y | 2m,N, Mt
N

(A.4)
This completes the proof.

APPENDIX B: PROOF OF LEMMA 3

By stipulating that z, = |gqn||lhn|. and that f, is the
probability density function (PDF) of z,, according to [21],
the Laplace transform of f, is given in (B.1) shown at the
top of next page.

Assuming that fz is the PDF of Z, the Laplace transform
of fz is given by

Ly, (s) =wN(s +d)

wN o (L (ape 279 ! (B.2)
241 y Uy 7S+d . .
£5)

g(s)

According to the relationship between the Laplace transform
and moments, we have

E(Z%) = L}, (0). (B.3)
From (B.2), we have
Ly, (s) = Ji(s) + Ja(s)Ja(s), (B.4)
where
Ji(s) = —aNw? (s + d)~*N1g(s), (B.5)
s d\\ V!
Jo(s) = f(s) N <2F1 (a,b; c; s—l—d)) , (B.6)
J3(s)
and

ab d 2d
J. = —F 1,b+1; 1; —_—
a(s) = 22 1(a+ Thiet +d) (s + d)?
(B.7)
Furthermore, we have

L, (5) = Jy(s) + Jo(s)Ju(s) + Ja(s) Ty (s),

where J, (s), Jo(s) and J,(s) are given in (B.9), (B.10) and
(B.11) at the top of next page.

By substituting s = 0 into Js, Jy, (B.9), (B.10) and (B.11),
we have

(B.8)

Jo(0) = wNd N NEVN, (B.12)
2ab
J4(0) = 7 (B.13)
, aNwNEN—1 2abNk
J,(0) = W ((aN +1)ky — 2) ,
(B.14)



1 1 s—2/m.m
ﬁon (8) = w(s + 2\/mcmd)72m"2F1 <2mcamc —mg+ 5, me +mg + 5, W) . (Bl)
Ji(s) = aN(aN + Dw™N (s 4+ d) "N 2g(s) — aNw™ (s + d) "N 1 J5(s) J4(s), (B.9)
/ s d\\ N2
15@)_anN@+(ﬁ‘W'kg@)+f@gNuv1)<ﬂq(aﬁugs+d>) Ju(s), (B.10)
/ 2abd —d
7o) = 22 a)(sayar (a Lo+ e 121G ) +
B.11
2abd  (a+1)(b+1) P a—|—2b—|—2'c—|—2's_d 2d ( )
c(s+d)? c+1 >t ’ ’ "s+d) (s+d)?

Jé(()) _ WwNNEN—2 (2ab<N ks aNk1> . (B.I5) Next, by using the Gauss-Laguerre quadrature, (C.3) can be

doN+1 c rewritten as "
rooy _ dala+1)b(b+1),  dab Jsi~ Y ws1Ts(5.0), (C4)

Ta(0) = c(e+1)d? 8 @k} (B-16) 1=0

Then, by substituting (B.12)-(B.16) into (B.8), and after some
further mathematical manipulations, (16) can be obtained. This
completes the proof.

APPENDIX C: PROOF OF THEOREM 3

Based on the above assumptions, the CDF of g, in the
low-SNR regime can be expressed as

X
F. =F
VE, (x) X (ai,oeN(l — ee)dl_aldEaE)

1-Q, ﬁ\/ -

PN (L= e )d; """

Moy (k42 =
> e’y + 2’ 2aiﬂeAN(l_‘5e)d1_u1dEOtE

- 67%8 k 1 )
KT (1 1)
) 2(C.l)
1 at L
where we have e = mllms (F(I“W(Lvlr:f)> (F%(jnt)Z)) and
A\ = Nee
€ 1—ee”

Therefore, the ergodic rate of Eve can be expressed as

_ A logy (1 + 2)df, ()

[a-

F,, (7))dlogy(1 + ) (C.2)

= e 1ok (1 L 1) 750
m@)" AP (k1)
where
1y _ 1 L
o D (k+3) =7 (k T 2a7:peN(1—ee)d1a1dEaE)
Joi = dx.

1+
(C.3)

where x5 ; is the [-th root of the Laguerre polynomial L, (x),
the weight ws; is given by
x

ws, = , (C.5)
(n+ 1) (Lo (a0)]?
and
P+d) - (1+5,L)
J(x) = e, C.6
T,i(x) T2 e (C.6)
with ¢ = 2 N ed "TdE This completes the proof.
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