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Abstract—To safeguard legitimate users from potential mali-
cious eavesdropping, the paper proposes a dynamic role switch-
ing scheme (RSS) in multi-UAV assisted secure communication
networks, where each UAV is allowed to collect offloading
data from ground users (GUs) or generate artificial noise to
suppress eavesdropper users (EUs). Given the scarcity of on-
board resources, UAVs are expected to accomplish missions
as soon as possible. Therefore, a dichotomy and successive
convex approximation (dichotomy-SCA) combined algorithm is
further designed to minimize the mission completion time (MCT)
by the joint optimization of role assignment, trajectory and
jamming power of UAVs. Numerical simulations illustrate that
the proposed algorithm can be fast converged within limited
iterations and outperform the role fixed scheme (RFS) with a
better system performance. Meanwhile, MCT can be greatly
reduced with a comparable average secure rate (ASR) compared
with ASR maximizing algorithm.

Index Terms—Unmanned Aerial Vehicles, Dynamic Role
Switching, Mission Completion Time, Secure Communications.

I. INTRODUCTION

Due to the high mobility and flexibility, unmanned aerial ve-
hicles (UAVs) can be deployed as supplementary aerial relays
to collect the offloading data of ground users (GUs). However,
the broadcasting nature of wireless communications brings the
probability of GUs to be wiretapped by potential malicious
eavesdropper users (EUs), especially in UAV-assisted networks
with large probability of line-of-slight (LoS) links [1].

Generally, UAVs are expected to fly close to GUs while
far away from EUs to improve the communication quality
and avoid the wiretapping by trajectory optimization [2], [3],
referred as the ‘passive touring scheme’. Besides, UAVs can
also act as friendly jammers by generating artificial noise (AN)
to actively suppress the wiretapping of EUs [4]-[7], known as
the ‘active jammer scheme’. Recently, a dual-UAV cooperative
jamming model for secure communications is proposed that
when one UAV collects data from users at uplink [4] or
disseminates data at downlink [5], [6], a secondary UAV coop-
eratively acts as the jammer to disrupt EUs synchronously. The
constraint of secrecy outage probability is furthered introduced
to formulate the secrecy rate or secrecy energy efficiency max-
imization problems with imperfect channel state information
(CSI) of EUs [8], [9]. Although UAVs are equipped with the
capacity to act as collectors or jammers, they have to be fixed
at a specific role during the whole flight, which hinders UAVs
to explore more optimal trajectories.

Given UAVs are battery or fuel driven, they must complete
missions in limited time. The research in [10] leverages the bi-
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section and successive convex approximation (SCA) methods
to minimize the mission completion time (MCT) in iterative
by jointly optimizing the trajectory of UAVs and the wake-up
scheduling of sensors. While the research in [11] considers the
aerial cache embedded with UAVs, where the operation time
can be minimized with the optimization of hovering positions
and energy budgets by heuristic algorithm. However, how to
guarantee the secure communications when potential EUs co-
exist in the system is not under discussion.

Inspired by the studies aforementioned, MCT is minimized
in the paper with a novel dynamic role switching scheme
(RSS) to guarantee the secure communications by the cooper-
ation of multiple UAVs. The main contributions are as follows:

« A challenging scenario is considered for secure com-
munications where each UAV can choose to act as
a collector or a jammer by dynamic role switching.
Simulation results reveal that UAVs equipped with RSS
exhibit greater flexibility in exploring trajectories and
better system performance in improving average secure
rate (ASR) compared to the role fixed scheme (RFS).

« Given the scarcity of on-board resources, MCT is min-
imized by the joint optimization of role assignment,
trajectory and jamming power of UAVs. Block coordinate
descent (BCD) technique is further adopted to transform
such non-trivial issue into a number of equivalent sub-
problems solved by dichotomy and successive convex
approximation (SCA) methods. Compared with ASR
maximizing algorithms, MCT can be greatly reduced with
a comparable ASR within limited iterations.

II. SYSTEM MODEL AND PROBLEM FORMULATION
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Fig. 1. System model

Shown as Fig. 1, consider a challenging scenario that
there are M = {1,2,..., M} UAVs dispatched to collect the
offloading data for N' = {1,2,..., N} fixed legitimate GUs
which are in the presence of K = {1,2, ..., K} non-colluding
malicious EUs. For secure communications, UAVs should
also work as friendly jammers to safeguard GUs by actively
generating AN to suppress the wiretapping of EUs.



Let w, [t] = {um.n[t]} and v, [#] = {vi.x [t]} be the binary
matrix for the role assignment of the m™ UAV at the 1" time
slot, where u,, ,,[t] € {0, 1}, v i [?] € {0, 1}. When uy, »[1] =
1, the m™ UAV is assigned to the n' GU for data collecting,
while acts as a jammer to suppress the k™ EU when v,, x [] =
1. At one time slot, each GU is served by at most one UAV
and each UAV can be assigned to only one GU or EU at most.

Umnlt] € {01}, vini[f] € {0, 1} , (C1)
0<Z Umnlt] <1,VnEN | (C2)
0<Z Umnlt] <1,Vme M, (C3)
0<Zk_vmk 1<1,VYmeM. (C4)

A. Movement Model

The flight period of UAVs can be equally divided into 7 =
Ty/At time slots, where At should be small enough so that
the location of UAVs can be regarded as unchanged within a
time slot. Define g, [t] = [gxm[t], gym[t]]T be the location
of the m" UAV at the ™ time slot. Since GUs and EUs move
slowly enough compared with UAVs, their location can be
assumed to be static and denoted as ¢q, = [q)m,qy,,]T and
Gk = [k gyi] ", respectively.

The maximum speed of UAVs should be limited by viax,
then the maximum moving distance in each time slot is
dmax = VmaxAf. Since UAVs have to return to a pre-fixed
docking station for energy recharging or refueling from time
to time, their initial location ¢!, and final location g%, should
be assigned in advance.

aml0] = g5, .qmlT] =g}, . (C5)
” qm[t"'l]_qm[] ”S dmax > (Co6)
Il @[] = @ [1] |2 dimin (C7)

where dpi, is the minimum safe distance among UAVs to
avoid collisions, and || - || means the Euclid distance.

B. Communication Model
UAV-GU channels are considered to be dominated by LoS

links ! and follow the quasi-static block fading, i.e., the
channel gain g, (1] = ”q[fﬁ remains unchanged in each

time slot, where Sy is the channel gain at the reference distance
do = 1m. In the 1" time slot, the offloading rate per Hz of the
n'™ GU to the m™ UAV is:

Ry m[t] =log, |1+

M
m’'=1,m'#m Vm' k [t]pin/ [t]gm’,m [t] + 6%

(D
(C8)

Pultlgn,mlt] )

p'l”[t] < Prax

where p,[t] is the transmitting power of the n'" GU, p!, [¢] is
the jamming power of the m™ UAV and upper bounded by the
maximum value Py, 6% denotes the additive white Gaussian

noise (AWGN) power, and g, ., [f] = Ta [I]B BIE is the
air-to-air interference channel gain (m’ # m).
GU-EU channels can be expressed as g, r[t] = I qk”ag

where @ > 2 is the distance dependent path loss exponent, and

LoS probability of the air-to-ground link can be approximate to 1 when
UAVs are above 120 meters [1], [12].

£ € CN(0,1) is an exponentially distributed random variable
with unit mean accounting to Rayleigh fading.

Assume that EUs will non-selectively wiretap the channel
with the largest received power (RP). Then the worst case
for the n™ GU is to be wiretapped by the most nearby
eavesdropper, i.e., k, = argmax g,x ( Vn € N, k € K),
and the wiretapping rate can be calculated by:

Pnltlgn.i,
ko [119° (18 1oy [1] + 62
)

k(1] =log, [ 1+ —7

m=1,m'#m Ym',

where 62 is the AWGN power of wiretapping channels, and

gm' k,, [t] ”ql[ﬁﬁ is the jamming channel gain of the

m’™ UAV to the kM EU.

C. Role Switching of UAVs

Based on the largest RP wiretapping strategy, each GU can
be automatically paired with its most nearby EU. Besides, the
m™ UAV should be safeguarded by the m’" UAV acting as a
jammer as long as it works as a collector, so there is:

M M
Zm:1 um,n[z]—zm,zl Vo i, 1] = 0.V, 1,

which guarantees that the number of UAVs who act as
collectors and jammers should be the same in one time slot.

In general, each UAV is equipped with only one transceiver
taking the half duplex operation to avoid undesired self-
interference, which leads to (C10) that each UAV either works
as a collector or a jammer by the dynamic role switching.

OSZn Umnlt +Z

The secure transmission can be effectively improved by
the cooperation of multiple UAVs involved in the system.
In specific, when collector UAVs move close to GUs for a
better offloading rate, alternative jammer UAV's should actively
generate AN to against possible EUs nearby at the same time.

(C9)

Vit [1] € 1,¥m,t . (C10)

D. Problem Formulation

The worst-case secure transmission rate (WC-STR) of the
h GU can be expressed by:

Rl =max (0,3t nl)Ruml1] = R 1) )

I«
7D RCL = Ry (C11)

where Rfrffn is the threshold of WC-STR.
Since UAVs are battery or fuel driven, the data offloading
of GUs must be accomplished in the limited duration time 7':

T M
D et Doamey Bottmn (1R m 1] 2 Dy Vn € N

where D,, is the byte size of the offloading tasks of the n't
GU and B, is the bandwidth for UAV-GU transmission.

For fairness, the objective is to minimize the maximum
MCT of all UAVs for data collecting by the joint optimization
of role assignment, trajectory and jamming power of UAVs.

(C12)

Pl1: min max Ty, , 4)
quv.pl.T, m

(C1) - (C12) .



where T;,, is MCT of the m™ UAV. Due to the binary matrix
u and v, and the non-convex constraints (C11) and (C12),
problem P1 is a mixed-integer non-convex problem which is
difficult to obtain the optimal solution effectively.

III. DicHOTOMY-SCA COMBINED OPTIMIZATION

Define 7 = minn, be the minimum mission completing rate

T M
among all GUs, where 7,, = Lizt Bzt Bottmn 1 IRwmll] any

Dn
given time duration 7' = max 7,,,, the minimization of MCT can

m
be transferred to maximize n, which leads to P2:

P2: max 17, (®)]
q’u’vsPJ’Tm

s.t. (Cl)-(Cl11),

Z:l Z%:l Bwum,n [I]Rn,m [t]
Dy

>n, Vn, (C12.a)

Tn<T. (C13)

Proposition 1: The optimal solution 7*(7T") for P2 increases
over time, at least not decreases.

Proof: With any given period Ty = TAt and T;; = T’At, when
T’ > T, it should be *(T’) = n*(T) for Proposition 1. Given
time horizon 7', the optimal solution of P2 is denoted as {q*,
u®, v¥, pJ*} for + € [0,T]. As the time horizon increases
to 77, i.e., t € [0,7’], a feasible solution of P2 with period
T’ denoted as {q, @, ¥, pJ, 7,,,} can be constructed by letting
T =T,4(t") =q" ("), u(t') =w* (1), (') = v* ('), pPP(*') =
p’’(t') when ¢' < T, while T, = T, q(t') = q*(T), a(t') =
u™(T), ¥(¢') =v*(T), pP(¢') =p”"(T) when ¢’ > T.

In other words, the feasible solution of P2 with 77 can be
constructed by following the same behavior as the optimal
solution with 7 when ' < T and each UAV just hovers over
q" without collecting data when T < ¢ < T". In this case, the
objective value 7(T") = n*(T). Note that 7j(7”) is the objective
value for a feasible solution {q, @, ¥, pJ, Tm} to P2, which
is obviously no larger than the objective value for the optimal
solution 5*(T”). Thus, there is n*(7’) > 4(T") = n*(T), which
concludes the proof.

It can be verified that for any given 7, it is achievable to
collect the offloading tasks for all GUs if and only if n*(T) >
1. Thus, P1 is equivalent to:

P3 :mTin T, (6)
(C14)

Proposition 1 implies that P3 can be effectively solved by
applying binary search to find the time duration 7 until the
equality in (C14) is satisfied. Thus, the biggest challenge is
transferred to solve P2. Similar with Proposition 1, it can be
proven that only when the equality in (C13) is satisfied, i.e.,
T, = T, P2 obtains the optimal solution. Otherwise T,, will
increase while keeping other variables fixed. Therefore, P2 can
be solved without considering (C13) when ¢ € [0,T].

To tackle the non-trivial issue, BCD technique is further
adopted to divide P2 into a number of sub-problems which
can be solved by SCA method.

st. n"(T) = 1.

A. Role and Service Assignment Optimization
For any given trajectory and jamming power (i.e., q, p’),
binary variables in (C1) can be relaxed into the continuous

space. The sub-problem related to the role assignment opti-
mization can be formulated as following.

P4: max n, N
wv

st 0 <tmnlt] 1,0 <vpuxlt] <1,¥2€[0,T], (Cla)
(C2) — (C4), (C9) - (C11), (C12.a),Vt € [0,T] .

P4 is now a linear programming problem with the complex-
ity of O((MT +M+N +K)*log 1) that can be easily solved
by CVX, where € is the solving accuracy.

B. Jamming Power Optimization

For any given role assignment and trajectory (i.e. u,v, q),
the jamming power of UAVs can be optimized by solving P5:

P5 :max 7, 3
pJ

s.t. (C8),(C11), (C12.a),Vr € [0,T] .

Since (C11) and (Cl2.a) are non-convex, two auxil-
iary variables X, = Z%:l,m’#m Vit ey P 8mrom and Yy, =
%zl’m, 2 Vi pin,gm/,kn are introduced to facilitate the
derivation. For notation brevity, the time slot indication ¢ is
omitted in the following unless otherwise stated. Then R3¢

can be rewritten as:

) M
R = Zm:1 T (10g2(Xn + 07 + Pngnm) — logy (X, + 52))
—log, (Yy + 6% + Pugn,) + 102, (Yy +6%) . .
©9)

Based on the first-order Taylor expansion, there is:

M N
R:lec > Zm:l Um,n (Ing(Xn + 62L + Pn&nm) — logy (X, + 6%))
X, - X,

ZM Yn - Yn

_ u _ _ _

m=t M0 2(R, 4+ 62) I 2(Py 4 prgnk, +6%)
—logy (¥ + 0% + pugni,) + 102, (Yy +6%) 2 R,

(10)

1 T Hsec sec
T Ldi=1 Ry™ 2 Ripin »

(Cl1.a)

where X,,,¥, could be the value of X, Y, at any feasible
points. Similarly, R;, ,,, in (C12.a) can be replaced by its lower-
bound:

Z:l Z%:l Bwum;’lerEm(an Xn)
D,

>n,Vn , (C12.b)

where R, (X, Xu) £ 102, (Xy + 6% + pngnm) — | logy (X +
X, - X
In2(X, +062)

As aresult, P5 can be approximated to the following convex
problem P5.1 with the complexity of O((MT)3log 1).

P5.1 :max 7,
o

s.t. (C8),(Cll.a), (C12.b),Vs € [0,T] .

(11



C. Trajectory Optimization

The trajectory optimization for collector UAVs and jammer
UAVs should be discussed respectively due to the role switch-
ing. With any given trajectory of collector UAVs (i.e. qc), the
trajectory optimization of jammer UAVs can be written as:

P6 :max 77, (12)

qj
st. (CS)—(C7),(Cl11), (Cl2.a),Vt € [0,T] .

The non-convex constraint (C7) can be rewritten by its first-
order Taylor expansion:

2 A 2 ~ T ~

N gm=am 172l Gm—quw I +2(4m — qm) (@m — Gm)

A rlb

=N (gmsqm') = dmin - (CT.2)
Four auxiliary variables are introduced as a, = %,

L

: St V! kP BO

b = Pn8n.k , A — m’=1,m’"+m 5 m' + 1 and B —

" 61%: m ”qm' _qmllzéi m

2I\rn/l’:l,m/;ém vm/,kp,{l/ﬁo
(Igm’ —qx?) 52

+ 1. Then R;¢ can be rewritten as:

see _ [ §M an\\ bn.
R _(Zmzlum,nlogz(nAM)) logy(1+ 25 . (13)

Applying the first-order Taylor expansion, there is:

M R by y
Ry > (Zm—l ”m,nleb(Am’ Am)) —log, (1 + B_) £ Ry,

(14)
1 T 35eC sec
T 2t Ry°*> R, (Cl11.b)
A n n Am*AAm
where £)°(Ap, Apy) £ log2(1+§—m —m < log,(1+
X—:‘n). With regards to (C12.a), similarly, there is:
T M 1b A
_ _ Bou A, A
Z;_1 Zm_l w m,nf2 ( m m) > U,Vl’l ' (C12C)

Dy,
Now P6 can be transferred to a convex problem which can
be solved by CVX with the complexity of O((MT)3* log %)

P6.1 :max 7, (15)
q;

st. (CS) = (C6), (CT.a), (C11.b), (C12.c),Vt € [0,T] .

Since the trajectory optimization of collector UAVs can be
solved similarly, it is not detailed anymore for space limitation.

IV. SIMULATION RESULTS

Supposing 2 UAVs cooperatively collect offloading data for
15 GUs and generate AN for 15 EUs in the range of [2000m x
2000m] during the flight at the fixed altitude of 200m. The
velocity of UAVs is limited by vimax = 50m/s, and all UAVs
start and end at the same position, i.e., g' = ¢ = [0,0].
The offloading data size of GUs is set as D, = 60Mbits, the
bandwidth is B, = 1MHz, the time slot duration is Ar = 1s,
and the parameters related to channel gain are set as By =
—60dB, 6% = 6125 = —100dBm and a = 3, respectively. The
maximum jamming power for UAVs is Py = 100mW, the
transmission power of GUs is fixed at P, = 50mW and the
threshold value of WC-STR is set as R = 20bps/Hz.

Fig. 2 shows that the optimal solution of MCT can be
obtained until the equality of (C14) (n*(T) = 1) is satisfied,

which is accordance with the theory analysis above. Although
for any given time duration 7, there still needs some time to
solve P2, the entire algorithm can be fast converged in about
30 iterations. It is great competitive in real-time scenarios
especially compared with the current popular reinforcement
learning algorithms which have to suffer from the inevitable
time-consuming networks training.

w
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Fig. 2. Convergence of dichotomy-SCA combined algorithm.

A. Algorithm Comparison

Three different algorithms, i.e., minimizing MCT with RSS
(MinMCT-RSS), minimizing MCT with RFS (MinMCT-
RFS), and maximizing average secure rate (ASR) with RSS
(MaxASR-RSS) are compared in Fig. 3.

Gus

1000
500 o 500 1000 -1000 500 [) 500 1000
)

X (m)
(b) MinMCT-RFS
0 18

MCT

ASR CMD
(d) MCT and ASR

Energy
(e) CMD and Energy

Fig. 3. Performance comparison with 3 different algorithms.

o Since each UAV is assigned with a fixed role by
MinMCT-RFS, it is impossible to ensure that one specific
collector UAV is always closer to GUs than EUs in pairs
(there exists the same scenario for jammer UAVs). For
example, when UAV1 has finished serving GUg as a
collector in Fig. 3(b), it is closer to EU;s than GUjs.
However, it still has to fly more distance to GU;s5 as a
collector than switches the role to a jammer to suppress
EUj;5 instead. As a result, compared with MinMCT-RSS,
UAVs by RFS have to suffer more MCT and longer
cumulative moving distance (CMD) for data collecting,
which further leads to a worse performance in ASR and
energy consumption.

o Compared with minimizing MCT, UAVs are given suffi-
cient time to fly close enough to both GUs and EUs by
MaxASR-RSS shown in Fig. 3(c). At the great expense of
MCT, ASR is slightly improved followed by expending
more CMD and propulsion energy. It makes a strong case



for minimizing MCT especially for the scenarios with
real-time requirement and scarce on-board resources.

B. Impact of Parameters

Simulation parameters also play an important role on the

optimization of MCT.

o In Fig. 4(a), MCT will grow with the threshold value of
WC-STR changing from 20bps/Hz to 80bps/Hz. That is
because UAVs have to consume more time to fly closer
to GUs to satisfy the increasingly stringent constraint
(C11). Although WC-STR will augment when GUs en-
hance their transmission power, MCT can not be further
improved when WC-STR achieves the threshold value.

« Fig. 4(b) implies that when the tasks size increases, UAVs
need more time to complete the data collection. When
speeding up, the flight time of UAVs from one GU to
another can be reduced, resulting in more time hovering
over GUs to improve the collection efficiency. Finally,
MCT will gradually converge to a fixed value when UVAs
are close enough to GUs.

F0bps/Hz —— 0bp/Hz D, —40Mbits D,=80Mbits
250 —40bps/Hz —>— RY ps/lz| 350 — o D, —60Mbits —>—— D, =100Mbits
300
2200 2
= =
O O 250
= 150 =
200
100 150
50 100
20 40 60 80 100 120 1 30 50 70 90 110
P,(mW) Vpax (/)
(a) Impact of P, and RS, (b) Impact of vyax and D,

Fig. 4. Impact of simulation parameters.

C. Scalability Verification

In practice, the number of EUs is less than GUs, which
means that one EU would wiretap multiple GUs asyn-
chronously. To discuss the algorithm scalability, a more re-
alistic scenario is considered in Fig. 5 where there are 15
GUs in the presence of 5 EUs. For clarity, the index of GUs
wiretapped by one specific EU is marked at the subscript.

o There are 2 UAVs and 4 UAVs deployed for data collect-
ing with the initial and final position of [0, 0] in Fig. 5(a)
and (b), respectively. Similar to the previous simulations,
UAVs can complete the data collection efficiently with
RSS. Besides, along with the number of UAVs increasing,
MCT can be greatly reduced.

« The initial and final location of UAVs are set as different
value in Fig. 5(c), ie., ¢' = ¢¥ = [0,0] for UAVI
and UVA2, UAV3 starts at [1000, 1000] and ends at
[-1000, 0], while UAV4 starts at [1000,0] and ends at
[-1000, —1000]. Turns out, UAVs are able to fly closer
to both GUs and EUs with less MCT. It inspires us that
discussing the impact of the initial and final location of
UAVs will be an interesting issue for future work.

« Given the flexibility of RSS and the sequential service
for GUs, the ‘collector-jammer’ pair will be changed
dynamically among time slots, and the number of UAVs is
not required to be even. Take Fig. 5(c) for example. UAV3
and UAV4 first form the ‘collector-jammer’ pair for the
data offloading of GUy4 and the interference suppression
to EU,. When the mission is finished, UAV4 will switch

its role to a collector serving GU; and be safeguarded by
UAV2 who is suppressing EU; as a jammer.
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Fig. 5. A more realistic scenario with 15 GUs and 5 EUs

V. CONCLUSION

A novel role switching scheme is proposed in the paper
for secure communications by the cooperation of multiple
UAVs, where each UAV can dynamically switch its role
to either collect offloading data for GUs or suppress the
potential wiretapping of EUs. MCT can be formulated as a
non-convex problem and minimized by the joint optimization
of the role assignment, trajectory and jamming power of UAVs.
A dichotomy-SCA combined algorithm is further designed to
tackle such issue. In specific, the optimal time duration 7' can
be effectively solved by dichotomy, and all the other vari-
ables are transformed into several equivalent convex problems
solved by SCA method. The results demonstrate the validity
in different scenarios and the superiority compared with other
algorithms.
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