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Abstract

When creating an organisation with a strong Cybersecurity Culture, a consideration of
individuals’ awareness, attitudes and values are key to building a workforce that is resilient to
cyber-attacks. Military organisations and the extended military community share characteristics
with civilian populations but have additional unique attributes that influence individual attitudes
and values. Whilst research into Cybersecurity Culture in military settings has focused on
employee behaviours, there is limited existing literature that considers the role of the extended
community, including military personnel’s close friends and relatives. This research aims to
investigate the extent military personnel’s Key Relations contribute to military cyber resilience
through their online behaviours. The thesis explores the perspective of military personnel,
military friends and relatives, and subject matter experts in military cyber education and cyber
incident reporting, to identify online behaviours Key Relations exhibit that could be a target for a
military adversary. The thesis contributes to the literature on cyber security culture by applying
theories of accountability and responsibility to understand these online behaviours. Building on
this understanding, recommendations are put forward for how military organisations should
engage with military key relations to encourage a positive cyber security culture, using cyber
security training, education and awareness materials.

The research applied a mixed methods approach and consisted of three separate, but
inter-related studies. Phase 1 explored the perspective of military personnel across the front-line
commands in an online mixed methods survey, that was analysed using frequency analysis and
qualitative content analysis. Phase 2 also investigated the perspective of military personnel,
alongside the perspective of Subject Matter Experts in cyber incident reporting and monitoring,
and cyber education and awareness in Defence. The data collection for Phase 2 consisted of
semi-structured interviews, which were analysed with a thematic analysis. Phase 3 differed
slightly as it studied the perspective of military personnel’s close friends and relatives with an
online mixed-methods survey. Similarly to Phase 1, the Phase 3 survey was analysed using
frequency analysis and qualitative content analysis.

Findings from across these three studies found that to reduce the cyber risk profile for
military organisations, further engagement is needed with the extended military community
about their cyber security behaviours and understanding. The results suggest that close
relationships for military personnel are vast and include extended family and friends alongside
immediate family, defined within the thesis as Key Relations. The research identifies online
behaviours exhibited by these key relations, such as oversharing on social media can present a
risk to military organisations, which heightens during certain military operations such as
deployment or re-location. The thesis summarises by providing suggestions for how military
organisations should engage with the extended military community to encourage awareness and
application of secure online behaviours that protect Military Key Relations, military personnel
and consequently military organisations.
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Chapter 1 - Introduction

1.1. Rationale

The UK Armed Forces experience challenges similar to other organisations, in building an
organisation resilient to cyber threats and attacks. Cyber resilience is an aspect of Information
Security Culture, that focuses on ensuring organisations can predict, withstand and recover from
cyber-attacks (Bodeau & Graubard, 2016). The UK’s National Resilience Strategy identified
multiple key themes of Cybersecurity Culture, including Accountability and Responsibility
(Cabinet Office, 2021). The framework created as part of this strategy highlighted how coherent
and coordinated responsibilities and accountability are important for strengthening resilience in
the UK. Within Cybersecurity, accountability involves encouraging individuals to be answerable
for their actions without supervision. It is intricately linked with responsibility, which focuses on
encouraging accountability by ensuring all individuals are aware of their role within security (Nel
& Drevin, 2019).

The research in this thesis focuses specifically on these themes of accountability and
responsibility, which are also recurrent in the academic literature on organisational Cyber
Resilience and Information Security Culture (Zimmerman et al. 2019; Uchendu et al. 2021). This
thesis posits the importance of a holistic approach to information and cybersecurity. A holistic
approach considers the role of people, as well as processes and technology, which interact to
influence cyber resilience (Gill, 2021). This thesis mainly focuses on the people aspect. It applies
psychological theories to explain behaviours and provide recommendations for how to
encourage people to perform processes and securely interact with technology, to encourage
cyber-resilient military organisations.

Soeters et al. (1997) argue that the military is often considered a ‘Greedy Institution’ due
to the requirement of personnel to be highly dedicated in their role, being permanently on call
during active duty and the potential to have leave cancelled and be deployed overseas at short
notice. However personal relationships with friends and relatives can also be perceived as a
‘Greedy Institution’ as the survival of the relationship relies on reciprocal devotion between those
in the relationships (Vuga & Juvan, 2013). This relationship with friends and relatives is often
strained when military personnel are relocated or deployed overseas, having a negative impact
on both personnel and their friends and relatives (O’Neal & Mancini, 2021; Ribeiro et al. 2023).
The desire of military personnel to maintain these relationships during relocation and
deployment necessitates the requirement to use online methods of communication, alongside
more traditional communication methods, such as letter writing (Rea et al. 2015). When
reviewing which relationships are considered pivotal for military personnel, military
organisations and existing research in this area often only consider dependent or next-of-kin
relationships (Clever & Segal, 2013). This includes spouses, children of a certain age and parents,
but often does not consider short-term or LGBTQ relationships (Gribble et al. 2020), or individuals
who have a close relationship with their friends.

Ensuring sensitive information is secure is key for military organisations as the
consequence of information being used by a military adversary can impact operational
effectiveness and potentially result in loss of life (Defense Science Board, 2013). Military friends
and relatives often have access to sensitive information, particularly operational information
such as location and timings. This results in a potential situation where military friends and
relatives share this information either inadvertently or purposefully with individuals who present
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a threat to military organisations. Therefore, it is important to identify potential risk behaviours
that military friends and relatives engage in, that could create a cyber vulnerability for military
organisations. Detecting these behaviours will be useful for directing future cybersecurity
initiatives and campaigns. Successful cybersecurity campaigns can encourage Military Key
Relations to engage in secure online behaviours, to keep their own and their military person’s
information safe online and contribute positively to military cyber resilience.

This research is match-funded by the Defence Science and Technology Laboratory (Dstl),
an agency of the Ministry of Defence (MOD). The requirement for this research has been identified
by Dstl, to provide insight into how Military Key Relations influence cyber resilience in military
organisations. Whilst the research focuses primarily on a population within the UK Armed
Forces, this research has implications for other military organisations worldwide. Additionally,
the results can be applied to any organisation dealing with sensitive information, including other
government organisations, the financial and banking industry, health services and the legal
sector. Table 1.1. below outlines a list of stakeholders and how they will use and apply outputs
from the research.

Table 1.1:

A list of key stakeholders for the research and how they will use the research outputs.

Stakeholder Utilisation of research outputs
The Defence Science and Technology | ¢ Due to Dstl match-funding this research, they
Laboratory (Dstl). will be able to use the outputs to disseminate
within Dstland any requests for guidance in this
area.

e Findings from this research will also be used to
provide context and justification to guide future
work that could be undertaken in this area at

Dstl.
Avariety of personnel across the Front- | ¢ During the data collection interviews
Line Commands (Air, Land and Sea). participants requested outputs from the
Examples may include: research once completed. Outputs would help
e Those responsible for providing guide creation of materials that can be used to
guidance to Units preparing for provide guidance to military personnel and their
operational deployment. Key Relations on how to ensure Key Relations
e Unitcommanders to disseminate are protecting military information online.
directly to personnel within their e Specifically for those preparing for operational
units. deployment, outputs from this research can
e Those working in Cyber roles within provide direction for addressing potential online
the military — this includes risk behaviours that military Key Relations might
participants who took partin the engage in that could impact the effectiveness
Phase 2 interviews. and success of the operation.
Those responsible for policy creation in | ¢  Whilst there is no direct buy-in from policy
the context of the extended military creators. Research outputs once disseminated
community. can provide a resource for policy creators to

referto when consideringwho to considerin the
military community and when providing
guidance for addressing online risk behaviours.
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1.2. Thesis Structure

Following this introduction chapter, the thesis begins with a review of the literature in
Chapter 2. The review outlines key concepts in Information Security Culture, before discussing
the culture of military organisations, the unique experiences of military friends and relatives, and
an overview of the current approaches to existing online threats. Chapter 2 summarises the
objectives of the research project to address the existing gaps in how military organisations
involve the extended military community when considering cyber resilience. Chapter 3 provides
an overview of the Methodology that will be applied to address these project objectives, including
justifications for methodological decisions. Chapter 4 details Phase 1 of the project, an online
survey conducted with serving military personnel, where an initial definition of ‘Military Key
Relations’ is created. Chapter 5 discusses Phase 2, semi-structured interviews that explore the
opinions of military personnel in more detail using a qualitative approach, and the perspectives
of subject matter experts in defence. Phase 3 builds on the findings from Phase 1 and Phase 2,
to understand the opinions and experiences of Military Key Relations towards military cyber
resilience, detailed in Chapter 6. Chapter 7 discusses the findings from Phases 1, 2 and 3 of the
project, addressing the research aims for each phase individually, and how these findings
collectively address the overarching research question. This chapter concludes the thesis by
outlining the research impact, limitations and suggestions for the direction of future work.
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Chapter 2 - Literature Review

2.1. Chapter Introduction

This chapter explores the current approaches to Information Security Culture and
Cybersecurity Culture defining both of these terms and how they are intertwined, alongside
addressing how aspects of culture influence how organisations approach cybersecurity.
Information Security Culture encompasses all organisational systems and behaviour in an
organisational context, including cyberspace, with Cybersecurity Culture as a subset of
Information Security Culture (da Veiga et al. 2020). Due to Information Security Culture and
Cybersecurity Culture terms often being used synonymously (Uchendu et al. 2021), theories and
findings will be discussed in relation to Information Security Culture as a whole entity,
considering specific cybersecurity examples, to not exclude any potential explanations for
behaviour.

The chapter justifies focusing on two aspects of Information Security Culture:
Accountability and Responsibility, before explaining the dissonance between military culture
and Information Security Culture. The chapter explains the unique characteristics and
challenges for military families and how this may influence how they contribute to cyber
resilience, before summarising the current approaches to existing threats. Finally, this chapter
outlines the objectives and aims of the research project, based on the existing literature.

2.2. Scope of the literature review

The literature review aimed to explore the existing research on Information Security
Culture within military families and the impact on organisational cyber resilience. As military
research is often confidential, this creates a challenge to identify a large range of literature and
therefore the search was extended to include Cybersecurity Culture in all organisations, with a
military focus where possible. When considering cyber risk, the potential cyber threats were
considered within the scope when examining the literature. A risk assessment was not
conducted at this stage, or at any point, of the research due to concerns that conducting a risk
assessment in this area would be unable to be published in the public domain due to the
identification of potential risks that could be exploited by a threat actor. Therefore, specific
assets were also not identified, and potential threats to assets were considered generally within
the military, such as any type of Platform (e.g. ship/boat/plane). It is recommended that any
future application of findings in this research be accompanied by a risk assessment.

2.2.1. Literature search

The literature search was conducted on a variety of databases including Bournemouth
University’s Advanced Search, which searches a wide array of databases for relevant literature,
Web of Science, and Google Scholar. The original search terms when exploring the literature
were a combination of “Cybersecurity OR Cyber Security” and “Organisational Resilience”. To
explore the role of culture the terms “Information Security Culture” and “Cybersecurity Culture
OR Cybersecurity Culture” were searched for. To reflect the narrow focus of exploring specific
aspects of Cybersecurity Culture the terms “Responsibility” and “Accountability” were also key
search terms. To provide additional insight into the topic, these search terms were searched by
themselves, but also in combination with an additional search term “Military OR Armed Forces”
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and “Military Organisations” to provide insight into how military organisations approach these
considerations. When searching for research which focused on military family samples, the term
“Military Families OR Military Spouses” was used, to encompass some of the research which
only focused on spouses but was still relevant to include. To explore the relationship these
individuals, have with social media, due to situations such as deployment, the term “Social
Media” was also a search combination with the other search terms.

2.3. Organisational Culture

Literature on Information Security Culture has identified a connection between culture
and cyber resilience (e.g. Gill, 2021). To understand organisational cyber resilience within the
military, this thesis narrows in on a specific element of the extended military community, military
personnel’s friends and relatives, to explore how they contribute to military cyber resilience. To
understand cyber resilience within the military it is important to have an understanding of the
organisational culture in the military. Van Den Berg and Wilderom (2004) define organisational
culture as a shared belief of how an organisation works, or ‘organisational work practices’, which
may be unique to that organisation. However, there is no distinct and shared definition within the
literature for organisational culture (Denison et al. 2014). Other researchers suggest
organisational culture focuses on shared attitudes, as well as practices (Tellis et al., 2009) or
emotions (Barsade & O’Neil, 2014). Chatman and O’Reilly (2016) suggest this lack of consensus
in defining organisational culture has occurred due to the applied development of culture within
specific organisations, that may not be shared across other organisations, or within an academic
understanding. The concept of organisational culture is complex, with many influential facets
(Van Den Berg & Wilderom, 2004), which can explain the lack of a consistent definition.

When focusing on military organisational culture, the military relies on uniformity and
conformity for operational success and encourages this through shared experiences, values and
language (Redmond et al. 2015). Examples of key values within the military consist of obedience,
discipline, trust, courage and teamwork (Howard, 2006). Military organisations are termed by
some as ‘Greedy Institutions’ as personnel are required to be extremely dedicated in their role,
being permanently on-call when actively serving, and have the potential to be deployed overseas
at short notice (Soeters et al. 1997). Military organisations also have the unique aspect that jobs
can potentially be dangerous and life-threatening. The uniqueness of military organisational
culture can create dissonance when considering culture within civilian society. The current
research on organisational culture outside of the military encourages the use of gender-inclusive
language and moves away from the association of specific personality traits or work practices
with genders (Ladwig, 2023). This is in direct contrast with military organisations where
masculine and militarized language is used to enforce cohesion within personnel (Malmio, 2022).
Military culture is steeped in historical tradition, with Kronsell (2012) explaining that the
occupational culture within the military is loyal to these traditions. However, the strong
masculine connotations of traditions within the military have previously been criticised (Alvinius
& Holmber, 2019). The difference between a civilian society where diversity and inclusion are
promoted, compared to military organisational culture where militarized language is used to
encourage a cohesive team environment, can create dissonance for individuals within the
military community (Malmio, 2022).

This can be the case for serving personnel but also friends and relatives in their personal
network. Whilst friends and relatives are not necessarily active serving personnel themselves,
there is a shared sacrifice between personnel and their friends and relatives, with friends and
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relatives adopting military culture. This comes because of friends and relatives experiencing the
impact of deployment, relocation, and concern about the safety of their serving person (Houston
etal. 2009). Harrell (2001) also discusses how those relatives who are expected to represent their
military person at military events are required to embody the values within the military culture.
However, this can be dependent on the nature of the military role. Sewart (2022) explores the
experiences of military personnel and their families throughout their military career and identifies
that for some, their roles allowed them to have a stable and predictable life within a military
setting, with little deployment and relocation. A lot of the research in this area focuses primarily
on culture within the US military, with little existing research providing insight into the UK military
(Sewart, 2022). Further in this chapter aspects of culture, such as differences in national culture,
are explored and may be one suggestion as to why the culture in the US military may not be the
same across military organisations in other countries, such as the UK.

Some literature in the area suggests that Cybersecurity Culture is a subset of
organisational culture. Wiley et al. (2020) explored the relationship between organisational
culture, security culture and information security awareness, and it was found that security
culture mediates the relationship between organisational culture and information security
awareness. Comparatively, other definitions of Information Security Culture suggest that
organisational culture is a subset of wider information security. The rest of this chapter explores
Information Security Culture, discussing findings and theories and how these can be applied
when considering military culture. As an academic researcher working on research within the
military community, it is important to highlight that simply having knowledge about
organisational culture and experiences within the military is insufficient to claim cultural
competency (Redmond et al. 2015). In this way, it is even more important to examine the
literature on theories of culture within military organisations, but also in a non-military context to
provide an understanding of the topic.

2.4. Information Security Culture

Challenges with addressing Information Security Culture can arise due to broad and
inconsistent definitions of what Information Security Culture is, with ill-defined factors and an
uncertainty of what the impact of addressing culture might look like. Some literature focuses on
values and norms in their definition, whereas other definitions focus on managerial and policy
compliance aspects of behaviour when defining Information Security Culture (Da Veiga et al.
2020). This inconsistency when defining Information Security Culture can also add to an already
confusing definition of culture within the military as culture can vary depending on when you are
considering the general military culture or how it interplays with more diverse unit and base
culture (Drummet et al. 2003). There are reoccurring themes when definitions of Information
Security Culture are created, such as the idea that Information Security Culture should provide
a framework for how people should behave, specifically defining what is acceptable and
unacceptable (Da Veiga et al. 2020). These common definitions have been guided by two
definitions from papers conducted over 20 years ago; Dhillon (1997) and Martins and Eloff (2002),
who both recognised the goal of Information Security Culture was to protect assets within an
organisation and that this was achieved by considering human characteristics (Uchendu et al.
2021). Whilst both of these definitions consider the organisation a focal point in Information
Security Culture, Da Veiga et al. (2020) highlighted that not all research on Information Security
Culture refers to organisations when defining this concept. As the research in this thesis focuses
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on organisational culture, within military organisations, the variation between whether
organisations are mentioned within definitions of culture, or not, is something of interest.

Figure 2.1. visualises a model created by Da Veiga et al. (2020), which consists of all the
potential factors that influence Information Security Culture, taken from the literature and based
on the opinions of experts. This model demonstrates the vast plethora of concepts that can
contribute to Information Security Culture, and how difficult it is to provide a concise definition
that encompasses all these concepts. This thesis will provide an overview of some key concepts
which are influential for the research topic of cyber resilience within military organisations.

Figure 2.1:

Da Veiga et al. (2020) Organisational Information Security Culture Model (OISCM), visualises the concepts
of information security culture, as discussed in the literature.

2.4.1. Cybersecurity Culture

As mentioned earlier in this Chapter, Cybersecurity Culture is a subset of Information
Security Culture (Da Veiga et al. 2020). Cybersecurity Culture relates to how individuals perceive
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cybersecurity and how this impacts their behaviour in cyberspace to protect digital information,
systems, and people (Da Veiga et al. 2020). Alshaikh (2020) suggests that organisations need to
implement five key initiatives to change from an organisation that complies with cybersecurity
policies, to one that fosters a Cybersecurity Culture, thus creating an organisation where
employee behaviours are influenced by cybersecurity. One of the five initiatives from the
Alshaikh (2020) definition of security culture is identifying key cybersecurity behaviours so that
everyone is aware of how to behave to create a positive Cybersecurity Culture. However, there is
inconsistency in defining the behaviours considered acceptable or unacceptable and which
cybersecurity behaviours should be prioritised over others. For example, in a recent review of
literature defining Cybersecurity Culture (Uchendu et al. 2021), when asked to consider the
factors which are important in building and maintaining a Cybersecurity Culture, only 9 of the 58
papers reviewed identified accountability and responsibility (explored in detail later in the
Chapter) as key factors. The least commonly reported factor was rewards and sanctions, with
the most reported factor being management support or involvement, followed by security policy.
This being said, Fennelly and Perry (2020) discuss how organisations can often claim to have
policies in place to build a strong Cybersecurity Culture, without being able to define what this
security culture looks like. Challenges can occur when building a strong security culture as
prioritisation in adopting certain security culture factors can look different depending on the type
of organisation. For example, the resource and expertise limitations of smaller organisations
often mean that staff training and promoting a security culture can become less of a priority
(Williams, 2009). Even if a priority, it can be difficult for management to find a balance between
monitoring and responsibility due to communication being more direct (Williams, 2009).

Mediating factors from other aspects of culture, such as national culture, could also
influence information security culture within organisations. Hofstede (2001) identified six
dimensions of national culture. Hofstede’s national culture dimensions are frequently
considered alongside other models of culture, within the academic literature on Cybersecurity
Culture. These dimensions include:

e Power Distance: Those in a high-power distance culture will comply with information
security policy as they are following orders from authority figures in power, whereas those in
a low-power-distance culture are less likely to comply with information security policy as
power is distributed equally.

e Uncertainty Avoidance: Individuals from a culture with low uncertainty avoidance are more
likely to engage with a phishing email due to relying on their knowledge to guide them rather
than policy, whereas individuals from a culture with high uncertainty avoidance will not
interact until they have guidance from an authority figure or expert.

e Individualism versus Collectivism: Those in an individualistic culture will engage with
security requirements if there is a personal benefit, whereas those in a collectivist culture
will engage with security requirements if there is a group benefit.

e Masculinity versus Femininity: An information security manager from a masculine culture
prefers to control their employees’ online behaviours, whereas an information security
manager from a feminine culture will prioritise building a relationship with their employees
to encourage safe behaviours.

e long-Term versus Short-Term Orientation: An organisation with a long-term orientation
culture will be more likely to invest in cybersecurity systems that prevent a cyber-attack from
occurring, whereas a short-term orientation culture will be less likely to invest in a
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cybersecurity system as the efficacy of the investment into the system is not demonstrated
immediately.

e Indulgence Versus Restraint: Those in an indulgent culture are less likely to comply with
security requirements if they involve controlling personal desires, whereas those in a
Restraint culture will engage with requirements as less value is placed on personal desires.

Hofstede (2011) suggests that societal, national and gender culture is more ingrained in
an individual than occupational and organisational cultures, with organisational culture being
dependent on how people perceive their organisational environment. They also explain how
distinguishing between levels of culture, such as national and organisational culture, is
important when interpreting and applying findings from research to avoid inaccuracy.
Considering the influence of national culture on military organisations is important as whilst a
unigue military culture exists that can transcend nationality, many military forces have their own
organisational culture which stems from their national culture (Soeters, 1997). For example,
when considering Hofstede’s Masculinity versus Femininity dimension, it could be said that
Military organisations would be closer to Masculinity on the continuum, due to using masculine
language (Malmio, 2022).

When looking at Hofstede’s dimension of Indulgence versus Restraint, Zhang and Yang
(2018) identified that societies with an indulgence culture are less likely to comply with
cybersecurity requirements if it involves restraining their behaviour. An indulgent society values
happiness, well-being and freedom, and is common in Western societies, such as the UK. In this
way, organisations and individuals within the UK may be less likely to engage in cybersecurity
behaviours if they believe the secure behaviour is controlling or restrictive. This is relevant for the
current thesis due to the research focussing on the UK’s Armed Forces. However, as a Western
society, the UK is also perceived as having an individualistic national culture. Individualist
societies emphasise the desires of the individual whereas collectivistic cultures value in-group
goals over individual goals (Hofstede 2001). Contradictory to Zhang et al. (2018), Connolly et al.
(2019) suggest that countries with more of an individualistic national culture are more likely to
adopt formalised information security policies than their collectivist counterparts (Connolly et
al. 2019). This is potentially due to security policies providing individualists with information
about online risk situations and potential adverse effects of engaging in risk behaviours that
provide them with the context to decide their behaviour more effectively (Chen et al. 2008).
Whilst Hofstede’s dimensions provide potential explanations for how national culture may
influence individual and organisational attitudes towards cybersecurity behaviours and
compliance, there are criticisms of the dimensions that should be considered when taking a
rounded view of the literature on Cybersecurity Culture. Minkov et al. (2018) discusses how there
are very few replications of Hofstede’s dimensions, and the replications that have occurred
suggestthat not allthe dimensions are as empirically sound as first thought. For example, Minkov
and Kaasa (2020) replicated the Uncertainty Avoidance and Masculinity versus Femininity
dimensions and found they lacked internal consistency. Though replications of the Individualist
versus Collectivist were robust in their replications (Minkov et al. 2017).

Despite these criticisms of some of Hofstede’s dimensions, the role of national culture
is important when considering how individual organisations’ challenges with cybersecurity can
be due to governmental-level issues. This includes a lack of resources devoted to cybersecurity
research, and a lack of expertise due to the limited number of cybersecurity professionals
(Zimmermann & Renaud, 2019). This may be heightened in public organisations which rely
heavily on government funding, and where the government have a large input into how the
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organisation is run, such as the military. Uchendu et al. (2021) suggest how a top-down approach
where there is a culture supportive of cybersecurity at a national level can be beneficial for
encouraging cybersecurity awareness within organisations. However, they also note that
cultivating a national Cybersecurity Culture is much more challenging than addressing culture at
an organisational level. National culture may also interact with other factors such as age and
experience, with some research identifying that age may impact how cyberspace is viewed and
impacts how securely people behave online. This difference in understanding and application of
technology in daily life is often referred to as the digital divide and can be used to refer to
differences in gender (Cooper, 2006), developing countries (Cullen, 2001) and age (Niehaves &
Plattfaut, 2014). When looking at generational differences, Debb et al. (2020) found that
Generation Y adults, born between 1980 and 1999 (often referred to as millennials) were more
likely to engage in cybersecurity best practices, and explained that this may be due to growing up
in a culture where risk of privacy violations and security threats online were becoming an
everyday issue, and so behaving this way has become part of their conscious awareness. Debb
et al. (2020) study consisted of participants from two American Universities, and whilst the
participant sample was diverse including a large percentage of African American, Asian
American, and Latin American students, this limits the applicability of the security threats
discussed to Western Cultures. Due to this, it can be beneficial to explore specific aspects of
culture, rather than security culture as an overall concept, and explore how these individual
factors might influence organisations’ cybersecurity.

2.4.2. Cybersecurity resilience

The psychological definition of resilience focuses on the ability of individuals to maintain
stable levels of psychological and physical functioning and positive emotions when exposed to
a highly disruptive event (Bonanno, 2004). The American Psychological Association (2018)
explains that psychological resilience is demonstrated when individuals adapt well when faced
with adversity or stress. Richardson (2002) defines resilience as adjusting and reintegrating to a
steady state of psychological function following adversity. However, resilience is an inter-
disciplinary concept, used in other aspects of psychology such as health psychology, as well as
physics and ecology, which can make it difficult to define when considering computer science or
cyberpsychology (Dupont et al. 2023). Hollnagel (2010, as cited in Paries et al. 2010) discusses
resilience engineering, which explores what makes a system resilient, how this can be done and
how to maintain system resilience. Hollnagel’s definition of resilience consists of four essential
capabilities with the intention of making the definition more concrete. These four capabilities
consist of: the actual, the critical, the potential and the factual. The ‘actual’ capability refers to
the ability of a system to know how to respond to regular and irregular events, this can only be
done once there is knowledge of what to look for, which is what the ‘critical’ capability discusses,
and is the ability to monitor changes in the system. The definition highlights that there is a
requirement for anticipation of future threats through potential disruptions to operating
conditions, addressed by the ‘potential’ capability. The four capability ‘factual’ concerns how a
resilient system is one that has the ability to use knowledge of an incident that has happened and
take away the correct lessons from the incident.

When considering resilience in the context of cybersecurity, The National Institute of
Standards and Technology (NIST) put forward that there are four cyber resilience goals
organisations should apply to become cyber resilient, these are: Anticipate, Withstand, Recover
and Adapt (The National Institute of Standards and Technology, 2019). These goals map similarly
to Hollnagel’s (2009) capabilities of resilience engineering and are aspects featured in the
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definition of psychological resilience above. Bonanno (2004) focuses on maintaining stable
levels of physical and psychological functioning, this relates to NIST’s goal ‘Withstand’.
Therefore, demonstrating the interdisciplinary overlap between Psychology and Computer
Science. Sepulveda Estay et al. (2020) provide an overview of existing cyber resilience
frameworks and state that these frameworks can either be categorised as strategic or
operational, however, most existing frameworks take an operational approach. This means
frameworks are more considerate of the effects on disruption of operations and the legal and
economic implications, as opposed to approaching resilience considering avoidance or
response to disruptions (Sepulveda Estay et al. 2020). Therefore Sepulveda Estay et al. (2020)
review of cyber resilience frameworks suggests that frameworks are only focusing on two of the
cyber resilience goals outlined by NIST, Withstand and Recover rather than attempting to
Anticipate or Adapt from a potential attack.

As outlined above resilience in Computing and Psychology has much overlap. Therefore,
it is unsurprising that organisational cyber resilience can be achieved by addressing
technological and process vulnerabilities, but also by ensuring that the people associated with
the organisation are behaving securely online (Gill, 2021). A focus on building a Cybersecurity
Culture where resilience is forefront when considering employee awareness, attitudes, and
values, can be one way of increasing organisational resilience (Gill, 2021). Suggestions for
creating a security culture that prioritises resilience range from recruitment and onboarding
activities which focus on communication and consistency, through to post-mortems which shift
from blaming individuals to learning from mistakes (Gill, 2021). Nonetheless, it should be
considered whether organisational cyber resilience should be employer or employee focused.
Within a military context, addressing the human component, as well as the technological is key
to avoiding providing adversaries with sensitive information. Many of the existing frameworks on
cyber resilience, which have a focus on application to military operations, concentrate on
technological approaches rather than employees (Wagner et al. 2016; Barreto & Costa, 2019).
Da Veiga et al. (2020) found that when individuals are asked about what their organisation should
do to create a good information security culture, the most common responses included training
and awareness, with much fewer mentioning anything to do with people. This may suggest that
the reason very few cyber resilience frameworks with a human behaviour focus exist within a
military context is due to a lack of apparent desire for one from employees. This is further
supported by the finding that employee opinions on building a good Information Security Culture
focused more on what the employer's actions should be to create and maintain policies, rather
than what the employee behaviour should be to avoid risk (Da Veiga et al. 2020). This would
suggest that even when there is a person-centred approach to organisational cybersecurity,
employees would prefer this to be an employer focused approach to good security practices and
organisational cyber resilience. Zimmermann and Renaud (2019) identified that even when
prevention solutions do consider human behaviour as part of preventing adverse cyber events,
people are considered the problem and policy aims to reduce problematic behaviours, rather
than encouraging secure online behaviours. As a response to this, a “Cybersecurity, Differently”
mindset was introduced which approaches the human element of culture as people being both
part of the solution and part of the problem which needs to be addressed. The approach
considers employees who present a security risk but also considers separately the employees
who are well-intentioned and eager to perform secure behaviours (Zimmermann & Renaud,
2019).

Organisational resilience has been identified by the United Kingdom government as a
critical area to develop so that the nation can be prepared in an evolving risk landscape (Cabinet
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Office, 2021). As part of this resilience strategy, accountability and responsibility have been
identified as two key areas of focus, which highlights that all those involved in resilience, being
employee or employer, need a clear understanding of how and when to use resilience tools. The
following sections will define and discuss the literature on accountability and responsibility, in
relation to cybersecurity.

2.4. Accountability

Accountability within cybersecurity involves encouraging individuals to be answerable
for their online actions, without constant supervision (Nel & Drevin, 2019). This means that
individuals should consider whether they are complying with the cybersecurity requirements put
forward by an organisation (Dornheim & Zarnekow, 2023). Whilst constant supervision is not
required, accountability theory suggests that if individuals believe at some point, they will need
to justify their behaviour and actions to someone else, this can impact the decision-making
process (Vance et al. 2015). This decision-making process can be explained through systematic
processing, where individuals will use deep-cognitive processing, involving considering an
increased number of inputs in a slower manner, to reach what they believe is the optimal
decision (Vance et al. 2015). Accountability theory is strongly linked to group norms and self-
image as individuals may make decisions grounded on how they believe they are expected to
think based on others around them (Dang-Pham et al. 2017). As well as this, there may be other
factors which influence individual accountability for online behaviour, such as gender
differences (Roberts & Burns, 2013).

In a report created by the House of Commons Defence Committee in 2013, it was
highlighted that within defence good cyber practice ensures that accountability within distinct
roles is clear as uncertainty would obstruct the effectiveness of the Ministry of Defence,
including the Armed Forces (House of Commons, 2013). Dornheim and Zarnekow (2023) suggest
one way of increasing accountability is through establishing consequence management, wherein
there is an outcome for violating cybersecurity rules. The level of these consequences should be
consistent with the levels of the violations. For example, clicking on a link in a simulated phishing
attack would result in an individual being required to complete phishing awareness training,
whereas using an unauthorised USB drive on a work device with sensitive information might
result in an official warning. Deterrence theory can provide one suggested explanation for why
the use of consequences or sanctions can be effective in encouraging compliant cybersecurity
behaviour. Deterrence Theory explains sanctions are effective due to the consequence of
violating a cybersecurity policy being so severe, that it outweighs any potential gain from
subverting regulations (Straub, 1990). However, other research suggests that the use of
sanctions may become a barrier to building a culture that values cybersecurity as employees
become less trusting of security enforcers (Kirlappos et al. 2014) and delay compliance with
cybersecurity behaviours, resulting in operational delays (Belanger et al.,, 2017). When
considering the potential administration of sanctions because of Military friends' and relatives'
online behaviours, there are multiple challenges. The first is the ability to sanction military friends
and relatives who are not employees within the Ministry of Defence and therefore are under no
obligation to engage with cybersecurity behaviours nor the sanctions associated with lack of
compliance with these behaviours. There is the potential that accountability could be assigned
to the military personnel on behalf of their friends and relatives' behaviour. However, as
identified, this could have a cyclical detrimental effect on military friends and relatives engaging
with cybersecurity behaviours to protect an organisation that they do not trust nor respect. In this
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way it is important to create a “just culture” (Dekker, 2016) in an organisation that places
importance on trust, learning and accountability rather than blame and sanctions.

One way of creating a “just culture” is by applying blameless post-mortems following a
cyber incident. This is where individuals involved in a cyber incident share the details of their
actions and consequences so that the organisation can learn from it, rather than sharing this
information to attribute blame (Gill, 2021). Dekker (2018) highlights that an organisation without
blame is not one without accountability. However, an organisation with a blame culture may be
more likely to experience repeated cyber incidents due to the cycle of name/blame/shame. This
cycle highlights how if an individual is blamed and consequently shamed because of their
contribution to an incident, they will be less likely to share the day-to-day performance in their
role with management. This results in management being unable to provide adequate provisions
to address potential cyber risks and individuals become less educated on these risks, resulting
in a higher likelihood of a cyber incident occurring. The retribution approach describes this as
choosing whether to adopt a retributive process, wherein an appropriate punishmentis imposed
or a restorative process, focusing on repairing damaged trust and relationships (Dekker 2018). A
retributive process may be detrimental if individuals perceive that the punishment is unjust for
an accident, as this may lead to them growing to resent the company and creating an insider
threat (Elifoglu et al. 2018). It is important to prevent this from occurring rather than attempt to
deal with the aftermath due to the difficulty of being able to spot both malicious and non-
malicious insider threats. Insider individuals have the authority and clearance to perform these
actions in their roles, so it is difficult for technical tools to identify when these actions are being
performed with malicious intent and to intervene, and when it is non-malicious and further
training is required (Elifoglu et al. 2018). It is important to reduce insider threat as not only could
this leak confidential data, which in a military situation can not only be detrimental to the day-to-
dayrunning of an operation but also life-threatening. There is also potential damage to reputation
(Sanders et al. 2019), which may lead to a lack of trust in the Armed Forces.

2.5. Responsibility

Accountability and responsibility are intricately linked. Accountability is encouraged
through responsibility by ensuring that individuals are aware of their role within security (Nel &
Drevin, 2019). Through understanding their role in security, employees can behave responsibly
by satisfying their obligation to complete a security related task (Uchendu et al. 2021). For this
thesis that includes any stakeholders in the extended military community, including military
personnel and their friends and relatives. Research suggests that organisations with a culture
thatis favourable towards cybersecurity should consider cybersecurity as a shared responsibility
between all stakeholders in the organisation (Da Veiga & Eloff, 2010). However, this may not
always be the case. Ramachandran et al. (2012) conducted research exploring the perception of
responsibility for information security between different professions within one organisation.
They found that whilst some individuals believe management is responsible for information
security, or that information security is shared, the majority believe that cyber specialists should
be responsible for security. The risk of the belief that it is only cyber specialists who are
responsible for information security is that individuals may not fully understand the influence
their behaviour has on the cybersecurity of the organisation, leaving the organisation vulnerable
to cybersecurity threats.

Building this culture where responsibility is shared requires implementing a
comprehensive cybersecurity framework. AlHogail (2015) put forward a framework for
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Information Security Culture where four main dimensions of human behaviour impact
Information Security Culture. The four dimensions of the framework consist of preparedness,
management, society & regulations, and responsibility. Responsibility in this model reflects
people’s perceptions of security and their acceptance of responsibility and is a bi-directional
component wherein people influence Information Security Culture and Information Security
Culture influences the people. Tang et al. (2016) also highlight the importance of human
behaviour in information security and that understanding how employees perceive responsibility
for cybersecurity and information security within an organisation is important in developing an
Information Security Culture. Marotta and Pearlson (2019) conducted research exploring a case
study to understand how an Italian Bank has created a Cybersecurity Culture to help the bank
protect itself from cyber threats. One of the core factors that formed the basis of the
Cybersecurity Culture within the bank was a shared responsibility for cybersecurity, between
four levels of employees. For shared responsibility to be effective in mitigating the risk of cyber
threats, all employees were aware of their role in contributing to cybersecurity. Each employee
had a clear understanding of their responsibility, which allowed them to make sure they were
engaging with the appropriate security measures and keep the bank secure. Marotta and
Pearlson also noted that identifying responsibility ensured employees were accountable for
decisions they made about their security behaviours. This can be extrapolated and reworked to
represent the hierarchy that exists within military culture, which can include the Key Relations,
as part of the extended military community. For example, senior-level executives may be
considered as unit commanders, security executives as personnel in higher ranks, general
managers as those in lower ranks and general employees being Key Relations. However, Key
Relations may also be groups that branch off from each of the levels, as friends and relatives
often take on the rank of their military person (Drummet et al. 2003).

2.6. The Theory of Planned Behaviour

Accountability and responsibility may be influenced by social factors. The Theory of
Planned Behaviour (Ajzen, 1991) can explain how group norms and self-image may lead
individuals to make decisions when it comes to their online behaviour but also considers
individuals’ attitudes towards a behaviour and their perceived behavioural control (Sommestad,
2018). The theory suggests behaviour is influenced by intention and that intentions are
influenced by attitude, subjective norms, and perceived behavioural control (Sommestad &
Hallberg, 2013). A review of the studies that explore whether the Theory of Planned Behaviour
can explain information security behaviours finds mixed results for the impact of each aspect of
the theory. For example, Roberts and Burns (2013) identified that the Theory of Planned
Behaviour can explain 81% of the variance in online safety behaviours, but that attitudes and
normative beliefs only influenced the intention to perform online safety behaviours, whereas
perceived behavioural control has a direct effect on these online behaviours. Evidence of the
perceived behavioural control component of the Theory of Planned Behaviour within the
extended military community may look like military friends and relatives believing that they
cannot ensure they are protecting military information online if they are not informed what is
acceptable and unacceptable operational information to share online.

However, the results of research into the Theory of Planned Behaviour and cybersecurity
seem to vary depending on the safety behaviour being measured. Dang-Pham et al. (2017)
measured security practices that involve relationships with others, such as sharing information
security advice, and found an individual’s positive attitude towards security behaviours can
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increase information sharing but perceived norms and perceived behaviour control did not
impact on security sharing behaviour. This could be due to a fear of social pressure or that the
existing culture within the organisation discourages advice sharing (Dang-Pham et al. 2017).
Within the extended military community, this social pressure may come from friends and
relatives vicariously carrying the rank and being required to represent their service member
(Drummet et al. 2003). In this way, military key relations may experience the social pressure to
embody military culture, through association with their military person. This is an example of
where the attitudes component of the Theory of Planned Behaviour might be evident within the
audience being explored in this research. Safa and Solms (2016) suggest that organisational
support influences the security behaviour of individuals as perceived support is viewed as a
commitment to employees and therefore this is reciprocated back into the organisation. This
could be a potential way for military organisations to encourage safe online behaviours within the
extended military community. If military organisations engage with military friends and relatives
about cybersecurity, this engagement could be perceived by Key Relations as supportive and
could result in individuals engaging in online safety behaviours set out by military organisations,
as a reciprocity behaviour. This may also increase the perceived behavioural control that Key
Relations experience as they feel like they have an increased ability to engage in safe online
behaviours due to being supported by military organisations.

One additional factor that may influence behaviour of those associated with an
organisation, such as in the military community, when considering cybersecurity behaviours is
the role of knowledge. An additional branch of the Theory of Planned Behaviour is the Knowledge-
Attitude-Behavioural (KAB) model (Kruger and Kearney, 2006). The KAB model suggests that as
an individual’s knowledge of information security behaviours improves, their attitude towards
these behaviours also improves, resulting in engaging with information security behaviours
Parsons et al. (2014). The findings from this research present a justification for exploring the
potential to increase military Key Relations’ cybersecurity knowledge, as this may have a positive
effect on attitude towards cybersecurity behaviours and consequent uptake of these behaviours,
to protect military information. Further research by Zwilling et al. (2020) into the KAB model
across four different countries; Israel, Poland, Turkey and Slovenia, identified that there may be
cross-cultural differences that interplay with the KAB dimensions to influence information
security awareness. They found Turkish participants perceived cybersecurity as risky and
threatening and engaged in more protective cyber behaviours. Comparatively Israeli and Polish
participants found cybersecurity less threatening, with Israeli participants having the lowest
threat avoidance, however, both of these countries had low threat awareness. These findings
present evidence to suggest cultural differences may influence behavioural intention and
behavioural commitment, which is explored in the Theory of Planned Behaviour, and might need
to be considered when exploring Key Relations online behaviours. However, the findings from
Zwilling et al. (2020) could be debated when considering Hofstede’s cultural dimensions, as
these three countries score similarly across all dimensions, except for Power Distance, where
Israel scores very low compared to Poland and Turkey (The Culture Factor Group, 2024). When
looking at Hofstede’s cultural dimension of Uncertainty Avoidance, all three of these countries
are reported to have high Uncertainty Avoidance, suggesting they would all be cautious when
considering online safety. This is inconsistent with Zwilling et al. (2020) findings which as
explained above, indicate Israel has very low threat avoidance. Zwilling et al. (2020) highlight that
differences in their results between countries could potentially be due to the design of their
study, as Turkish participants completed a survey in their native language, whereas others took
the survey in English. Additionally, other factors relating to the participants completing the study
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could have influenced the results, as all the participants were students. Research into factors
influencing information security awareness suggests that the level of education affects
awareness of information security (Wiley et al. 2020; Hong et al. 2023). In Hong et al. (2023)
research they proposed the KAB model be extended to include social education level, which is
the average educational level of society, as an additional factor that influences information
security awareness. This more recent research provides evidence to suggest that additional
factors may need to be considered when applying the Theory of Planned behaviour to understand
behavioural intention and engagement.

2.7. Cognitive biases

Another dimension that may influence an individual’s attitude towards adopting
cybersecurity behaviours to reduce cyber risk is the perception that the risk will happen to them.
However, often these perspectives are biased and do not accurately evaluate the extent to which
an individual may be put at risk by their online behaviour, which impacts their ability to make a
safe and objective decision about their online behaviour (Pfleeger & Caputo, 2012).

2.7.1. Optimism Bias

Optimism bias, or social comparison bias, highlights how a cognitive error in judgement
means individuals will perceive the risk to themselves as lower than others (Weinstein, 1980). In
a cybersecurity context, this means that individuals experiencing optimism bias will believe that
they are less vulnerable to a cyberattack compared to others. This reduced perception in
vulnerability can make individuals less likely to engage in behaviours that might prevent a
cyberattack or they might be more likely to engage in cyber risk behaviours as they don’t believe
they will be targeted by a threat actor (Alnifie & Kim, 2023). This can also extend to an
organisational level, wherein a business believes that it will not become the victim of a cyber-
attack despite other organisations experiencing cyber-attacks. In the context of military
organisations this may display itself as an individual military unit believing they are less likely to
experience an incident due to Key Relations sharing information online, despite another military
unit experiencing an incident as a result of this vulnerability. Additionally, this may be heightened
for those who work within the information security or cybersecurity domain, as some research
suggests those who have more knowledge about cyber risk and threats are more optimistically
biased and will not be the victim of a cyberattack (Rhee et al. 2005). Rhee et al. (2005) suggest
that optimism bias occurs within an information security context due to defensive and functional
optimism. Defensive optimism is a naive optimism that an individual will not be the victim of a
cyber-attack whereas others might, and functional optimism relates to personal ability and
resources to control the situation. Therefore, those who work within information security and
cybersecurity will perceive themselves as having the resources and ability to control the situation
should a cyber event occur (Rhee et al. 2005). The theory of perceived control puts forward an
explanation for why those individuals with an increased knowledge of cybersecurity may
experience optimism bias in this area. Perceived control can be defined as an individual’s
perception that they are competent to produce desired and prevent undesired events (Wallston
et al. 1987). The suggestion is that the higher perceived control individuals have about a situation
the more likely they are to experience optimism bias (Rhee et al. 2005). Again, when considering
the role of management in an organisation, Rhee et al. extended their research in 2012 by
exploring the extent of this experience for individuals who are responsible for managing and
directing information technology teams. They found that these individuals have a good
understanding of the potential cyber risk to themselves, but they perceive themselves as having
a higher level of ability to be able to control a potential situation where their organisation is
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experiencing a cyber threat (Rhee et al. 2012). The theory of perceived control posits that this self-
perception of having a higher level of ability to control a cyber threat situation would result in a
cognitive error in the form of optimism bias that may consequently mean they are more
vulnerable to an attack due to a reduced threat perception.

The privacy paradox is the term used when individuals are aware of the cyber risk yet still
choose to act in an unsafe way online (Barth & De Jong, 2017). Such as in the situation where
those who work within cybersecurity behave in a way that increases their vulnerability to a cyber
threat. Barth et al. (2017) suggest that the privacy paradox occurs due to one of two rational
processes. The first, risk-benefit calculation, explains that individuals choose to behave in an
insecure way online even though they know the potential risk of their behaviour, due to the
benefits that accompany behaving in this way. Cognitive biases, such as an optimism bias are
considered within this first category of processing. The other type of process is that no or very
little risk assessment takes place. This may be due to a lack of knowledge about the information,
such as what is considered in the KAB model, which may be the situation in the case of military
Key Relations as they might lack the knowledge of the extent their behaviour influences cyber
resilience in the military. Alternatively, lack of risk assessment may occur because the desired
outcome is more beneficial than the risk assessment, such as due to social conformity and peer
pressure (Barth & De Jong, 2017). In the case of military Key Relations if there is peer pressure to
post military information online, such as to receive validation or praise from peers, this may result
in Key Relations choosing to act in an unsafe way online, despite them having the knowledge it is
unsafe to do so.

2.8. The COM-B system

One theory often used within military research to explain behaviours and behaviour
change is the Capability-Opportunity-Motivation-Behaviour (COM-B) system. This system
explains how human behaviour is influenced by three components, Capability, Motivation and
Opportunity that interact with each other and are in turn influenced by behaviour. Figure 2.2.
demonstrates the directional relationship between these three concepts and behaviour.
Capability is the ability to engage in a specific activity and Michie et al. (2011) explain there is a
distinction between physical and psychological capability. Motivation is the brain processes that
direct our behaviour and consists of reflective processes such as evaluative plans, and
automatic processes that use our gutinstincts and innate dispositions. Opportunity is the factors
that prompt behaviours which are externalto the individual, these can be either an environmental
opportunity or a social opportunity, which is dependent on culture.
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Figure 2.2.

The COM-B model (Michie et al. 2011) demonstrates how individual Capability, Motivation and
Opportunity influence human behaviour.
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The COM-B model has been used by previous research to explore behaviour change in
cybersecurity training, education and awareness. Alshaikh et al. (2019) created a framework to
map how a cybersecurity intervention based on the COM-B model may address the behaviour
change required for individuals to engage in secure cyber behaviours. An example of how this
was done considers the Capability concept of the COM-B model. One example of a physical
capability behaviour they suggested is the lack of skill to identify phishing emails, whereas a
psychological capability could be a lack of knowledge about the consequences of clicking on a
phishing link (Alshaikh et al. 2019). As part of this framework suggestions for interventions were
able to be identified. For the Capability behaviour examples provided, they recommended
education and training interventions to encourage behaviour change and adoption of safer online
behaviours. However, when considering the entire COM-B model, even the addressing gaps in
Capability may not result in the desired behaviour if there is no Motivation or Opportunity (Michie
et al. 20110. For example, cybersecurity education and training interventions may result in the
adoption of safer online behaviours (Alshaikh et al. 2019) but only if there is the Opportunity for
Key Relations to take part in these initiatives, which may not occur if there is a lack of resources
available for military organisations to set up initiatives.

The military often uses the COM-B model to understand and implement behaviour
change within the military process. Some examples of behaviours that have been explored within
a military context when using the COM-B model were pro-environmental energy behaviours
(Smaliukiene et al. 2020), healthcare access (Born & Frank, 2023) and physical activity amongst
veterans (Walker et al. 2022). The use of the COM-B model to explore behaviour in the military is
important when considering that military culture influences personnel’s behaviour (Smaliukiene
et al. 2020). Therefore, this model may be useful in exploring cybersecurity behaviours in the
extended military community that adopts elements of military culture.
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2.9. Military families

2.9.1. Defining Friends and Relatives

To explore online behaviours exhibited by the extended military community, a definition
of who this consists of is required. Most people have five individuals whom they consider close
relationships and who provide advice and comfort in times of trouble, are contacted once a
week, and who would be considered the most intense relationships (Dunbar, 2010). Identifying
who these individuals could be for military personnel can help determine who could potentially
have access to information that could negatively influence military cyber resilience if it ends up
in the hands of an actor who poses a risk to UK defence. Before exploring the role of military
friends and relatives in contributing to military cyber resilience, these terms should be defined.

In terms of a military relative, the Ministry of Defence provides no clear definition and
instead explains that when considering close relationships, such as partners and children, a
diverse range of close relationships and situations should be considered (Ministry of Defence,
2023). The Families Strategy from the Ministry of Defence provides direction to policymakers for
how to deliver interventions for Armed Forces families and states that relationships may include
a variety of long-term relationship types, including marriages as well as civil partnerships, those
with children or a role in raising children including stepfamilies, as well as parents and siblings
(Ministry of Defence, 2023). However, the National Health Service (NHS) define Armed Forces
families as dependents including spouses and children (NHS England, 2024). Broader definitions
of a military relative can include relatives through blood, marriage, and adoption, as well as
individuals whom service members who have an assumed responsibility to provide care for, such
as an unmarried partner (National Academies of Sciences, Engineering and Medicine, 2019).
However, some academics argue that the Ministry of Defence only considers those relationships
in a ‘nuclear’ and heterosexual family (Sewart, 2022). Research involving the extended military
community, including friends and relatives, still primarily focuses on traditional and
heteronormative families, without considering dual-serving couples, LGBTQ personnel,
unmarried relationships, and male partners (Gribble et al. 2020).

Friends as well as relatives, can be important in our lives. ROzer et al. (2016) suggest that
primary contacts are people who take an active role in an individual’s life. These people engage
in activities together and are someone with whom individuals feel close and intimate. This
relationship could come from either a relative or a non-relative and is defined by Rozer et al.
(2016) as a ‘personal network’. The fact that support can come from any individual relative or not
is the same for military personnel. McCabe et al. (2020) suggest that support from friends can
moderate depression symptoms for military personnel following trauma exposure. Support from
friends can potentially be more beneficial in certain situations than support from relatives, as
friendships tend to be stress-free whereas relationships with relatives are dynamic and can
cause additional stress (Laffaye et al. 2008).

Research suggests we draw on diverse types of relationships depending on the type of
support that we need, as family members may provide unconditional support whereas friends
may share similar interests and introduce individuals to current ideas (ROzer et al., 2016).
Additionally, the composition of our relationship networks and whether they consist of friends or
relatives may differ due to additional factors such as personality and age (Buijs et al. 2023). The
current thesis intends to provide more insight into which friends and relatives military personnel
consider important in their lives by creating a definition of ‘Military Key Relations.” As discussed
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at the beginning of this section, Dunbar (2010) explains that everyone has five close
relationships, that could consist of friends or relatives, who provide advice and comfort, and are
contacted once a week. In this thesis the terms ‘Key Relations’ will be used to describe any
friends and relatives military personnel would consider in their circle of five close relationships.
This may not be the same for everyone, and so it is important to identify any potential friends or
relatives that could be included in this intense relationship network and in the definition of
‘Military Key Relations’. This can provide a clear direction for exploring the online behaviours of
these individuals that may influence military cyber resilience, but also other behaviours
influenced by being a military friend or relative, such as mental health consequences.

2.9.2. Characteristics of military friends and relatives

Whilst military families share characteristics common to all families, they also have
uniqgue characteristics which might make them more vulnerable online. One of the key
differences for military families is repeated relocations or even separation of service members
from their families, due to deployment (Drummet et al. 2003). For those who are active
personnel, relocation might typically occur every 2 to 3 years, and this may be an accompanied
relocation with family or unaccompanied. However, separation of families can occur during
relocation due to other variables such as a partner's job, family members requiring care or a
pivotal point in a child’s schooling occur (National Academies of Sciences, Engineering, and
Medicine, 2019). This can be an exciting time, providing an opportunity to travel or move to a more
desirable location. However, the requirement for these families to frequently readjust and
integrate into a new life can have adverse effects on individuals’ psychosocial health (O’Neal &
Mancini, 2021), particularly for spouses (Ribeiro et al. 2023) and adolescents (Wadsworth et al.
2022). Smith (2015) discusses how maintaining a work-life balance where both career success
and family happiness and well-being are prioritised can be even more challenging for dual-
serving families. Dual-serving families are those where both parents are actively serving in the
military. For spouses, problems because of military relocation such as employment, education
social support or healthcare have been shown to be associated with greater psychological
stress, including depression and stress (Ribeiro et al. 2023). However, a large amount of this
research focuses on female spouses (Bailey, 2019) and on married spouses, without considering
significant others who are not married (Ribeiro et al. 2023). For adolescents it has been shown
that relocation due to a military parent is associated with higher levels of depressive symptoms
(O’Neal et al. 2022) and for adolescents in military families there is also a higher rate of suicide
attempts compared to adolescents in nonmilitary families (Clements-Nolle et al. 2021).
However, the severity of these factors may depend on the length of deployment and some
changes may be due to maturational development rather than the impact of deployment
(Meadows et al. 2017). Fitzsimmons and Krause-Parello (2009) put forward a model of the
emotional stages that family members experience when their military person is deployed. The
full steps and emotions that children can experience, as outlined by Fitzsimmons et al. (2009)
are visualised in Figure 2.3.
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Figure 2.3:

Emotional stages of deployment model using Fitzsimons and Krause-Parello's (2009) description
of the emotional stages of deployment
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Research exploring how to mediate the negative effects of military deployment and
relocation on friends and relatives highlights the importance of continued social connection
(Skomorovsky, 2014; O’Neal et al. 2022). For spouses, this social support may come from family,
nonmilitary friends or their military partner, among others. Rea et al. (2015) found that in a small
sample of military spouses, 100% reported using online communication to maintain a
connection with their deployed spouses and reduce loneliness. However military spouses use
some social media sites, such as Facebook, for reasons other than communicating with their
partners or other family members, such as connecting with other military spouses or finding
support from spouses who have experienced deployment and can offer support (Rea et al. 2015).
Social media can also be used by spouses who have relocated and are looking to integrate
themselves into a new environment, as social media sites can also be a source of information on
military-funded service events (Rea et al. 2015). Bittner (2014) also found that sharing pictures of
events online can increase the openness of conversation and friends and relatives and create
another avenue for social support.

2.9.3. The influence of Key Relations experiences on cyber resilience

Operational success and day-to-day efficiency within the UK’s Armed Forces is reliant on
information and communications technology, which can be fatal if compromised by a cyber-
attack (House of Commons, 2013). One of the concerns or threats that friends and relatives of
military personnel pose is information leakage, which refers to both the deliberate and
accidental sharing of private or sensitive information to an unauthorised party (Yahav et al. 2014).
Denying mission information, such as details about individuals, locations, and other information
such as weapons, to an adversary is part of operational security. Operational security is a key
part of planning and completing a successful military operation (Davis, 2011). One of the
challenges for organisations when considering friends and relatives is the lack of control over
their behaviour, particularly when these individuals have a lack of knowledge about what is
appropriate to share online (Cascavilla et al. 2015). This is particularly challenging when it comes
tothe use of social media and other forms of online communication. Garside et al. (2012) suggest
that the lack of knowledge from friends and relatives about tools such as Facebook’s geo-
location system, which can identify where the user has logged in and display this on their profile,

32




can provide sensitive location information such as the location of military barracks, without the
user even intending to. This is a concern for other social media applications, such as Instagram,
whose precise location tracking of users is automatically enabled and requires individuals to be
aware of this setting to disable this tool (Castro, 2022). There are concerns that existing
technological approaches to reducing information leakage don’t address the problem of human
users subverting a computer’s control to leak data (Sandhu, 1998). These technology-based
approaches do not align with the research that suggests that addressing cyber resilience should
be human-centred (Erstad et al. 2021). However, sharing pictures containing operational
information with others inadvertently is a potential cyber risk for military organisations, due to
the threat of Cybercasing (Garside et al. 2012). Cybercasing involves using online tools to
examine publicly available geo-information to make inferences about the location in the real
world, for dubious purposes and can be done with intense accuracy by simply entering the geo-
coordinates, embedded into a photo taken on a phone, into Google Street View (Friedland &
Sommer, 2010). This can create a potential threat of friends and relatives inadvertently sharing
information about approximate military base locations, due to the vulnerability of loneliness and
attempting to stay connected with others.

In adolescents, the negative effects of relocation are moderated by social support, from
family members and friends (O’Neal et al. 2022). It has been also found that teenagers within
military families benefited from interacting with other military teenagers, during the deployment
period (Meadows et al. 2017), therefore creating a need for the use of social media for these
adolescents to stay connected. Adolescents may pose a different threat to cybersecurity than
other family members due to the variation of the social media platforms that they use. Auxier and
Anderson (2021) explored the use of social media platforms for different age groups and found
that Facebook was used a similar amount regardless of the population age, with 70% of 18-29-
year-olds reporting using Facebook, 77% of users aged 30-49 years old and 73% of users aged 50
to 64 years old. Comparatively for newer social media apps such as TikTok, 48% of 18-29-year-
olds reported using TikTok whereas this drops to 22% for those aged 30-49 and 14% for those
aged 50-64. This demonstrates how the threat landscape might be different depending on the
age of the friend or relative and is also an important consideration for those who are on the other
end of the age scale, such as parents or grandparents. Figure 2.4 demonstrates how the use of
social media platforms differs depending on age in a UK population (Ofcom, 2022). Older
relatives, such as parents or grandparents are not often considered in research on friends and
relatives of military personnel unless they are dependent on the individual in the military
(National Academy of Sciences, Engineering and Medicine, 2019). This creates a gap in the
knowledge of how frequently they might communicate with their military counterparts, and how
much access they might have to sensitive knowledge that could create a risk for military
organisations.
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Figure 2.4:

Findings from an Adult's media use report demonstrating the difference in social media platform
usage forthose aged 16-24 years old, compared to users aged 65+ years (Source: Ofcom, Adults’
Media Use and Attitudes report 2022)
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One example of where social media caused reputational damage for the military was
during the COVID-19 lockdown, where a video was shared of a ship's crew having a BBQ on a
submarine whilst it was docked for repairs. The personnel presented no risk of spreading COVID-
19 at this time due to being at sea on the ship together for months previously. However, the
damage done because of the video being shared online resulted in the Captain being removed
from Command (Haynes, 2020). Another similar incident was the leaking of a video which
showed an F-35 fighter jet crash following a take-off failure on an aircraft carrier. The video was
leaked from inside a Navy WhatsApp group (The National, 2021). A more recent example is the
revelation through Russian media that they had been eavesdropping on a call between German
Air Force officers and overheard the suggestion that UK military personnel were actively deployed
in Ukraine (Forces Net, 2024).

Whilst these examples are not specifically related to risk behaviours of military friends
and relatives, they demonstrate how once information is shared online, it spreads quickly with
potentially damaging consequences to the reputation of the Ministry of Defence. Reputational
damage may also occur because of military friends’ and relatives’ online behaviours. One
example that specifically focuses on the role of military friends and relatives in contributing to
cyberriskis an example of a US Air Force employee sharing classified information from briefings
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on the war in Ukraine with an individual on an online dating site. The employee worked for the US
Strategic Command and shared information about Russia’s military capabilities with an online
profile that claimed to be a woman living in Ukraine (Liebermann & Britzky, 2024). This case also
demonstrates the importance of considering short-term relationships, as well as long-term
relationships when identifying which military friends and relatives could influence organisational
cyber resilience.

2.9.4. Barriers to behaving safely online in a military context

One limitation of the existing research into how Key Relations influence organisational
cyber resilience is that there is no clear and consistent definition of which military friends and
relatives should be considered a Military Key Relation. Whilst strategies put forward by the
Ministry of Defence suggest a wide range of situations should be considered when identifying
close relations, in practice it is only those known to the organisation as next of kin whom military
organisations engage with (National Academic of Sciences, Engineering and Medicine, 2019).
This may mean that when addressing the risk behaviours of friends and relatives and how they
might impact military organisations’ cyber resilience, there may be a wide range of individuals
who are not being considered. Additionally, much, though not all, of the research on
Cybersecurity Culture focuses on encouraging individuals to comply with information security or
cybersecurity policies (Uchendu et al. 2021). However, there is no evidence in open-source
literature that there is a clear cybersecurity policy for military friends and relatives to comply
with. Even if this policy did exist, military friends and relatives may experience difficulties in
engaging with some security behaviours. For example, they may be reluctant to engage in threat
or incident reporting due to the perceived pressure to conform to military standards. It has been
suggested that there is a perception within military families that the family informally carry the
rank of the military counterpart and that any behaviour from friends and relatives can negatively
impact on the service member’s career (Drummet et al. 2003). Whilst this may seem like an
outdated concept, service member spouses still report that they are often required to represent
their military person at events and embody the values of military culture (Harrell, 2001). In
research into health behaviour, it has been found that this concern makes family members
reluctant to ask for help when required, due to concern about how this may represent the service
member (Drummet et al. 2003). Therefore, if friends or relatives inadvertently engage in a cyber
risk behaviour this may make them reluctant to report it to a contact at the military organisation,
even ifitis encouraged.

Other research on healthcare within a military family sample identified that often
interventions do not get completed by friends and relatives due to relocation or deployment
(Lester et al. 2012). This suggests that creating a cybersecurity training and awareness
programme for military friends and relatives should consider this potential barrier and ways to
address it. Initiatives for cybersecurity may be different due to the potential to disseminate
education and awareness materials via post or online, and to conduct training initiatives online.
However, there is a requirement to explore any potential barriers in a cybersecurity context, to
understand the extent of relocation or deployment, and any other possible factors that impact
engagement from Key Relations. Encouraging responsibility and accountability for friends and
relatives could counteract barriers to participation in military led interventions, such as fear of
asking for help or advice or lack of commitment of these individuals due to relocation (Drummet
etal. 2003; Lester et al. 2012). Identifying who is accountable and responsible for the behaviours
of Military Key Relations is currently not clearly defined within the research and can be a
challenge for military organisations due to a lack of control over the behaviour of individuals who
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are not employed by the organisation (Cascavilla et al. 2015). Therefore, this presents a gap in
the literature that should be addressed to ensure any future engagement with Military Key
Relations over their online behaviour in a military context, is effective in contributing positively to
military cyber resilience.

2.10. Existing ways of addressing threats

Criticisms of the existing literature addressing the human vulnerabilities of cybersecurity
suggest that often the focus is on understanding the security issues, without addressing or
mitigating them (Alnifie & Kim, 2023). When focusing on social media or social networking sites,
the guidance for military personnel on social media usage is reportedly inconsistent. Some
recommendations discourage the use of social media entirely whereas other recommendations
address how social media can be used securely (Garside et al. 2012). However, Garside (2012)
also explains that in a society where social media is prevalent for work and non-work tasks,
discouraging individuals from using social media at all is not an effective way of addressing
cybersecurity risks. Therefore, encouraging individuals to engage in secure online behaviours
when using the Internetis a more effective method. This section discusses the recommendations
and challenges with existing cybersecurity training, education and awareness frameworks.

2.10.1. Cybersecurity training, education and awareness

When considering the factors that make cybersecurity, training education and awareness
initiatives successful multiple factors are highlighted. These include ensuring that campaigns are
targeted and specific for the individual, that individuals can take action on the information they
are provided, and that feedback can be provided following engagement with the initiatives (Bada
et al. 2015). Aldawood and Skinner’s (2019) research into the limitations of training and
awareness programmes for social engineering provides an explanation for why programmes are
ineffective, based on the targeted portion of Bada et al.’s (2015) requirements above. They explain
that the influence of social factors, such as culture, may limit the effectiveness of training and
awareness programmes. This may be due to concepts like national culture being carried over into
the workplace, rather than people applying different cultures inside and outside of the workplace.
However, when considering the role of national culture in cybersecurity training programmes, one
recommendation is for government legislation that highlights the importance of cybersecurity
training for protecting against cybersecurity threats (Aldawood & Skinner, 2019). Government
legislation would be beneficial in encouraging all individuals within society and consequently
within an organisation to engage with cybersecure behaviours. When considering military friends
and relatives, this would be beneficial to address the challenges of military organisations having
limited access to engage with military friends and relatives.

In support of Aldawood and Skinner’s criticism of cybersecurity training programmes,
Bada et al. (2015) suggest that national culture, including Hofstede’s dimensions outlined earlier
in this Chapter, is one factor that influences the success of behavioural change. They advise that
for a Western culture, such as the UK, that values individualistic national culture attributes such
as individual goals preferences and attitudes, it is better to present the risk of not being secure
rather than the benefits of being secure. However, research into using fear appeals to change
behaviour might be insufficient as they may result in individuals being paralyzed from making a
cybersecurity-related decision and are ethically questionable if they result in psychological harm
due to unnecessary anxiety and paranoia (Dupuis & Renaud, 2020). Considering the potential of
using fear to highlight the importance of military friends and relatives' online behaviour in a
military context, the association with operational failure has the potential to have an extreme
adverse psychological impact on friends and relatives if they perceive fatalities as their fault.
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As well as the challenges highlighted above there is often a lack of interest and motivation
from individuals to engage with regular cybersecurity training. In this way, providing individuals
with educational materials on the importance of secure online behaviour and how their
behaviours contribute within an organisation could be beneficial. This being said, Hadnagy (2010)
suggests that educational materials for cybersecurity are also ineffective if individuals do not
demonstrate an interest in learning about cybersecurity. They highlight that individuals can
display a lack of interest if they do not believe that cybersecurity concerns them. This is
consistent with Ramachandran et al. (2012) and their findings that the majority of people do not
believe the responsibility for cybersecurity in an organisation lies with them but instead lies with
cybersecurity professionals. In this way, pinpointing responsibility for individuals’ role in
cybersecurity may be pivotal for ensuring engagement with cybersecurity training, education and
awareness materials.

One way of reducing the risk that online behaviours present to organisational cyber
resilience is by encouraging people to adopt secure behaviours using cybersecurity awareness
campaigns. Awareness campaigns differ from cybersecurity training as they do not train people
to behave this way but merely make them focus their attention on what should be done to reduce
cyberrisk and how this might be done (Bada et al. 2018). Bada et al. (2018) highlight multiple gaps
that exist when it comes to best practices for Cybersecurity awareness campaigns. Often there
is a lack of understanding about what cybersecurity awareness is, supplemented by campaigns
that are disengaging and distributed without evaluating how appropriate and representative of
the threat landscape these campaigns are. When discussing existing cybersecurity awareness
campaigns in the UK, Bada et al. (2015) discuss Get Safe Online, an organisation that frequently
partners with military organisations (Get Safe Online, 2024), and is often recommended to family
and friends of military personnel to provide them information on basic cyber hygiene behaviours.
Bada et al. (2015) highlight that the limitation of the awareness provided by Get Safe Online is that
it relies on individuals understanding the information and applying it to their context. Get Safe
Online provides extremely useful insight into how users should behave when using social media
to keep themselves and others’ information secure. However, this may not provide sufficient
detail for Military Key Relations about what is acceptable for them to post with regard to military
information. For example, the advice to not post information about your holidays online until you
return could apply to military deployment or relocation, but this requires friends and relatives to
make that link themselves, which they might not consider. Get Safe Online’s previous work with
the Royal Air Force (RAF) did provide leaflets that consider online safety in the context of national
security, but often focussed on the perspective of the serving person (Royal Air Force Families
Federation, 2020). Additionally, this information was only accessible for a short amount of time,
as most of the links provided on the RAF website are now broken, meaning that personnel nor
their friends and relatives can look back to remind themselves of the guidance for staying safe
online.

2.11. Literature review summary

When discussing how the culture within a military organisation can potentially differ from
other organisations, the literature review indicated that military culture may also impact military
personnel’s loved ones. However, when reviewing the literature on definitions of friends and
relatives, there was inconsistency and a lack of clarity over which individuals should be
considered as Key Relations of military personnel. To explore how military personnel’s friends
and relatives may contribute to organisational cyber resilience, there is a need to define Military
Key Relations. As part of exploring the characteristics of Military Key Relations, the literature
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review highlighted the reliance of military personnel and their friends and relatives to use online
communication due to the nature of a military lifestyle, including relocation and deployment.
When considering their online behaviours the literature review highlighted risk behaviours
associated with social media, particularly related to military information and location sharing,
though behaviours may differ due to factors such as age. However, a gap in the literature exists
that provides a clear indication of the potential online behaviours Military Key Relations engage
in that could present a risk to military cyber resilience. The literature review highlighted how
online risk behaviours in any organisation can be addressed through cybersecurity training,
education and awareness, though there are existing limitations with the current approaches. The
literature that was available and discovered during the literature search did not provide any
indication of the current cybersecurity training, education and awareness initiatives that are
provided to Military Key Relations. Therefore, creating a justification to identify the current
approach to addressing cybersecurity training, education and awareness for Military Key
Relations within research, and how this could be improved.

This literature review discussed the importance of encouraging a Cybersecurity Culture
within organisations, and that this can be done by focussing on two aspects of culture:
accountability and responsibility. Potential ways of increasing accountability when considering
information security were discussed, introducing the concept discussed frequently in recent
literature of a “just culture” wherein a positive cyber security culture is created through
accountability by encouraging lesson learning from incidents rather than blame attribution. The
methods of increasing responsibility in Cybersecurity Culture were also explored, and the
influence of ensuring all individuals are aware of their role for cybersecurity in the organisation,
using a case study example from an Italian Bank. As well as accountability and responsibility,
psychological theories that can be used to explain decision-making and behaviour in the context
of cybersecurity were examined. When discussing the Theory of Planned Behaviour findings from
recent research explored multiple aspects of the theory in the context of cybersecurity
behaviours including attitude, subjective norms, perceived behaviour control and an extension
of the theory that explores the role of knowledge. When examining these findings, the importance
of considering individual differences, such as culture and education was highlighted. Alongside
this theory, multiple cognitive biases and their role in understanding behavioural decision-
making were explored. This included the role of optimism bias in influencing the decision to
engage in secure online behaviours based on a comparison with others and how this might be
heightened if individuals perceive they are in control of the situation, based on their presumed
competence, as discussed in the Theory of Perceived control.

There was little research found during the literature search that explored these theories
in the context of military Key Relations’ influence in cyber resilience for military organisations.
Potential challenges were highlighted with applying these to the extended military community,
including Military Key Relations, as despite Key Relations often embodying aspects of military
culture due to exposure, military organisations have no direct control over their behaviour.
Therefore, there is a requirement for research that identifies how to encourage military
personnel’s friends and relatives to be accountable and responsible for their online behaviour
within the context of military cyber resilience.
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2.12. Research problem and objectives

2.12.1. Research problem

To explore how military personnel’s friends and relatives contribute to cyber resilience
within military organisations, and address the gaps in the literature above, this research project
will explore friends' and relatives’ online behaviours. Additionally, the research will consider how
potential risk behaviours could be reduced through military-provided cybersecurity training,
education, and awareness initiatives. How these gaps will be addressed is outlined in the
research objectives below. These objectives aim to answer the research problem: How do
Friends and Relatives contribute to Cyber Resilience within Military Organisations?

2.12.2. Objectives

Objective One: To create a definition explaining which military friends and relatives should be
considered Military Key Relations

Currently, there is no clear definition for which individuals should be considered a Military
Key Relation. The Ministry of Defence (2023) provides an overview explaining that diverse
relationships and situations should be considered. However, existing literature involving military
friends and relatives is still narrow and focuses on traditional families (Gribble et al. 2020).
Therefore, Objective One reflects on extended family, diverse relationship situations, and the
role of friends taking on an active role as a primary contact (ROzer et al. 2016), to create a
definition of Military Key Relations. This will allow any future research and initiatives, both within
cybersecurity and other areas, to approach and engage with the correct people. Which
individuals we consider as part of our relationship networks may differ due to other factors (Buijs
etal. 2023) and so the influence of any additional factors, such as communication frequency and
relationship strength will be considered. Findings from all three Phases (Chapters 4, 5 and 6) will
contribute to this definition. Aim 1 and research questions 1a and 1b from Phase 1 address this
objective as they focus on defining which friends and relatives should be considered Key
Relations, and whether this varies with age. In Phase 2, Aim 1 and research question 1 address
this objective by identifying who military organisations consider Key Relations in the context of
cybersecurity. In Phase 3, research question 1a addresses this objective as it also explores
communication frequency for different types of relations. The final definition of Military Key
Relations will be stated and discussed in Chapter 7.

Objective Two: To investigate the online behaviours that Military Key Relations engage in, and
identify any behaviours that could create a cyber risk for military organisations

The situational factors of arole in the military, such as relocation and deployment, means
that military personnel and their Key Relations rely heavily on online forms of communication to
stay connected, receive support and ensure mental wellness (Rea et al. 2015). Whilst social
media has many benefits, there is the potential that the use of social media may create a
vulnerability in cyber resilience. The risk of using social media insecurely is similar for a civilian
and military population. Risk behaviours can include information leaks (Sandhu, 1992) and
insecure use of geolocation tools on platforms (Castro, 2022), amongst others. However, for a
military population, sensitive information in the hands of a military adversary can be detrimental
to operation success, and in extreme cases may result in loss of life (Defense Science Board,

39



2013). Therefore, it is important to identify any risk that Military Key Relations’ online behaviours
could present to military cyber resilience.

Due to online communication behaviours having the potential to encompass such a wide
array of behaviours, Phase 1 focuses on communication between military personnel and their
Key Relations, through research questions 2a, 2b and 3. The findings for what online behaviours
occur between Military personnel and their Key Relations will be presented in Chapter 4. This will
provide insight into online behaviours that be explored further in Phases 2 and 3. These Phases
will consider both online behaviours that are direct between the military person and their Key
Relations, and online behaviours Key Relations engage in with any audience. In Phase 2, research
questions 2a and 2b address this objective and for Phase 3 it is research questions 1b, 1c and
1d. The findings identifying these behaviours and their potential risk to cyber resilience will be
discussed in Chapters 5 and 6.

Objective Three: To explore current approaches to cybersecurity training, education and
awareness for Military Key Relations and how adequately these approaches address potential
online risk behaviours.

With potential online risk behaviours being investigated in Objective Two, this will provide
a basis for cybersecurity interventions with Military Key Relations. During the literature search,
no publicly available research was discovered that highlighted the current approach for
cybersecurity training, education and awareness interventions for Military Key Relations.
Cybersecurity initiatives can ensure Key Relations are aware of the threats, how their behaviour
could present a vulnerability to these threats, and how they can behave in a way that ensures no
risk occurs to military organisations due to their online behaviour. Therefore, this creates a
justification for exploring the current approach to cybersecurity initiatives for Military Key
Relations and presenting any potential recommendations for how future initiatives can improve
upon the current approaches. Chapter 5 will begin to discuss the findings of this objective from
the perspective of military representatives and subject matter experts, with research questions
1 and 3 addressing this objective. Aim 3, in Chapter 6 will explore these current approaches in
more detail, from the perspective of Military Key Relations, through research questions 3a, 3b
and 3c.

Objective Four: To determine who should be responsible for ensuring Military Key Relations
behaviour is not detrimental to Military organisation’s cyber resilience and determine
accountability for the consequences of Military Key Relations online risk behaviours.

Of the literature that is openly accessible, there is no clear information security or
cybersecurity policy outlining the roles and requirements for Military Key Relations online
behaviours, to guide how they can protect military information when using the Internet.
Therefore, this research will explore the perspectives of military personnel and Subject Matter
Experts (SMEs) in cyber education & awareness and cyber incident reporting & monitoring in
Defence and, Military Key Relations. Understanding the opinions of these groups will guide
recommendations for who should be responsible for ensuring Military Key Relations are behaving
in a way online that does not present a vulnerability to military organisational cyber resilience.
Consequently, this will also help guide where the accountability lies should a Military Key
Relation behave in a way online that presents a vulnerability for a military organisation. In Phase
2, research question 3 addresses this objective and is discussed alongside findings that focus
on responsibility and accountability in Chapter 5. However, due to the findings from all the
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Phases focusing on providing insight into responsibility and accountability, this will be discussed
further in Chapter 7.
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Chapter 3 - Methodology

3.1. Chapter Introduction

In this chapter, the choice to apply a mixed-methods methodology to the research is
discussed. The challenges of working as an external researcher within a military context and
gathering data within the extended military community are explored, including access and depth
of information due to military classification. Techniques applied to tackle these challenges are
outlined. The methodology that will be employed for Phases 1, 2 and 3 is discussed, along with
justifications for methodological choices for each phase of the research project. The rationale
for methodological choices in this chapter comes from an evaluation of the potential
methodology approaches and also aligns with the guidelines for ethical approval from Dstl’s
Scientific Advisory Committee (SAC) and the Ministry of Defence Research Ethics Committee
(MODREC). Due to having to justify methodology choices so they align with the requirements of
these panels, extra consideration and reasoning were required for the decisions made.

3.2 Using a mixed-methods approach

This research used a mixed-methods approach, defined as the use of qualitative and
quantitative approaches to provide a deeper understanding of a question or problem (Creswell
& Plano Clark, 2018). This research project takes a sequential mixed-methods approach, wherein
each phase of the research project guides the next phase. In a mixed-methods approach each
distinct phase has individual aims and objectives, all Phases of the research and their relevant
quantitative or quantitative methods interlink or mix to answer one overarching problem
(Creamer, 2018). For the current research, the three sequential studies have their own
quantitative and qualitative research aims and questions. However, these three phrases interlink
to address the problem: How do Friends and Relatives contribute to Cyber Resilience within
Military Organisations?

A mixed-methods approach encourages holism within research (Lieber & Wiesner, 2010).
This is appropriate for the current thesis as Key Relations’ behaviours are situated within the
context of themselves as individuals but also within the wider military community. Key Relations’
behaviour interacts with the military person they are connected to as well as military units and
branches and the other serving personnel within them. The use of a mixed-methods approach
also satisfies the requirement to disseminate findings to a variety of stakeholders at varying
degrees of detail (Lieber & Wiesner, 2010). Quantitative findings lend well to communicating
results to military personnel to use and disseminate amongst military units. Comparatively,
qualitative findings deepen the understanding of how Key Relations understand their role in
contributing to military cyber resilience to justify decisions made when creating future
interventions engaging Key Relations and providing a deeper context for academic audiences.

3.2. Reflection on challenges of data collection within the military

Due to the research project being funded by defence and involving military personnel,
there was a requirement to obtain favourable opinion from MODREC. Two separate ethics
protocols were required, the first detailing Phases 1 and 2, with the second outlining Phases 3
and 4. Whilst Phase 4 was not completed as part of this research project, ethical approval was
sought to conduct a pilot study and presents an opportunity to continue this Phase of the
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research following the submission of the Thesis, as part of a broader programme of work with
Dstl, and is discussed further in Section 3.6. It is important to note that throughout this process
methodological guidelines were followed to comply with MODREC which were implemented by
the researchers, including refining survey and interview questions to be accessible for all
participants.

Due to the research needing to comply with requirements for Dstl, access to military
personnel and subject matter experts (SMEs) was facilitated by Military Advisors. This was
beneficial in contacting hard-to-reach communities and was successful for Phase 2 of the
research when contacting military representatives and Subject Matter Experts (SMEs). The
challenge of this approach arose in the Phase 1 survey, as a survey link was posted on various
discussion boards and intranet forums. This was done to remove any potential pressure to
participate that might arise if a call for participants came from senior ranks, as this has the
potential to make participation not completely voluntary. Posting the advert on discussion
boards and intranet forums allowed participants to read about the study in their own time and
decide whether it was something they would like to participate in rather than something they
were compelled to participate in due to the hierarchical nature of the military. Assistance from
Military Advisors as gatekeepers was used in this study to facilitate promotion of the study in
areas thatlcould not access as an academic researcher. The use of this approach to recruitment
meant that | could not address low engagement with the survey directly and multiple follow-up
contact emails were required with the gatekeepers to reshare the study advert. Challenges also
arose as Military Advisors are serving military members and so would often be away from emails
for multiple weeks at a time, due to being on military exercises. When | realised this, | relayed all
communication through the Dstl Technical Partner who was able to contact the Military Advisors
more directly in person, or when attending other collaborative events. Whilst this resulted in
more successful contact, it was time-consuming. This resulted in delays in reaching the required
minimum number of participants for Phase 1.

Whilst the research is match-funded by Dstl, with outcomes from this thesis feeding
directly into Dstl, | did not hold security clearance throughout this research. Despite being an
independent researcher, the research was endorsed by Dstl. This was indicated to participants
by including the Dstl logo on recruitment adverts. This demonstrated the credibility of the
research to participants and attempted to provide reassurance that their information would be
processed appropriately. Whilst someone from within Dstl with clearance and networking
access potentially would have produced a higher uptake of participation, there were benefits of
being an independent researcher. For example, participants may have felt reassured to provide
more detail due to a lack of fear of potential repercussions. There was also no power dynamic
interplay between the researcher and participants as | do not hold a military or civilian rank. All
cited sources are from open-access articles and data collected and analysed within this
research is classified at OFFICIAL. Information at this classification may be sensitive and is still
subject to General Data Protection Regulation [GDPR] and Data Protection Act [DPA] (2018)
regulations but is not subject to heightened threat sources (Cabinet Office, 2023). This
potentially limits the depth of data collection and analysis within the research, which is reflected
in Chapter 7. This is due to the potential insights into online risk behaviours and threats that
military organisations are aware of that are not included in the research. However, the risk of
sharing this information with myself without clearance and including them within the thesis
would create an increased risk of a military adversary acting on that information. However, this
level of classification in this thesis provides a sufficient level of detail to explore the phenomenon
and allows the publication of findings in the public domain. There is also no advantage to having
identifiable information such as scenarios or personally identifiable information. The research
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focuses on exploring all the potential online risk behaviours Military Key Relations could engage
in that might influence military organisational cyber resilience. Having access to existing
information on these potential behaviours and threats may have encouraged me to focus on
these behaviours rather than taking a broad and exploratory approach. In addition, limiting the
scope of the approach has the potential to reduce the applicability of the findings to other military
organisations and industries working with sensitive information.

3.3. Phase 1: Online Survey with military personnel

This section outlines the methodology used in phase 1 of the project, exploring the
perspective of serving military personnel across the Front-Line Commands (FLCs), the Royal
Navy, the British Army, and the Royal Air Force. Phase 1 aims to define which friends and relatives
military personnel consider to be a Key Relation and identify the online communication
behaviours between military personnel and their Key Relations. Phases 1 and 2 of this research
areinterlinked as both phases focus on the perspective of military personnel, compared to Phase
3 which explores the perspective of Key Relations. Phase 1 consisted of survey questions and
responses, whilst Phase 2 explored topics and findings from Phase 1 in more detail with the use
of qualitative approaches.

3.3.1. Data Collection: Online survey

Data was collected using an online survey conducted on Qualtrics, consisting of a mix of
quantitative and free-response qualitative questions. Qualtrics was used as a survey platform
due to consistently scoring better across different dimensions of survey platform scores, such
as administration, creation and data analysis when compared to other popular survey platforms
such as SurveyMonkey (Rea et al. 2022). Qualtrics is also one of the recommended survey
platforms by Bournemouth University and an individual account is provided for research by the
Bournemouth University Psychology Department. Qualtrics also meets the data collection and
storage requirements of Dstl.

When considering data collection methods within cybersecurity, case studies are often
considered appropriate. However, only if your topic focus is refined, which is often the case when
exploring a specific online threat and target group (Edgar & Manz, 2017). However, as identified
in Chapter 2, the topic focus of this thesis is exploratory and encompasses a broad range of
individuals within the wider military community. Phase 1 aims to identify the target group of Key
Relations. Only once the friends and relatives are defined and the target group has been
identified can the research attemptto understand their vulnerabilities and threats. Therefore, the
use of case studies is not appropriate for such novel definitions. Naturalistic observations of
military personnel engaging with their friends and relatives could potentially have demonstrated
the strength of a connection between military personnel and their friends and relatives and
consequently suggest who should be considered a Key Relation. The use of a naturalistic
observation like this is beneficial over potentially distorted self-report data to provide a more
informative overview of behaviour, however, this may not be accurate due to individuals altering
their behaviour due to being observed (Coolican, 2018). This advantage is outweighed by the
challenge of arranging access to this population in a natural setting and observing them. Even if
access could be arranged, individuals being observed often alter their behaviour due to being
monitored, creating reactivity effects (Coolican, 2018). There would also be logistical challenges
with observing the communication behaviours of personnel and their Key Relations when on
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deployment, even if conducted online. Online surveys which are not completed in the presence
of a researcher, or any other authority figure demonstrate minimal reactivity effects. Online
surveys can even be useful in reducing the effects of social desirability bias which can be seenin
other data collection methods. Social desirability during observation could occur due to the
influence of the researcher or even due to observation from types of friends or relatives. For
example, social norms suggest individuals should display a stronger relationship with their
spouses or children, compared to their friends. If participants are being observed by a spouse or
child, or even the researcher, they may choose to respond in a way that fits with these social
norms rather than responding in a way that accurately reflects their feelings.

Surveys are the most common data collection method used to explore Cybersecurity
Culture (Uchendu et al. 2021), particularly when focusing on aspects of security culture such as
accountability and responsibility, which are both key aspects of this thesis. The choice to
conduct an online survey rather than via phone or in person is due to the low-cost advantage of
creating and delivering these surveys. Additionally, online surveys can reach many people easily
(Edgar & Manz, 2017), which accounts for the target population of serving military personnel
across the FLCs in both the UK and those serving in different countries. Using a survey accounts
fortime differences as participants can complete a survey at a time which is convenient for them.
The use of surveys also encourages privacy as it means that personnel do not need to find a
private room or a secure phone line to complete the survey. However, criticisms have been made
addressing this frequent use of surveys to explore Cybersecurity Culture. Concerns include the
primary focus on quantitative data and the limitation of surveys and questionnaires to be able to
accurately measure behaviour (Uchendu et al. 2021) or explain cause-and-effect of this
behaviour (Jackson, 2011). Additionally, military personnel may experience survey fatigue due to
the multitude of other surveys they complete (Miller & Aharoni, 2015). These limitations can be
addressed by considering that Phase 1 included qualitative questions, as well as quantitative, to
provide individuals the opportunity to explain their responses in further detail. Additionally, the
topics from Phase 1 will also be explored in more detail in Phase 2, which will use a qualitative
approach of semi-structured interviews. The combination of these approaches allows for initial
quantitative insight to be supplemented by a more detailed explanation of qualitative findings.
The full Phase 1 survey can be found in Appendix A and further detail about the question topics
and participant sample will be discussed in Chapter 4.

3.3.2. Data Analysis: Frequency Analysis and Qualitative Content Analysis

Quantitative responses from the survey were analysed using frequency analysis, with
Qualitative Content Analysis being used to analyse Qualitative Responses. A frequency analysis
was chosen for quantitative responses as analysing the frequency distribution and percentage
scores for individual values is useful in identifying patterns in the data (Coolican, 2018).
Frequency analysis was appropriate due to this being an exploratory study where the strength of
relationships is not known in advance. The explorative design of this study also justifies the
analytical approach of the qualitative responses, as Qualitative Content Analysis, specifically
inductive category development, is appropriate for exploratory research (Mayring, 2014).
Frequency analysis allowed us to identify how many participants consider each friend or relative
to be a key relation. However, this analytical approach also provided patterns in the data, to
determine if military personnel’s definition of a key relation alters depending on participants’ age
or any other factors. Exploring patterns in the data is appropriate to address the aim of Phase 1
which is to define who military personnel consider to be a key relation. Exploring patterns in the
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data provided the opportunity to identify any interplay of factors such as the strength of the
relationship, frequency of contact, and topic of conversation. Any patterns within these other
factors might influence whether a key relation could potentially be a risk to military cyber
resilience. Other quantitative methods were considered to provide a more in-depth exploration
of these patterns. For example, a Chi-squared test to explore statistical significance in
differences in categories of these variables. However, as mentioned above due to this being an
exploratory study, the categories were not pre-determined. This phase aims to simply identify
who Military Key Relations are, rather than specifically looking at differences in these variables.
Due to the challenges of recruitment and the potential to only have a small sample, the decision
was taken that frequency analysis is sufficient to provide insight into this topic and create a
justification for the definition created of ‘Military Key Relations’ with the recommendation that
any patterns identified should be studied in further depth in future research. Chapter 2 discusses
how the definition of a dependant as a military friend or relative is outdated. Frequent distribution
can identify if a wider range of friends and relatives should be considered a ‘Military Key Relation’.

Due to this Phase of the research also collecting qualitative responses, a Qualitative
Content Analysis was used. The use of Qualitative Content Analysis is useful in exploratory
research but is also beneficial for mixed-methods research (Mayring, 2014), and so was
appropriate for analysing the survey responses. An inductive analysis was used to analyse the
qualitative responses in Phase 1, wherein the categories were created from the responses. The
use of an inductive content analysis over a deductive one was chosen to the research project
being an exploratory study, and there being limited existing knowledge in this area (Elo & Kyngds,
2007). The steps followed for an inductive qualitative content analysis included open coding,
creating categories and abstraction (Elo & Kyngads, 2007). This was completed for each survey
question with qualitative responses. The first step involved reading through the responses and
generating categories based on the responses. The number of categories was then reduced by
grouping responses which belong to similar and overlapping categories. Finally, the categories
were labelled using content-characteristic words, this is the process of abstraction. Chapter 4,
provides more detail about this approach, including an example of how one category was created
and named based on the responses.

3.4. Phase 2: Online semi-structured interviews with military
personnel and Subject Matter Experts (SMEs)

Phase 2 of the research built on responses from the Phase 1 survey, by gathering the
opinions of military representatives from each of the Front-Line Commands (FLCs) alongside
opinions from Subject Matter Experts (SMEs). Phase 2 used the definition of Key Relations
identified in Phase 1 to explore in further detail the online risk behaviours of these individuals
regarding military cyber resilience. Opinions from military representatives and SMEs were
discussed in online semi-structured interviews.

3.4.1. Data Collection: Online semi-structured interviews

Phase 2 used semi-structured interviews to collect data, which were conducted on
Microsoft Teams. To identify cybersecurity risks and how to address them, it is necessary to
understand how humans behave in an attempt to successfully interact with online systems and
data (Edgar & Manz, 2017). The use of a qualitative approach for this phase allowed for a deeper
understanding of the topics being discussed to identify why friends and relatives might be
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behaving in a way that impacts military cyber resilience. This expands on simply identifying what
these behaviours might be, as was the intention of the approach for phase 1 of the research.
Within cybersecurity research the use of existing models or theories to answer a problem can be
limited as they don’t yet exist, and so seeking expert opinions can be beneficial to evaluate the
results of studies (Edgar & Manz, 2017). Seeking the opinions of SMEs alongside military
personnel in this phase helped provide a suggestion for whether the behaviours identified in
phase 1 could present a risk to military cyber resilience. Half of the SMEs were considered
experts in cybersecurity education and awareness in defence, and the other half were experts in
cyber incident reporting and monitoring in defence. Gathering the perspective of experts in
education and awareness provided an overview of the current approach to cybersecurity
initiatives for Military Key Relations, and potential engagement. Exploring the opinions of experts
in cyber incident reporting and monitoring provided insight into potential risk behaviours and
threats that military personnel may not necessarily possess due to mainly observing the online
behaviours of their friends and relatives. Experts will have a broader insight into potential risks,
compared to military personnel who may only have insight into the behaviours of those they have
direct access to. The insight from military personnel may not be encompassing of all potential
behaviours when considering that personnel drawn to the research probably had an interest in
cybersecurity that is encouraged or shared with those close to them and may not be reflective of
the entire population. Opinions from these experts provided insight that potentially is not
distributed in public forums, but in a way that does not provide a concern in sharing sensitive
information.

Interviews were chosen as the qualitative approach over alternative qualitative data
collection methods such as focus groups. Whilst some researchers suggest that individuals’
disclosing sensitive information in focus groups may encourage others to share their experiences
and opinions, others have found individual interviews to result in a higher level of self-disclosure
due to less intimidation of sharing information with others around (Kruger et al. 2019). This is a
large benefit of interviews over focus groups but is particularly key for the participant group, to
reduce the influence of rank and seniority of participants and encourage participants to speak
more openly. An additional benefit of interviews over focus groups is the opportunity for the
researcher to build a stronger rapport with individual participants. This encourages individuals to
feel comfortable with sharing their opinions and experiences. This is important for a topic where
the researchers want participants to discuss their Key Relations, but also on potential online risk
behaviours, as individuals may initially feel reluctant to share information due to fear of
disclosing sensitive material. Conducting the interviews online was beneficial as participants
were able to take part in the interviews in a quiet place of their choosing. Allowing participants to
determine this location, encourages comfortability of participants, which potentially results in
increased disclosure. There is also an additional benefit that online interviews are convenient,
participants were able to complete the interviews on their day off, or in the evenings when they
had free time.

The interviews were conducted using a semi-structured approach. The role of the
extended military community in cyber resilience was highlighted as an under-researched area
when determining the aims and objectives of this research project. The use of semi-structured
interviews allows the discussion to be driven by the experiences and knowledge of military
representatives and SMEs, which does not currently exist in the open-access literature. Semi-
structured interview question topics, the participant sample and further evaluation of the
method will be discussed in Chapter 5. The semi-structured interview schedule is included in
Appendix B.
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3.4.2. Data Analysis: Thematic analysis

Interview data was analysed using inductive thematic analysis to create a thematic map
of the reviewed and analysed data. Thematic analysis is a commonly used data analysis method
for qualitative interviews and will be appropriate at this phase of the research project as there are
no strong theoretical perspectives to drive the analysis from previous research (Howitt, 2019).
Interpretative phenomenological analysis (IPA) could be considered appropriate for analysing
data in Phase 2 as it focuses on people’s descriptions of their experiences and how this can be
explained and interpreted by the researcher (Howitt, 2019). This is potentially suitable for Phase
2 as the aim is to explore opinions from subject matter experts (SMEs) on risk behaviours of
friends and relatives concerning military cyber resilience. However, IPA focuses on individual
experiences, which was not appropriate for this phase of the research as it explores not only
individual experiences but also opinions from SMEs about their own and others’ behaviours.
Using an inductive thematic analysis, rather than a deductive analysis ensured that the data was
grounded in participant’s opinions and experiences. Inductive thematic analysis was appropriate
for this phase as whilst some high-level themes could be derived from the existing literature,
such as accountability and responsibility (Coolican, 2018), due to the limited existing literature
focusing on Key Relations of military personnel, themes were generated from participant
responses.

The use of an inductive thematic analysis pairs nicely with the use of semi-structured
interviews to allow participants to provide their experiences and opinions and provide the
opportunity for themes to develop based on participant experiences and opinions rather than
trying to fit participant experiences into themes derived from the existing literature. Grounded
theory is another qualitative data analysis method where themes are generated from the data
itself and was considered as an analytical approach for Phase 2 responses as it is a common
approach used to analyse data from qualitative interviews (Howitt, 2019). Whilst grounded
theory and thematic analysis share characteristics such as the iterative nature of creating
themes and codes, thematic analysis was used to analyse data in Phase 2 of this research
project. Grounded theory focuses on theoretical sampling to construct a theory from the data
ratherthan providing a representation of the target population (Charmaz, 2015). The aim of phase
2 is to provide a representation of opinions on friends and relatives online risk behaviours from
military representatives and a handful of subject matter experts, which does not satisfy the
requirements of a grounded theory analysis. Additionally, the final steps of a full grounded theory
analysis require collecting additional data to check the theory and research questions created
against new data (Howitt, 2019). Due to the limitations of access to the participant group, and
uncertainty about reaching the full proposed participant sample, this could limit the successful
completion of the final stages of the grounded theory process. Therefore, the thematic analysis
followed Braun and Clarke’s (2021) six-step approach to an inductive thematic analysis. These
six steps involve familiarisation of the researcher with the data, coding the data which then leads
to theme generation, theme development, theme defining and report writing. Braun and Clarke’s
(2021) approach encourage a reflective stance, and so alongside the six-steps analysis, the
researcher produced a reflective diary, that formed part of the results and evaluation of
responses. Braun and Clarke (2021) also recommend inter-coder reliability, so two researchers
independently analysed transcripts and identified themes to determine the validity of the themes
created. More details about the process of this analysis, including the results, will be discussed
in Chapter 5.
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3.5. Phase 3: Online survey with Military Key Relations

Phase 3 will use insights from Phase 1 and 2 to explore the topics from an alternative
perspective, the Military Key Relations. Phase 3 will recruit friends and relatives identified as
Military Key Relations in Phases 1 and 2 to gather their opinions and experiences of how their
online behaviour influences military cyber resilience. This will be done using an online survey,
which is discussed in more detail, along with the analytical process, in this section.

3.5.1. Data Collection: Online survey

Phase 3 used an online mixed-methods survey, conducted on Qualtrics, to collect
qualitative and quantitative data. Phase 3 is similar to Phase 1, with many of the questions from
Phase 1 being asked of the Military Key Relations in Phase 3, except they were re-worded to
consider the perspective of Key Relations rather than serving personnel. This provided an
opportunity to identify any differences in responses between military personnel, and their Key
Relations, particularly any that might arise due to Key Relations previously answeringin a socially
desirable way considering their job role. Due to this survey being similar to Phase 1, the
justifications for using an online survey, and using Qualtrics are the same as outlined in Section
3.3.1. Some additional questions were created by the researchers based on responses from
Phases 1 and 2, for example talking about the use of social media groups for communication.
Additionally, the researchers noticed in Phase 1 it would have been beneficial to have a more in-
depth understanding of the reasons why participants chose to respond in the way they did.
Therefore, Phase 3 included more qualitative follow-up questions to explore participants’
decision-making process in more depth. The survey questions are discussed further in Chapter
5, with the full survey in Appendix C.

3.5.2. Data Analysis: Frequency Analysis

Due to the survey questions taking a similar format to the questions in Phase 1, the
analytical approach remained mostly the same. Quantitative responses were analysed using
frequency analysis, to identify patterns in the data (Coolican, 2018). Originally the plan was to
analyse the qualitative responses using an inductive thematic analysis. This would have allowed
for new themes to be created from the responses, but also to consider how these responses
relate to themes from Phase 2 of the research (Coolican, 2018). However, due to the length of
the responses provided in the survey, which were mostly one-word responses, with only the odd
response containing a full sentence, a frequency analysis was conducted for the qualitative
responses also. Frequency analysis of the qualitative responses was the same as for Phase 1,
wherein the responses were organised into categories, with the frequency analysis for these
categories provided.

3.6. Phase 4: Intended Methodology and Future Plans

This PhD research project forms part of a wider programme of work in this area within
Dstl. Following the completion of Phases 1 and 2 of the research project, the benefit of having in-
depth qualitative responses from the interviews in Phase 2 to explore the findings from Phase 1,
was evident. Therefore, when planning for the next step of the research, a fourth Phase of the
project was included to provide a comprehensive overview of the perspective of Military Key
Relations. Whilst this study was not completed as part of the PhD project, Phase 4 forms part of

49



the overall research programme, and provides the opportunity for this next Phase of the research
to be completed as a non-PhD project, as it will be handed over to Dstl for onward completion,.
Due to Phase 4 being so intricately linked with the studies conducted in the PhD project, Phase
4 was included in the second ethics protocol submitted for this PhD project, alongside Phase 3.
Therefore, to provide context for the next steps for the research following the discussion of the
findings from Phase 1, 2 and 3 conducted within this PhD project, the aims and objectives for
Phase 4 are outlined below.

Phase 4 aims to apply a qualitative methodology, in the form of focus groups, to explore
opinions and experiences of Military Key Relations in further detail. The focus groups intended to
understand the opinions of Key Relations towards their role in cybersecurity risk for military
organisations. Phase 4 also aimed to understand what Key Relations want and need from
cybersecurity training, education and awareness initiatives created by military organisations.
Phase 4 can be completed by Dstl following the submission of the thesis, and outputs will feed
directly to Dstl and the wider military community, with the potential to publish these findings
separately.

3.7: Chapter Summary

This chapter began with an overview of the mixed-methods approach applied to the
research. It then discussed the challenges of conducting military research as an external
academic researcher, and how these were overcome. The methodology for each Phase of the
research was discussed, along with the rationale. This chapter summarised with the originally
planned methodology for Phase 4 and the intention to complete this Phase as part of the
programme of work outside of the PhD project
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Chapter 4 - Phase 1: Exploring the Perspective of
Military Personnel in an Online Survey

As outlined in Chapter 2, existing research into the extended military community,
including friends and relatives mainly focuses on immediate family. Individuals addressed within
an Armed Forces Family are often only those who are considered ‘dependents’ of military
personnel (Clever & Segal, 2013). This includes long-term partners such as spouses, civil
partners, and cohabiting partners, alongside children. However, the current approach often does
not consider the influence of extended relatives and close friends. The existing research into
military families often reflects heteronormative families, with an underrepresentation of single-
parent families, short-term relationships, and LGBTQ families (Gribble et al. 2020). To address
this gap, the first aim of Phase 1 is to provide insight into which friends and relatives military
personnel consider to be their closest, or ‘Key Relations’. Dunbar (2010) explains that everyone
has five close relationships, that could consist of friends or relatives, who provide advice and
comfort, and are contacted once a week. In this thesis the term ‘Military Key Relations’ will be
used to describe any friends and relatives military personnel would consider in their circle of five
close relationships. This may not be the same for everyone, and so it is important to identify any
potential friends or relatives that could be included in this intense relationship network and in
the definition of Military Key Relations. Insight into the definition of Military Key Relations provides
direction for future phases of the research, particularly when exploring the perspective of Key
Relations themselves in Chapter 6, Phase 3. It also provides direction for future cybersecurity
initiatives with Military Key Relations. Directing future materials to the appropriate audience
ensures the online risk that occurs due to Military Key Relations’ online behaviours is reduced as
much as possible.

Of those who use the Internet in the general population, nearly all use at least one
communication platform to interact online (Ofcom, 2022). The reliance on the internet to
communicate with others is exacerbated for the military community. These individuals use
online communication platforms to stay in touch when the military person is on deployment or
an unaccompanied posting, or when families relocate alongside their military person and move
away from friends and relatives (Rea et al. 2015). Therefore, the second aim explores the way that
military personnel and their Key Relations communicate. Consideration of online behaviour is
useful to understand the potential influence their online communication might have on cyber
resilience. It also assists in directing any future cybersecurity initiatives to ensure they are
relevant for the audience. Additionally, exploring how military personnel and their Key Relations
are communicating online, and identifying what they are discussing online is explored within
Phase 1. Phase 1 considers how factors such as age may influence communication behaviours,
as findings from Auxier and Anderson (2021) suggest that younger individuals have an increased
use of newer social media platforms, such as TikTok, compared to older individuals. Insight into
the content of what is being discussed can provide a further understanding of the potential
influence that Key Relations’ online behaviours might have on military cyber resilience, and
whether these behaviours present a potential risk that should be addressed. Therefore, the final
aim of Phase 1 is to explore what military personnel and their Key Relations discuss over online
communication platforms. Participants completed an online mixed-methods survey, conducted
on Qualtrics, to address these three aims. The full aims with accompanying research questions
are outlined below:
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Aim 1: To define who is a military key relation by identifying who military personnel consider a
close friend or relative.

Research question 1a: Which friends and relatives should be included in the definition of
military Key Relations?

Research question 1b: Are there any differences between younger and older participants with
whom they consider to be Key Relations?

Aim 2: To explore how military personnel communicate with their key friends and relatives and
whether they use different communication platforms with different Key Relations.

Research question 2a: What communication platforms, such as social media or traditional
communication platforms including email and voice calls, do military personnel use to
communicate with their Key Relations?

Research question 2b: Does participant age influence the type of communication platform
personnel choose to use to communicate with their Key Relations?

Aim 3: Identify what topics military employees discuss with their friends and relatives over
online platforms.

Research question 3: Do military personnel discuss sensitive military information with their
Key Relations along with more mundane and everyday topics?

4.1. Phase 1 Pilot Study

Phase 1 began with a pilot study to ensure the survey was usable and that the survey
questions were relatable and appropriate for the sample of serving military personnel. The pilot
study also looked to ensure the survey instructions and wording were clear. This section outlines
the method of the pilot study, and changes made to the survey following analysis of the
participant responses, and participant feedback.

4.1.1. Phase 1 Pilot Study: Method

The pilot study sample consisted of six military personnel, with 2 participants serving in
the Royal Navy, 1 participant serving in the Royal Air Force, and 3 participants serving in the
British Army. All participants were introduced to the researcher as being experts in their field.
This therefore justifies having a smaller sample than recommended for assessing question
instructions clarity and wording (Hertzog, 2008). Research (Johanson & Brooks, 2010) also
suggests 12 participants per group is sufficient in a pilot study. However, this research considers
military personnel as a whole rather than comparing specific military branches. Five of the
participants were male and one female, with the average age of participants being 37.80 (SD =
11.90) years. Whilst this is not an even gender split, with 16.67% of participants being women,
this is representative of the gender ratio of the UK Armed Forces, where 11.70% are women
(Allison, 2023). The youngest participant was 18 years old, and the oldest participant was 55
years old.

Pilot study participants completed an online survey which included quantitative
questions supported by free response, qualitative questions. The survey began with providing
individuals with the Participant Information Sheet, and then informed consent questions, both of
which were embedded in the survey. Individuals who provided consent to participate in the
survey were then asked demographic questions about their age and gender, followed by more
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employment-specific questions about their job role, rank, and the branch of the military they
serve. The rest of the survey questions were divided into blocks based on relationship type.
Participants were asked to imagine they were on deployment and then identify whether they
could contact each friend or relation when deployed. If the participant responded “yes” they
would contact this friend or relation on deployment, and follow-up questions were asked. The
first follow-up question asked participants to score the strength of the relationship from 1-10,
with 10 being a strong relationship. The second follow-up question asked participants how often
they would contact this individual when on deployment. Participants were provided with multiple
options including: Everyday (when possible), once a week, 2-3 times a month, once a month,
twice a year, and once a year. The next question provided participants with a list of
communication platforms, including options for social media platforms, email, text messages,
and phone calls. Participants were asked to rank this list, in order of their most preferred method
of communicating with this individual, to their least preferred. For the first round of the pilot study
participants, they did not have the option to say they did not use a platform, this was altered once
the researcher realised there were inconsistencies with participant responses due to this. This
change is outlined in section 4.1.2.3. below. The final follow-up question provided participants
with a range of topics they might discuss with someone, including their daily schedule, advice
about personal and work problems, and information about others such as relatives, friends, or
colleagues. Participants were asked to select all the topics they discuss with their friends or
relatives when communicating with them.

If the participant responded “no”, selecting that they would not contact a specific friend
or relation when on deployment, the survey would move to the next question block and ask about
the next type of friend or relative. There were 13 question blocks with pre-determined friend or
relationship types, with 3 additional question blocks for “other” friend or relation not previously
stated. The types of friends and relatives included in the pre-determined relationship blocks
were:

e Husband/Wife/Civil Partner

e (Co-habiting partner

e Short-term partner (less than one year)

e Grandparent

e Aunt/Uncle

e Cousin

e Friend you live with

e Friend from school

e Family friend

e Friend, you met online (but have since metin person)
e Friend, you have only ever spoken to online

The survey summarised with two free-response questions to explore what influences
how the military person chooses to communicate with their Key Relationships. The first
qualitative response question asked what the most important consideration for platform usage
is when communicating with relatives, and the second question focused on platform
consideration when communicating with friends. The researcher notes that participants were
not provided with a clear definition of relatives and friends for this question, and the potential
impact of this is discussed in Section 4.4, when discussing Aim 2. The average response time for
all pilot study participants to complete the pilot study was 30.30 minutes. However, this
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response time was influenced by the pilot study participants making notes to provide feedback
on the survey, to the researcher. During a discussion of this feedback, participants self-reported
that the survey took between 15 and 20 minutes to complete.

4.1.2 Phase 1 Pilot Study: Results and Discussion

4.1.2.1. Defining Key Relationships

The pilot study aimed to identify if there were any friends or relatives military personnel
would consider Key Relations that were missing from the question blocks in the survey. Table 4.1
below illustrates all the relatives provided to participants as question blocks in the pilot study,
and Table 4.2 illustrates all the friend relationships included in the pilot study. Both tables
visualise participants responses for how many participants would contact this individual when
on deployment and the self-reported strength of this relationship. Participants were provided two
opportunities to identify any “other” individuals they would contact on deployment. One
opportunity was after all the relatives were mentioned, at this point no additional relatives were
provided however two participants included another type of friend, a “close friend”. An additional
opportunity was provided once all the friend relationships had been mentioned, and there were
no other individuals reported at this point. One respondent reported that due to not having any
family, they consider a close friend as equal to a partner and that they had answered the
partner/cohabiting people question with this close friend in mind. To ensure no confusion in the
main study, the full list of friend and relative relationships included in the survey was highlighted
at the beginning of the survey. For example, the individual who noted they had considered their
close friend as a “cohabiting partner”, might have instead chosen to identify them as a “friend
they live with”. Due to the potential that a close friend might also fall into one of the other
friendship categories, and no alternative relatives were mentioned when participants were
provided the opportunity, no additional relationship types were included in the main study.
Section 4.1.2.3 outlines the question alterations that were made to the main study following the
results from the pilot study, in further detail.
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Table 4.1.

Pilot study responses for relatives, outlining the frequency of participants who would contact
these individuals and the mean strength of the relationship with standard deviation.

. . Frequency of participants who The mean strength of the
Relationship Type s . . . .
(Relatives) would contact this individual relationship (10 being strong
when deployed (and %) relationship)

Husband/Wife/Civil Partner 6 Participants (100%) 8.67 (SD=1.211)
Cohabiting Partner 6 Participants (100%) 8.83 (SD =1.169)
Short Term Partner (< 1 year) 5 Participants (83.33%) 6.25 (SD =2.217)
Child 6 Participants (100%) 9.33 (SD=0.577)
Parent/Guardian 6 Participants (100%) 6.25 (SD = 0.957)
Grandparent 3 Participants (50%) 6.00 (SD = 1.414)
Cousin 0 Participants (0%) 0.00

Aunt/Uncle 0 Participants (0%) 0.00

"Other" 2 Participants (33.33%) 8.00 (SD = 0.00)

Table 4.2.

Pilot study responses for friends, outlining the frequency of participants who would contact these
individuals and the mean strength of the relationship with standard deviation.

Frequency of participants
who would contact this
individual when deployed

The mean strength of the
relationship with the individual
(10 being a strong relationship)

Relationship Type (Friends)

(and %)

et e s il 1 Participant (16.67%) 5.00 (SD = 0.00)
Friend from school 2 Participants (33.33%) 7.00 (SD = 1.414)

ici 0, =
R 1 Participant (16.67%) 5.00 (SD = 0.00)
Friend you met online, but 0 Participants (0%) 0.00
have since met in person
Friend you have only ever 1 Participant (16.67%) 4.00 (SD = 0.00)
spoken to online
"Other" 0 Participants (0%) 0.00
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4.1.2.2. Platform decisions when communicating

The first group of questions participants were asked about their platform considerations
was their preferred platform when communicating with their Key Relations, from a list of pre-
determined communication platforms. They were asked this question for each relationship type
they responded “Yes” to contacting when on deployment. When discussing the results of this
question, it is important to note that the first 4 pilot study participants were asked a slightly
different question from the last 2 pilot study participants. The first 4 participants did not have the
option to say that they did not and would not use a particular platform, they were only provided
the option to rank it lower in their preference compared to other types of communication
platforms, as seen in Figure 4.1.

Figure 4.1:

Question about online communication platforms used to communicate with friends and relative,
before pilot study

Display This Question: If Q6) = Yes

Q9) If you were communicating with your husband/wife/civil partner, what is your preferred
method of communication? Please rank from most preferred (1) to least preferred (10).

Facebook (1)

Text message/SMS (2)
Email (3)

Phone call (4)
Instagram (5)
Snapchat (6)

Twitter (7)

WhatsApp (8)
Facetime (9)

Skype (10)

Other (please state) (11)

However, there were inconsistencies in how participants initially chose to respond to this
question, so the question was changed for the 2 additional pilot study participants and the final
version in the main study. The question was originally a drag and drop to rank score the types of
communication platforms (Figure 4.1), this was changed to a numeric entry option (Figure 4.2).
Whilst it has been found there are no differences in the distribution of ranks or time it takes to
complete the task for numeric entry compared to drag and drop tasks, numeric entry ranks allow
participants to rank platforms equivalently or convey they do not use the platform at all (Genter
et al. 2022). After this change in ranking type, the wording of the question was changed to
encourage participants to place their preferred method of communication in order. Figure 4.2
shows the question after the changes were made. There was one recommendation from a pilot
study participant to include offline communication options, such as letters. However, this was
notincluded as the aim of the study is to explore cybersecurity risk behaviours, and therefore this
would be an unnecessary collection of data. The “other” option for any additional
communication platforms remained an option in the main survey to ensure participants had the
choice to mention any platforms that had not been originally included or identified by the pilot
study participants.
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Figure 4.2:

Question about online communication platforms used to communicate with friends and relative,
after pilot study

Display This Question:
IfQ16) = Yes

Q) If you were communicating with your short-term partner, what is your preferred method
of communication? Please rank from most preferred (1) to least preferred (11).

For platforms that you do not use, please enter 0 next to them.

Facebook (1)

Text message/SMS (2)
Email (3)

Phone call (4)
Instagram (5)

Snapchat (6)

Twitter (7)

WhatsApp (8)

Facetime (9)

Skype (10)

A dating app e.g. bumble/tinder/hinge (11)
Other (Please state) (12)

Understanding why participants choose to communicate over certain platforms can help
determine how to direct awareness materials and encourages discussion over why participants
may choose alternative platforms rather than those which are recommended by military
organisations. Participants were asked two questions at the end of the survey to explain what
influences their choice of communication platform with relations, and the same questions for
when they communicate with their friends. One participant identified a difference in the platform
consideration depending on whether they were communicating with friends or relatives. This
confirms that there potentially is a difference in the decision behind the method of
communication depending on the relationship type and consequently provides justification for
keeping the question separate for friends and relatives. Based on the results and the analysis of
the findings, alongside the feedback from the pilot study participants, no alterations were made
to these questions.

4.1.2.3. Phase 1 pilot study: Alterations made following feedback and results

Following feedback from the pilot study participants, to ensure participants were able to provide
informed consent, format changes were made to the Participant Information Sheet and Informed
Consent Form. The link to the ‘Ministry of Defence no-fault compensation scheme’ was included
in the Participant Information Sheet. In the consent section, there was a question included where
participants must confirm they are 18 years of age or older, see Figure 4.3. This was important to
distinguish as individuals can enlist as non-serving personnel in the military from 16 years old.
However, individuals were required to be 18 years or older to participate in this Phase of the
research.
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Figure 4.3:

Section defining the relationship types of participants will be asked during the survey.

You will now be asked some questions referring to your communication with friends and
relatives. Each question refers to a specific type of friend or relative, and you can choose
whether you wish to answer the question about each.

The friends and relatives you will be asked about include:

Relatives:

1) Husband/Wife/Civil Partner
2) Cohabiting Partner

3) Short Term Partner
4) Son/Daughter

5) Parent/Guardian

6) Grandparent

7) Aunt/Uncle

8) Cousin

9) Other not mentioned
10) Other not mentioned

Close Friends:

11) A friend from school

12) A family friend

13) A friend you met online (but have since met in person)
14) A friend you have only ever spoken to online

15) Other not mentioned

For the demographic questions, the format of the question box where participants
reported their age was changed to allow both text and numeric responses. The pilot study
participants reported that it would have been beneficial to know what friends and relatives they
would be asked about before the questions started, so they could identify the best label for their
close relations. Therefore, a section about what questions will be asked in the survey was
included alongside the definitions, this can be seen in Figure 4.4. Part of the benefit of recruiting
military personnel for the pilot study was to confirm the questions were appropriate for a military
sample. Pilot study respondents identified that there were some errors in the list of ranks which
are provided to the participants when asked to identify their rank. There were errors in the rank
titles that are associated with the rank, so these were corrected and ranks for the non-
commissioned were also included. This question was checked by a Dstl Military Advisor before
being distributed in the main study. The final formatting change was inserting a sentence on the
final page of the survey that reminded participants they needed to press submit at the bottom of
the page for their responses to be included, as not pressing this would result in an incomplete
response, which would not be included in the analysis of the findings. This was included as one
of the participants provided feedback to the researcher but did not “submit” their survey once
they had completed the question. When asked, the participant reported not seeing the button
that asks them to submit the survey for their responses to be considered.
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Figure 4.4:

Consent questions changed following the pilot study: Ministry of Defence no fault
compensation scheme link and age question.

I understand that in the event of my sustaining injury, illness or death as a direct result of
participating as a volunteer in this research, | or my dependants may enter a claim with the
Ministry of Defence for compensation under the provisions of the no-fault compensation
scheme, details of which can be found in the following document: Arrangements for the
payment of no fault compensation to participants in modrec approved studies

Yes (1)

| can confirm | am 18 years old or above (please do not complete if you are 16/17 years old)

Yes (1)

4.2. Phase 1 Main Study: Method

4.2.1. Participants

Following the pilot study, twenty-eight participants completed the survey in full. Thirty-
eight participants attempted the survey, 11 incomplete responses were removed where
participants had not clicked “submit” at the end of the survey. Participants were provided with
multiple reminders this was a requirement for their responses to be considered within the data
set, and so to ensure all responses were collected ethically, any incomplete responses were
removed. One additional response was removed as whilst the participant clicked “submit” atthe
end of the survey, they did not answer any of the demographic questions and answered “no” to
all questions, which may suggest insufficient effort in responding. Insufficient effort responding
is where the participant lacks either motivation or attention and so may respond with response
patterns that require less cognitive resources (Alarcon & Lee, 2022), such as responding “no” to
all questions. While one other participant answered similarly, they were included in the analysis
of the results as they completed the demographic questions and clicked “submit” at the end of
the survey. A potential justification for their response might be that they do not contact friends or
relatives when on deployment but were not provided with the option to say that. Whilst
potentially an unusualresponse in mostindustries, this could be seen as less unusual for military
personnel who have job roles that require limited use of personal devices, for their own and
others’ safety.

During the process of gaining favourable opinion from the ethics panels as part of this
research a target participant sample size was identified for this phase of the research. This was
based on previous research using surveys in this topic area, which range from sample sizes as
small as 30 participants (Bittner, 2014), with others varying from 230 participants (Mailey et al.
2018), to research with 500 responses (Da Veiga et al. 2020). Due to the resource constraints of
this being a PhD project and an exploratory topic, a target sample size was identified at 250
participants, aligning with the median number of participants of previous research in this area.
During the Dstl SAC and MODREC panels the challenge of identifying such a large participant
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sample was highlighted and understood by the researchers. A sample size of 28 in this Phase
reflects the challenges experience during recruitment of participants, potentially due to survey
fatigue of the population, as discussed in Chapter 3. Lessons learned from these recruitment
challenges are discussed in Section 7.3. Evaluation of the Research.

Of the 28 participants who remained for analysis, 23 participants were male, and five
were female, participants had a mean age of 36.1 years (SD = 9.4) with the youngest participants
being 18 years old and the oldest being 55 years old. Participants were recruited via opportunity
sampling, and potential participants were invited to participate by gatekeepers identified by the
research sponsor to access the military community across the services. Discussions were had
with these individuals addressing the benefit of inviting personnel with an upcoming deployment
to participate due to the survey questions focussing on online behaviours during deployment.
However, no question was asked in the survey about upcoming deployments, as this combined
with the military branch, rank and age may provide an increased potential that individuals could
be identified in their responses. Participants were invited to participate via an advert (see
Appendix D) distributed by Dstl Military Advisors to Military Unit Commanders and on Military
intranet forums. The advertincluded a link to the survey which interested individuals could follow
to read the Participant Information Sheet and then complete the survey, if interested.

Three participants were serving in the Royal Navy, 12 participants serving in the Royal Air
Force and 12 participants serving in the British Army, one participant did not answer this
question. To ensure the anonymity of participants, specific job roles will not be reported within
this thesis. Participants were from a range of ranks to encourage diversity across the participant
group, with participants early in their military careers included, with a spread across to those with
a high level of military qualifications. Figure 4.5 includes the full range of military and civilian
ranks that individuals can hold, with OF indicating the ranks for military roles and OR indicating
the ranks for civilian roles. Those further to the left of the chart with a lower number are
associated with a lower ranking role, and those further to the right with a higher number are
associated with a higher-ranking role. The visualisation of results in Figure 4.5 demonstrates the
range of ranks participants held for both military and civilian roles.
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Figure 4.5:

Bar graph depicting the ranks that participants self-reported. Including both serving military
(OF) and civilian roles (OR)

Participant reported ranks for military (OF) and civilian
(OR) roles

-
N

10

s
o

Number of participants
D

3
2 1 1 I
0 0
0 |
OF-1/OR-1 OF-2/OR-2 OF-3/OR-3 OF-4/0OR-4 OF-5/0R-5 OF-6/OR-6 OF-7/OR-7 OF-8/OR-8 OF-9/0R-9

Military ranks

4.2.2. Materials

An online survey was created and distributed on the survey platform Qualtrics, and
participants could complete the survey on any type of device. Appendix A includes a copy of the
full survey. The survey began with the Participant Information Sheet and Informed Consent Form.
The opening survey questions were demographic questions, including asking participants’ age,
gender, job role, military rank and what branch of the military the participant serves. Before the
focused questions participants were provided with a definition of the term social media, they
were also informed of the types of relationships that would be explored within the survey, so that
participants could consider which relationship type best suited their friends and relatives. Figure
4.6 outlines how these relationships were identified to the participants. During data analysis, the
researchers highlighted that there was no clear mention to the participants that there were
differences in whether the relation type was considered a friend or relative, this consideration is
discussed further in section 4.5 of this chapter, Limitations and Future Research. Three types of
partner relationships were included within the survey options, with husband, wife, or civil partner
reflecting the traditional definition of spouse as a dependent. This relationship was differentiated
from a cohabiting partner, which may not be considered a next of kin, or a dependent within
military organisations due to the lack of legal connection, but still reflects a long-term
commitment to a partner. Thirdly, an option for a short-term partner was included, and defined
as a partner of less than one year. The option for a short-term partner addresses the gap in the
existing research, which often focuses on spouses and next-of-kin relationships (Gribble et al.
2020). These relationship types may vary in relationship length, but not perceived relationship
strength, and therefore may not alter the amount of sensitive information that could be shared
between intimate partners. Exploring all types of relationships within this research provides an
understanding of any potential risk behaviours that any military friends and relatives could
present to military cyber resilience, to address these behaviours.
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The rest of the questions were split into question blocks, with each block focusing on a
single type of friend or relation, with three additional opportunities to identify any additional
friends or relations. The friends and relations included in the pre-determined question blocks
included:

e Husband/Wife/Civil Partner

e Co-habiting partner

e Short-term partner (less than one year)

e Grandparent

e Aunt/Uncle

e Cousin

e Friend you live with

e Friend from school

e Family friend

e Friend, you met online (but have since metin person)
e Friend, you have only ever spoken to online

Figure 4.6:

Question flow for each section consisting of one relationship type, demonstrating the question
flow depending on if the respondent answers 'Yes'or 'No'to the initial question.

P/ Q: Relationship

Would you contact this friend

strength
or relative when on Yes g
deployment?
Q: Communication
frequency
No
."'Q: Preferred platform/ &
v

Question for next type of
friend or relative

Q: Communication . ‘
topics

For each relationship question block the same five questions were asked. The question
block opened by asking if the participant would contact this type of friend or relation via social
media for messaging and video calls, when on deployment. Researchers discussed during
analysis that due to the wording of the question, it is unclear how participants should respond if
they don’t have a certain relation, the implication of this ambiguity is discussed further in section
4.5 of this chapter, Limitations and Future Research. If the participant responded ‘No’ to this
opening question, the survey moved on to the next question block and asked the same opening
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question about the next type of relationship. If the participant responded ‘Yes’, four additional
questions were presented to the participants, Figure 4.6 provides an overview of this process.

The first follow-up question asked participants to score the strength of the relationship
on a Likert scale, which was scored from one to ten, with one being a low relationship strength
and 10 being a high relationship strength. Secondly, participants were asked to choose how often
they would contact this friend or relative from pre-determined frequency options. These options
were: Once ayear, twice a year, once a month, 2 to 3 times a month, once a week, and Every day
(when possible). Whilst the length and frequency of deployment varies depending on the branch
of the military, these options align with a typical deployment length of 6 months, up to 12 months
(Keeling et al. 2015). Participants were then asked to rank their preferred communication
platforms they use to communicate with a friend or relation when on deployment. Participants
were provided with 10 pre-determined options which included: Facebook, Text message/SMS,
Email, Phone call, Instagram, Snapchat, Twitter, WhatsApp, Facetime, and Skype. Participants
were also provided the option to rank an ‘other’ option. if selected they were asked to state what
this other platform is, in a free-response box. Participants were asked to rank these from 1to 10,
with 1 being the most preferred platform and 10 being the least preferred platform. Finally, they
were asked to select the topics they might discuss when communicating with this individual.
These topics were pre-determined and ranged from discussing the military person and their
work, asking their advice about personal or work problems, what the friend or relation did with
their day, and information about relatives, friends, or colleagues. Figure 4.7 provides an example
of what this question looked like when participants were asked about their husband, wife, or civil
partner. Individuals were provided with the opportunity to answer these questions for all the
relationship types identified in the previous paragraph. Once the question blocks were
completed for each relationship type, participants were provided with two final questions that
asked them to identify what most influences their consideration of how to communicate with
their Key Relations: one question for relatives and one question for friends. The survey included
a debrief section outlining support services, contact details of the researcher, and how to receive
Experimental Test Allowance (ETA) for completing the survey. ETA is a payment set up to
recognise the effort involved by military personnel participating in MOD approved experimental
tests. The compensation rate for each research Phase was calculated based on the published
rate for ETA at the time and guidance from the Ministry of Defence Research Ethics Committee
(MODREC).
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Figure 4.7:

Question to explore what topics military personnel discuss with their friends and relations when
on deployment, using the example of the question block for husband, wife, or civil partner

Q) Please select all the topics you might discuss when communicating with your
husband/wife/civil partner

Your day to day work schedule e.g. How work was today

Advice about personal problems

Advice about work problems

Their day to day activities e.g. what they did today

Other family members

Information about friends

Information about colleagues

Other (please specify)

4.2.3. Procedure

Participants completed the survey on Qualtrics and took approximately 30 minutes to
complete the survey (M = 28.18 minutes, SD = 38.662). Participants were able to complete the
survey in multiple sittings if they desired, and could complete the survey on any personal device,
including computers, mobile phones or tablets.

4.2.4. Ethical Considerations

The Participant Information Sheet and Informed Consent Form were embedded at the
beginning of the online survey distributed on Qualtrics (see Appendix A). Individuals were asked
to read through the information sheet and consent form and then take 24 hours to consider
whether they wished to take part in the study. At the time of seeking ethical approval for this
phase, this thinking time was the recommendation from the Dstl Scientific Advisory Committee
(SAC) and Ministry of Defence Research Ethics Committee (MODREC). Informed consent to
participate in the survey was provided by participants via tick boxes on the landing page of the
survey. In the information sheet participants were informed they could withdraw at any time from
the survey by closing the browser, and that there is no requirement to answer the survey
questions if they do not want to. However, participants were advised that once the survey
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responses had been submitted they would not be able to withdraw their responses, due to the
survey being anonymised. The Participant Information Sheet also explained that the participants’
decision to participate or not to participate in the research would notinfluence service members’
careers, and anonymity was highlighted.

An important consideration for this survey was the anonymity of participants and their
responses. To facilitate this, personally identifiable information collected was limited to age,
gender, military branch, and rank. Participants were notified of this in the Participant Information
Sheet, and it was explained individuals would not be attributable in any publications.
Participants were prompted to remove any identifiable information from free response questions
but were informed that any identifiable information accidentally included would be redacted
during analysis. As compensation for their time spent completing the survey, participants could
apply for Ministry of Defence ETA, at a total of £6.12. ETA is processed through payroll and
requires personal information to process the compensation. To ensure participants could claim
compensation for completing the survey without compromising the anonymity of their
responses, participants could apply for ETA by contacting an individual within Dstl who did not
have access to the survey responses.

The survey summarised with a debrief section. This provided individuals with directions
to support services, including military-specific services, the contact details of the lead
researcher and the contact details of the volunteer advocate for the research. Whilst the survey
did not directly ask questions that would cause participant distress, there is the potential that
questions may evoke sensitive or upsetting emotions and memories in the participants.
Therefore, ensuring a range of appropriate support services for military service members were
included was important. This phase of the study received favourable opinion from the Dstl
Scientific Advisory Committee (SAC) and the Ministry of Defence Research Ethics Committee
(MODREC), evidence of this is included in Appendix F. Bournemouth University Ethics
Committee also provided ethical approval for Phase 1 of the research, evidence of this is
included in Appendix G.

4.2.5. Data Analysis

The survey produced quantitative and qualitative data, which was analysed using
frequency analysis. Frequency analysis was completed by counting the sub-categories, for
example, the number of people that responded “Yes” when asked if they would contact a child
when on deployment. Frequency analysis for this phase presents results as the number of
participants who responded in a particular way for each question, as well as the percentage of
participants who responded in this way. When participants were asked about the strength of their
relationship with their friends and relatives, the question required selecting a number on a scale
of 1 (low strength) to 10 (high strength). For this question, the mean strength score was
calculated for each relationship type. For example, the mean strength score for all participants
who rated the strength of their relationship with their parents. The qualitative responses were
grouped into sub-categories that were created during the analysis. Independent coding was
applied during the analysis and was particularly evident when creating these sub-categories for
the free response questions. For example, when participants were asked what their main
consideration was when deciding what platform to communicate on with their friends and
relatives, one participant responded “Connection”. Independent coding helped to determine
whether this was perceived as a network connection, or the perceived attachment individuals
felt to each other when communicating. The data was analysed using JASP, version 0.15.0.0.
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Microsoft Excel was used to analyse responses when JASP was not compatible. For example,
when analysing the free-response questions.

4.3. Phase 1 Main Study: Results

This section will outline the results of the survey questions outlined in the method
section above. As the survey questions were asked to participants separately for each friend or
relative, this is how the questions are presented, to demonstrate patterns in the data influenced
by type of relation. This includes the number of participants who would contact each of this type
of relation when on deployment, with participants responding they would contact a wide range
of friends and relatives. Differences in mean relationship strength score is reported for each
relationship type, as well as including the pattern in the data that suggests this might interact
with regularity of communication between military personnel and their Key Relations. Platform
usage behaviour split by relationship type and age is presented, alongside participants’ most
important considerations when determining how to communicate with their Key Relations.
Results from the qualitative responses are reported based on the categories that were created
during the qualitative content analysis, and the frequency of each category is provided.
Additional quotes from the participants are included where appropriate to provide context for the
responses.

4.3.1. Defining Key Relationships: Relationship frequency and strength
results

This section of the chapter focuses on providing results for the questions designed to
determine which friends and relatives should be considered as a Key Relation. The question
focuses on a deployment situation and asks participants which friends and/or relatives they
would contact when on deployment. Table 4.3 identifies the percentage of participants that
would or would not contact each type of friend or relative when on deployment, in order of the
highest percentage of those that ‘Yes’ they would contact this type of relation, to the lowest.
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Table 4.3.

Percentage of participants that responded 'Yes' when asked which friends and relatives they
would contact when deployed, in descending order. *This was a free-response question;
percentages may differ if all participants were provided with the option to select this relation type.

Relationship Type

Percentage of participants responding "Yes"

Friend you live with

Aunt/Uncle

Cousin

Family friend

Friend met online (met in person)

Friend met online (not met in person)

Other Family (Siblings)

Other Friend (Work colleague)
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21.43%

14.29%

7.14%

7.14%

7.14%

7.14%

3.85%*

3.85%*



As the survey was divided into question blocks based on the type of friend or relation
being identified, the results will be explored for each relationship type individually. This includes
the results of the questions asked about the strength of the relationship with these friends and
relatives and how frequently the military personnel participants would contact these individuals
when on deployment.

Husband, Wife or Civil Partner

As Table 4.3 displays, one of the relationships participants most frequently reported they
would contact on deployment would be a husband, wife or civil partner. The mean strength of
this relationship was reported at 9.16 (SD = 1.068, lowest 7 and highest 10). Table 4.4 indicates
the number and percentage frequency of how often participants would contact these individuals.
Three participants highlighted they would contact this individual but did not respond to the follow
up questions. These findings demonstrate that communication regularity with this type of
relation is common and will be included in the definition of ‘Military Key Relation’ going forwards.

Table 4.4.

Number and percentage of participants who would contact a Husband, Wife or Civil Partner at
different regularities.

Communication regularity Number of participant responses Frequency percentage of
participant responses
Every day (when possible) 17 60.71%
Once a week 7 25%
2 to 3 times a month 3.57%

Cohabiting Partner

When asked about a cohabiting partner, results were only slightly lower when compared
to a husband, wife or civil partner. The mean strength of this relationship was reported at 9.09
(SD =1.240, lowest 6 and highest 10). Table 4.5 indicates the number and percentage frequency
of how often participants would contact these individuals. Five participants highlighted they
would contact this individual but did not respond to the follow up questions.

Table 4.5.

Number and percentage of participants who would contact a Cohabiting Partner at different
regularities

Communication regularity Number of participant responses Frequency percentage of
participant responses
Every day (when possible) 16 57.14%
Once a week 6 21.43%
2 to 3 times a month 0 0%
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Short-term partner (less than one year)

Whilst more than 50% of participants identified that they would contact a short-term
partner when on deployment, this humber was lower than other types of partners. The self-
reported strength of the relationship with a short-term partner was also lower, with a mean of
7.17 (SD = 1.581, lowest 4 and highest 10). Frequency of contact also differed for this type of
partner for some individuals. Table 4.6 demonstrates how participants who identified how often
they would contact this individual were more evenly split, than the previous partner types. One
participant did not answer the follow-up questions.

Table 4.6.

Number and percentage of participants who would contact a Short-term Partner at different
regularities

Communication regularity Number of participant responses Frequency percentage of
participant responses
Every day (when possible) 9 32.14%
Once a week 9 32.14%
2 to 3 times a month 0%

Child

Another one of the most frequently reported relationships by participants in the survey
was child, alongside husband, wife or civil partner and parent or guardian. The researcher
reflects the use of restrictive language of son or daughter in the survey. Throughout the results,
this question block will be referred to as “child”. When asked how strong the relationship was
with a son or daughter, participants were more varied than with the relationship strength for
partners, with a mean score of 2.91 (SD = 2.959, lowest 0 and highest 10). A suggestion for why
this might be based on question wording and is discussed in Section 4.4. Despite this lower
relationship strength, participants still reported they would contact their child regularly, as
indicated in Table 4.7. One participant did not respond to the follow up questions.

Table 4.7.

Number and percentage of participants who would contact a Child at different regularities

Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a week 12 42.86%
Every day (when possible) 11 39.29%
2 to 3 times a month 3.57%

Parent or Guardian
The final most frequently reported relationship by participants in the survey was parent
or guardian. The mean strength of the relationship was reported at 8.17 (SD = 1.90, lowest 4 and
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highest 10). Despite the higher relationship strength score, the responses for how often
participants would contact these individuals were less regular, as displayed in Table 4.8. Two
participants did not respond to the follow up questions.

Table 4.8.

Number and percentage of participants who would contact a Parent or Guardian at different
regularities

Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a week 13 46.43%

2 to 3 times a month 25.00%

7
0

Every day (when possible) 0%

Grandparent

Whilst a large proportion of participants identified they would not contact a grandparent,
the mean strength of this relationship between military personnel and a grandparent did not drop
much lower than the most frequently contact relationships, with a mean score of 7.56 (SD = 1.33,
lowest 5 and highest 10). The regularity of communication was much lower, as demonstrated in
Table 4.9.

Table 4.9.

Number and percentage of participants who would contact a Grandparent at different
regularities

Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a week 4 14.29%
2 to 3 times a month 1 3.57%
Every day (when possible) 0 0%

Aunt or Uncle

The mean relationship strength for the aunt or uncle relationship was similar to
grandparent, with a mean relationship strength score of 7.50 (SD = 1.00, lowest 6 and highest 8).
Table 4.10 shows how the regularity of this contact varies.



Table 4.10.

Number and percentage of participants who would contact an aunt or uncle at different
regularities

Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a week 1 3.57%
Every day (when possible) 0 0%
2 to 3 times a month 0 0%
Cousin

When participants were asked about the strength of their relationship with their cousin,
both rated the strength of the relationship at 8, resulting in a mean relationship strength score of
8.00. The regularity of the contact of this relationship was less than the more frequently
contacted relationships above, as highlighted in Table 4.11 below.

Table 4.11.

Number and percentage of participants who would contact a cousin at different regularities.

Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a week 1 3.57%
Every day (when possible) 0 0%
2 to 3 times a month 0 0%

Other family relationship

Participants were provided with the opportunity to identify any additional relationship
types which had not been included in the previous questions. When participants were asked this,
there were 9 responses for additional types of relationship, with only 1 being an additional
relative, the other 8 responses will be explored when discussing friends below. The one other
relative identified in this category was ‘Sisters and brother’. The individual rated the strength of
these relationships an 8, and identified they would contact these individuals once a week.

Table 4.12.

Number and percentage of participants who would contact a sibling at different regularities.

Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a week 1 3.57%
Every day (when possible) 0 0%
2 to 3 times a month 0%
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Friend you live with

When participants were asked about a friend you live with participants gave this
relationship a mean relationship strength score of 6.83 (SD = 1.835, minimum 5 and maximum
10). Table 4.13 shows how the regularity of contact varies.

Table 4.13.

Number and percentage of participants who would contact a ‘Friend you live with’ at different
regularities.

Communication regularity Number of participant responses Frequency percentage of
participant responses
2 to 3 times a month 2 7.14%
Once a week 1 3.57%
Everyday (when possible) 1 3.57%

Friend from school

Participants were also asked about a friend from school, the mean score of the strength
of this relationship was 7.25 (SD = 1.035, lowest at 6 and highest at 8). When participants were
asked how often they would contact this friend from school, there was a variety of responses, as
displayed in Table 4.14.

Table 4.14.

Number and percentage of participants who would contact a ‘Friend from school’ at different

regularities.
Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a month 3 10.71%
2 to 3 times a month 2 7.14%
Once a week 2 7.14%
Every day (when possible) 0 0%

Family friend

Two participants identified that they would contact a family friend when on deployment,
with a mean relationship score of 4.50 (SD =0.707, lowest 4 and highest 5). Table 4.15
demonstrates the regularity of contact with this individual is infrequent.

72



Table 4.15.

Number and percentage of participants who would contact a ‘Family friend’ at different

regularities.
Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a month 1 3.57%
Every day (when possible) 0 0%
Once a week 0 0%

Friend, you met online (but have since met in person)

Participants were asked about their online friends, with one option providing them the
option to select a friend that they originally met online but have since met in person. The mean
relationship strength score for this individual was 5.50 (SD = 2.12, minimum 4 and maximum 7).
Table 4.16 provides the frequency results for the regularity that participants contact this
individual.

Table 4.16.

Number and percentage of participants who would contact an ‘Online friend (met)’ at different
regularities.

Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a week 1 3.57%
Once a month 1 3.57%

Every day (when possible) 0%

0

Friend, you have only ever spoken to online

Participants were also given the option to identify if there’s anyone that they have only
ever spoken to online that they would contact when on deployment. Two participants selected
‘Yes’ they would, with a mean relationship strength score of 4.50 (SD = 0.707, minimum 4 and
maximum 5). Table 4.17 demonstrates the regularity of this contact is the same as the previous
individual Friend you met online (but have since met in person).



Table 4.17.

Number and percentage of participants who would contact an ‘Online friend (not met)’ at
different regularities.

Communication regularity Number of participant responses Frequency percentage of
participant responses
Once a week 1 3.57%
Once a month 1 3.57%
Every day (when possible) 0%

Other types of friend relationship 1: Close or Best friend

When participants were provided with the opportunity to identify any additional
relationship types that had not been previously discussed, 9 participants identified they would
contact a ‘close’ or ‘best’ friend. The mean strength of this relationship between a close or best
friend and the participants was 7.63 (SD = 1.19). One participant did not answer the follow-up
questions. Table 4.18 shows how the regularity of contact with this individual varies.

Table 4.18.

Number and percentage of participants who would contact a ‘Close or best friend’ at different

regularities.
Communication regularity Number of participant responses Frequency percentage of
participant responses
2 to 3 times a month 3 10.71%
Once a week 1 3.57%
Every day (when possible) 0 0%

Other type of friend relationship 2: Work colleague

One participant also identified an additional type of relationship; a close work colleague,
who had been through military training with the participant. The participant reported the strength
of this relationship was an 8.00.

Table 4.19.

Number and percentage of participants who would contact a * Work colleague’ at different

regularities.
Communication regularity Number of participant responses Frequency percentage of
participant responses
2 to 3 times a month 1 3.57%
Every day (when possible) 0 0%
Once a week 0 0%
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There is some indication that relationship types with a higher mean score of relationship
strength across the responses would also be contacted more often when individuals are on
deployment. Figure 4.8 demonstrates how those relationships that participants would contact
most regularly, had the highest mean relationship strength score. The highest mean relationship
score was for Husband, Wife or Civil Partner and Cohabiting Partner, and the modal
communication regularity for these individuals was Everyday (when possible). The modal
communication regularity for each relationship type is indicated by the colour of the bar chart,
with a different colour for each option that participants were provided.

Figure 4.8:

Graph showing the mean relationship strength score and the modal regularity of
communication, for each relationship type.
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4.3.2. Communication platform choices and considerations

For each relationship type participants were asked to rank the communication platform
from most to least preferred to use when on deployment and communicating with each
relationship type. When considering all participant responses, WhatsApp was most frequently
rated as the preferred platform to communicate with friends and relatives when deployed. Figure
4.9 shows the percentage frequency of participants who identified each platform as their
preferred communication platform.

The results also provide insight into differences in communication platforms when
considering additional factors, such as relationship type and age. Figure 4.10 provides an
overview of which platform participants would prefer to use when communicating with each
relationship type. Whilst many participants still stated WhatsApp was their most preferred
communication platform across a range of relationship types, some relation types had a higher
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frequency of participants stating a different platform was their most preferred. For example,
when communicating with a grandparent, more participants would prefer to call them on the
phone, than use another platform. Figure 4.11 demonstrates the results did not suggest age
influences communication platform preference when deciding how to communicate with their
Key Relations on deployment. However, the results suggest age influences whether an individual
uses some of these platforms at all, regardless of preference. Figures 4.12, 4.13, and 4.14
indicate that participants who are in older age groups are less likely to use social media apps
Snapchat, Twitter, and Instagram. They are also less likely to use dating apps to communicate
with short-term partners, as visualised in Figure 4.15.

Figure 4.9:

Pie chart depicting the percentage of participants who consistently rated this communication
platform as their most preferred platform, across a range of types of relation.
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Figure 4.10:

Graph showing the frequency of participants who most preferred to use these platforms to

communicate with their Key Relations.
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Figure 4.11:

Graph showing the frequency of participants who prefer to use each communication platform,
split by age
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Figure 4.12:

Percentage of participants who use Snapchat to communicate with their key relations, split

by age group
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Figure 4.14:

Percentage of participants who use Instagram to communicate with their key relations, split

by age group
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Figure 4.13:

Percentage of participants who use a Dating app to communicate with their key relations,

split by age group
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Figure 4.15:
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To explore these choices further, participants were asked what considerations are most
important when deciding what online platforms to use to communicate. This free response
question was asked separately, first for relatives and then for friends. To analyse frequency from
the qualitative responses, sub-groups were created. These sub-groups were guided by
participant responses. As described in Chapter 3 Methodology, this is one of the steps of
Inductive Category Development, which is a part of a qualitative content analysis (Mayring,
2014). Chapter 3 explores how this is useful when working on a mixed-methods research project.

Example responses included, ‘bandwidth and clarity’, ‘clarity of call’, ‘connection’, and
‘good connectivity’ formed the sub-group ‘connection clarity’. In total, 10 sub-categories were
created which were:

e Connection clarity

e Availability and accessibility
e Time

e Reliability

e FEaseofuse

e Security

e Platforms already used

e Conversation type

e Multi-function capability

e |nternet based

When considering both the friends and relatives questions together, the total number of
responses for both questions reached 58, which is higher than the number of participants.
However, this was due to the question being a free-response question, meaning some
participants included multiple points which could be allocated into several categories. The sub-
groups most frequently reported were ‘ease of use’ and ‘security’. The least frequently reported
were ‘internet-based’ and ‘conversation type’. One participant reflected that when considering
what platform to use to communicate with their relatives the type of conversation influences the
platform choice. This was reinforced when discussing with their friends, where they noted that
banter and memes are shared on Instagram, whereas full conversations are had on WhatsApp.
Figure 4.16 shows the number of participant responses for each category of communication
platform considerations, for both friends and relatives.
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Figure 4.16:

Graph showing the frequency of participants that mentioned categories of considerations for
what communication platform to use when contacting family and friends
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4.3.3. Topics discussed when communicating

Participants were provided with a list of potential topics and were asked to select the
topics they discussed with their Key Relations when communicating with them. The biggest
variety of topics discussed occurred with partners, children and parent or guardian, with at least
one participant saying they would discuss each topic with these relations. All of these
relationship types were the ones that had the highest frequency of participants saying they would
contact these individuals when on deployment. Figure 4.17 visualises the frequency of topics
discussed, split by type of relation.

Participants were also provided with an additional free response box to highlight any
othertopics they discuss with their friends and relatives, not already listed. This mostly focussed
on plans for when the participants would return home, and any future plans their Key Relations
had. Also mentioned as additional topics were sport and hobbies, and one participant
highlighted they would discuss house information with their friend they live with. One participant
used this free response box to explain that when discussing information about colleagues with
their friends and relatives, it was less about work information, and more about the individuals
themselves.
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Figure 4.17:

Graph showing the topics that military personnel talk about with their Key Relations, split by

relation type.
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4.4. Phase 1 Main Study: Discussion and implications for Phases 2 & 3

Aim 1: For military personnel to define who is a key relation by identifying
who is considered a close friend or relative.

This section will discuss the findings in relation to Aim 1, including support for the
research questions. The first aim of Phase 1 has two research questions which are:

e Research question 1a: Which friends and relatives should be included in the definition
of military Key Relations?

e Research question 1b: Are there any differences between younger and older
participants with whom they consider to be Key Relations?

Addressing research question 1a, military personnel participants identified that they
would contact a range of friends and relatives when on deployment. Relatives who participants
most frequently reported contacting when on deployment were ‘Husband, Wife or Civil Partner’,
‘Child’ and ‘Parent or Guardian’. This perhaps explains why the existing research mainly focuses
on these ‘next of kin’ or ‘dependent relationships’ (Clever & Segal, 2013), particularly if
considering the additional resource allocation of involving the extended military community in
cybersecurity. Wirth (2017) discusses how often organisations are reluctant to invest in
cybersecurity as itis perceived as a large investment for intangible benefits. This is even more so
if there is limited hard evidence to demonstrate the risk exists, untilitis too late (McCants, 2022).
This may be particularly the case for military organisations examining the extended military
community’s cyber risk, including military friends and relatives. Due to there being limited
evidence to suggest a cybersecurity incident has occurred due to their online behaviour. When
considering ways to reduce the potential avenues for a cybersecurity risk to military cyber
resilience, this study provides evidence to suggest that the definition of Military Key Relations
should be extended to include a wider range of relationship types. Participants reported they
would frequently contact a broad range of friends and relatives and gave high scores when asked
to rate the strength of these relationships. For example, cohabiting partners not necessarily
legally associated via a marriage or civil partnership, but also those in shorter-term relationships,
defined in this study as a relationship of less than one year. This study begins to address Gribble
et al. (2020) concern that the existing research into military families often focuses on a married
couple with children, and should explore a wider range of partner relationships, as well as
extended relations and friends. However, they also discussed that the research lacks specific
representation of LGBTQ families (Gribble et al. 2020). Whilst the language used within the survey
in this thesis represents a variety of family and relationship dynamics, there was no question that
asked participants to distinguish whether this was an opposite or same sex relationship. This
question was not included as it could increase the potential participants could be identified from
their responses and this disclosure may deter individuals from participating. Future research
may wish to include an optional question to understand the relationships in further detail, to
ensure recruitmentis providing under-represented military families the opportunity to share their
experiences. Whilst only one participant reported their siblings in the free response box for
‘other’ types of relationship, there is no way of telling if the responses would be higher if this was
provided as an option for all participants. Including this type of relationship within the list of
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relations provided to participants in the survey was an oversight by the researchers. Therefore,
‘sibling’ will be included in future Phases of the research as part of the definition of a key relation.

One of the limitations that arose during analysis of the responses was question phrasing
for the questions about whether military personnel would contact a particular relationship type
when on deployment. The initial question to identify whether the military personnel would
contact this individual was phrased as “Imagine you are on deployment and could not speak to
those you are close to face-to-face and had to use social media for messaging and video calls.
Assuming you have a [Husband/Wife/Civil Partner], would you contact them?”. The follow-up
question then asked participants to score the strength of this relationship. Some respondents
who identified that ‘Yes’ they would contact this type of relation, then did not respond to this
question about relationship strength. Whilst this happened for multiple types of relation, one
example was for the group of questions about a ‘Child’. This potentially could have been due to
participants misinterpreting the use of “would” in the initial question about whether this type of
relation would be contacted when on deployment. The question phrasing may have meant
participants interpreted this question as being that they don’t currently have a child but if they
did have a child, then they would contact them when on deployment. If participants chose to
interpret and answer the question in this way, this could explain the missing responses for
relationship score, as they could not score the strength of a relationship that does not exist.
Whilst no participants identified a concern with the interpretation of this question during the pilot
study, this is something to consider when interpreting the strength of the relationship scores, as
individuals may have been rating the relationship on different things i.e., real, and perceived
relationship strength. For example, in the ‘child’ question section, 9 participants gave the
relationship strength score a rating of zero. This could be for multiple reasons, including their
child being very young, and therefore judging the strength of a relationship could be difficult to
determine.

Considering the responses to the question about topics that participants would discuss
with their Key Relations, only 1 participant who said they would contact a husband, wife or civil
partner when on deployment reported that they would not discuss other family members. This
could be one suggestion as to why the relationship strength between participants and their child
was much lower. If participants have a limited amount of time to contact their Key Relations when
deployed, this may result in them communicating with their partner over other relations, as this
was the highest mean strength relationship. Participants may ask their partners about their
children, particularly if communication occurs at a time when children are at school with no
access to personal devices, or if they are asleep due to time differences. This may result in
participants experiencing a perception of a lower relationship strength with their children, due to
not being able to connect with them as frequently. This may also happen with parents or
guardians, where participants ask partners to check in with their parents in person, and to relay
information about the participants’ own wellbeing in between being able to talk to their parents
or guardians themselves. This could be one suggestion as to why the frequency of contact
between participants and their parents or guardians was much lower, even though the mean
relationship strength for this key relation was high. This is consistent with findings that suggest
individuals contact their parents at least once a week, but that this frequency may reduce as the
distance between parents and their adult children increases, and time spent at work increases
(Rubin, 2015). Follow up research may look to explore whether online communication
behaviours change in a non-deployment scenario. Regardless of their reasoning for participants
answering in this way, the responses justify including children and parents or guardians in the
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definition of Key Relations. The nature of relationships between military parents and their
children is something that could be explored in more detail in future research, for example
exploring why the perceived relationship strength is lower than for other types of Key Relations.
Additionally, it would be useful to explore the role of other family members in facilitating
communication between military personnel on deployment and their children. For example, this
survey did not ask participants to state whether their children were adults or dependents, which
may also influence the results. This should also be explored when considering cybersecurity
education and awareness for Military Key Relations.

Relationship strength was another factor in determining whether a relationship type
should be included in the definition of Military Key Relations. Fewer participants reported that
they would contact a ‘Short-term partner’, defined as a partner of less than 1 year, when on
deployment. When comparing the mean relationship score participants provided for their ‘Short-
term partner’ compared to longer term relationships ‘Husband, Wife or Civil Partner’ or
‘Cohabiting Partner’, the mean score was lower. However, participants still provided a high mean
relationship strength score for these individuals. Some research suggests that military personnel
are more likely to engage in marriage earlier than their civilian counterparts (Hogan & Seifer,
2010). This may be due to the benefits that are associated with being married compared to single
(Hogan & Seifer, 2010). Military personnel may also marry earlier to provide commitment and
dedication to the relationship in times of instability due to their job, such as relocation or
deployment (Keeling et al. 2015). This suggests that short-term relationships for military
personnel may be viewed as more serious, than compared to societal norms for a short-term
relationship in a civilian population. Even if not in a marriage or civil partnership, the mean
strength score provided by participants indicates the potential that military personnel still view a
short-term relationship favourably. For military personnel, if relocation or deployment occurs
early on in their relationship, they may share operational information about their location and
length of deployment with a short-term partner, when discussing the potential challenges this
may bring to the relationship. In this way it is important to consider all types of potential
relationship situations for military personnel, when considering the definition of Military Key
Relations. Including short-term relationships in the definition of Key Relations in the context of
cyber resilience can help provide awareness to these individuals of the requirements for military
information sharing to ensure they do not share sensitive military information online that could
be exploited by a military adversary. Keeling et al. (2015) explain how partners of military
personnel in unmarried relationship may require more support, for example from peers, due to
not being able to access the same welfare services as spouses.

Additionally the mean strength score is influential in determining which extended
relatives should be included in the definition of Military Key Relations. For aunt or uncle and
cousin, four and two participants respectively reported they would contact these individuals
when on deployment. This is a low percentage of the overall participant group, however the mean
relationship score for these relationships were similar to other more frequently contacted
relationship types including parent or guardian and short-term partner. Therefore, this presents
a justification to include these types of relationships in the definition of Military Key Relations.
Particularly siblings will be included as a potential participant when recruiting for Phase 3, which
involves engaging with the various military friends and relatives themselves to explore their
experiences. Additionally, friendship types with higher mean relationship strength scores
included friend you live with, friend from school, and the free responses when participants were
asked about another type of friend; ‘Close or best friend’. These three were also the most
frequently reported friendship-type relationships that participants would contact when on
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deployment. The remaining other types of friend relationships include family friend, as well as
both types of online friend; the ones participants have since met in person and those they have
not. These friendships type each only had two participants identify that they would contact this
type of relationship when deployed, and the mean relationship strength score was lower than for
other types of relationship. However, the survey did not provide the participants to identify if any
of their relationship types overlapped. For example, participants could have described their
family friend as being a different type of relationship, such as a close or best friend. Therefore,
these types of friend relationships will be included in the definition of Military Key Relations.
Phase 2 will discuss types of Key Relations in more detail with qualitative interviews, with the
intention to provide more insight and context into the friends mentioned in responses to the
Phase 1 survey. In the results, one participant included a work colleague as a type of another
friend. This research aims to explore the role of military personnel’s key friends and relations in
organisational cyber resilience. This research does not have the main aim of exploring the
approach to military personnel’s cyber risk behaviours and how to reduce them. Therefore, a
work colleague would not be considered a key relation, as they have an existing relationship with
military organisations including access to cyber training, education, and awareness in a military
context. For the purpose of this research, this type of relation has not been included in the
definition of a Military Key Relations.

When looking at patterns in the data with ages it is useful to have context of the age
distribution across the British Armed Forces currently. As mentioned in Chapter 2, the largest
age group of serving personnel are people aged 25-29 years old, with 28,270 active personnel,
closely followed by those aged 20-24. As the age of individuals increase, the number of serving
personnel decreases (Clark, 2023). For participants in Phase 1, the oldest participant was 55
years old, which means they are 1 of 1350 serving personnel aged 55-59 years old serving in the
British Armed Forces. The findings from the survey do provide some support for research
question 1b that there is a pattern of age influencing who military personnel decide to contact
when on deployment. Participants that highlighted they would not contact a parent or guardian
were in the 36-40 years old, 41-50 years old and 51-55 years old age groups. Whilst this is only a
small percentage of participants in the study, the representation of ages in the study for older
participants is relative to the age group distribution for the entire population of the British Armed
Forces. Comparatively, 90% of 36-40-year-olds would still contact a parent or guardian when
deployed, this does indicate a pattern in the data of age influencing deciding who to contact.
Those who said no to contacting a parent or guardian may have responded in this way due to their
parents passing, rather than deciding not to contact them. For example, the oldest participantin
the sample aged 55 years reported they would not contact a parent or guardian. However,
considering the average life expectancy in the UK is around 80 years old (Office for National
Statistics, 2024), this may provide a potential explanation for this pattern. This might also explain
a similar pattern for the grandparent relationship group, where there was higher percentage of
participants in age groups 18-24 years old and 25-29 years old saying they would contact a
grandparent, which is the opposite for those aged 30 and older. There also appears to be a
pattern of age depending on the type of friendship that is being discussed, partly supporting
research question 1b. The results show that those in the 18-24-year-old age group responded
‘yes’ they would contact a particular type of friend. 100% of those that said they would contact a
family friend and an online friend (not met) were in the 18-24-year-old age group. Additionally, all
of those who were in the 18-24-year-old age group said they would contact a friend from school
when on deployment, whereas no one aged 25-35 years old said they would. This could be due
to participants being of an age where they would have only just recently left school. There is also
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evidence to suggest that our friendship network size increases as a young adult but then
decreases as we get older (Wrzus et al. 2013). One additional factor that influences the size of a
friendship network is relocation, where friendship group size decreases regardless of the age of
the individual (Wrzus et al. 2013). This is potentially due to the perception of a supportive friend
being one that lives close by and can provide assistance when other life-changing events occur
(Wrzus et al. 2013). This may provide a suggestion for why there was no clear pattern dependent
on age group for friend you live with or close or bestfriend in the results, as participants perceived
these individuals as either living close and therefore being able to provide support, or the
friendship offering support regardless of the location, therefore resulting in this individual being
considered a ‘best’ friend. The influence of relocation is particularly relevant for this participant
group, as military personnel may often experience relocation due to their job. Wrzus et al. (2013)
identified that even though relocation influences friendship network size, family network size is
unaffected by relocation, as contact is maintained regardless of geographical location. This may
explain why overall the number of participants that would contact friends of any type is lower
than those that would contact most family members. However, another explanation for this
finding is that colleagues are a significant aspect of personnel’s friendship network. High quality
interactions with colleagues can provide more support in certain stages of the service person’s
career, than non-military friends, and relatives (Crane et al. 2022). As highlighted earlier in this
section, the role of colleagues as friends were not included in this research due to them already
receiving cybersecurity training, education and awareness materials from the military
organisation they serve. However, if participants were asked about this type of relation, there is
the potential the number of participants who identified a colleague as being a Key Relation,
would be higher.

The distribution of frequency across age groups for partner types addresses research
question 1b, which suggested there might be a difference in Key Relations for younger and older
participants. For all types of partner: husband, wife or civil partner, cohabiting partner and short-
term partner (less than 1 year) there was an even distribution across the age groups of
participants that said they would contact these individuals. As highlighted earlier in the section,
this may be due to military personnel marrying earlier (Keeling et al. 2015). However, as with the
other types of relation, question wording could have influenced participant response here. If
participants are basing their responses on their current relationship status, then it would make
sense that a spouse or civil partner is also a cohabiting partner. Therefore, those who responded
‘no’ to not contacting a short-term partner could be due to not having one. Even though research
question 1bis partly supported by the findings, the results do not present sufficient evidence that
the definition of Key Relations should alter depending on the age of the military person, though
this is something that could be explored in more detail in future research.

Aim 1 intended to define Military Key Relations. This definition provides a clear direction
for which military friends and relatives should be included when considering the potential online
risk behaviours Key Relations could present that influence military cyber resilience. Aim 1 does
not outline any risk behaviours that Key Relations exhibit, but merely guides the direction to
explore potentialrisk and threatin future steps of the research. When addressing cyber resilience
itis important to consider that risk can never be fully eliminated, but cyber secure measures aim
to reduce the amount of risk an organisation is exposed to from cyber vulnerabilities (Kopp et al.
2017). The findings from this survey suggest that a wide range of military friends and relatives
should be considered in the definition of Military Key Relations. These friends and relatives
potentially present a risk to military cyber resilience, due to the possibility of military personnel
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sharing information with them, which if shared onwards could be detrimental to military
organisations. Further exploring the extent of this vulnerability on cyber resilience by military
friends and relatives can help identify how potential online risk behaviours could be addressed
through cyber training, education, and awareness. Therefore, this definition also guides
questions for Phase 2 and participant recruitment for Phases 3 and 4 of the research. For that
reason, all the friends and relatives mentioned in this survey, except a work colleague, have been
included in the definition of Military Key Relations. This is to ensure a broad range of perspectives
are considered in future Phases. There is the potential the survey responses do not include all
friends and relatives that should be considered a Military Key Relation, and so this definition will
continue to be developed, throughout the research project.

In addressing Aim 1 a definition of Military Key Relations is put forward that encompasses
a wide range of friends and relatives identified in the responses from the survey. In support of
some of the existing literature addressing the limitations of the current definition of military
friends and relatives (Gribble et al. 2020) short term and unmarried relationships should be
considered by military organisations. The responses from the survey also highlighted the strength
of relationships with extended family members and close friendships. Patterns in the findings
suggest there is a potential role of age in influencing who personnel consider a Key Relation.
However, this definition should also consider the influence of the demands of serving in the
military on relationships, when compared to a civilian population. This expanded definition has
implications outside of the cyber area, with suggestions for physical and mental health
approaches for military friends and relatives. As well as industries outside of Defence where
employees handle sensitive information and may work away from home for a period of time.

Aim 2: To explore how military personnel communicate with their key
friends and relations and whether they use different communication
platforms with different relations.

This section will discuss the findings in relation to Aim 2, including support for the
research questions. The second aim of Phase 1 has two research questions which are:

e Research question 2a: What communication platforms, such as social media or
traditional communication platforms including email and voice calls, do military
personnel use to communicate with their Key Relations?

e Research question 2b: Does participant age influence the type of communication
platform personnel choose to use to communicate with their Key Relations?

Addressing research question 2a, participant survey responses suggest that military
personnel use a variety of platforms to communicate with their Key Relations when deployed.
Participants still frequently reported using phone calls and email to communicate with their
friends and relatives when on deployment. However, participants frequently highlighted
WhatsApp as being their most preferred communication platform, across the range of family and
friend relationships. This addresses research question 2b, which explored whether there would
be an age difference in platform usage. One suggestion for the results found is due to age
potentially influencing how participants use WhatsApp rather than their decision to use it or not.
Matassiet al. (2019) explored the influence of age on WhatsApp usage and identified that younger
and older adults both use WhatsApp to socialise with peers and family, whereas those in the
middle stages of their life use WhatsApp for work purposes and family responsibilities such as

88



children’s hobbies, alongside connecting with family and friends. Regardless of age, Matassi et
al. (2019) explain that all participants understand WhatsApp as being a normal part of
communicating every day.

Communication platforms such as phone calls and video calls, where additional context
from non-verbal communication such as body language and eye contact can be shared, may be
beneficialin building intimacy and connection between personnel and their Key Relations (Kaiser
et al. 2022). However, these types of platforms also consider that users may not have constant
access to personal devices. Therefore, using platforms that mediate immediate conversation,
rather than the potentially delayed format of instant messaging, is understandable when you only
get a specific amount of time daily or weekly to use personal devices. The findings in the current
thesis suggests popularity of WhatsApp for participants could be due to its multi-function
capability. This platform is able to send instant messages, images and videos for free regardless
of the device, as well as voice and video call (WhatsApp, 2024). One participant who consistently
highlighted WhatsApp as their preferred communication platform stated their main
consideration when deciding how to communicate with their family is the platform being able to
videocall, phone call and message (P16). The popularity of WhatsApp within these participants
may explain why some individuals did not use platforms such as Facetime, due to an alternative
app having multiple functions which address the requirements of participants’ communication
needs. Additionally, WhatsApp is available on Apple and Android devices, whereas Facetime
may not be suitable for all family members and friends, as it is only available on Apple devices.
This is consistent with the findings for what participants reported as being their most important
consideration when choosing what communication platform to use with both their friends and
relatives. The most frequently reported consideration was ‘ease of use’. This provides a rationale
for using WhatsApp as one platform for different forms of communication, due to it being easy to
set up and communicate on one platform with all type of friends and relatives, on a large number
of devices. Furthermore, WhatsApp is more beneficial than traditional SMS or text messaging due
to the ability to use it over Wi-Fi at no cost (Church & de Oliveira, 2013). This is beneficial for
sharing pictures of videos when personnel are deployed and cannot see their Key Relations
frequently as it can build a feeling of openness and social support (Bittner et al. 2014). It can also
reduce the cost of roaming charges on personal devices if personnel are deployed overseas,
which may otherwise prevent personnel with communicating frequently with their Key Relations.
Participant 13 highlighted in a qualitative response in the survey that they would use WhatsApp
for all phone calls when deployed due to the cost of doing this when overseas. One additional
benefit of WhatsApp discussed in the literature is the role of group chats, whether that be for
keeping in touch with multiple family members or a group of friends (Taipale & Farinosi, 2018;
Matassietal.,2019). The role of group chats in communication in a variety of platforms was asked
about in Phase 3 of this research to address the gap, and Chapter 6 discusses supplementary
vulnerabilities presented by the use of group chats.

Addressing research question 2b, the results suggest that age may play a role in
influencing the use of social media platforms such as Snapchat, Instagram and Twitter.
Participants aged 41-50 years old consistently used these communication platforms less than
the other participants. Comparatively 100% of participants aged 30-35 years old reported using
all types of communication platforms provided to them. However, it is important to consider
there were only 2 participants in this age group, and 28 participants in this study overall.
Therefore, whilst this study presents initial evidence that age may play a role in influencing the
choice of communication platform, there is no clear indication on the direction of this influence
on behaviour. Whilst this is something that would benefit from being explored further with a larger
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participant sample, Phase 2 of this research discusses the role of age in online behaviours further
in Chapter 4. This being said, the situation of deployment may also explain why social media sites
such as Facebook, Snapchat, Instagram and Twitter are less frequently used. Due to the research
aiming to understand the role of military friends and relatives in organisational cyber resilience,
the questions in this study focus on communication platforms used when contacting friends and
relatives.

The results of the current research found that alongside ‘ease of use’, ‘security’ was the
most frequently identified consideration that is important for participants when determining
what platform to use when communicating with their Key Relations. Sixteen participants
mentioned security when asked what the most important consideration is for deciding which
platform to use to communicate with a friend or relative. Despite this being a free-response text
box, participants mainly provided short responses that consisted of multiple one-word
responses rather than full sentences with justifications or context for their responses. For
example multiple participants simply stated “Security” or “secure” alongside other
considerations such as “Ease of use”. One participant provided more detail by stating “the
security of the information | am telling them”, however it would be beneficial to have more
context into why they consider this important. This is explored further in Chapter 5, with the
Phase 2 findings, and in Chapter 6, with the Phase 3 findings.

The frequency of participants mentioning security suggests that participants are
considering the importance of security when deciding how to communicate with their Key
Relations. However, whilst it is a positive finding for a study focusing on cyber resilience within
military organisations that personnel consider security in their decision making, there are
multiple suggestions for why this may not be representative of the entire military population. The
research and the survey itself were advertised as exploring cybersecurity and cyber resilience
within military organisations. Therefore, participants may have responded in a way that
addresses the aim and demonstrating demand characteristics. Additionally advertising the
research as being about cybersecurity may have encouraged those with an interest in
cybersecurity, whether that be a personal interest or due to their job role, to take part. These
individuals would have a higher knowledge and awareness about cybersecurity and therefore
may have wanted to respond in a socially desirable way. This means that they could have
identified they consider security as a top priority, due to possessing the knowledge that is the
desired behaviour, even though this may not be the case. Whilst these biases are difficult to avoid
in surveys, this phase is supported by Phase 2 of the research, which conducted interviews with
military personnel and defence subject matter experts. The more relaxed and immediate
response of a conversation in an interview provides the opportunity to reduce the effect that
these biases may have on any final conclusions.

An element that could be considered here, though not explicitly stated by participants is
the influence of trust of a platform, as trustintersects with security when considering the success
of a social media platform (Zhang & Gupta, 2018). Social media platforms which experience
security concerns, particularly if they have been involved in a cybersecurity attack resulting in a
breach of user information, are perceived as less trustworthy to users (Ayaburi & Treku, 2020).
Dechand et al. (2019) identified that individuals feel vulnerable to online threats when using
WhatsApp and lack trust in technical situations, including encryption, implemented by
WhatsApp to keep users safe. However, due to the high proportion of Military personnel using
WhatsApp to communicate with their Key Relations, this may not be the case for the population
group in this thesis. An additional consideration of trust for social media platforms, is that is trust
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may not be entirely dependent on the platforms themselves. Abbas Naqvi et al. (2020) suggest
that anindividual’s intention to use a social media platform can be influenced by others regularly
using the platform and recommending it to others. Therefore, the decision to use a platform may
not be determined by the individual’s personal trust of a platform, but rather the trust of others
they are close to. In the context of this study, Military Personnel may have knowledge that
WhatsApp is less secure than other platforms, and they have a low level of trust towards the
platform, but ultimately use it due to their Key Relations trusting the platform. Future work would
benefit from directly exploring the trust of military personnel towards online platforms, as well as
security, to provide more insight into the understanding of their online behaviour when
communicating with their Key Relations.

When addressing Aim 2, it was found that military personnel do use a variety of
communication platforms when communicating with friends and relatives on deployment,
though WhatsApp was frequently highlighted as the most preferred platform. Participant
responses suggest this may be due to the WhatsApp’s ability to video call, voice call, voice
message, instant message and send videos and images all in one platform. This can be done with
Internet access which reduces the negative impact of roaming charges when deployed overseas.
However, future work would benefit from exploring how the consideration of security influences
military personnel’s decision-making process when determining which platforms to use to
communication with their Key Relations, when on deployment.

Aim 3: Identify what topics military employees discuss with their friends
and relatives over online platforms.

This section will discuss the findings in relation to Aim 3 of Phase 1, this aim has one research
question whichiis:

e Research question 3: Do military personnel discuss sensitive military information with
their Key Relations along with more mundane and everyday topics?

Addressing research question 3, the results from this study identified that participants
discuss a range of topics with their friends and relatives. Whilst no participant specifically
identified that they discuss sensitive military information with their key relation, some
participants did report that they discuss topics with their Key Relations that could accidentally
contain sensitive information. These topics include: ‘Your day-to-day work schedule’, ‘Advice
about personal problems’, Advice about work problems’ and ‘Information about colleagues’.
Researchinto self-disclosure explains that a range of factors may determine someone’s decision
to disclose information about themselves (Greene et al. 2006). However, relationship strength
appears to play a role in this process, with a higher perceived quality of relationship resulting in
higher levels of emotional disclosure (Gore et al. 2006). Particularly as this can then continue to
positively impact how the relationship is perceived (Sprecher & Hendrick, 2004). This suggests
that military personnel may be more likely to share sensitive information, including operational
information, with those who they consider a strong relationship. For the current thesis research,
the highest mean relationship score was with a husband, wife or civil partner, closely followed
by a cohabiting partner. With all of these types of relationships, participants reported they would
discuss a wide range of topics. At least one participant identified they would discuss the topic
outlined above as potentially containing sensitive military information. Some research suggests
this effect of a perceived strong relationship encouraging self-disclosure is replicated online. For
example, finding that those who perceive their online social network as close friends were more
likely to self-disclose online (Wang et al. 2016; Bak et al. 2012). Whilst the results are able to
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identify what the strongest mean relationship was for the participants, it is difficult to determine
what other scores are considered a strong relationship. Results from participants in the current
thesis found that on average participants rated their online friendships as lower in relationship
strength than their offline relationships. However, participants still reported they would discuss
personal problems with these types of friends, potentially resulting in incidental disclosure about
operational information. This is particularly concerning for a friendship that is purely online due
to the risk of a threat actor posing as a friend to gain information. This being said, the question
wording and response did not ask participants to identify if they were discussing their own
personal problems, or the problems of their friend. Whilst the intended meaning was that it was
the participant’s problems during analysis some responses, for example participants responding
they would discuss personal problems with a child, suggest participants viewed it differently.
Therefore, this could potentially convey less risk than the results suggest. Phase 2 provides the
opportunity to explore risk behaviours that military personnel and their Key Relations engage with
online that could impact on military cyber resilience. Further discussion on potential risk
behaviours relating to information sharing and disclosing sensitive military information is
included in Chapter 4.
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4.5. Limitations and Considerations for Future Research

The main limitation for the results of the research is the size of the sample with only 28
participants completing the survey. However, this is a challenging population to recruit from due
to difficulties in accessing the population as a civilian researcher, but also due to the survey
fatigue that military personnel experience that may make them reluctant to take more in more
research (Miller & Aharoni, 2015). The findings still provide valuable insight into the definition of
a military close relation when considering the percentage of the sample that identified a wide
range of friends and relatives as people they would contact on deployment and have a strong
relationship with. This provides support that this definition should be expanded to incorporate
these extended relations and friends. Not only to address cyber resilience within military
organisation, but also in considering that those who may be adversely affected by supporting
their military person mentally and physically. Additionally, whilst a similar number of participants
from the British Army (11 participants) and Royal Air Force (12 participants) completed the
survey, this was much lower for the Royal Navy with only 3 participants serving this branch of the
British Armed Forces. As this study did not compare differences between these groups, this is
sufficient to provide insight for this study. However, it is noteworthy to mention that the lack of
responses from individuals within the Royal Navy could mean there are perspectives that might
not have been considered within the findings of this phase of the research. Each branch of the
Armed Forces has various services which may require different levels of security and challenges
with communication. For the Royal Navy, submariners experience unique communication
challenges due to spending a large amount of time underwater, where operational success is
dependent on being covert and unidentifiable, therefore communication emissions are limited,
which reduces their ability to keep in touch. Similarly Royal Navy ships deployed at sea will have
less connectivity due to there being less infrastructure at sea, satellites are used but often they
rely on communications infrastructure when they go near coastlines. Whilst the responses from
this survey are sufficient to provide insight, that can be developed in Phases 2 and 3 of the
project, future work may benefit from exploring a wider range of perspectives from military
personnel across the Front-Line Commands. The findings from this phase of the research are
supplemented by Phase 2, discussed in Chapter 4. Phase 2 explores similar topics, including
who military personnel consider to be their Key Relations, in a more open dialogue format,
providing the opportunity to understand these relationships in more detail.

This research used an online survey distributed using a survey platform, Qualtrics.
However, a meta-analysis of literature using surveys identified that when comparing the use of
online surveys compared to more traditional survey formats, including mail, e-mail and phone
surveys, online surveys could yield a lower response rate compared to more other traditional
formats (Wu et al., 2022). There were multiple justifications for using an online survey for this
research, as outlined in Chapter 3. The main justification was due to access to participants
through Dstl, who contacted unit commanders to send out the link to the survey, and the link to
the survey was also posted online on staff intranets and forums. This ensured ethically that all
participants were encouraged to complete the survey anonymously and through their own choice
rather it being perceived by individuals as a direct command to complete the survey. The
researchers reflect that the choice to conduct a mail study could be more useful in future
research to gain more responses. However, this may not be appropriate considering the study
explores cyber resilience and focuses on online experiences. Providing participants the option to
complete the survey either online or in a paper-based format could address any concerns of low
response rate due to the online nature of the survey. Additionally, any replications or
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developments of the survey should consider question wording of the survey to provide
participants with more clarity. For example, it should be explained to participants that if there is
arelationship that could fitinto more than one category of relationship type, they should respond
in the category that is most suitable for the person they are considering. Furthermore, future
research should consider how to delineate if participants are discussing one or multiple people
within a category. For example, with grandparents, parents, siblings and other relationships,
where the category could be one or multiple of the same type of relationship. This provides
participants with the opportunity to discuss any differences in communication behaviours with
these individuals.

4.6. Takeaways from Phase 1

The findings from Phase 1 indicate that a wide range of relationships should be included
in the definition of Military Key Relations. Participants reported they would contact a range of
relatives, including short-term partners and extended family, alongside ‘dependents’ or ‘next of
kin’ relationships. Additionally, a large proportion of participants highlighted they frequently
contactfriends, as well as relatives when on deployment. The results suggest a pattern of military
personnel more frequently contacting Key Relations who they consider themselves as having a
stronger relationship with. The definition of Military Key Relations based on findings from Phase
1 includes the following friends and relatives:

e Wife, Husband or Civil Partner

e Co-habiting partner

e Short-term partner (less than 1 year)
e Parent or Guardian

e Child

e Sibling

e Grandparent
e Cousin

e AuntorUncle

e (Cohabiting friend

e Friend from school

e Family friend

e Friend met online (metin person)
e  Online friend

e ‘Close’ or ‘Best’ friend

The findings also suggest a wider range of topics are discussed with these Key Relations
who participants contact more frequently. As discussed, this communication happens on a wide
range of communication platforms, with WhatsApp being the most frequently preferred platform
to communicate regardless of relationship type, or participant age. Participants most frequently
reported ‘ease of use’ and ‘security’ as being their most important consideration when deciding
how to communicate with their Key Relations. Deeper insight into why this might be and how this
influences the decision-making process would be beneficialin understanding online behaviours,
and potential risk behaviours associated with Military Key Relations that could contribute to
military cyber resilience. Additionally, to investigate the influence of age on these factors, future
research would benefit from recruiting a larger participant sample to reflect the age distribution
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of the British Armed Forces. Particularly including more participants aged 20 — 29, to accurately
reflect this is most common age group for personnel in the British Armed Forces.

4.7. Chapter Summary

This Chapter provided an overview of Phase 1 of the research project, beginning with
conducting the pilot study and explaining how this influenced the main study. The process of the
main study method, and results were outlined, followed by a discussion of how these results
relate to existing literature in this area. Finally, limitations of the research were highlighted, along
with suggested directions for future research to provide a deeper understanding of how military
personnel perceive their communication with their friends and relatives. This Phase provided a
definition of Military Key Relations that was used to guide Phase 2, which is discussed in the next
Chapter.
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Chapter 5 - Phase 2: Exploring the perspective of
Military Representatives and Subject Matter Experts
(SMEs) in Online Semi-Structured Interviews

Phase 2 builds on findings explored within Phase 1, as outlined the previous chapter.
Phase 1 defined which friends and relations should be considered as Key Relations of military
personnel, and includes dependents, alongside extended family members and close friends.
Phase 2 incorporated the definition outlined in Phase 1 and built on these findings with qualitative
methods, to provide a more detailed overview of who should be considered as a key relation for
military personnel, using semi-structured interviews. Phase 1 also provided an overview of the
online communication behaviours between serving military personnel and their close relations.
Phase 2 sought to build on this by identifying which online behaviours exhibited by Key Relations
could create a risk for cyber resilience in military organisations. This was achieved by exploring
the perspective of military representatives across the Front-Line Commands (FLCs) and subject
matter experts (SMEs) in two areas: Cyber education & awareness, and Cyber Incident Reporting
& Monitoring. By exploring the perspective of SMEs alongside military representatives Phase 2
can also start to identify what materials for cybersecurity training, education and awareness exist
for military friends and relatives. This material provides friends and relatives with an overview of
which threats they should be aware of thar might pose a risk to UK defence, it’s people and
capabilities and how to engage in secure cyber behaviours to mitigate these risks and keep
information safe. Participants were also asked their opinion on how future cybersecurity training,
awareness and education initiatives can best engage military personnel’s Key Relations.
Effective initiatives will provide Military Key Relations with the opportunity to learn how to keep
their own, and their military person’s information safe online to protect the military individualand
unit.

Chapter 2 outlined the role of Cybersecurity Culture in exploring cyber resilience,
identifying a key aspect within Cybersecurity Culture is the notion of responsibility.
Responsibility within cybersecurity is defined as the process of ensuring everyone involved within
cybersecurity is aware of their role and how their behaviour contributes to security (Nel & Drevin,
2019). Phase 2 gathers the opinions of military personnel and SMEs to provide insight into their
understanding of who should be responsible for monitoring the online behaviours of military
personnel’s Key Relations. Additionally, Phase 2 explores the role of the military organisations,
the military personnel and the Key Relations in supporting behavioural awareness and change
for Key Relations, to encourage secure online behaviours. The opinions of military
representatives and SMEs in this phase are compared to the perspective of Key Relations
themselves in Phase 3, in Chapter 5.

Participants engaged with online semi-structured interviews with three aims and three
related research questions to address these aims. Aim one focuses on exploring the current
approach for engaging with Key Relations about their online safety. With the second aim focusing
on exploring potential online behaviours that are being exhibited by Key Relations. The final aim
focuses on understanding who the responsibility of Key Relations’ online behaviour and online
safety should fall to. The qualitative approach allowed participants to explain responses they
gave and for us to understand why these responses were given. The full aims and the respective
research questions are outlined below:
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Aim 1: Map the existing situation for how organisations involve Key Relations in cyber resilience

Research Question 1: Are the military friends and relatives who are identified as Key Relations
the same individuals who currently receive cybersecurity training?

Aim 2: Gather opinions from military representatives and SMEs about the potential online
behaviours being exhibited by Key Relations

Research Question 2A: What types of online behaviours are friends and relations displaying?

Research Question 2B: How could these behaviours present a cybersecurity risk to military
organisations?

Aim 3: Gather opinions on responsibility of Key Relations cybersecurity training and online
behaviour from military representatives and SMEs

Research Question 3: Who should be responsible for Key Relations’ online behaviour and their
cybersecurity training, education and awareness?

Aim 4: Gather opinions from military representatives and SMEs about how to guide future
research

Research Question 4: What should Key Relations be asked in Phases 3 & 4 to help guide creation
of engaging cybersecurity initiatives?

5.1. Phase 2: Pilot Study

Phase 2 began with a pilot study to ensure the interview schedule questions were
appropriate and relatable to the sample. The pilot study also provided an opportunity for me, as
the researcher conducting the interviews, to become comfortable with the interviewing process
with this population, including ensuring questions did not stray outside of the required
classification of information. The pilot study process also provided the researcher with the
opportunity to familiarise themselves with the process of inductive thematic analysis. The
following section outlines the pilot study method including the procedure and the participants
followed by an overview of the results and reflections and amendments required following the
pilot study process.

5.1.1. Method

The pilot study conducted online semi-structured interviews, which took place on
Microsoft Teams. The pilot study sample consisted of 2 military representatives, both who are
considered experts in their field, with longstanding careers within the military. One participant
serves in the Royal Air Force and the other in the Royal Navy. Prior to being distributed to the
participants the questions were reviewed by members of the Dstl Military Advisor Community to
ensure they were appropriate for the population and adapted accordingly. Question topics
consisted of:

e Opening questions:
o Jobrole overview
o Overview of who they consider close relations
o Friends and relatives specific questions:
o Opinions on potential online risk behaviours of friends and relatives
o Opinions on recommendations to mitigate against these potential risk behaviours
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o Overview of any cybersecurity training and awareness they receive as part of their
role

o Opinions on what should be included in cybersecurity training and awareness
initiatives for Key Relations.

o Opinions on potential barriers for Key Relations engaging with cybersecurity
initiatives.

o Opinions on the responsibility for Key Relations’ online behaviours in a military
context.

e Future research questions:

o Opinions on what is important to ask Key Relations to guide formation of future

cybersecurity initiatives.

The full question schedule, including optional questions can be found in Appendix B. The
interviews were recorded and transcribed before being analysed using inductive thematic
analysis (Braun and Clarke, 2021), as outlined in the methodology chapter, section 3.4.2.

5.1.2 Results and Discussion

An inductive thematic analysis of the pilot study data was conducted to test the feasibility
of using an inductive thematic analysis in this study. This thematic analysis identified 8 main
themes. Figure 5.1 provides a thematic map outlining the main themes and sub-themes for each
main theme and the directional relationship between the themes. The theme table outlining the
main themes, sub-themes, and transcript codes can be found in Appendix H.
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Figure 5.1:

Thematic Map for the Phase 2 pilot study outlining the main themes and sub-themes with arrows directing how the main themes relate to each other
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“Defining close relations” was the first main theme identified, it provides additional
support for the definition of friends and relatives outlined in phase 1. This theme highlights how
participants identified dependent relationships as close relations, whilst still maintaining
additional relationships with friends and extended family, though these different types of
relationships canrequire different approaches. This is reflected in the sub-themes ‘maintenance
of non-Key Relationships’ and ‘different approaches to relationships.’

“The role of individual differences in online behaviour” reflects how online behaviour
exhibited by friends and relatives is not identical for everyone and can be influenced by age,
personality traits and embracing military culture. Participants suggested younger and older
generations behave differently to each other, and to the military personnel themselves, in sub-
theme ‘generational differences influence behaviour’. Sub-theme ‘adopting military culture’
summarises how friends and relatives with experience of military life, including relocation or
dual-serving households adopt the military culture and tend to be more considerate of what they
postonline. This links to sub-theme ‘difference in threat acceptance’, outlining how civilians view
social media as memories and a way to promote their business, whereas military personnel see
online information sharing as a risk. One participant spoke about people with a desire to be
accepted by others sharing more information online to increase public opinion of them, termed
‘desiring acceptance from others online’. Individual differences in information sharing behaviour
can influence consequences, thus this theme relates to the main theme “Impact of friends and
relatives’ cyber risk”. This theme also links to the main theme “Friends and relatives online risk
behaviours” as participants suggested individual differences in behaviours influence cyber risk.
Particularly when considering the individual differences in the level of awareness and knowledge
people have about online safety in terms of themselves but also their military person, presented
in the sub-theme ‘Different knowledge levels for the importance of online safety’.

To distinguish online behaviours exhibited by friends and relatives which present risk to
cyber resilience, a main theme termed “Risk behaviours of friends and relatives” was created.
Participants suggested ‘Generational differences in behaviour influences risk’, with older
generations risk arising through lack of technological experience, and younger people not
knowing the implications of their behaviour. Participants suggested the main risk presented by
friends and relatives is sharing date, time and location information about military personnel and
military equipment, termed ‘risk of sharing operational information’. This risk increases when
considering Key Relations necessity of knowing where their military person is, represented by
sub-theme ‘Expectation of access to personnel information’. The sub-theme ‘reduced
understanding results in accidental compromise’ reflects how participants highlighted that risk
from incidental information sharing can arise when friends and relatives are unaware of what
information they should and shouldn’t be sharing online, with ‘word of mouth’ behaviour
presenting an avenue for how this information can be shared. These risk behaviours influence
recommendations for training and awareness, and link to main theme “Improving training and
awareness for friends and relatives”, but also result in consequences for the military, as outlined
in main theme “Impact of friends and relatives’ cyber risk”.

In theme “Impact of friends and relatives’ cyber risk”, participants outlined two types
of consequence for military friends and relatives engaging in online risk behaviours, forming two
sub-themes. ‘Information can be targeted by an adversary’ summarises how information shared
about operational information can be used by an adversary to plan an attack. ‘Political and social
ramifications of information sharing’ addresses the impact of how defamatory comments or
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negative opinions from personnel shared with a friend or relative can be shared onwards into the
public domain and viewed as representative of the military’s opinion.

Whilst participants were asked questions specifically on how friends and relatives are
currently involved with cyber resilience, additional information about their own approach to
cyber training and awareness was discussed, forming the main theme “Existing cyber training
and awareness approach”. The sub-theme ‘no existing approach for friends and relatives’
highlights the reliance of friends and relatives to use their own understanding of cybersecurity to
make decisions when it comes to online behaviours that influence their military person. This is
accompanied by sub-themes surrounding the existing military culture towards cyber of relying
on cyber experts, due to fear of being embarrassed or not knowing the answers, reflected in sub-
themes ‘Military culture does not encourage cyber mindset’ and ‘fear of embarrassment or not
knowing’. The sub-theme ‘limitations of cyber training and awareness for employees’ details how
participants identified challenges of cyber training being inconsistent with no information about
friends and relatives online risk habits. This theme links with the main theme “Improving training
and awareness for friends and relatives” as recommendations for future initiatives built on
conversations about the existing situation.

Main theme “Improving training and awareness for friends and relatives” discusses
suggestions for future initiatives to improve the contributions friends and relatives make to
military cyber resilience. Three sub-themes focussed on creating content, the first focusing on
‘keeping up with threat landscape’. Additionally, participants highlighted that cyber can be
complicated, but everyone should be able to understand the basics in sub-theme ‘accessible
materials for everyone’. One participant re-iterated the importance of explaining why secure
online behaviours are important to keep their military person safe to Key Relations, represented
in the sub-theme ‘importance of the why, as well as the what’. The two other sub-themes
summarised suggestions for engaging friends and relatives in cybersecurity initiatives, with
‘pride encourages engagement with materials’ focussing on the role of utilising the role of pride
in information sharing behaviours as proud Key Relations are keen to get involved any way
possible. Sub-theme ‘overcoming fear and information overload’ suggests that content needs to
avoid scaring friends and relations or overloading them with information.

The final theme “Responsibility for friends and relatives’ online behaviour” feeds into
the previous theme surrounding training and awareness, identifying who should manage aspects
of friends and relatives’ online risk. Both participants suggested the military person should know
what information is sensitive and what should be shared, reflected in sub-theme ‘military
personnel to keep their information secure’. This relates to sub-theme ‘military personnel to
communicate requirements to friends and relatives’ as military personnel should have open
discussions and create boundaries with friends and relatives to reduce opportunity for
compromise. This was supplemented with ‘barriers of communication between friends and
relatives and military personnel’ where participants outlined open discussions about friends and
relatives’ online behaviour and how it affects the military person may cause tension or upset with
some Key Relations.

5.1.3. Alterations and decisions made following results and feedback

No questions were altered during the pilot study process as the use of a semi-structured
interview schedule allows for the interview schedule to follow the lead of the participant, which
occurred for both pilot study participants, and still covered all questions. However, it was found
forthe question which focussed on future research and seeking participants opinions about what
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to ask Key Relations in Phases 3 and 4, both participants requested more information about what
each phase would consist of. Therefore, in the main study the researcher provided more detail
than the interview schedule originally detailed stating Phase 3 aims to explore online behaviours
in an online survey, similar to a survey completed with military personnel and that Phase 4 aims
to identify what Key Relations would like from any future cybersecurity training, education and
awareness initiatives to help them engage with these programmes and highlight how bestto keep
their military person safe.

During the transcription of the interviews, the researcher noted considerations in the
interview approach taken during the interviews. The first consideration was that some follow-up
questions had taken more of a leading approach which reflects the experience of becoming
familiar with the interview process and questions and served as a learning point and something
to consider when asking questions in the interviews in the main study. The additional
consideration was that sometimes the conversation naturally strayed away from the topic of
friends and relatives to military personnel themselves. Knowledge of the approach by military
personnel can be helpful in providing context, especially when considering the role of military
personnel communicating rules and up to date information about cybersecurity threats and
mitigation behaviours. However, the researcher reflected that it was important in the main
interviews to bring the conversation focus back to friends and relatives whenever it strayed too
far away, to ensure the objectives of the research are addressed.
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5.2. Phase 2 Main Study: Method

5.2.1. Participants

Not including the pilot study participants, a total of 17 participants took part in the semi-
structured interviews. Nine of the participants were military representatives from each of the
Front-Line Commands. Eight of the participants were subject matter experts (SMEs), who had
expert experience of working in cyber roles within the defence industry, specifically a military
organisation. Table 1 provides an overview of the number of participants recruited from each job
role and sub-category. Opportunity sampling was used to recruit participants, and potential
participants were invited to participate by gatekeepers identified by the research sponsor to
access the military community and SMEs. The researchers provided the gatekeepers with an
overview of the research and contact details for the researcher, so interested individuals could
contact the researcher directly ensuring voluntary participation. Whilst the intention was to
recruit an equal number of participants for each role, there was some crossover of job roles
within the SMEs which meant that after initial invitation and completion of interviews, additional
SMEs with experience in Cyber Incident Reporting & Monitoring were recruited to adequately
represent that population.

Table 5.1.

The number of participants in Phase 2 and their specific job role

Job Role Number of Participants
Military Representative — Royal Navy 3 Participants
Military Representative — British Army 3 Participants
Military Representative — Royal Air Force 3 Participants
Subject Matter Expert — Cyber Education & 5 Participants
Awareness
Subject Matter Expert — Cyber Incident 3 Participants
Reporting & Monitoring

5.2.2. Materials

The materials consisted of a semi-structured interview schedule with questions divided
into sections consisting of opening questions, friends and relative specific questions,
responsibility questions, and a future research question. These questions were shaped by the
experience from the pilot study and the full interview schedule can be found in Appendix B. The
interview schedule began with an opening section for the researcher to introduce themselves
and the research and provide the opportunity for participants to verbally consent to take part.
The opening questions followed this, of which the first consisted of asking participants about
their job role. This was to provide the researcher with detail about what participant group the
individual belonged to and provide context to ensure future prompts were relevant to the
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individual. The second opening question aimed to support the findings from Phase 1 about the
definition of Key Relations by asking participants who they describe as their close relations.
Participants were prompted to consider friends, as well as relatives. As both opening questions
provide the opportunity for participants to divulge personal information, these questions were
framed to ensure participants only answered with as much detail as they were comfortable with.
The friends and relative specific questions began by asking participants about their opinion on
friends and relatives online behaviours that could present a risk to military organisations.
Prompts focused on social media and risks of shared networks and devices. To develop the
conversation towards training, education and awareness initiatives, participants were then
asked about their own cybersecurity training and awareness they have in their own job, including
their opinion on this training and areas for improvement. Participants were then asked what
existing cybersecurity programmes they knew of for friends and relatives, with prompts about
what they think would be good to include, and if there’s anything they receive as part of their
training that would be worthwhile friends and relatives becoming aware of. There was only one
question about responsibility which asked participants to consider that as Key Relations can be
a target for military adversaries, who they think the responsibility of Key Relations online
behaviour should fall to. Prompts asked whether it should fall solely to Key Relations or others,
and then why they directed responsibility in this way. Finally, participants were provided with
information about Phases 3 and 4 of the research project, outlining these Phases focus on the
perspective of friends and relatives themselves and consist of an online survey about online
behaviours (Phase 3) and then focus groups to inform training, education & awareness
programmes (Phase 4). Participants were then asked their opinion on what questions should be
asked of friends and relatives in Phases 3 and 4 of the research project.

Whilst questions were nearly identical for all the participant groups, additional prompts
were included for some participant groups to draw on their experience in their role. For SMEs in
Cyber Education & Awareness, it was expected they would be aware of existing materials friends
and relatives could access about online safety behaviours and cybersecurity risk, so an
additional prompt was included to address if they think there are any gaps to address in these
materials. For SMEs in Cyber Incident Reporting & Monitoring, the question schedule was altered
slightly with the question about their own training being included as an opening question.
Additionally, these SMEs were also asked about recommendations they had to mitigate online
risk behaviours friends and relatives might have to military cyber resilience. This question
allowed them to use their experience to provide an opinion about online security behaviours that
should be a priority for friends and relatives.

5.2.3. Procedure

Participants were invited to participate in the interviews by a Military Advisor and
Technical Partner at Dstl who acted as a facilitator to enable access to potential participants via
email. These individuals provided an overview of the aims and objectives of the research, what
the interviews consisted of details about compensation and the interviewers contact details.
Participants interested in the research contacted the interviewer who provided the Participant
Information Sheet (PIS) and Informed Consent Form (ICF). Participants returned the consent
form via email either by including an online signature or by printing and scanning the forms with
a handwritten signature. Once the ICF was returned completed, a time was arranged to conduct
the interview. Interviews took place on Microsoft Teams and participants were invited to choose
whether to have their cameras on or off. The researcher had their camera on, to encourage
rapport with participants. The interviews were participant led with the researcher following the
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semi-structured interview schedule outlined above and took approximately 45 minutes to
complete. At the end of the interview, participants were fully debriefed.

5.2.4. Ethical Considerations

To encourage voluntary participation, individuals interested in taking part in the research
contacted the researcher directly, who provided a copy of the PIS and ICF. Participants were
encouraged to read the PIS and take at least 24 hours thinking time to consider the points and
ask any questions they had. The PIS also highlighted to participants that deciding to take part
would not affect their career, to mitigate participants feeling obliged to participate because of
the nature of military organisations and following an order from the Chain of Command. Only
once the ICF had been returned completed did the researcher and participant agree a time for
the interview to take place. At the beginning of the interview, participants were provided with a
reminder of the aims of the study, and what would be asked of them in the interview, including a
reminder than there was no requirement to answer any questions, and that they could choose to
end the interview at any point, and asked to confirm if they were still happy to continue. A copy
of this overview is provided at the beginning of the interview schedule in Appendix B. At the end
of the interview, participants were provided with a debrief sheet which signposted support
services, some of which are military focussed. Participants were compensated for their time by
following the process of the Ministry of Defence’s Experimental Test Allowance (ETA). The
compensation rate was calculated based on the published rate for ETA at the time and guidance
from the Ministry of Defence Research Ethics Committee (MODREC), totalling £9.51.

A Dictaphone was used to record audio from the interviews, rather than the capability to
record available on Microsoft Teams which automatically records audio and visual data. This
allowed participants to have their cameras on if they desired. Immediately after completing the
interviews, audio files were stored on a password protected electronic drive and deleted from
the Dictaphone. Participants were informed they could choose to withdraw from the study up to
seven days after completing the interview. After this period, the audio recordings were
transcribed and labelled with a pseudonym so that participants could not be identified.
Transcription occurred in the two weeks following the 7-day cooling off period, and audio files
were then deleted. Data including transcriptions, codes, theme tables and thematic maps were
stored on a password protected drive with multi-factor authentication enabled. Data passed
between researchers during the process of assessing inter-coder reliability was sent between
researchers via email in a password protected format. The data (not including the audio file) will
be stored for 5 years in accordance with the ethical guidelines provided by the British
Psychological Society. The phase of the research was examined by and received favourable
opinion from three separate ethics panels, the Dstl Scientific Advisory Committee (SAC),
MODREC and Bournemouth University. Evidence of this is included in Appendix F and Appendix
G.

5.2.5. Data Analysis

The interview transcripts were analysed using Braun and Clarke’s (2021) process of
inductive thematic analysis, which follows a six-step approach to analysing qualitative data.
These steps were discussed initially in Chapter 3, the following section describes how the
analytical approach was applied to the current dataset.

The interviews were manually transcribed for security reasons, however this also
provided the opportunity for the first step of the analysis to begin to take place, familiarisation
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with the data set. As the researcher using the analysis, conducting the interviews and
transcribing the interviews, | was able to start the familiarisation process early and continued the
process by reading the transcripts multiple times. During this period of familiarisation, | made
reflective notes about the interview process but also made notes about any of my initial thoughts
about codes. No actual codes were created until the next step of analysis, coding. When reading
through the transcript | applied code labels to describe the data, using the comment function in
Microsoft Word. Code labels were not included for each line of the data, with some code labels
reflecting multiple lines of the interview. During this process both semantic and latent codes
were created. Semantic codes reflect surface level information, such as clearly stating risk
behaviours, whereas latent codes reflected more implicit meanings. An example of latent codes
occurred when participants discussed how the role of framing engagement between military
organisations and Key Relations about online behaviours should be positively reinforced and
positive stories about Key Relations shared, which was coded as accountability and discouraging
blame culture. To assess reliability of the analytical process, inter-rater coding occurred. This
process involved a second researcher analysing three transcripts, two transcripts were from
military representatives of different Front-Line Commands, and one transcript was an SME in
education and awareness. Following the coding of each transcript, the codes were collated, and
similar codes clustered together to identify patterns within the data from codes. In this stage, the
early draft of atheme table was formed. Due to the length of the transcripts, this was done initially
for each transcript, and then transcripts were collated to identify themes for all the data from all
transcripts. This allowed for a natural progress of the next step of analysis, developing and
reviewing themes. The step of developing and reviewing themes aims to understand whether the
themes that have been identified are representative of the full data set. For this research, some
themes that appeared frequently within early transcripts became less poignant as the analysis
process developed and became sub-themes of a main theme, rather than a main theme. Once
themes and sub-themes were identified from the analysis of all transcripts, and all relevant code
data collated, the process of fine tuning the names of the themes and sub-themes, as well as
their description occurred. For example, one initial theme was created which encompassed the
variety of online risk behaviours related to military friends and relatives, such as social media
behaviours and lack of understanding about technology. As the analytical process progressed,
this theme became expansive to the extent one theme was not representative of the facets of
these risk behaviours, and so two separate themes were created. One to address the online
behaviours that could pose a cybersecurity risk to military organisations, termed Online risk
behaviours, and a second theme reflecting the potential reasons individuals might engage in
online risk behaviours, termed Understanding online risk. Throughout the process of refining the
themes, codes which did not initially align with any of the themes and ideas were placed in an
‘unallocated’ theme. As the themes become more refined, some of these unallocated codes
were included in these refined themes.

During the theme refining process a large element of inter-rater coding occurred. Once
the data was collated into a refined theme table, the second coder reviewed the results to assess
anydiscrepanciesintheme creation or wording. The final step of athematic analysis is the writing
up, which has been done in this thesis in the results section of this chapter. The results section
provides a written overview of the themes and sub-themes, as well as detail about the reflective
process which | used throughout the analysis process. Once the data had been collated into the
final theme table and thematic map, the second coder assessed the results to provide
agreement on themes, and how they were represented. The results of this analytical process will
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be discussed in the following section, with Figure 5.1 being a thematic map which outlines the
relationship between the themes. The theme table for these results are included in Appendix |.
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Figure 5.2:

Main study themes following a thematic analysis and the relationship between the themes
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5.3. Phase 2 Main study: Analysis

This section approaches the findings from a qualitative style where the results and
discussion are reported together. This style of writing is recommended when applying Braun and
Clarke’s (2021) approach to thematic analysis as it allows interpretation of the results to be
integrated into the explanation of the findings. This chapter reports 9 main themes, (1) Definition
diversity; (2) Online risk behaviours; (3) Understanding online risk; (4) Individual differences;
(5) Existing approaches (6) Training and education recommendations (7) Military culture; (8)
Positive Cybersecurity Culture; (9) Responsibility. This analysis section will provide an
overview of these themes, including the relevant sub-themes. Whilst each main theme is
distinct, some themes approach different aspects of the same topic. Theme 2, Online risk
behaviours, is closely related to theme 3, Understanding online risk, as theme 3 discusses
potential reasons for why individuals might choose to engage in the online risk behaviours
outlined in theme 2. Figure 5.2 is a thematic map outlining the main themes and how they relate
to each other, the full theme table including transcript codes can be found in Appendix I.

5.3.1. Main theme 1: Definition diversity

This theme explores the individual friends and relatives that participants identified as
those they consider Key Relationships, during the interviews. Participants highlighted a range of
friends and relatives, which are discussed further in sub-themes: Immediate family, Extended
family and Close friends. Participants also highlighted that the definition of a key relation can be
dependent on other factors, in sub-theme Situation dependent. Finally, this theme explores how
the language currently used within military organisations and the approach to friends and
relatives does not reflect current society in sub-theme Outdated terminology. Figure 5.3 provides
an overview of these sub-themes and the relationship between them, and this section then
discusses these sub-themes in more detail, and in relation to existing literature.

Figure 5.3:

Sub-themes of Theme 1, Definition diversity, and their relationships as indicated by the dotted
lines. Arrows indicate the direction of the relationship.




When asked who they consider to be their Key Relations participants frequently
mentioned family relations such as parents, spouses, siblings, and children, which was reflected
in the sub-theme Immediate family. During the reflexive part of the analysis, the researcher
noticed that participants tended to distinguish these individuals from other family members and
friends by listing them first in one group and then pausing to consider any additional relatives or
friends that they considered in their definition of Key Relations. Supporting the findings from
Phase 1, most participants mentioned a spouse as a key relation, with one participant claiming
their wife was their closest relation (P11). This point is reinforced by the suggestion that
participants tend to disclose much more information to their partner about their job compared
to other Key Relations, “it’s almost unavoidable to talk to your spouse about all of these things
[....] there’s only so much obfuscation you can actually achieve” (P17). An additional
consideration from the sub-theme Immediate family is the frequent mention of siblings,
alongside parents, partners, and children. This consideration of family relationships extended
outwards including blood relatives such as aunts, uncles, and grandparents, termed as sub-
theme Extended family as demonstrated by participant 6 “There’s a lot of security things out
there concerning family and not just direct family, aunties and uncles”. The researcher reflected
that these types of relations differed from immediate family as they are not generally people
personnel would cohabit with but would see frequently and may have access to information that
could present a cyberrisk if shared online. Relations are not limited to blood relatives, with some
participants discussing how family through marriage such as in-laws and other members of
partners’ families, would be considered a key relation, “and some of my wife’s family” [P8].
Additionally to family participants also identified friends as Key Relations in sub-theme Close
friends. There was no consistent definition of which friends were considered Key Relations by
participants and the type of friend varied in strength with friends from school (P13), a close
neighbour (P8) and friends considered acquaintances that have frequent contact through
hobbies and sports (P3). Supporting findings from Phase 1 the term ‘best friend’ was used which
supports the notion that friends can be considered as close as family relations by some people.
Many participants mentioned colleagues as friends, with some even stating their colleagues are
closer friends than non-serving friends (P2), but that their life is led in two parts with friends from
home and work friends not integrating, “in the military you have the two parts of your life so
friends from growing up but then you meet a whole host of people along the way you’d class as
friends” (P13). Friends who are immediate colleagues or serving in another unit or branch would
already receive similar cybersecurity training to any military person, due to being a military
person themselves therefore are not included within the definition of Key Relations in this thesis.

There was some suggestion that the inclusion of certain friends and relatives is
conditional to the situation and environment, with the definition being open for interpretation, in
sub-theme Situation dependent. Participants highlighted the importance of considering the role
of technology when defining Key Relations as our contacts have become more widespread, with
one participant stating, “it’s a really difficult one to define especially with globalisation and how
well connected we are across the world” (P15). As technology plays an increasingly important
role in our everyday lives, and when considering cybersecurity, participants suggested that a
close relation when could be anyone that can reach us on social media. This access may be
direct as a friend or connection, or indirect through viewing our online activity, “anyone who can
access your social media page or is able to post something about you could be counted as close”
[P13]. Additionally, one participant reflected how blended families may present a unique
approach to Key Relations, and the importance of considering an ex-spouse as a key relation due
to the logistics of co-parenting [P8]. This is an interesting point when considering the extent Key
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Relations have access to information about military operations when the individual is deployed.
Someone who would not necessarily be considered a key relation by the individual or military
organisation may still require cybersecurity education and training to understand their role in
keeping sensitive military information secure. This lack of consideration from military
organisations about the diversity of Key Relations is discussed in sub-theme Outdated
terminology. Military organisations currently focus on next of kin relationships and dependents
recorded by personnel in the Joint Personnel Administration (JPA) system. This sub-theme,
Outdated terminology, highlights how friends and family have concerns that the term dependent
isn’t reflective of current society and how Key Relations “had their own working capacity and their
own goals, they weren’t dependent on the military personnel for daily living” (P15). Gribble et al.
(2020) in a review of the literature focusing on military families, suggested the terminology most
commonly used reflects a heteronormative and two-parent family, with family dynamics such as
single-parent families, unmarried relationships and LGBTQ families being under-represented.
Therefore, it is important to provide terminology that reflects the variety of loved ones that a
military person may have in their life, when approaching all research on military families,
including cyber resilience.

This theme of Definition diversity supports the findings from Phase 1 where an initial
definition of the term ‘Key Relations’ was created. Sub-themes reflect participants’ range of Key
Relations including immediate family, extended family, and friends and corresponds with initial
findings from Phase 1, which can be found in Table X in Chapter 3. Based on the findings from
both Phase 1 and Phase 2 sub-themes, the definition of ‘Key Relations’ identified from this
research includes the following friends and relatives: Spouse/Civil Partner, Unmarried partner,
short term partner (less than one year), Parent or Guardian, Child, Sibling, Grandparent,
Extended family e.g. Cousin, Aunt, Uncle, Niece, Nephew, Co-habiting friend/roommate, Friend
from school and ‘best friend’. Whilst this definition was created with the intention of directing
future cybersecurity initiatives, there is the potential for this to be extrapolated to different areas
military organisations consider friends and relatives. A plethora of research exists on the
detrimental effects of a relative serving in the military on dependents mental health, however this
research mostly focuses on spouses and children, without considering that an individual with an
unmarried partner, not identified as a next of kin may not be offered the mental health services
to help them support their military person. This is important when you consider the role of family
and friends in supporting the welfare of military personnel, so they can complete their role
successfully. Woodall et al. (2021) found that military personnel with spouses that had
dissatisfaction with the military and perceived the same for their serving person, had higher
marital conflict and the service person was more likely to leave the military. However, this effect
was mediated when the spouses had a higher level of social support (Woodall et al. 2021),
demonstrating the importance of military organisations supporting Military Key Relations,
wherever possible, as this ultimately benefits the personnel and the organisations themselves.

5.3.2. Main theme 2: Online risk behaviours

Theme 2, Online risk behaviours, discusses the online behaviours that Military Key
Relations engage in that could present a vulnerability and consequent risk to military cyber
resilience. Participants in the interviews were concerned about Key Relations oversharing
information online, in sub-theme Oversharing information. This oversharing often happens on
social media platforms, and the sub-theme Social media vulnerability discusses the risks
associated with Key Relations’ behaviours on social media. Some participants highlighted they
were concerned about their Key Relations behaviours online creating risk not associated with the
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military in sub-theme Non-military risk behaviours and they suggested Key Relations also exhibit
behaviours that present a low cyber risk in Lower risk behaviours. Figure 4 visualises these sub-
themes and the relationship between them.

Figure 5.4:

Sub-themes for Theme 2, Online risk behaviours, and the relationship between them as
indicated by dotted lines. Arrows indicate the direction of the relationship.
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When asked about their opinions on the online risk behaviours friends and relatives can
engage in that presents a risk to military organisations, there was a large focus on online
information sharing discussed in the sub-theme Oversharing information. Participants were
concerned Key Relations behaviours creates more cyber risk for individuals inside and outside of
the military, than necessary. Participants highlighted that Key Relations view information sharing
as innocent, but the behaviour is risky as information can be aggregated by a military adversary
to create pattern of life [P3]. Pattern of life is movement and behaviours of people, and movement
of equipment such as vehicles, vessels and aircraft, that are consistent within an area of interest.
Due to the potential a threat actor would be able to identify the location of people or equipment
based on pattern of life, these online risk behaviours create a vulnerability for individuals to
become the victim of a more sophisticated physical or cyber-attack. Whilst participants
suggested the classification of information that Key Relations can share may not be sensitive,
there is a potential risk to military cyber resilience through threat actors triangulating this
information, “all the adversary needs is just the last bit of information in the puzzle” (P5). When
suggesting examples of the type of information that an adversary could target to triangulate or
create pattern of life participants mentioned location, timings, mention of weapons and
information that details the movement of senior or very important people. Additionally,
participants’ opinions were that personnel and Key Relations who share information about their
security classification were more likely to be at risk from an individually targeted attack from an
adversary. Adversaries may choose to target these individuals due to the perception they will
have access to more detailed information, “policy driven not put classification on social media
or job websites [..] that could be a target for threat actors for spear phishing” (P15).

A common vector for sharing this information online is social media. One participant
highlighted the main concern for military cyber resilience is “people being crap on social media”
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(P17), which is explored in sub-theme Social media vulnerability. Participants highlighted Key
Relations’ behaviour on social media makes them more vulnerable online and consequently
increases the cyberrisk for military organisations. Participants identified a variety of social media
platforms that presented a risk including WhatsApp, Facebook, Instagram, Twitter, LinkedIn,
BeReal and Snapchat. Much of the concern focuses on the lack of control people have over their
pictures and videos once shared on social media platforms, “once it’s out on WhatsApp, you’ve
lost it” (P5). Whilst participants mentioned a variety of platforms that could present a risk for Key
Relations sharing sensitive information online, research into oversharing on social media
identified oversharing happened more on Facebook compared to other social media platforms
including Instagram, Twitter and Snapchat (Brammer et al. 2022). Military personnel and SMEs in
the current thesis considered how the risk of Key Relations posting military information online
grows when social media profiles are made public. This risk is further increased when individuals
share classified information in the public domain [P5], as “friends and relatives [...] having open
social media profiles and posting movements of where they’re based and going to visit can be
quite detrimental” (P14). Key Relations may also present an increased risk to cyber resilience if
they have open profiles on fitness tracking apps, such as Strava. Whilst participants frequently
spoke about how personnel can be vulnerable to an attack if they openly share their running
routes, this is something that ought to be raised to families who live on or near a military base,
especially those residing outside the UK in locations where their use of a Western app may be
more easily attributable [P14, P16]. Individuals with open or public social media profiles are also
vulnerable to a targeted attack if threat actors are able to connect military personnel to their Key
Relations, “the hostile threat actor might go onto your social media account [..] not actually
target either of you but maybe 3 or 4 people down in your contacts list because that’s the weak
point” (P15). One example of this is the previous MI6 chief, John Sawers’ wife having an open
Facebook profile with easy to access information about their location, addresses, personal
connections, and children. The risk of such a prominent individual’s information being shared by
a key relation into the public domain creates a physical risk for himself but also of his family of
being kidnapped or assassinated (Boorman, 2012) or potentially becoming the victim of online
blackmail.

This vulnerability also occurs for social media groups, such as Facebook groups designed
for military spouses to provide support to one another. Vulnerability can occur for these groups
when they are public as they could be infiltrated by an individual that wishes to gain military
information. One participant highlighted this as a potential outcome if Key Relations social media
groups are public, “even though there’s no malicious intent there, there could be IP addresses
[..]from countries that you wouldn’t necessarily want” (P14). The role of perceived control could
be influential in determining the extent individuals choose to share information within these
groups. Perceived control exists when an individual believes they have control of a situation if
they think they can predict it sufficiently to make a rational decision (Skinner, 1996). Hajli and Lin
(2016) identified that individuals with a higher perceived control on social media networks, are
more likely to share information on social media. If Military Key Relations perceive that social
media groups are created with the purpose of offering support and guidance, they may be more
likely to share sensitive or classified information within these groups. This can create a potential
risk if group admins are not closely monitoring group access and the group is infiltrated by a
threat actor. This vulnerability on social media can also be explained by the Privacy Paradox. This
theory suggests individuals who are actively aware of the online risks on social media and how to
mitigate against these risks, predict there is a low probability of these risks occurring for
themselves, and so don’t actively engage in online safety behaviours (Barth & De Jong, 2017).
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Whilst the existing research into this mainly focuses on this paradox first-hand, the participants
inthe currentthesis appear to make justifications for why their Key Relations’ are less vulnerable.
One example includes a key relation living remotely, “on his network as an example he can have
no password as his house is in the middle of nowhere” (P9). If personnel perceive their Key
Relations having a low online vulnerability, and thus the risk to themselves in their military role is
lower, this may influence the extent they encourage their Key Relations’ to apply online safety
behaviours. The privacy paradox is closely linked to Optimism bias, which is explored further in
sub-theme Overconfidence and complacency, in Theme 3.

Participants conversely highlighted behaviours their Key Relations exhibit online that
present less cyber risk, in the sub-theme Lower risk behaviours. Participants spoke about the
older generation being less engaged with newer technology, including social media, which
makes them less worried about their online safety. For example, one participant spoke about
their lack of concern about their father-in-law due to him only using technology he understands
and not getting involved with newer technology “well he’s not getting into the new tech, so there’s
not the threats” (P9). However, there is the potential that participants identify lower risk for these
Key Relations, without considering the possibility their Key Relations are vulnerable by not
actively engaging in behaviours to protect themselves online. During the inter-coder reliability
process, both researchers perceived some participants initially identifying their Key Relations as
behaving in a way online that presents a low cyber risk and then contradicted themselves later
by suggesting they were concerned about their Key Relations’ online behaviour. This could have
been because the behaviours they were concerned about do not directly relate to military cyber
resilience, such as those discussed in sub-theme Non-military risk behaviours. This sub-theme
highlights participants’ concerns about online risk behaviours that Key Relations engage in that
wouldn’t directly influence military organisations but demonstrates they are potentially engaging
in insecure online behaviours. These risk behaviours mainly focused on being a victim of a scam
and losing their money. This behaviour can be applied to a military context as the attack format
could be similar such as social engineering, but the outcome differs as the threat actor is
attempting to reach the military person or seek military information rather than financial
information. This sub-theme is closely linked to theme 4; Individual Differences as when
participants were discussing their concerns about these risks, the Key Relations they were
discussing were mainly from an older generation. Theme 4 discusses the role of generational
differences in online behaviours and consequent online risk behaviours.

5.3.3. Main theme 3: Understanding online risk

Theme 3 is closely linked to theme 2, Online risk behaviours, as both focus on cyber risk
for military organisations and how friends and relatives’ online behaviours contribute to military
cyber resilience. Whilst theme 2 focuses on the online behaviours that can present a cyber risk
to military organisations, theme 3 explores the suggested reasoning and understanding
participants mentioned during their interviews for Key Relations might choose to engage in these
risky online behaviours. Sub-themes included as these suggested explanations include:
Expectation of social media, Desire for acceptance, Application permissions uncertainty,
Barriers to secure behaviours, Accidental compromise, Lack of understanding, Overconfidence
and complacency, Increased risk overseas and Pride influences behaviour. Figure 5 depicts
these sub-themes and the relationship between them.
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Figure 5.5:

Sub-themes of Theme 3, Understanding online risk, and their relationships as indicated by the
dotted lines. Arrows indicate the direction of the relationship.
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One of the challenges for keeping personnel and Key Relations safe online that
participants frequently mentioned is the pervasiveness of technology, and how it has changed
throughout participants’ careers. The use of technology within the military, especially when
mobile phones are a necessity for most military operations (P17), makes it difficult to control
when devices are used and what information is shared, meaning Key Relations may have access
to real-time information. In the sub-theme Expectation of social media participants ruminated
on the challenge of living in a society dependent on technology and the internet, and the
requirements to share everything about our lives on social media, “otherwise it’s not real or it
doesn’t exist” (P13). Participants spoke about a cultural shift of sharing information online and
becoming more dependent on social media. One participant explained information about their
children’s hobbies and school trips are communicated via social media, and can be challenging
to access without social media profiles, “it’s all on Facebook so we had a right rigmarole to say
right can you send it to us please, because we’re not on Facebook” (P3). This culture of sharing
information on social media could stem from the perceived benefit that occurs from sharing
information about oneself on social media. Research suggests these benefits can include an
improved relationship quality (Valkenburg & Peter, 2009), increased connection with others and
reduced loneliness (Deters & Mehl, 2013) and increased social support (Haslam et al. 2017). The
feeling of connectedness might be especially important for Military Key Relations as online
communication has been found to mediate the negative effects that military families experience
due to relocation (O’Neal et al. 2022) and frequent separation from their military person (Rea et
al. 2015; Bittner, 2014).

This aspect of wanting to share our lives online is heightened when Key Relations
overshare online due to seeking gratification from others, as highlighted in sub-theme Desire for
acceptance. Participants stated that Key Relations may choose to post online if they desire
social acceptance and gratification from others, and use information about themselves and their
military person to their social benefit. This social acceptance may be sought in the form of a
popularity contest online [P14] but also to benefit their military person’s career, “their way of
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climbing the social hierarchy is having that information and sharing it” (P9). Affect heuristics
suggest that an individual engages in an an online behaviour that violates the privacy of the
information, if they perceive the behaviour as favourable. Behaviours that are viewed positively
have a lower perceived amount of risk associated with engaging in this behaviour (Dincelli et al.
2017). An example of this is posting information on social media due to seeking a positive
consequence, such as validation or acceptance from others. As chapter 1 discussed, it is
important to distinguish between privacy and security behaviours, particularly as research has
identified that there may be distinct explanations for these behaviours (Chassidim et al. 2020).
Whilst affect heuristics are included as a potential explanation for making information privacy
decisions, availability heuristics are potentially a more appropriate explanation for decisions
about information security decisions, discussed further in Theme 7, Military Culture. It is
important to understand the reasoning behind Key Relations’ decisions to post information on
social media, to ensure any attempts at reducing this vulnerability through cybersecurity
initiatives are relevant and effective.

Social norms may provide a suggested explanation for why individuals perceive that
sharing information about themselves online may result in acceptance from others in society,
with individuals attempting to balance disclosure of information with appearing likeable online
(Spottswood & Hancock, 2017). Neubam et al. (2023) conducted cross-culture research into the
effect of social norms of adopting privacy behaviours online in Germany and the US and found
that social norms that were strong in encouraging privacy online were met with less positive
attitudes. Whilst potentially due to the dislike of participant’s perception of being pressured to
engage in privacy behaviours (Neubam et al. 2023), this finding has implications for
recommendations of how to encourage Key Relations to protect their information online. If Key
Relations feel pressure from military organisations to engage in secure online behaviours and
alter their behaviour online drastically, it could have a detrimental effect rather than the intended
positive influence on cyber resilience. In this thesis, participants mentioned that one way Key
Relations may seek acceptance online if through sharing increasingly more information, due to
social media becoming a “popularity contest” (P14) of likes, views and follower count. The level
of information required to gain popularity is increasing over time as “You have to hit certain
criterias to be accepted and have to do even more things to be accepted” (P9). In terms of Key
Relations keeping themselves and their information safe online, there is a connection between
individuals desiring social approval and having a public social media profile, and having a large
number of social media followers leading to more positive emotions for those with a high need
for approval (Sciara et al. 2023). One participant highlighted their concern that this risk will
increase as careers in social media increase, “there’s so many careers you can get in social
media now [..] but if that’s done in a base or accommodation then it could give identifiable
information” (P14). This will make it more difficult for those with a career that requires them to
share infromation about their life online, such as content creators and social media influencers,
to balance privacy and security with career success.

This risk can increase further when individuals decide to post this information without
considering how application settings can protect this information and keep it within an
individual’s online circle rather than in the public domain. The sub-theme Lack of consideration
of app permissions discusses how participants suggest the societal norm is to not consider
permissions for applications (apps) and to automatically allow apps to default to the most public
settings on social media accounts. Whilst participants highlighted individuals lack consideration
of the risk of insecure security settings, one participant reinforced that anyone with a connection
to the military should be even more considerate of their security settings, “if you download an
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app or use a hew platform you have to be so ruthless about finding out what the security settings
are and how to minimise the risk” (P8). This is to ensure that not sensitive military information
that could be used by a military adversary, is shared. This sub-theme, Lack of consideration of
app permissions, is closely linked to sub-theme Barriers to engaging in secure behaviours, which
discusses how the default settings of technological devices or communication platforms may
create an indirect source of vulnerability for Key Relations. There is the potential that Key
Relations may be unaware of their vulnerability to cyber risk due to the assumption that platforms
and technology default to their most protective setting.

Some participants suggested device and platform functionality may hinder the ability to
be secure online. This is because social media platforms benefit from difficult to find privacy
settings as “they want as much exposure as possible” (P8), to ensure they are profitable
companies. This is highlighted in sub-theme Barriers to engaging in secure behaviours and
explored suggestions from participants for why even though Key Relations may understand that
they should engage in secure online behaviours, there might be reasons this does not occur.
There is an increased risk of using technological devices such as mobile phones and SIM
(Subscriber Identity Module) cards. This technology is designed to help device networks function
efficiently, rather than to protect the location of the users, including military personnel and their
Key Relations when overseas [P17]. Functionality also becomes a barrier when secure online
behaviours hinder Key Relations being able to communicate with their military person, and so
individuals may revert to insecure behaviours down to the priority being communicating with
their loved one. One participant was concerned Key Relations will revert to insecure methods of
communication such as Whatsapp and Facebook if they cannot communicate with their military
person, “hit and miss [communication] will push them to revert to [...] taking shortcuts and
moaning and start posting on Facebook again rather than being secure” (P12). Participants
explained that military personnel and their Key Relations are discouraged from using WhatsApp
as a communication platform due to the security vulnerabilities of the platform and their over-
reliance on WhatsApp’s advertised end-to-end encryption [P1, P12]. However, participants
discussed that safer online behaviours and communication choices can only be implemented if
Key Relations know that they exist and how to implement them, “that works if parents or the
family know how to do that or are aware of it or even know what that would be for” (P12). The role
of technological experience, knowledge and understanding of technology is important, as an
individual with no other opportunity in their life to learn about cybersecurity, will not be able to
apply these solutions. Therefore this sub-theme relates to the sub-theme Non-military training,
in theme 5, Existing Approaches. This sub-theme provides additional justification for creating
cybersecurity materials that provide Key Relations with information about online risks and
secure online behaviours that can help them make smarter decisions to keep themselves and
their military person safe online.

Often sensitive information is shared by Key Relations incidentally, such as not realising
that sensitive information is in the background of a selfie or not understanding the importance of
the information they are posting. The sub-theme Accidental compromise covers the idea that
individuals may accidentally reveal something based on information their military person has
told them without realising the magnitude of their behaviour. Participants highlighted that
sometimes Key Relations might realise their error and regret posting, but the action is irreversible
and the information cannot be retrieved, “l don’t think people always realise what is coming out
of their mouths at the time [..] and then it’s kind of like oh shoot | shouldn’t have said that” (P6).
For example, incidental information sharing may occur when Key Relations divulgue military
information shared to them by their military person, to prove their side of a debate is correct [P7,

117



P17]. Participants highlighted that Key Relations often have access to information provided by
their military person about where they are or where they’re going. Consequently the cyber
vulnerability occurs due to Key Relations not realising the potential impact of their information
sharing behaviour, for their military person. One participant descibed Key Relations as “a really
influential audience and if we don’t get that right they can leak just as much information as
someone else can inadvertently” (P12). The sub-theme of Accidental compromise is closely
related to the sub-theme Lack of understanding as Key Relations may accidentally reveal
information due to a lack of understanding about technology and the associated risks.
Participants suggested that Key Relations may lack the understanding of what technology exists
such as the plethora of online communication platforms, and this influences their ability to use
technology effectively. Additionally some participants highlighted that their Key Relations only
focus on the positive influences of technology and the internet, without considering the potential
dangers, “l don’t think people are quite aware of the danger the internet poses, it’s an amazing
tool but it’s also quite scary” (P14). Increased risk for military organisations due to Key Relations
behaviours could be due to limited understanding about the security of end-to-end encryption
on Whatsapp [P1], not understanding that information online can be accessed by anyone [P7],
and that friend requests may not be legitimate [P17].

Conversely, participants may have the understanding of technology and the associated
risks but have an overconfidence their behaviour only presents a small amount of risk that does
not affect their military person. This is explored in sub-theme Overconfidence and complacency,
where participants identified that information oversharing online may be due to Key Relations
relying on their behaviour being a one-off, or a threat actor not paying attention to their online
behaviour. This overconfidence and choice to not behave securely increases the online risk to
cyberresilience for military organisations as it provides threat actors the opportunity to aggregate
small amounts of information. This provides an opportunity for a threat actor to create a big
picture about operational information and providing sufficient evidence to act on this
information, “piecing together bits of information that friends or relatives are posting that is
innocuous could accumulatively be less than innocuous” (P4). This behaviour can be explained
through optimism bias, which suggests that even when individuals are aware of the risks of
engaging in certain online behaviours, an error in judgement makes people perceive they are less
likely to be the victim of a cyber attack. Therefore, they do not prioritise safe online behaviours,
and make themselves more vulnerable online (Alnifie & Kim, 2023). However, one participant
highlighted that Key Relations behave in this way to achieve security through obscurity, “there’s
so much information out there that you could sort of hang out in the background and not be
detected” (P3). Stutzman and Hartzog (2012) describe how this move to obscure information,
where one or multiple key elements are removed from online information to limit comprehension
of the information. Security through obscurity has been considered a solution for more practical
interactions on social media and to address the lack of consumer demand for the current
approach where social media networks are designed with privacy of data as the priority
(Rubinstein, 2011). However, the risk for military organisations occurs when multiple Key
Relations only remove one or two identifying elements from their online posts about a military
event that when aggregated can provide a sufficient level of information detail for an adversary
to act upon.

Whilst some of these considerations are not specific to Military Key Relations, there are
suggested reasons unique to the military community for why Key Relations might choose to
engage insecure online behaviours. One of these that participants discussed was the increased
risk of Key Relations sharing information online about their military person when personnel are
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deployed overseas, in sub-theme Increased cyber risk overseas. The opportunity for Military Key
Relations to share sensitive information online increases when their military person is overseas
because they have access to more detailed location and timing information that would be of
interest to an adversary [P7]. This information is also more interesting for Key Relations than
when personnel are at home “when I’m at home, it’s boring, I’'m not doing much” (P6). This
increased interest of information results in personnel providing their Key Relations with more
information as personnel are more likely to want to share aspects of their day with their Key
Relations than they would do at home, “a lot of people stationed overseas want to update family
and friends about what they’ve been doing” (P14). It is common in society for family and friends
to discuss aspects of their day with each other. However, the unique aspect of military operation
details being classified, and the requirement to communicate updates over social media when
situated away from their loved ones, increases the risk from being overseas for Key Relations
having access to information that could present a risk to military cyber resilience.

An additional suggestion unique to the military community for why Key Relations
undertake insecure online behaviours is the role of pride in encouraging information sharing,
“people feel very proud if they have children or spouses who serve in the military and so they
might post something” (P10). The sub-theme Pride influences online behaviour focuses on
participants’ experiences of Key Relations oversharing information online about personnel due
to wanting to share their pride with their own social group. Pride is an egoistical emotion
associated with self-control and that people experience when viewing their personal behaviours
and achievements positively (Baek & Yoon, 2022). Key Relations may experience pride following
their Key Relations’ success, particularly parents who may feel they had a role in preparing their
child for life, “Mums and dads are so proud of their kids, they’ll be wanting to tell everyone what
they’re up to” (P5). Pride over friends and relatives job role is not something that is unique for a
military community, but the risk that comes with sharing the extent of an individual’s role within
the military presents a unique risk due to the potential of becoming a target for a military
adversary. Research exploring the role of pride in human behaviour identified that people who
had experience pride were more likely to engage in indulgent behaviours such as a more
indulgent food choice or frivolous expense choice (Wilcox et al. 2011). Hofstede (2011) identified
indulgence versus restraint as a dimension of national culture, which plays a role in influencing
national and societal behaviour. An indulgent society values human happiness, well-being and
freedom and is common in Western societies. Comparatively, restraint societies such as in Asia
and Eastern Europe value strict social norms (Hofstede, 2011). Zhang and Yang (2018) suggest
that societies with an indulgence culture are less likely to consider information security issues,
and are less likely comply with cybersecurity requirements if it involves restraining their
behaviour. Potentially Key Relations who experience pride and may be more likely to engage in
indulgent behaviours associated with riskier cybersecurity behaviours and less consideration of
cybersecurity policy. Future cybersecurity initiatives with Military Key Relations should consider
how Key Relations can show their pride for their military person and share that pride with others,
in a way that keeps themselves and their military person safe online. All these sub-themes guide
recommendations for cybersecurity education and awareness materials for Military Key
Relations, as participants stressed the requirement of educating Key Relations on the
importance of securing the information they have access to. Suggestions for how this should be
done is explored further in Theme 6, Cybersecurity materials recommendations.
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5.3.4. Main theme 4: Individual differences

When discussing key relation’s online risk behaviours there were multiple individual
differences that participants mentioned that they believe influence Key Relations’ online
behaviour and consequent cyber risk for themselves and military organisations. The main
differences that participants highlighted was how different aged Key Relations behaved
contrarily, with the younger generation and older generations presenting the most amount of risk,
in sub-themes Younger generation’s behaviours and Older generation’s behaviours. Additionally
participants mentioned the role of personality in online behaviour in sub-theme Personality
differences and how personnel’s job roles can influence their Key Relations’ behaviours in
Military job roles. Figure 5.6 visualises these sub-themes in a thematic map, and the relationship
between them.

Figure 5.6:

Sub-themes of Theme 4, Individual differences, and their relationships as indicated by the
dotted lines. Arrows indicate the direction of the relationship.
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The first sub-theme Younger generation’s behaviours highlights the online risk presented
by younger Key Relations due to their vast and constant use of online communications platforms.
This online behaviour is the norm for their generation, when compared with older generations
(Ofcom, 2022). Whilst there was no clear definition of what participants meant by younger
generations, the Key Relations spoken about were children, siblings and nieces and nephews.
Participants discussed how it is natural for young people to want to voice their opinions, but the
risk comes when this is across a plethora of platforms, and when it is information about their
military person, “they’ve got social media platforms across the board [...] they have an opinion
and they voice that opinion immediately” (P16). Participants had contradictory opinions about
the role of age in online vulnerability. Some participants claimed the younger generation is less
considerate of the risk when communicating online, “that generation | don’t think they’d even
double take to what they’re posting or putting on” (P6). Whereas others claimed that younger
generations are much more understanding of technology, the risks and how to mitigate against
them due to the prevalence of technology throughout their lives, “brothers and sisters [...] have
grown up around this sort of thing and are switched on but my mum and dad probably not” [P13].
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When directing any future cyber initiatives to these Key Relations it is important to consider their
experience with technology is vastly different when compared to older generations due to having
grown up with access to the internet including widely available access to the internet during
school.

Additionally, younger Key Relations may be less vulnerable on social media compared to
the older generation as they prefer “closed community social media” (P4), compared to public
facing social medias where they publicise their life. Again participants had contradictory
opinions with some suggesting that the desire for younger generations to seek approval from
others makes them vulnerable online, “the younger ones want instant access and gratification”
(P16). Whilst this may vary from individual to individual, one participant discussed their concern
abouttheir children sharing information about their military role because “as a teenager it’s quite
easytobeinfluenced” (P8). This potential to be influenced may result in Key Relations innocently
sharing information that was discussed with the service person and the family. Vijayakumar and
Pfeifer (2020) explain how information disclosure is a key part of adolescents social
development. Self-disclosure helps build relationships with peers so that young people can
move away from relying on their parents to receive more support from peers (Vijayakumar &
Pfeifer, 2020). By disclosing information about themselves, young people can receive feedback
from their peers which provides them with validation for their feelings thoughts and behaviours
(Davis, 2012). This validation of emotions could be an even higher necessity for young Key
Relations of serving personnel, as children experience a wide array of emotions related to the
service person’s job. Fitzsimons and Krause-Parello (2009) Emotional Stages of Deployment
Model describes this emotional cycle from a military child’s perspective throughout the Phases
of deployment. The model begins with worry before their parent deploys, sadness and loneliness
during deployment and then an increase in positive emotions when their parent is returning
home. Sharing feelings and thoughts with others may provide Key Relations the validation
required for their emotions but also the opportunity to develop close relationships that can offer
additional support mediating the negative effects experienced due to their military person’s
deployment (Meadows et al. 2017). However, the work on the psychological and developmental
effects of deployment on children mostly explores the experiences of service children and so this
effect might be different for young siblings, or nieces or nephews where the relationship
dynamics might differ.

The existing research on the influence of age for engaging in cybersecurity best practice
is inconsistent but reflects that different generations may engage in security behaviours in
diverse ways. When discussing the sub-theme Older generation’s behaviours, participants’ main
concerns are that older generations don’t keep up with the evolution of technology, and their use
of social media is driven by their desire to communicate with their loved ones. For some in the
older generation the deployment of their military person necessitates communicating online
using new platforms they are not familiar with. This presents an additional risk to themselves but
also their military person due to their previous lack of experience with technology [P8] and
resistance to technology [P2]. This resistance to technology may stem from a lack of confidence.
Research suggests the older population can lack confidence in online environments, sometimes
unjustifiably, which influences their engagement with the internet both to make the most of the
benefits, and to engage in safe behaviours online (Morrison et al. 2021). Research into how to
engage the older population about digital literacy, online safety and how to improve their
confidence online, found that participants benefited most from was learning about online safety
and prevention. This involved explaining the benefits of using the internet, the online risks to be
aware of, how to engage safely online, and their presence on the web (Zanchetta et al. 2022).
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Older individuals found this education the most relevant for themselves when compared to
information about society online and the benefits of using the internet for education were
highlighted. Individuals also reported that having this initial insight into online risk and safety
motivated them to learn more.

Itis important to respect that individuals who are older have previous life knowledge and
experience, even if their experience is not in technology. Incorporating older people’s existing
knowledge is important when helping them understand the progression of technology and
applying new online skills to protect themselves and their military person online, “it’s a fine line
between telling the older generation we understand you’ve been around a long time, but it’s
making them understand the evolution and modernisation of everything” (P8). For example,
when exploring password behaviours, Merdenyan and Petrie (2018) found that the older
participants were more likely to write their passwords on paper to remember them, when
compared to younger participants. Writing passwords down physically can encourage older
participants to use stronger and more secure passwords as they don’t need to memorise
complex passwords. This unburdening of the mental capacity of password storage also helps the
older generation use different passwords for different platforms. However, the importance of
storing these passwords safely away from their devices should be highlighted (National
Cybersecurity Centre, 2020). Accounting for generational differences encourages individuals to
engage with secure behaviours but allows for materials to respect older generations knowledge
levels and experience that may otherwise hinder engagement. The researcher reflects that whilst
participants were not asked to provide their age, based on participants’ career and life
experiences, most participants would fallinto the 30 — 60 years old age bracket. This places them
outside of the generations they highlighted as presenting the most risk, which they identified as
their parents, or in-laws. One participant early in their career mentioned their parents and their
grandparents as exhibiting different online behaviours. Their mum posts a lot of information on
Facebook to friends “on Facebook it reaches a larger audience for her” (P6), but grandparents
preferring to share information offline due to their lack of trust in technology “grandparents | find
that they are the most security wise people ever, they don’t trust anything” [P6].

Participants discussed additional individual differences that potentially influence Key
Relations online behaviour that interplay with generational difference to influence risk. The sub-
theme Personality differences reflects participants experiences with their Key Relations
personality types and their online behaviours. Some Key Relations appear naturally more
inclined to be considerate of risk in allaspects of life, which is reflected in their online behaviours.
For example one participant spoke about their wife being “tech savvy” (P9) and suggests this
could be due to her jobrole in tech but explained prior to that role she was risk averse, suggesting
being conscientious of risk is more of an aspect of her personality. This participant also
suggested that personality may be the reason their father struggles with using technology as their
father’s previous experience in a hands-on career suited his personality, and he consequently
finds the internet frustrating as it is not an easy physical fix [P9]. When exploring personality and
the role it has in engagement with cybersecurity practices and behaviours, a lot of the research
focuses on the widely used personality construct, the ‘Big Five’ (Cattell, 1956). There are
suggestions that aspects of personality from the Big 5 can predict cybersecurity behaviours.
Shappie et al. (2019) identified that high scores in personality constructs Conscientiousness,
Openness and Agreeableness were positively related to self-report cybersecurity behaviours.
These behaviours included using different passwords, backing up files and regularly updating
anti-virus (Anwar et al. 2017). However, Shappie et al. (2019) used a participant group of college
students and Berner et al. (2011) suggests that individual age and education play a more
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significant role in predicting online behaviours than personality. When considering the findings
supporting individual differences in the current thesis, the role of personality seems less
important than age. This is an important consideration for the approach to any future
cybersecurity initiatives for Military Key Relations as any education or training needs to be
accessible by everyone regardless of their mindset, previous experience, and education level.
When discussing existing approaches for military personnel’s cybersecurity training, one
participant highlighted the benefit of hands-on training such as cybersecurity themed escape
rooms and board games, “we have an escape room [...] that’s a really good tool [..] anything that
gets people away from click through training or emails” (P14). These approaches can encourage
people to physically engage more than online training or reading a pamphlet or magazine. Further
recommendations for how to engage Military Key Relations in future cybersecurity initiatives are
discussed in Theme 6, Training and Education Recommendations.

When identifying Military Key Relations’ online risk, the influence of their military person’s
job role should be considered as not all Key Relations experience the same level of online threat,
“the threat is certainly not uniform to all friends and family” (P17). Sub-theme Military job roles
reflects how Key Relations of military personnel that are higher in command or commissioned to
more specialised units are a more attractive target to a military adversary due to their potential
access to more detailed information. There is the potential that Key Relations of individuals in
these roles are already more aware than other Key Relations about the requirements for online
safety behaviours due to the military person communicating requirements. Participant 6 spoke
about a friend who is much more aware of the requirements of posting about their parent online
due to them being in a high-risk military role. However, Key Relations receive much less
cybersecurity training, education and awareness than military personnel as identified in theme
5, Existing Approaches. This reduced access to cybersecurity materials can make Key Relations
an easier online target for adversaries. Consequently, this highlights the importance of providing
Key Relations with cybersecurity materials to ensure the potential risk their online behaviours
present to military cyber resilience is reduced.

5.3.5. Main theme 5: Existing approaches

To understand the existing approach from military organisations for Key Relations’
cybersecurity, participants discussed their understanding of the current cybersecurity training,
education or awareness initiatives for Key Relations. There was a mixed response with some
identifying they were not aware of any cybersecurity materials for Key Relations, in the sub-theme
Limited military initiatives. Others suggested Key Relations can access cybersecurity information
through outreach days in sub-theme Existing military initiatives. This theme also discusses the
alternative methods Key Relations learn about cybersecurity such as through their job or
education in sub-theme Non-military cyber training, or through external organisations in
Accessible external materials. The potential reasons why Key Relations may not be able to
access or apply cyber materials are discussed in sub-theme Barriers of existing materials.
Finally, this theme explores the behaviours personnel and Key Relations apply to keep them safe
online in Existing mitigation behaviours. These sub-themes and their relationships are visualised
in Figure 5.7.
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Figure 5.7:

Sub-themes of Theme 5, Existing approaches, and their relationships as indicated by the
dotted lines. Arrows indicate the direction of the relationship.
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In sub-theme Existing military initiatives many participants highlighted that they did not
have any knowledge of existing cybersecurity training, education or awareness materials
specifically for Military Key Relations. One SME suggested there may be cybersecurity materials
that exist for Military Key Relations that they are unaware of, but lacked confidence in the
certainty that these materials exist, “I expect if you went on certain family facing portals there
will be stuff that you can do” (P3). Participants explained that often Key Relations who reside on
military bases with their military person may learn about cybersecurity behaviours and threats
through messaging posted around the base, “we do advertise good personal security in military
locations as well, which indirectly friends and family will come across” (P16). The same
participant then reflected that this indirect messaging is only effective if Key Relations stop to
read the information and have sufficient knowledge to understand and apply the information.
Often the approach from military organisations is to rely on military personnel to relay relevant
information learnt during their own cybersecurity training and education to their Key Relations.
One participant discussed how sometimes personnel are provided with examples of the impact
of Key Relations’ online behaviours on military cyber resilience to encourage personnel to
communicate requirements to their Key Relations, “we have deliberately put in examples of
friends and relatives doing things [..] in the hope they’d take that home and educate their friends
and family” (P17). However, this also relies on personnel understanding who a Key Relation is. If
personnel perceive their sphere of Key Relations as being narrower or different than the reality,
then this information could be passed along to the incorrect people. Participants suggested that
the reason cybersecurity materials and initiatives don’t currently exist for Key Relations is
because even though military organisations recognise it as being important, it is less of a priority
than cybersecurity materials for personnel, “nothing is not important in the security domain but
there’s a level and degree of importance” (P15). There can be a challenge with directing
resources across the entire extended military community due to insufficient resources, “we
haven’t got enough people to do this” (P5). In this way, this sub-theme Existing military initiatives,
is linked to the sub-theme Barriers of existing materials.
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The sub-theme Barriers of existing materials highlights how resource limitations, and a
priority of training military personnel reduces the opportunity for military organisations to provide
Key Relations with cybersecurity materials. One participant spoke about how previously an
external organisation helped provide engaging cybersecurity materials for Key Relations, but no
longer exists due to resource restraints, “due to budget cuts during covid the annual contract
went but they used to provide us [...] with monthly campaigns focussed for friends and families”
(P12). The benefit of having an external organisation provide cybersecurity materials rather than
military organisations is that Key Relations are able to access information without relying on their
military person. Cybersecurity materials for personnel that could be distributed to Key Relations
at a low classification is distributed on the Ministry of Defence’s internal network that requires
an email domain associated with defence personnel, “so much messaging that goes out across
defence just goes out to people with a MODNET device [...] it’s very difficult to get that message
out there to family and friends that don’t have a MODNET device” (P14). The importance of
accessibility in any future cybersecurity materials and initiatives for Key Relations is discussed
furtherin Theme 6, Training and Education Recommendations.

Contrastingly, other participants highlighted they were aware of some existing ways of
engaging with Key Relations about their online behaviour in relation to military organisations in
the sub-theme Existing military initiatives. Existing engagement with Key Relations focuses on in-
person events that civilians attend. For example, airshow events provide the opportunity for
initial contact with Key Relations, and then encourage them to engage with future cybersecurity
materials, “from having the conversations we can gauge where people are confident and where
there are gaps in their knowledge” (P11). When discussing the format of the cybersecurity
materials for Key Relations, participants explained how materials are tailored to the audience.
Civilian briefs focus more on generic cyber hygiene behaviours such as secure passwords and
locking down accounts [P11] and reducing the classification of the cyber threats discussed
compared to what military personnel receive [P15]. The aim of these briefs is to encourage Key
Relations to protect their own information online. By protecting their own information, this
consequently protects their military person, without distilling fear or providing Key Relations with
classified threat information they might inadvertently share, “on the civilian side we dial that
down because we don’t want to put the fear of God into them” (P15). It is worthwhile to note that
the participants who were aware of existing ways that military organisations engage with Key
Relations about their cybersecurity were all subject matter experts, and so they are more likely
to have an increased awareness about these materials due to their job requirements.

Two participants [P11, P12] highlighted a previous contract with Get Safe Online, an
online website providing resources about cybersecurity in an accessible and factual manner (Get
Safe Online, 2024). This provided materials specifically for military friends and relatives that they
could access themselves, “one of the things we had with Get Safe Online was an outwardly
facing webpage which meant dependents were able to access it as well” (P11). Whilst
participants suggested there was currently no direct contract between Get Safe Online and
military organisations to provide materials for Key Relations, multiple participants still
highlighted the organisation as a useful resource tool for Key Relations in sub-theme Accessible
external materials. This sub-theme delineates that whilst some participants were not aware of
military provided cybersecurity materials or initiatives for Key Relations, they were aware of
external organisations dedicated to protecting individuals online that they would direct their
friends and relatives to. Get Safe Online was recommended for Key Relations due to being
colourful and using animations [P13] as a good starting point, as they have existing information
about online threats and protective online behaviours, “friends and family and can go and look
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at their information leaflets on things like email phishing” (P10). The National Cybersecurity
Centre (NCSC) was also suggested by multiple participants as being a useful resource for friends
and families. One participant indicated NCSC would be their starting point when directing their
Key Relations to cybersecurity materials due to them being accessible for individuals with arange
of knowledge, “they’re worded in which way anyone can understand them right up to having a
technical level of interest” (P13). The Ministry of Defence Cyber Confident team was highlighted
as producing easy, digestible and eye-catching cybersecurity content [P14]. Whilst the
discussion about the team responsible for the Cyber Confident Campaign mainly focussed on
the content provided for military personnel, it is possible for Key Relations to access some of
their materials. For example, the Cyber Sound Bytes podcast is available on public streaming
platforms, which provides an overview of secure online behaviours and current cyber threats,
with a focus on military personnel and their friends and relatives. Additionally in sub-theme Non-
military cyber training participants highlighted that some Key Relations already receive
cybersecurity training, education and awareness materials either in a professional capacity or at
school. One participant commented that the cybersecurity training provided in schools may
actually be more in-depth than what is provided for military personnel, “l can imagine a scenario
where the parent has been told something about password security and goes home to tell the
child and the child rolls their eyes and they already have a password manager downloaded”
(P13). This reliance on cybersecurity training in education is important as generational
differences in technological may limit both military personnel and civilian parents from
educating their children on secure cyber behaviours due to not having that knowledge
themselves. Especially as the findings from this theme, Existing approaches, highlights the
reliance of personnel to educate their Key Relations about their online behaviour can affect the
military person and military cyber resilience. Additionally, another avenue for older participants
is learning about online risks, such as scams through word of mouth by talking to friends, as well
as media outlets such as newspapers and television, “it’s osmosis nowadays isn’t it and just
talking to their friends and through the news and things like that” (P3). This sub-theme links to
theme 4, Individual Differences, as when addressing Key Relations contribution to cyber
resilience, different experiences with cybersecurity materials and messaging can influence their
knowledge levels and consequently their ability to engage with secure online behaviours. This
should be considered when creating recommendations for future ways military organisations
engage with Key Relations about their online safety behaviours, as materials should be
accessible and engaging regardless of existing knowledge levels.

Sub-theme Existing mitigation behaviours explores how military personnel and their Key
Relations have established rules for their technology and online behaviours to keep their
information safe. Participants were asked for their opinion on physical cyber risks concerning
Key Relations, such as vulnerabilities that might arise from sharing devices or networks. Most
highlighted that there is little risk to military organisations from these behaviours as long as
cybersecurity policy for remote working is followed, “I think that’s relatively low risk as long as
you follow the policy on not doing work off work IT” (P7). Virtual Private Networks (VPNs) are a
requirement for MOD issued devices [P3, P7, P16] and these devices should only be used for
work purposes and not used by friends or relatives [P14]. When discussing these responses it is
of note to highlight that participants were invited to participate by a gatekeeper providing an
overview of the research. This means participants who displayed an interest might naturally be
more interested in cybersecurity and more engaged with their role outside of the day-to-day
requirements. Therefore, these results and the suggestion that remote working policies are
followed might not be consistent for personnel across the forces. One participant noted
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examples they were aware of where children of personnel had accessed work devices and joined
meetings or messaged colleagues. There was concern this might increase as parents
increasingly rely on technology to keep children occupied, “it will become an increasing risk as
we become more dependent on technology that [..] people will share their IT with friends and
family” (P14). Nikken (2019) identified that the use of technology to occupy or distract children
can occur for a range of reasons, but factors can include parents that lack support and
experience depressive symptoms. This is relevant for the military population due to many military
personnel and their families experiencing more symptoms of mental illness than the general
population (Gribble et al. 2019). Therefore, it should be a consideration that whilst military
personnel can physically mitigate against cyber risks of sharing devices and networks, educating
Key Relations on the cyber risks may further reduce the undesirable impact on military cyber
resilience. This recommendation is relevant for other potential vulnerabilities occurring due to
Key Relations’ online behaviour, such as information sharing online. One participant explained
that to mitigate against this risk of information sharing from Key Relations, they limit the amount
of information shared with Key Relations, “if | think it’s of a sensitive nature then lwon’ttellthem,
I’lLjust tell them I’'m going away” (P8). This is possible for some Key Relations, such as extended
family and friends. However, this becomes more challenging when family requires information
about departure and arrival dates to manage family life such as childcare (Smith, 2015). One
participant highlighted it is particularly difficult to obfuscate information to their spouse, “it’s
almost unavoidable to talk to your spouse about all of these things” (P17). Theme 6, Training and
education recommendations, builds upon the opinions discussed in this theme to provide
recommendations for how future cybersecurity initiatives could be more effective at addressing
Key Relations’ online vulnerabilities and reducing the risk to military cyber resilience.

5.3.6. Main theme 6: Training and education recommendations

As part of the interview questions participants were asked to provide their opinion on
what cybersecurity materials could be provided for Key Relations of military personnel that can
improve on the current approach. This theme, Training and education recommendations,
provides an initial insight into how military organisations should create future cybersecurity
materials for Key Relations, to ensure that Key Relations are engaging with any future initiatives.
Participants provide suggestions for making cybersecurity material content accessible and
appropriate for the extended military community in sub-theme Relevant and accessible content.
Recommendations address concerns highlighted in previous themes in sub-themes Safe
information sharing education, Explaining why and Importance of updated threats. Suggestions
for how to deliver the materials are explored in sub-themes Extrapolating from personneltraining,
Existing contact methods and Online vs. offline distribution. Lastly, the theme discusses how to
tackle potential challenges with future materials and initiative in sub-themes Challenges of
measuring effectiveness and Barriers to engagement. Figure 5.8 depicts the directional
relationship between these sub-themes.
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Figure 5.8:

Sub-themes of Theme 6, Training and education recommendations, and their relationships as
indicated by the dotted lines. Arrows indicate the direction of the relationship.
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Theme 3, Understanding online risk, explored a lack of understanding from Key Relations may
be vulnerable online. The theme addressed a lack of understanding about a variety of factors
including how important their online information is to an adversary, the existing online risks, and
how to apply online security behaviours that can protect themselves and their military person.
This lack of understanding increases Key Relations’ vulnerability to a military adversary and
increases the cyber risk for military organisations. When offering ways to decrease this
vulnerability participants highlighted that an approach of enforcing individuals to not use social
media is not realistic, “it is unrealistic to say don’t ever use it, however | think it is realistic to say
be careful of what you put on there” (P1) as the progress of technology cannot be stopped [P11].
Therefore many participants suggested a method of reducing this vulnerability is to provide Key
Relations with a basic education in cybersecurity, particularly in how to post online safely. This
recommendation from participants is discussed in sub-theme Safe information sharing
education. Participants highlighted that sometimes Key Relations are unaware of exactly what
they can and can’t post about their military person online, and so providing them with this
information clearly would be useful to reduce the chance of them making a mistake. However,
Key Relations should also be educated on how they can still post online about their military
person without posting information that is not allowed, such as having private and locked down
profiles, and being vague with theirinformation, “Don’t put on Facebook the exact dates I’'m going
home [...] make a Facebook post that counted down in weeks rather than days” (P7). By
educating Key Relations about what information is safe to post online about their military person,
this allows Key Relations to approach information sharing online with more consideration.
Participant 15 suggested that when educating Key Relations about information sharing online
they should be encouraged to consider the content of what they’re posting and whether it is
necessary to share it online before they actually share it, which was reiterated by another
participant “what we really want is for them to be very mindful of what they post” (P16).
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Participants emphasised that if you want Key Relations to engage in secure online
behaviours itis not sufficientin most cases to simply explain what online behaviours can present
risk and how Key Relations can protect themselves online. Multiple participants reiterated that
cybersecurity training, education and awareness materials should explain the reason why these
behaviours are so important, in sub-theme Explaining why. Personal motivation has been
suggested as an influential consideration for encouraging individuals to engage with secure
online behaviours particularly if it aligns with their affective characteristics (Bada et al. 2015). For
Military Key Relations, they are concerned with their military person’s physical and mental
wellbeing. Interview responses suggested framing why it is important for Key Relations to engage
in cyber secure behaviours in the context of their military person is better than in the context of
the Ministry of Defence [P15]. By framing the explanation in a way that aligns with Key Relations’
main concern, the safety of their loved one, this may motivate Key Relations to engage with
cybersecurity materials. One participant suggested that framing cyber risk in the context of why
there is ariskto them as an individual military person may help mitigate risk behaviours displayed
by their Key Relations “Explaining what the risk is to me by them posting something maybe
photographs [...] explaining what the dangers are and the risks” (P12). However, there may be a
generational difference in the necessity of explaining the underlying reasoning to engage in a
secure behaviour. It was suggested that whilst the younger generations are less likely to adhere
to cyber safety behaviours without knowing why, their parents would be happy with being told
what to do to keep themselves safe without being told why, “she [Mum] probably wouldn’t care
she’d be like | don’t understand, | just need to know what not to do and why isn’t important to
me” (P2). The participant suggested their reasoning for this opinion is because due to a lack of
understanding their mother would lose interest a lot quicker. They did also comment on the
human nature of wanting to know why, and how this differed for their child “my 4-year-old now is
probably the best example of this, if you ask him to do anything he wants to know why” (P2).
However, this is a perceived opinion of the participant’s Key Relations and how they might
potentially approach this information. Gathering perspectives from Key Relations themselves in
Phase 3 of the research isimportantin determining the extent this would be true and is discussed
in Chapter 5.

Explaining the reasoning behind engaging in secure online behaviours is something that
was highlighted as beneficial when discussing military personnel’s cybersecurity, and so could
be beneficial for Key Relations also. The sub-theme Extrapolating from personnel training
discusses points participants described as being successful in cyber training, education and
awareness for military personnel that they believe could be beneficial for Key Relations. One
recommendation was the use of gamification for cybersecurity messaging. Whilst opinions from
participants towards gamification was mixed, when discussing the reception of gamification in
cybersecurity from military personnel the consensus was that it has been beneficial in engaging
everyone, regardless of their knowledge level, “it’s a fairly low-level exercise where everyone can
chip in and discuss so that’s one way we’ve got around briefings being monotonous” (P13). An
additional point from participants that has been beneficial with military personnel and could be
extrapolated for Key Relations is the importance of making cybersecurity materials relevant to
encourage engagement.

Participants recommended that cybersecurity materials should be relatable and easy to
access for all Key Relations, regardless of their age, motivation or education level, to ensure all
Key Relations engage with any future cybersecurity initiatives. The responses from participants
about this relatability and accessibility is discussed in sub-theme Relevant and accessible
content. Relevance explores how cybersecurity materials should explain specific risks and
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threats for friends and relatives of military personnel. Accessibility focuses on the importance of
not just the physical ability of individuals being able to access the information but also that
everyone is able to understand and apply concepts regardless of their knowledge levels and
ability. As explored in theme 4, Individual differences, the role of age, educational abilities and
previous experience is influential in predicting online vulnerability and risk of Key Relations.
Therefore, these factors should also be considered when creating cybersecurity materials that
can be accessed by all Key Relations. One participant highlighted the importance of
cybersecurity materials for Key Relations being broad and generic to encourage accessibility,
especially when considering the age that children start using the internet for communication, “if
people have children 8/9/10 years old just starting to access Facebook, down to that level is
probably just as useful” (P7). As well as being accessible for everyone, participants highlighted
the importance of cybersecurity materials being detailed enough for all types of Key Relations to
understand and apply behaviours, “because it’s so broad, people won’t adhere to it so it has to
be specific enough that people actually understand the applicability” (P4). When discussing how
to make training realistic and relevant to all Key Relations, some participants gave examples. One
participant detailed an example video they were shown of how engaging with social media
accounts online can present risk. The participant explained the video showed a coffee shop
advertising a free coffee for anyone who liked their Facebook page and when the individuals who
liked the Facebook page were provided their free coffee, the cup contained all the information
you could find out about them from their Facebook page. The participant remarked that examples
like this remind people that cyber threats are realistic and attract people’s attention, “if you could
do something that could capture people, I’m thinking about that example of writing on the Costa
cup, that absolutely encaptured me” (P1). Some participants suggested that using fear to make
example cyber threats realistic can be beneficial as fear drives individual to engage in secure
behaviours, “ultimately fear is the main driver for getting people to do any of these things” (P17).
However, participants had mixed opinions on the role of fear when providing realistic case
studies, with some suggesting examples should be relevant enough that it shocks Key Relations,
without scaring them [P4, P14]. Fear appeals have been suggested as effective for encouraging
information security behaviours within previous research. Dupuis and Crossler (2019) found a
higher perceived threat severity and threat likelihood established through implicit fear appeals
was associated with higher mitigation behaviours against the threat. However, there is the
suggestion that use of fear in materials aiming to encourage adoption of cyber secure behaviours
is ineffective (Lawson et al. 2016), with the potential that content may become unrelatable for
some individuals (Bada et al. 2015). With the results from participant interviews and the existing
literature being inconsistent regarding the role of fear appeals in encouraging individuals to adopt
cyber secure behaviours, this topic is explored and discussed further in Phases 3 in Chapter 6,
following exploring the perspective of Military Key Relations themselves.

Another way identified of helping Key Relations engage with any future cybersecurity
materials is monitoring trends in technology and threats to guarantee materials are up to date
and addressing the current online risks and vulnerabilities. This recommendation is explored in
sub-theme Importance of updated threats and is closely related to the previous sub-theme
Relevant and accessible content, as updated information ensures materials are relevant to the
audience. One participant explained that people are consistently presented with the same
information about the online threats from a long time ago they disengage with the content, “it’s
great we’ve learnt but what has happened in the last 6 months, what’s different today and the
year before, because it gets a bit samey” (P4). As well as monitoring and updating threats relevant
for Military Key Relations, participants also stated it is important to reflect changes in Key
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Relations’ behaviours online, to monitor for any emerging or increasingly prevalent vulnerabilities
“it is about a shift in behaviours [...] we’ve got to find some way of monitoring it (P5). One way of
monitoring how individuals behave online is for those creating cybersecurity materials to
understand how to use the technology and online communication platforms as they progress.
One SME discussed how when Tinder came out they used the app in a work capacity to monitor
any vulnerable behaviours being exhibited by personnel, “if we see them popping up online on
Tinder then they’re not following the policies” (P11). This is direct monitoring of personnel’s
behaviours but through using the platform, these SMEs were able to understand what
information can be posted on the platforms. By identifying this for any emerging platforms and
technology, those creating cybersecurity materials can provide specific guidance for Key
Relations’ security behaviours.

Alongside recommendations for content of cybersecurity materials for Military Key
Relations, participants highlighted the challenge of determining how to disseminate materials.
Some participants suggested traditional methods like physical leaflets would be useful as they
are easy to disseminate, “a pamphlet would be a nifty thing to have, it would be quick and easy
and [...] they could say just quickly pass this pamphlet across to any family members and it gives
them more information” (P6). Conversely others commented that as the internet is ubiquitous,
using social media or other online formats would be more convenient, “social media
maybe....actually what am | talking about it definitely needs to go out on those [...] it’s so
addictive” (P5). Some participants said that using established routes of contact between military
organisations and military personnel’s friends and relatives would be useful in reaching Key
Relations already engaged with the military community. In sub-theme Existing contact methods
participants discussed how using in-person events that Key Relations already attend provide a
staring off point to begin engaging with Key Relations about their cybersecurity. For example
military passing out days and inductions for families living on military bases provide an
opportunity for conversations already framed in a military context, “just a little side note that
obviously your people have joined a military branch and there is cybersecurity” (P6). Participants
also highlighted existing organisations that contact Key Relations directly, including military
family charities such as the Soldiers’, Sailors’ & Airmen’s Families Association SSAFA [P5], an
armed forces charity that assists military families with sheltered housing, support for
bereavement and help with financial difficulties (SSAFA, 2024). Some of these charities even
have existing online pages, such as websites and social media accounts, which could provide an
avenue to deliver cybersecurity messaging [P15].

In sub-theme Online vs. offline the benefits and challenges of using both online
distribution channels such as social media, websites and emails, as well as offline
communication channels such as in-person seminars, magazines and leaflets are discussed.
Participants suggested that online content about cybersecurity for the extended military
community is convenient as Key Relations can access it in their own time, referring back to it
when they need it. Online methods have the additional benefit that content can be more engaging
such as shortvideos or animations, “a video or narrated animation[...] would be more applicable
and they can look at it in their own time and they could share links” (P4). However, the use of
online technology to distribute this cyber messaging may not be applicable for everyone. Some
participants suggested that a younger generation would prefer online messaging, but the older
generation would find a physical pamphlet beneficial to take away and read in their own time
[P8]. One SME described their experience with Key Relations is that they use opportunities to
contact military organisations if they have a query. Therefore a cybersecurity portal was
proposed where Key Relations could submit concerns or flag potential threats orincorrect online
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behaviours that may influence military organisations, “having that direct line between them and
the wider defence community that’s the next step” (P15). This would be beneficial for military
organisations to keep updated records of threats and provide outputs about cybersecurity
incidents back to Key Relations.

The interview questions also asked participants to provide their opinion on any potential
barriers they perceive for Key Relations engaging with any future cybersecurity training,
education or awareness materials for cybersecurity. These are discussed in sub-theme Barriers
to engagement. Participants stated the challenge of behaviour change when Key Relations
consist of such a wide range of people with a variety of backgrounds, knowledge levels and
motivations. To overcome this challenge one participant emphasised the importance of
encouraging a shared experience of all being part of the military community “it’s just a complete
mismatch of people shoved together [...] but one thing they all have in common is that they’re
part of the military” (P13). Participants also spoke about various physical barriers including
finding the time to complete any cybersecurity training [P3]. Additionally people are less likely to
engage with materials that requires them to download a new app or create a new account for a
platform, “even just things like having to create another log on, | have no interest in that” (P4).
Whilst this sub-theme is standalone, it effects all other sub-themes explored in this theme as no
recommendations are perfect, and all have their potential barriers to engagements, explored
throughout the theme. It can be difficult to measure the effect barriers have on engagement with
cybersecurity initiatives, with no agreed method to measure effectiveness of cybersecurity
initiatives (Chaudhary et al. 2022). In the current thesis, participants highlighted how with any
recommendations for cybersecurity initiatives it will be difficult to measure the level of
engagement received by Key Relations, in sub-theme Challenges of measuring effectiveness.
The audience of Military Key Relations is challenging as there is no way to ensure materials are
reaching the entire community, or measuring which Key Relations attend cybersecurity
programmes, “something like that would be great but there’s no way of tracking that or gaining
attendance” (P13). Despite the challenges, participants were in agreement on the importance of
measuring the effectiveness of cybersecurity initiatives. Metrics provide insight into the success
of a cybersecurity initiative and can help direct future materials “metrics are really important to
us as intelligence personnel [...] to see how effective it is but to see if there’s any patterns or
anything we can draw from it” (P12). In this way, recommendations for future engagement with
Military Key Relations about their cybersecurity should consider content and delivery but also
methods of measuring effectiveness.

5.3.7. Main theme 7: Military Culture

Military Key Relations experience aspects of military culture such as deployment and
relocation which ingrains military culture into the life of Key Relations, as well as military
personnel [P2]. This experience of military culture creates a shared identity between Key
Relations that arises from understanding what it is like to be a military family and incorporates
values that are consistent with values held by service personnel including honesty, altruism,
recognition of service and the importance of community (Manicini et al. 2018). Throughout the
interviews in Phase 2 participants highlighted aspects of military culture that Key Relations have
adopted due to being exposed to military lifestyle and experiences, which can influence how they
behave online, including engaging with secure online behaviours. This theme, Military Culture,
explores how military lifestyle, experiences and values play a role in key relation’s approach to
cybersecurity, including an increased awareness of online risk through information sharing in
sub-theme Experiencing military lifestyle. Sub-theme Military organisation impact discusses the
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effect Key Relations’ online behaviour can have on military organisations’ cyber resilience in sub-
theme. Sub-theme Existing training for personnel explores how cybersecurity is approach for
military personnel and the sub-theme Differences for civilians highlights how there is a contrast
between serving military personneland civilians. Figure 5.9 visualises the directional relationship
between these sub-themes.

Figure 5.9.

Sub-themes of Theme 7, Military culture, and their relationships as indicated by the dotted
lines. Arrows indicate the direction of the relationship.
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Sub-theme Experiencing military lifestyle explores the ways in which Key Relations may
experience military lifestyle. This includes previous family life when growing up before becoming
a military spouse [P1], living on a military patch [P4] and Key Relations being currently or
previously employed within a military role [P4, P8, P11]. One participant reflected that the
majority of their Key Relations have military experience and so all have a higher perception of the
vulnerability that can occur through online behaviours that can be exploited by a military
adversary, “l think | live in a bit of a bubble [...] friends most of them are military, so they’re all
quite careful as well” (P3). This cybersecurity awareness may increase further for families where
both parents have roles within the military, termed dual-military families. These families often
have different decisions to single-military households when it comes to balancing work-family
life. This includes deployment and location decisions, alongside childcare arrangements to
ensure the family is not negatively impacted by career choices of the parents (Smith, 2015). One
participant in the current thesis highlighted that being a dual-military household increases the
discussions about cyber at home. They hope this exposure to discussions about cybersecurity
will encourage children to be more considerate of what they’re posting online, “even when we’re
not around they’d make the right sort of decisions in terms of not oversharing [..] because that’s
what the message is coming from home” (P12). Some participants were unsure whether their Key
Relations’ experience of military lifestyle and culture influences their approach to cybersecurity
compared to the general population, “, it may be affected by the fact that my wife came from a
military family [...] and so whether she’s average, | don’t know” (P1). Whereas others suggested
that Key Relations who might only know one person in the military are less connected with
military culture and engage in more online risk behaviours, “wider groups of friends and family
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[...] are quite quick to post something saying their son or daughter is about to set sail [...] maybe
those individuals have less military involvement except for a relative” (P12).

This difference in approach for those actively engaged with the military lifestyle and those
with less experienced it outlined in the sub-theme Differences for civilians. This sub-theme
reflects how participants’ opinions towards online behaviours and cybersecurity is different for
military personnel and civilians, including Key Relations. For some Key Relations the
consequence and impact for a military person and organisation is not at hard hitting and because
thisrisk is not reinforced within civilian life. Key Relations may not understand the cyber risk that
accompanies online information sharing, “if people aren’t military and have never been closely
related to someone in the military, they don’t really understand the consequence of posting
something” (P7). Participants highlighted how success on social media and the internet is a vital
aspect of job performance for some civilian roles. This can create dissonance for Key Relations
where sharing information online is second nature in their job whereas being a key relation of a
military person requires them to be more considerate of what they post online, “what we can and
can’t post will be completely different to say a magazine who’s got their own social media” (P8).
This difference in approach towards online security behaviours between military personnel and
civilians makes it challenging to educate Key Relations about the risks for both Key Relations and
their military person in a way they would understand, “it’s really hard to explain that to people in
a way that they just get it [...] it’s not malicious it’s just people being people” (P17). This way of
thinking from civilians and Key Relations could be explained using the availability heuristic, which
suggests the likelihood of a cyber event occurring is dependent on the individual’s ability to
produce an example of where threat or risk has occurred previously (Benson & McAlaney, 2019).
In this context, if Key Relations lack awareness of a previous example of a military friend or
relative’s online behaviour influencing a military person or military organisation, they are more
likely to perceive a lower probability that their online behaviour will influence military cyber
resilience. The importance of working around this challenge, perhaps through incorporating
recommendations from Theme 6, Training and Education Recommendations, is key.
Participants highlighted that this knowledge and awareness difference for cybersecurity risks
between military personnel and civilians makes Key Relations more vulnerable to being a target
for military adversaries. Key Relations can be perceived by an adversary as being a weaker point
within the extended military community, “it makes no difference who dispels the information
online [...] a threat actor would target the weakest vector to get what they need” (P15).

The potential impact for military cyber resilience that occurs due to the online
vulnerability of Military Key Relations is outlined in sub-theme Military organisation impact.
Participants highlighted the potential risk of Military Key Relations sharing information online is
becoming a target for military adversaries. This can increase the likelihood of Key Relations or
military personnel being blackmailed by a threat actor, “threat actors can target military
personnel, butthey can also put leverage onto families and loved ones” (P16). However a number
of participants also reinforced the idea that Key Relations can contribute to reputational damage
for military organisations. This is due to Key Relations sharing apparently mundane information
mentioned by their military person onwards to friends. This behaviour is particularly damaging if
information is shared with media outlets [P2]. Information shared onwards to and by Key
Relations is often shared in snippets of information which can be damaging when perceived by
the general public, “anything that is posted online could be taken out of context” (P5).
Information taken out of context carries potentially heavy reputational damage for both
individuals and organisations. Participants gave examples of where individuals have lost their
jobs due to information being shared through Key Relations. For example, a Captain being fired
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during the covid-19 pandemic due to allowing a BBQ to happen [P5] which the media and public
perceived as breaking lockdown and social distancing rules (Haynes, 2020). Additionally
reputation damage that initially impacts one or multiple individual personnel can have
consequent damaging effects for military organisations. When personnel and civilian safety is
determined by a service person’s ability to perform well in their job, personal distractions or
concern over reputational damage can result in consequences to safety. Distraction is a
frequently used principle in social engineering attacks (Stajano & Wilson, 2011), and vulnerability
to cyber attacks increases further when an individual is experiencing a high cognitive workload
(Jalali et al. 2020). Personnel focused on Key Relations’ online behaviour, and the potential for
reputation damage, may be more likely to experience inattentional blindness. Inattentional
blindness occurs when an individual does not notice unexpected events of secondary task due
to being preoccupied with a primary task (Mack & Rock, 1998). Cybersecurity is often considered
a secondary task (Montanez et al. 2020). However, if a military person’s first task changes from
the physical and online security considerations of their job role to the consideration of the
consequences of Key Relations’ online behaviour, then this could result in personnel overlooking
aspects of security. There is also the potential for information shared online by Key Relations to
adapt into a physical attack from a military adversary. A key relation complaining about
difficulties in communicating with their military person online exposes a unit is having
communication issues thus creating a potential for the unit and its personnel of being the target
of a physical attack from an adversary [P12].

As part of the interviews, there was one question which focussed on the participants’ own
experience of cybersecurity training, awareness, and education. This question and the
associated prompts had multiple purposes including building rapport with participants, situating
them in the mindset of cybersecurity and providing context for how they might knowledge share
with friends and relatives. These questions also provided an opportunity to provide qualitative
metrics directly to military organisations about personnel’s opinion on cybersecurity, including
their cyber risk and their opinions and application of training and education materials. The
researcher would like to acknowledge due to the classification of these responses, not all
information analysed as part of these questions have beenincluded in the current thesis but have
been included in direct outputs to military organisations. The responses included in this thesis
have been outlined in the sub-theme Existing training for personnel. When discussing their own
cybersecurity training, many participants highlighted that training can be unrelatable [P13] and
is generic [P1, P9]. Participants suggested that those in specialised cyber roles mostly learn on
the job and through their own research, “in terms of formal training the cyber 101 and then
learning on the job really” (P11). This is a key point as theme 5, Existing approaches, identified
that military organisations often rely on personnel to convey cyber risks and communicate
recommended cybersecurity behaviours to their friends and relatives. This information cannot
be shared if individuals are only provided with a basic understanding of cyber risk, and especially
if risk is not framed within the context of Key Relations. Some participants did highlight the risk of
Key Relations online behaviours is mentioned within their security training but that the
information provided regarding Key Relations was minimal, “it does briefly touch on how your
friends and family can letyou down when it comes to things like social media” (P10). Participants
provided recommendations for how personnel’s cybersecurity training could be improved,
including providing more specific threats and how to mitigate against them [P9]. Additionally
personnel should be provided with education on how to make their Key Relations aware of the
importance of the information about the military shared with them, “the only thing that could be
added would be about overtly stating make sure you only tell people, your friends and family, that

135



you trust and make sure you impress upon them the impact” (P7). By improving the cybersecurity
training and education provided to military personnel, this allows personnelto be more confident
to share this knowledge with their Key Relations in a more informal setting, which could influence
the way in which Key Relations influence military cyber resilience.

5.3.8. Main theme 8: Positive Cybersecurity Culture

During the interviews participants were asked to provide their opinion on how military
organisations should engage with Key Relations to encourage them to consider their online
behaviours and adopt secure online behaviours to reduce cyber the vulnerability presented by
Key Relations, where possible. A positive Cybersecurity Culture within the literature has been
suggested as one that prioritises cyber resilience and considers individuals’ attitudes and values
to encourage them to learn and apply strong cybersecurity practices (Gill, 2021). Many
participants reflected this stance in their responses which encouraged organisations to move
away from blame culture in sub-theme Accountability over punishment. Participants highlighted
the benefit of open discussions between Key Relations and military personnel about
cybersecurity behaviours in sub-themes Encouraging open dialogue and Knowledge sharing. The
challenges that occur with open dialogue are also discussed in sub-theme Barriers to open
dialogue. Figure 5.10 illustrates the relationship between these sub-themes, explaining the
direction of these relationships.

Figure 5.10:

Sub-themes of Theme 8, Positive cyber security culture, and their relationships as indicated
by the dotted lines. Arrows indicate the direction of the relationship.
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Research into encouraging people to adopt secure online behaviours focuses on the
importance of organisations approaching cybersecurity from accountability and educational
standpoints where individuals can learn from their mistakes, rather than being punished for their
mistakes (Gill, 2021; Elifoglu et al. 2018). Sub-theme Accountability over punishment discusses
how participants believe that military organisations should focus on encouraging a culture of
lesson learning from cybersecurity incidents rather than punishment. Additionally participants
highlighted that this needs to be communicated to Key Relations to encourage their engagement
with cybersecurity initiatives and application of secure online behaviours. Participants
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suggested that they would not consider their Key Relations accountable for not knowing how to
behave safely online, if they are not provided with the information, “l would not blame anyone in
my family for not knowing” (P6). Participants suggested that a potential reward for Key Relations
that engage in good cyber practice, or help others adopt secure online behaviours, could
increase the likelihood that Key Relations will adopt these behaviours. It also rewards individuals
for modelling secure behaviours, “they’re a shining light for cyber behaviours in the dependent
community and that should be positively reinforced within the MOD” (P15). Safa and Solms
(2016) suggest that organisation perceived as supportive towards cybersecurity and individuals’
behaviours are more likely have this support reciprocated back into the organisation. The use of
rewards, whether this be a tangible reward or recognition of an individual, could help Key
Relations move to feeling more supported by military organisations. Particularly as Key Relations
can feel there is a lack of support and understanding of the role that Key Relations play in
contributing to the extended military community (Sewart, 2022).

Part of encouraging a positive Cybersecurity Culture within the extended military
community could be through military organisations encouraging Knowledge sharing behaviours.
This sharing could be between Key Relations and their military person [P8], amongst different Key
Relations [P6], and also between different military organisations [P15]. One participant spoke
about a powerful knowledge sharing experience of overhearing their daughter sharing
information about online safety with her friends, explaining that she understands the reason
behind why her parents discourage her from engaging in certain online behaviours due to the
potential risk, “there’s a reason why, and she’s explaining to her friends, which is really quite
heartwarming and [...] quite powerful” (P12). This can be beneficial as role models for behaviour
change are most effective when the audience can relate to them or if they have been through
similar experiences (Strasser-Burke & Symonds, 2020), such as a close friend in the scenario
outlined by Participant 12. The participant also claimed it reaffirms their daughter’s knowledge
about cybersecurity, “to me means she’s taking it quite seriously and not just accepting what I’'ve
said she’s reaffirming her understanding” (P12). Research into sharing information security
advice identified than the role of an individual’s attitude is pivotal, with a more positive individual
attitude towards security behaviours increasing knowledge sharing within an organisation (Dang-
Pham et al. 2017). This provides evidence for the benefit of building a positive Cybersecurity
Culture for individuals within the extended military community that benefits the Ministry of
Defence as a whole.

One way knowledge sharing can occur is through military personnel and their Key
Relations having open, two-way discussions about cybersecurity, explored in sub-theme
Encouraging open dialogue. Participants consider conversations with Key Relations about their
online behaviours, potential online risks and risk mitigation behaviours, reduces the vulnerability
of their Key Relations and the risk they present to military cyber resilience. Some participants
highlighted how these discussions already occur as they perceive it a necessity to explain the
requirements of their Key Relations online behaviours to avoid any potential risk to themselves
or their military organisation, “I’d rather be open and honest with someone [...] if it saves a
situation rather than beat around the bush [...] and something happens, and you wish you’d done
it” [P8]. Examples of the content of the discussions include the military person’s requirements
for location sharing online [P6], disinformation and misinformation online [P12] and privacy
settings [P9]. One participant highlighted they think having these conversations as a family is
beneficial as it encourages children adopt cyber secure practices that become second nature.
Consequently this makes them much more conscious of their online presence than their friends,
“we tend to speak a lot more about cybersecurity, so | think perhaps my children might be a bit
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more cautious than perhaps some of their friends” (P10). This dialogue is even more beneficial if
itis bi-directional. Opening up the conversation about cybersecurity allows Key Relations to ask
their military person for advice and learn about online safety behaviours in a more informal way
thatthey canthen apply in any environment and decision-making situation [P2, P12]. Participants
explain how Key Relations are generally receptive to these conversations, especially once it has
been explained why this is so important for the safety of the participant and their colleagues due
to their job role. One participant draws on an example of where they limit the amount of
information they provide about deployment to their mother due to the concern she might share
this information on. Once the participant had an open discussion about the reasoning why they
choose to limit the information, their mother was able to understand, “she wishes she knew but
I’ve told her exactly why | don’t and it’s fine because she knows and it’s easy to manage” (P7).

However, participants highlighted that conversations between personnel and their Key
Relations may have its challenges in sub-theme Barriers to open dialogue. Some participants
suggested that the perception of the military person training their Key Relations in cybersecurity,
even informally through conversation, would be awkward and would strain relationships [P5, P9].
With the potential that some Key Relations would feel upset if they had posted something online
with pure intentions and then their military person asked them to remove it, “| guess some
parents you could imagine them getting a little bit hurt” (P6). Some participants also thought the
reception of Key Relations about cybersecurity requirements in relation to military cyber
resilience would be dependent on the individual’s personality. The suggestion is that those who
spend a lot of time engaging with online technology would struggle to understand the military
person’s perspective and would respond to the request with “I’ll do what | want” (P9). It may be
beneficial for military organisations to provide military personnel with materials or information
thatthey can pass alongto their Key Relations. This can avoid the potential awkwardness of these
conversations but also combat the challenge of personnel trying to explain risk without breaching
sensitive information [P10] and using terminology suitable for a layperson.

5.3.9. Main theme 9: Responsibility

Responsibility is an aspect of Cybersecurity Culture which focuses on achieving
accountability for online behaviour by making individuals aware of their role within security (Nel
& Drevin, 2019). To explore the role of Cybersecurity Culture in understanding how Key Relations
contribute to military cyber resilience, and to address aim 4 and the corresponding research
question, participants were asked who they believe should be responsible for Key Relations
online behaviour. There were a variety of approaches to responsibility discussed by participants
and creating the theme Responsibility allowed for all these potential approaches to be explored
in one theme. This theme identifies that Key Relations’ online behaviour should fall to various
actorsincluding personnelin sub-theme Military person, the various organisations in the Ministry
of Defence in sub-theme Military organisation. Additionally there should be an increasing
responsibility of the companies running online platforms themselves, explored in sub-theme
Online platforms. Scenarios where responsibility might be conditional is also discussed in sub-
themes Shared responsibility and Situational responsibility. Figure 12 depicts the relationship
between these sub-themes, explaining the direction of these relationships.
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Figure 5.11:

Sub-themes of Theme 9, Responsibility, and their relationships as indicated by the dotted
lines. Arrows indicate the direction of the relationship.

Responsibility

- Military organisation Online platforms

Situational Shared
responsibility responsibility

Sub-theme Military person approached responsibility in two ways. One aspect suggests
that military personnel receive cybersecurity training in their job to know what information is
classified and what they can and cannot share with their Key Relations. Therefore it should be
the military person’s responsibility to not provide their Key Relations with sensitive information,
“it’s to me to have that knowledge, because | shouldn’t be sharing anything with them that is
unsharable”(P1). This suggestion for responsibility reduces the opportunity that Key Relations
will share information online that would present a risk to military cyber resilience, if in the hands
of a military adversary. Conversely, other participants note that it is not possible for military
personnel to limit sharing everything with their Key Relations, especially when it involves
personnel being away for a period of time. In this situation, military personnel should be
responsible for ensuring that their Key Relations online behaviour does not present any cyber risk
for military organisations. This can happen through explaining to their Key Relations how
importance the information is that they have access to, “it’s just educating them and | think it’s
my responsibility for my children and my friends” (P8). Personnel should also be responsible for
monitoring and addressing any online behaviours that Key Relations’ exhibit that could present a
cyber risk to military organisations, “I believe that’s very much something | myself would need to
monitor, or the person in the job role” (P6). One participant suggested that as the vulnerability of
their spouse from a threat actor based on them being a military spouse this encourages them to
educate their key relation on cybersecurity, “l think because there’s more perceived threat if she
did something wrong, it probably makes me want to educate her more and her want to know
more” (P2).

However, this might only be achievable for personnel who’s job role is focussed around
technology and cybersecurity, as is the case for many of the participants who completed the
interviews, but is not representative of the general military work force population. For those who
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work in non-technical roles, they will have sufficient knowledge of online threats, and cyber
secure behaviours for their job role, but may lack the confidence, ability and resource capacity
to be able to communicate this knowledge to their friends and relatives. Therefore, it may be
more beneifical to allocate responsibility to the organisations, explored in sub-theme Military
organisations. This provides leaders within organisations the opportunity to demonstrate and
model good cyber practice that can trickle down throughout the organisation, “culture [..] is set
from the top [...] if you don’t have the right people setting the tone and not practicing what you
preach then you can’t expect anything else” (P16). This behavioural change towards safer online
behaviours within military organisations could be addressed through policy and strategy [P5].
Uchendu et al. (2021) suggests that having clear and well-communicated policy plays an
important role in encouraging a positive Cybersecurity Culture within organisations. This sub-
theme links closely to Theme 8, Positive Cybersecurity Culture. Multiple participants
highlighted that ultimately the military organisation are the reason that personnel and their Key
Relations are more vulnerable to being targeted by a military adversary. Therefore, they have a
responsibility to protect their service people and their Key Relations, “l think the organisation has
a responsibility to the sailors and their families [...] it’s a partnership” (P5). Therefore
organisations should be responsible for providing Key Relations with the cybersecurity education
and awareness to help reduce cyber risk, “if we do that right as an organisation, sailors will buy
in and the families will buy in” (P5). As the military moves to a more civilianised workforce [P15],
engaging with the wider military community addressed the neccessity to align with civilian
practices rather than having distinct military regulations.

As explored in Theme 3, Understanding online risk, there is a potential that Key
Relations cannot adopt online security behaviours if the online platforms they use do not
function in a way that encourages security. This is one reason why participants suggested that
the developers and owners of social media platforms should have a role in responsibity for
cybersecurity. This is highlighted in sub-theme Online platforms. Multiple participants reflected
how they view social media platforms making changes to encourage safety on their platforms
positively. For example as introducing time limits for children when using TikTok [P12] and
providing an option to hide the ‘like’ count on Instagram posts [P14]. Participants perceived this
as beneficial for reducing the potential risks of online platforms for children, “l think is a really
responsible move so | would love to see more of that for children of a certain age” (P12). However,
if viewing online security behaviours as the responsibility of the online platforms, these
companies should ensure that any movements to a more secure system are still functional for
end-users (Ambore et al. 2021).

As the previous sub-themes suggest, participants’ opinions on responsibility for friends
and relatives online behaviours vary and reliance on different actors for different aspects of
responsibility. Therefore responsibility may not be a concept that is belonging to one group of
people, but instead shared amongst multiple actors. The sub-theme Shared responsibility ,
explores participants suggestions that sharing responsibility may be more beneficial due to there
being a large number of people accessing military information that should protect it. Some
participants suggested that responsibility should be divided between the Key Relations, the
service person and the military organisation, “l think it’s a three-way split between the
organisation, the person and the family, everyone is in this together” (P5). However, others
suggested the responsibility should be shared by the military personnel and their friends and
relatives. With Key Relations making a sustained effort to be more aware about how their online
behaviour could influence military cyber resilience and military personnel providing them with
guidance on how Key Relations can reduce their vulnerability online [P8, P14, P15]. One
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participant suggested that even though military personnel and their Key Relations share
responsibility, that the military person and their Key Relations should be approached as entire
entities such as individual households or families, “make sure we consistently align them a bit
more and not look at them as two separate parts as they come as a package” (P15). However,
the role of the military person in responsibility for their Key Relations online behaviours may be
limited during certain situations. For example when the military person is deployed they cannot
consistently monitor their Key Relations online behaviours to ensure sensitive military
information is not being posted, “when I’m not around, there will be a delay of oh grandad posted
that 3 days ago and who knows who would have seen that now” (P6). This change in responsibility
depending on the environment and the situation is described in sub-theme Situational
responsibility. Additionally, participants suggested personnel that are in higher ranks or have
more experience within the military, have more responsibility for their Key Relations’ online
behaviours compared to those newer to the military. This is because these individuals are more
aware of the requirements of the role, “l think that it’s probably a bit age dependent and rank
dependent][...]I’ve been in long enough to now and my wife has been around long enough to know
better” [P2].

This theme presents multiple approaches to responsibility for Military Key Relations’
online behaviours. Phase 3 explores the perspective of the Key Relations themselves and
provides the opportunity for more insight into the role of responsibility in military cyber resilience,
discussed in Chapter 6.

5.4. Results summary and implications for Phases 3 & 4

This section provides an overview of how the results address the research questions
highlighted at the beginning of the chapter, and how the results will shape the creation of
materials and the approach to the next Phases of the research, Phases 3 and 4.

Research Question 1: Are the military friends and relatives who are identified as Key Relations the
same individuals who currently receive cybersecurity training?

Theme 1 explores the definition of Key Relations in more detail, with immediate family,
extended family and close friends all being identified by participants as people they would
consider as their Key Relations. This is consistent with Phase 1 which identified that military
personnel would contact a range of Key Relations when they are deployed, discussed in Chapter
3. The definition of Key Relations created in this thesis based on the results from Phase 1 and 2
includes the friends and relations listed below and will be used when discussing the term Key
Relations throughout the rest of the thesis, including Phases 3 and 4.

Wife/Husband/Civil Partner
Unmarried partner

Short term partner (less than 1 year)
Parent/Guardian

Child

Sibling

Grandparent

Extended family e.g. Cousin/Aunt/Uncle/Niece/Nephew
Co-habiting friend/roommate
Friend from school

‘Close’ or ‘Best’ friend
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Whilst a range of friends and relatives are considered within this definition of Key
Relations, Phase 1 identified that partners were the most frequently contacted when on
deployment. Phase 2 expanded on this further, identifying that often it is unavoidable for military
personnel to share operational details with their partner, increasing the likelihood that these
individuals may share sensitive military information online. Within the interviews participants
frequently discussed how their own roles within defensive cyber, as well as their partner’s
experience working in defence or cyber, contributes to more open discussion and an increased
knowledge and awareness of the risks that can arise as a result of their online behaviours. This
was reiterated within Theme 5, Existing approaches, with many participants discussing how
military personnel are relied upon to disseminate their learning about cybersecurity information,
to their Key Relations. During the interviews, there was sparse mention of direct outreach for
cybersecurity training to Key Relations, with some receiving information during informal events,
such as airshows, and if they live on military bases. This suggests that only those Key Relations
who are already actively involved with the military community are receiving any formal
cybersecurity training content from military organisations, rather than the range of Military Key
Relations that personnel have identified in both Phases. This increases the online vulnerability
for Military Key Relations and the subsequent risk that military information could be shared
online and accessed by a military adversary. This thesis posits the Key Relations outlined above
should receive cybersecurity materials that situates their online risk in the context of their
military person, to reduce the vulnerability Key Relations’ online behaviour could present to
military cyber resilience. However, considering the challenges identified by participants with
contacting Key Relations, there should be an interim priority to provide all military partners,
including short-term partners and those not currently considered next of kin, with cybersecurity
materials. This is due to the findings from Phases 1 and 2 suggesting personnel share the most
detailed information with their partners, compared to other Key Relations.

One type of partner not included in this definition is an ex-partner. Whilst one participant
mentioned an ex-spouse in their interview, when highlighting that they co-parent with this
individual. Additionally, multiple participants mentioned in-laws when considering their Key
Relations. Neither of these groups of Key Relations were included in the definition of Key
Relations at this point due to the decision that accessing these individuals to invite them to
participate in Phase 3 of the research would be challenging. Section 7.2.1. The definition of
Military Key Relations discusses this in more detail, alongside recommendations for addressing
including these types of relation in future research.

Research Question 2A: What types of online behaviours are friends and relations displaying?

As highlighted in theme 2, Online risk behaviours, participants frequently discussed the
behaviour of Key Relations on social media. Key Relations’ use of social media is consistent with
the approach taken within current society, where information about our everyday lives is
overshared on a variety of social media platforms. The findings from Phase 2 suggest there is a
difference in behaviour that is influenced by age, as identified in Theme 4, Individual
differences. The younger generations, use a much wider range of social media platforms, with
more reports of them using apps like Snapchat, BeReal and TikTok. Compared to older
generations, more participants mentioned Facebook and Instagram and those who have spent
the majority of their life without social media, are more reluctant to engage with social media
platforms. This provides further insight into the initial suggestion that age plays a role in
influencing platform usage from Phase 1, as discussed in Chapter 3. This finding will be explored
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furtherin Phase 3 of the research, to provide early insights in the behaviours of Key Relations from
their own perspective. This is discussed further in Chapter 5.

Research Question 2B: How could these behaviours present a cybersecurity risk to military
organisations?

The following section discusses the findings from Phase 2 which suggest how behaviours
displayed by Key Relations may present an online risk and contribute to military cyber resilience.
As highlighted above Key Relations frequently share information about themselves on social
media. However, this behaviour on social media becomes a risk for military organisations when
Key Relations share information online about their military person. This information sharing
increases the likelihood that a military adversary may triangulate military information and the
vulnerability of Key Relations to online manipulation from a threat actor with the desire to gain
more information or to reach the military person. When discussing recommendations for how to
reduce the cyber risk that Key Relations’ behaviours may present to military cyber resilience, itis
important to understand the reasons why Key Relations may choose to behave in this way. Theme
3, Understanding online risk, highlighted multiple reasons that Key Relations may share this
information online, which vary from pride to a lack of understanding about technology and
importance of information. The findings also highlighted generational differences within Key
Relationsin online risk behaviours. Many participants were concerned about their parents’ safety
online when the technology is so new to them, as it could increase the risk of them behaving in
an insecure way online. Participants were also conscious of considering the influence of
generation Alpha, where individuals have never known a time without social media, and how this
might influence their approach to cybersecurity. Recommendations in this thesis for reducing
Military Key Relations’ online risk behaviours should be considered as a point of view consistent
with society’s current approach to technology, and that recommendations should be
consistently reviewed and updated alongside the progression of technology. Additionally,
throughout the interviews, there was some uncertainty from participants about the true extent of
how their Key Relations behave online, particularly for individuals they spend less time with. This
could mean that they don’t have a full understanding of how their behaviours may increase a risk
to cyber resilience. Therefore, it will be important to compare these findings to the perspective
of Key Relations themselves in Phase 3 to provide a deeper understanding of Key Relations’
online behaviours, to determine the extent behaviours may present a cybersecurity risk. Having
an in-depth overview of potential risk behaviours can form the basis of recommendations to
mitigate against potential online vulnerabilities and risk.

Research Question 3: Who should be responsible for Key Relations’ online behaviour and their
cybersecurity training, education and awareness?

Theme 9, Responsibility, explains how there was no definitive consensus from
participants in Phase 2 about responsibility for military key relation’s behaviour and their
cybersecurity training, education and awareness. Some participants suggested a shared
approach to responsibility between military organisation, military personnel and Military Key
Relations, may be the best approach. Military organisations can provide cybersecurity resources
to provide education and awareness for military personnel and their Key Relations to stay safe
online, and military personnel can provide additional reinforcement of these materials at home
and highlight the importance of securing the information they tell their Key Relations. However,
this is only effective if Key Relations are able to understand and apply the information to their
online behaviours. In this way, the next phase of the research (Phase 3) will focus on exploring
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the difference between Key Relations’ cybersecurity knowledge and understanding and whether
their behaviour alters when considering information about their military person. This will be done
in a survey to provide a clear definition of the two concepts to the Key Relations, and to identify
whether they engage in different online safety behaviours when it comes to their military person’s
information compared to their own information. Based on findings from Phase 2, and to
encourage engagement from Key Relations with any materials, it is important to gather key
relation’s opinions on responsibility when it comes to information about their military. Phase 4
will focus on asking Key Relations about their opinion on responsibility. Asking this questionin a
focus group setting allows for a deeper understanding for why Key Relations feel this way and
provides the opportunity to discuss any potential barriers to a future approach.

Research Question 4: What should Key Relations be asked in Phases 3 & 4 to help guide creation of
engaging cybersecurity initiatives?

As part of the interviews, participants were asked to provide their opinions on what future
research should ask Military Key Relations to help encourage them to engage with future
cybersecurity materials. Participants reflected the research should be asking Key Relations
about their understanding of the extent their online behaviour influences their military person, as
well as recommendations for specific cyber hygiene behaviours, such as secure passwords and
making their profiles private, and how to frame materials. Many participants identified it would
be useful to know whether Key Relations are aware of how they should be behaving online to
protect their military person and their information. Additionally, participants suggested Key
Relations should be asked whether they understand the reasons it is important to behave safely
online and the potential consequences for their military person as a result of risky social media
posts. This confirmed the importance in the approach of distinguishing between Key Relations’
levels of cybersecurity knowledge and understanding for Key Relations, as highlighted when
discussing research question 3 above. There is the potential that free-response questions about
risk could be considered broad and may not be appropriate for individuals with limited cyber
experience and knowledge. One SME provided a recommendation that the Key Relations should
be provided with specific cybersecurity behaviours, such as use of multi-factor authentication
and unique passwords and asked to select the extent they engage in these behaviours. This
influenced the creation of some questions in Phase 3. Questions about cyber hygiene behaviours
were originally a free response box and were altered so that participants could indicate the extent
they engage in these security behaviours. This question form provides prompts for Key Relations
and encourages responses to be reflective of Key Relations’ engagement with cybersecurity
behaviours rather than testing their ability to recall cybersecurity behaviours. The survey
contains a mixture of quantitative and qualitative questions to provide participants the option to
divulge further information about their online behaviours if they want to. It is important to inspire
participants to engage fully with the research. One participant highlighted the benefit of framing
cybersecurity materials in a positive manner and championing Key Relations that engage in
secure cyber behaviours. This was taken into consideration when creating research materials for
Phases 3 and 4, including the Participant Information Sheet and consent form. These documents
highlighted how the research focuses on understanding how Key Relations can contribute to
keeping their military person safe online, to encourage Key Relations to feel the research is a safe
and trusted place to discuss their opinions and experiences.
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5.5. Limitations and considerations for future research

Whilst not included as a main theme, multiple participants highlighted limitations with
the sample when participating in the research. Due to the sample, it would be expected these
individuals are more likely to engage in secure cyber behaviours due to some of them being
experts within the cyber space, but also that those who engage with research are more likely to
engage with other aspects of military life including engaging with and applying training principles.
This point was highlighted by one participant within their interview, and an additional participant
reflected on the role of rank and personal experiences both for individual personnel and their Key
Relations and how this might influence in their uptake in cyber secure behaviours. The research
also reflects on the participant sample as part of this, noting that the majority of participants are
established in their career and that even those who were military representatives either had an
aspect of their role that was cyber focussed or had an interest of hobby focussed on
cybersecurity which might have made them more drawn to participate in the research.

For groups such as military personnel and experts within military organisations, there is
the potential that question responses may have been distorted or responses may be reluctant
dueto suspicion towards researchers from mainstream society (Howitt, 2019), rather than within
a military role either as a service person or civil servant. The potential effect of this was reduced
by including an opening section at the beginning of the interviews which allowed the researcher
to explain that whilst the research is being conducted by Bournemouth University, it is match
funded by Dstl, but still emphasised the researcher is a civilian rather than a service person. For
future research to address the limitation of reducing the influence of participant’s concern of
discussing their experiences with an academic researcher outside of the military, an interview-
by-insiders approach could be adopted. Insider interviews involve a member of the same group,
S0 a serving person or civil servant rather than an academic, to conduct the interview (Howitt,
2019). There are potential challenges with this approach due to the resource constraints of
training individuals to run the interviews (Devotta et al. 2016), but they could offer the benefit of
bringing a perspective an individual without any experience in this field, such as an academic
without a military background, would not offer (Howitt, 2019). For this particular research
problem, the resource limitations of training of an individual with previous experience only in the
military, could be addressed by having an interviewer who has experience within both roles, for
example a reservist. This is addressed in later Phases of the research, such as Phase 4 as both
the focus group facilitator and participants will be civilians.

6.5. Key takeaway points from Phase 2

Findings from Phase 2 support the definition of Military Key Relations created in Phase 1,
identifying that participants include a wide range of friends and relatives when asked who their
closest relations are. When considering the risk to military cyber resilience, many participants
highlighted that it is most difficult to not share operational information with their partners. This
requirement in sharing sensitive information could create a vulnerability for cyber resilience
when considering the potential online risk behaviours that Key Relations may engage in,
particularly on social media. The findings from the interviews suggested a variety of reasons for
why Key Relations may engage in online risk behaviours, with two themes suggesting that age
may play a determining role Key Relations online risk behaviours.

Phase 2 provided insight into responsibility for Key Relations online behaviours when
considering organisational cyber resilience in the military. Participants had varied opinions on a
recommended approach for responsibility, with the findings overall indicating that effective
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responsibility should be shared between the military person, their key relations and the military
organisation. Whilst Phase 2 provides a more in-depth understanding of the experiences and
behaviours explored in Phase 1, currently the suggested directions for future engagement with
Key Relations about their cybersecurity only provides insight from serving personnel and SMEs.
Exploring the perspectives of Key Relations in Phase 3 will provide further understanding into
potential online risk behaviours friends and relatives engage in, and their opinions towards
current and future cybersecurity initiatives to address any online risk behaviours.
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Chapter 6 - Phase 3: Exploring the Perspective of
Military Key Relations in an Online Survey

The previous chapters discussed Phases 1 and 2, which explored the perspective of
military personnel and subject matter experts in defensive cyber. Building on these findings,
Phase 3 provides an insight into the perspective of Key Relations themselves. Phase 3 includes
the perspective of individuals who are considered Key Relations based on the definition created
using Phase 1 and Phase 2 findings. These individuals include Wife/Husband/Civil Partner,
Unmarried partner, Short-term partner (less than 1 year), Parent/Guardian, Child (aged 16 years
and older), Sibling, Grandparent, Extended family e.g. Cousin/Aunt/Uncle/Niece/Nephew, Co-
habiting friend/roommate, Friend from school and ‘Close’ or ‘Best’ friend. One of the restrictions
of Phases 1 and 2 of the research is that any potential understanding of why Key Relations may
choose to behave a certain way online is an opinion or external observation from military
personnel and subject matter experts. Exploring the experiences of Key Relations themselves
allows for a deeper understanding of Key Relations’ knowledge and comprehension of how and
why their online behaviour can be influential for military organisations. The full aims and the
respective research questions for Phase 3 are outlined below:

Aim 1: Explore how Key Relations report communicating with their military counterparts,
including platform usage, frequency and topic discussed. These additional factors provide more
insight into whether behaviours present a risk to military cyber resilience or are low risk, social
interactions.

Research question 1a: Will the type of relationship influence the communication frequency
between Key Relations and their military person, with higher communication frequency for
partners, parents, children, grandparents, and ‘close’ friends?

Research question 1b: Will platform usage alter with age, with younger participants using social
media platforms more than older participants?

Research question 1c: Will there be different patterns in platform usage depending on the type
of relationship?

Research question 1d: How does deployment situation and access limitations influence
patterns in platform usage?

Research question 1e: Are topics discussed with personnel mainly non-work related, and does
this differ from responses in Phase 1 from military personnel due to less pressure to conform to
security standards set by military training>

Aim 2: Gather perspectives on what Key Relations believe their online vulnerabilities to be for
military organisations.

Research question 2: Are there differences in level of understanding of vulnerability and how this
might impact military organisations within Key Relations?

Aim 3: Explore current experiences and opinions of cybersecurity training, education, and
awareness materials for Key Relations provided by military organisations.
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Research question 3a: To what extent do Key Relations rely on their own cybersecurity
knowledge and training, as opposed to that provided by military organisations, to keep
information safe online?

Research question 3b: Do Key Relations receive cybersecurity awareness materials at times of
operational significance such as deployment or relocation?

Research question 3c: How do barriers to participation such as relocation and fear of asking for
help influence Key Relations’ reluctance towards future cybersecurity initiatives?

This phase uses a mixed-methods online survey to address three aims. The first aim
intends to explore Key Relations online behaviours, from their perspective. Phase 1 provided an
insight into the communication behaviours between military personnel and their Key Relations.
Phase 2 provided further insight into the potential risk to military cyber resilience from Key
Relations’ online behaviours, from the perspective of military representatives from the Front-Line
Commands, alongside subject matter experts (SMEs) in cyber education and awareness, and
cyber incident reporting and monitoring in Defence. Exploring Key Relations’ perspective
alongside military personnel’s and SMEs' perspectives will provide a thorough overview of online
behaviours in the extended military community. This allows for any future cybersecurity
initiatives encouraging Key Relations to behave securely online, which is relevant and addresses
a wide range of authentic online behaviours. This provides the opportunity to create a
Cybersecurity Culture that incorporates the need for military personnel and their Key Relations
to communicate sufficiently and efficiently to maintain relationships, irrespective of location
(Rea et al. 2015). Whilst simultaneously providing individuals with the knowledge of how to do
this safely and protect their military person’s information. The second aim explores Key
Relations’ understanding of how these online behaviours can impact military cyber resilience.
Findings from Phase 2 suggest that some Key Relations do not demonstrate a good
understanding of the importance of protecting military information and how an adversary can
monitor a variety of online sources, including Military Key Relations, to seek this information.
Phase 2 findings suggested that Key Relations whose military person provides them with this
information will have a better awareness of the importance of their online behaviour. However,
some personnel may not communicate this information to their Key Relations or may only
communicate it to certain relations such as spouses and children. By asking Key Relations
whether they understand the extent their online behaviour is important when considering the
safety of military information, any potential gaps in understanding and potential vulnerabilities
to online threats can be identified. The final aim explores Key Relations’ opinions towards
cybersecurity initiatives. Phase 2 findings suggested the current approach for Key Relations’
cybersecurity is limited, though it can occur for those already engaged with the military
community. However, it often relies on Key Relations accessing information in their own time, or
their military person communicating cyber risk and safety knowledge to them. Additionally some
researchers suggest that low motivation towards cybersecurity initiatives are ineffective if
individuals believe cybersecurity is not relevant to them (Hadnagy, 2010). Other research
suggests that even if individuals are motivated the cybersecurity awareness materials provided
are disengaging inappropriate, and still rely heavily on users applying their own situational
context (Bada et al. 2018). Exploring this further from the perspective of Key Relations provides
aninsightinto where the gaps are in the current approach, and how to address them in the future.
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6.1. Phase 3 Pilot Study

6.1.1. Phase 3 Pilot Study: Method

A pilot study was conducted, with a participant sample of ten Military Key Relations. Two
participant responses were removed due to being incomplete, indicating a withdrawal from the
study. Nine participants identified as female, with one participant identifying as male.
Participants had a mean age of 28.70 years (SD = 6.53, Minimum = 25, Maximum = 42).
Participants identified themselves as a range of military close relations, as displayed in Figure
6.1 below, with six participants identifying their military person serves in the British Army and four
in the Royal Air Force.

Figure 6.1:

Type of Key Relations that participants identified themselves as, including the frequency of
participants identifying themselves as this type of relation, for the pilot study sample.

Type of key relations that participants identified
themselves as, and the frequency of participants

Aunt/Uncle IS 1
Fatherin Law I 1
Husband/Wife/Civil Partner NN 3
Brother/Sister NN 2

Type of key relation

Best/Close friend NN 3
0 0.5 1 1.5 2 2.5 3 3.5

Number of participants identifying as this relationship type

The pilot study participants completed an online mixed-methods survey. Participants
completed the survey in a mean time of 15.03 minutes (SD = 6.53, Minimum = 7.48, Maximum =
29.92). Participants were provided with the Participant Information Sheet, and then the informed
consent questions, both of which were embedded within the survey. The survey opened with
demographic age and gender questions. Opening questions about their military person
consisted of what branch of the military their military person serves in, and what the relationship
type is between themselves and their military person. Participants were then asked to score the
strength of the relationship on an 11-point scale, with 0 being ‘Not a strong relationship’ and 10
being ‘A strong relationship’. The rest of the questions are presented in sub-sections in the same
way that the participants were presented the questions.

Online communication behaviours questions

The next set of questions asked participants about their online communication
behaviours. Participants were provided with a list of options and asked to select how often they
contact their military person when on deployment. Additionally, participants were asked what
platforms they prefer to use to communicate with their military person and why they choose
certain communication methods. In this section, participants were also asked if there are any
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platforms they think are more secure than others, and why they might think this. Both of these
were free-text response questions. These questions were influenced by findings from Phase 2
which identified that use of platforms such as WhatsApp is discouraged within the military
community, with Signal recommended instead. In Phase 1 it was highlighted that no questions
were asked about group chat communication, even though existing research (e.g. Matassi et al.,
2019) indicates group chats are frequently used for communicating with friends and relatives.
Therefore, the final question in this section asks if participants communicate using social media
groups. For this question, if participants select ‘yes’ they are provided with questions that ask
them to discuss more detail about these groups including who they communicate with and why
they choose the format of groups. They are then also asked about access control and their
awareness of any measures in place in the groups they are part of to monitor who is accessing
the group. If participants answer ‘no’ to the question about whether they use social media groups
for communication they are provided with a follow-up question about why they choose not to use
social media groups.

Cybersecurity risk behaviours questions

This section opened with questions where participants rated their confidence in their
knowledge and understanding of cybersecurity risk behaviours. For these questions, participants
were provided with a list of online behaviours and asked to rate on an 11-point Likert scale the
level of cybersecurity risk associated with each behaviour, with zero being not confident and ten
being very confident. Some of these behaviours include location sharing online, being tagged in
a picture on social media and having an open or public profile. These risk behaviours are
consistent with risk behaviours highlighted in Phase 2 as being a potential behaviour that Military
Key Relations could engage in that could present a risk to military organisations. The next
question provided participants with a list of cybersecurity behaviours, including installing anti-
virus software, using different passwords and enabling two-factor authentication. Participants
were asked whether they engage in each of these behaviours. After these questions, participants
rated on a scale of 0-10 the extent to which these security behaviours are restrictive. To situate
their online behaviours in the context of military cyber resilience, participants are then asked to
rate on a scale of 0-10 the extent they think their online behaviour influences the safety of their
military person at an individual level, unit level and branch level. Figure 6.2 demonstrates what
these questions looked like for participants.
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Figure 6.2:

11-Point scale questions participants were asked in the pilot study about the extent they think
their online behaviour influences their military person's safety at an individual, unit and branch
level

Q) To what extent do you think your online behaviour influences the safety of your military person
from a military adversary?

No influence Some influence My behaviour has
at all but not a lot a direct influence
0 1 2 3 4 5 6 7 8 9 10

At an individual
level - i.e. just the
safety of your

military person

At unit level - i.e. =
the military person
and their unit

At branch level -
e.g. a sailor, their
ship and the RN as a
whole

Cybersecurity training, education and awareness questions

The final set of questions focuses on cybersecurity training, education and awareness
materials. Participants were asked if they had previously been invited or attended any
cybersecurity training. If they select ‘yes’ a follow-up free response question asks participants to
provide more detail about the content and provider of this training. If selecting ‘no’, participants
are directed to the next question. This asks if they have received any cyber education and
awareness materials via leaflet, email or online link. Again if participants select ‘yes’ for this
question, they are asked to provide more detail about the content and provision. The final two
questions focus on future initiatives and ask participants if they would attend an annual brief
about online threats for Military Key Relations, and any barriers that would stop them from
engaging with future cybersecurity initiatives. As this was a pilot study, to provide participants
with the opportunity to direct any feedback to the researchers about the survey, a free response
question was included that asked participants to state any concerns they had. Thisisincluded in
Figure 6.3 below.
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Figure 6.3:

Free response question pilot study participants were presented at the end of the survey to provide
feedback on the survey.

Thank you for completing the main survey questions! Your responses will provide data as part of
a pilot study to ensure the survey makes sense and participants feel they can respond to the
questions appropriately.

The text box below provides you the opportunity to explain any points where you were unsure of
what was being asked of you during this survey. This might include questions where the question
wording was unclear or where it was unsure how you were meant to respond, or anything else.

Providing this information can help us make sure the survey questions are clear for future
participants.

6.1.2. Phase 3 Pilot Study: Results and Discussion

Overall participants gave their relationships with their military person a mean strength
score 0f 9.00 (SD =1.33, Minimum =7.00, Maximum = 10.00). When asked how often participants
would contact their military person, the most frequent response was ‘Everyday’, with 50% of
participants stating this. Two participants said, ‘Once a week’ and ‘Once a month’, and one
participant responded, ‘2 to 3 times a month’. When asked about their preferred platform to use
when communicating with their military person, participants most frequently identified that
‘Facetime’ was their preferred communication platform, with three participants stating this.
Whilst all participants responded in some way to this question, four participants responded in a
way that was difficult for the researchers to interpret what the respondent had intended to
communicate. For example, one participant rated four platforms ‘3’, and four platforms ‘7’. The
researchers could interpret this as the participant saying for these platforms those they rated as
‘3’ are equally preferential yet are more preferential than the platforms they rated as ‘7’.
However, this cannot be confirmed. Due to four participants responding in a manner that was
not as intended, this question was altered for the main study. This change is discussed in the
section below, Alterations made following feedback and results. When participants were asked
whattheir mostimportant consideration was for deciding how to communicate with their military
person there was a range of responses. Those mentioned more than once included
‘Convenience’, ‘Security’, ‘Use of the Internet’ and ‘Familiarity’ with the platform for both parties.
No issues were apparent with this question, with participants responding as expected. The main
study will explore additional effects such as the influence of relationship type and age on the
results for these questions. However, due to the aim of the pilot study being to ensure the survey
is suitable for the population and that participants can understand the questions, the pilot study
will not report the influence of these additional factors.

When participants were asked if they thought any communication platforms were more
secure than others, 70% highlighted they thought WhatsApp was more secure than other
platforms. When asked for an explanation for this response, three participants highlighted end-
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to-end encryption, though one participant demonstrated uncertainty ‘I think the chats are
encrypted’ (PS2). One participant highlighted how WhatsApp promotes their platform as being
more secure, and one participant suggested that WhatsApp and Facetime as the most
commonly used apps they are more secure. Participants responded to these questions as
expected. Two participants did not respond to the follow-up question when asked why they had
responded the previous platform was more secure. However, one participant responded ‘No’ to
the first question when asked if they thought there were any platforms more secure than others,
requiring no additional explanation. The second participant explained their choice when asked in
the initial question if there were any communication platforms they thought were more secure,
stating that their primary method of communication is a phone call, so security is less of a
concern.

Participants were also asked about their use of social media groups. Whilst the questions
up to this point were adapted from the Phase 1 survey, this group of questions were the first
addressing gaps from Phase 1. Seven participants identified that they do use group chats to
communicate with their military friends or relatives. This was on a variety of platforms including
WhatsApp, Instagram, Facebook Messenger and Snapchat. When asked follow-up questions
about access and control monitoring questions in these groups one participant identified they’re
an administrator for Facebook Groups for military personnel and families. This participant
explained individual credentials are checked to confirm people are genuine before being
admitted to a group. Two other participants reiterated this. Two participants confirmed that of
the one group they are a member of, there are measures in place to control group access.
However, two participants indicated they were unsure if these measures were in place, and three
participants suggested this only exists for some of the groups they are part of. Those who
responded ‘No’ that they don’t use social media groups in this capacity answered the follow-up
question to explain why. Participants stated it is not a requirement for them due to only knowing
one military person, or because they want to communicate with people individually.

The following questions focussed on cybersecurity risk behaviours and began with the
11-point scale question about confidence in ‘knowledge’ and ‘understanding’ of cyber risk and
security behaviours. Participants rated their confidence in their ‘knowledge’ with a mean score
of 6.60 (SD = 2.17, Minimum = 3.00, Maximum = 10.00). Participants rated their confidence in
their ‘understanding’ with a mean score of 6.00 (SD = 2.45, Minimum = 3.00, Maximum = 10.00).
In the main study, additional patterns will be explored, for example, whether those self-reporting
lower confidence in knowledge and understanding also identified uncertainty in other questions.
However, the results from the pilot study are sufficient to indicate the questions can provide this
insight. When provided with a list of online behaviours and asked to select the extent participants
consider this a cyber risk behaviour, participants answered in a way that suggested they were
considering the choices. For example, generally, participants rated the levels of risk for different
location behaviours as similar to each other, except for perceiving higher risk for picture tagging
behaviours and then also geolocation and privacy settings behaviours. This was a similar pattern
when participants were provided with a list of cyber secure behaviours and asked to select which
ones they engage in. When asked about whether participants make any changes to their online
behaviour when considering their military person, one participant responded, ‘As above’. Due to
the previous two questions being the behaviour listing questions, the participant may have
intended this to mean their behaviour does not change, however, their intention is unclear. The
question wording already provides an option for if there is no change in participant behaviour,
and seven participants responded with “no change”. The decision was taken that altering the
question was not required.
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The final group of questions focused on training, education and awareness materials.
Two participants indicated they had been previously invited to cybersecurity training and three
had previously received cyber education and awareness materials from a military organisation.
Of those who said they had not and may be reluctant to engage with future materials, the most
frequent barrier mentioned was time constraints. These results provide evidence that the
questions are clear to participants and that are suitable are providing insight that can be built
upon.

6.1.3. Phase 3 Pilot Study: Alterations made following feedback and results

At the end of the survey, participants were informed they had participated in the pilot
study. An explanation was provided that the study aimed to ensure the questions were
appropriate and made sense to participants. At this point, participants had the opportunity to
provide feedback on the survey, particularly for any questions where the question wording was
unclear. Only one participant responded to this question, with “None.” However, the researcher
identified an issue with how participants responded to one of the questions, visualised in Figure
6.4. As highlighted above, for the question asking participants to rank their preferred
communication method, there were inconsistencies in participant responses. Two participants
left this question partially complete, and two participants did not rank the platforms in a clear
numbering system. It is not possible to understand the reasoning for these responses, as none
of these participants commented on this question in the feedback. To reduce the chance of
participants misunderstanding what the question asks them to do in the main study, this
question was splitinto two separate questions. The first new question asks participants to select
all communication platforms they use to communicate with their military question, see Figure
6.5. Then a separate question asks them to rank which platforms they prefer to use, see Figure
6.6. Aside from this, no other changes were made following the pilot study survey.
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Figure 6.4:

Pilot study survey question asking participants about their
preferred communication platforms

When communicating with this individual, what is
your preferred method of communication?

Please rank from most preferred (1) to least
preferred (15).

For platforms which you do not use, please enter 0
next to them.

____Facebook

_ Text message/SMS
__ Email

____ Phone call

____ Instagram

_ Snapchat

_ Twitter

_ Telegram

__ WhatsApp

_ Facetime

_ Skype

_ BeReal

_ Discord

_ LinkedIn

_ Dating App (e.g. Tinder/Bumble/Hinge)

Other (please state)

Figure 6.5:

New question in the main study adapted from the pilot study
question in Figure 1

Figure 6.6:

New question in the main study adapted from the pilot study
question in Figure 1

When you want to speak to this individual, how do
you communicate with them? Please select all
methods below that apply, regardless of how often
you use this method.

Facebook

Text message/SMS

Email

Phone call

Instagram

Snapchat

Twitter

Telegram

WhatsApp

Facetime

Skype

BeReal

When communicating with this individual, what is
your preferred method of communication?

Please rank your most preferred using (1) and your
least preferred (15).

For platforms that you do not use, please enter 0
next to them.

_ Facebook

_ Text message/SMS
Email
Phone call
Instagram

____ Snapchat
Twitter
Telegram

_ WhatsApp
Facetime

__ Skype

_ BeReal
Discord

_ LinkedIn

_____ Dating App (e.g. Tinder/Bumble/Hinge)

Other (please state)




6.2. Phase 3 Main Study: Method
6.2.1. Participants

In total 64 participants attempted the survey, however 31 responses were removed due
to being incomplete. Participants were informed that if they wished to withdraw from the study
they should close the browser window before clicking ‘submit’ on the survey. Therefore, any
incomplete responses were considered withdrawn from the study and responses were removed.
The 33 remaining participants are included as the participant sample for this study. The
participants had a mean age of 37.97 years (SD = 11.98, Minimum = 22.00, Maximum, 64.00).
Thirty participants identified as female, and three participants identified as male.

Participants were recruited via opportunity sampling, as participants were invited to
participate via an advert (see Appendix E). This advert was distributed via multiple methods
including via the Dstl Military Advisors and posted in service families community centres in
Portsmouth. The research also attempted to reach a wide range of Military Key Relations that may
not actively engage in services provided by Military organisations by disseminating the study
advert in Facebook groups for Military Key Relations. To gain access to the Facebook groups in a
credible way, | reached out to administrators of multiple Facebook Groups including for UK
spouses, and one specifically for men who are partners of serving personnel. However, none of
the administrators replied to indicate interest in disseminating the advert. There is the potential
that this was due to contacting these individuals on an account which was created purely for the
purpose of this study, and whilst steps were taken to provide credibility, the lack of information
on the account may have been concerning for individuals who were contacted. However, they
may also just not have been interested in the research.

During the process of gaining favourable opinion from the ethics panels as part of this
research a target participant sample size was identified for this phase of the research. The
sample size for Phase 3 considered the challenges that were identified during recruitment of
participants in Phase 1. The target for participant sample size for Phase 3 was a minimum of 30
and a maximum of 384. A minimum of 30 participants aligns with Phase 1 and is sufficient to
provide insight on an exploratory topic, but also aligns with previous research that used surveys
in this area, such as a Bittner (2014) who had a sample size of 30 participants. The maximum
participant number is reflective of the number of participants required to test statistical
significance. This was calculated using the Qualtrics sample size calculator considering there is
approximately 121,600 children from armed forces families (Ministry of Defence, 2022), and that
each Key Relations sub-group has a similar population size. Considering a 95% confidence
interval, and 5% margin of error (Coolican, 2019), this would create an ideal sample size of 384
participants. A sample size of 31 in this Phase meets the minimum requirement of sample size
and reflects the challenges experienced during recruitment of participants. Lessons learned
from these recruitment challenges are discussed in Section 7.3. Evaluation of the Research.

6.2.2. Materials

An online survey questionnaire was created and distributed on the survey platform
Qualtrics, a copy of the survey can be found in Appendix C. The survey opened with the
Participant Information Sheet and then the informed consent questions, embedded into the
survey. Opening demographic questions asked participants about their age and gender
identification. Participants were also asked initial questions about their military person. This
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included a question about what branch of the military their military person serves in. Participants
were provided with a list of relationship types, based on the definition of Key Relations identified
inthe previous Phases, and were asked to select which relationship type best suited their military
person. There was also an ‘Other’ option if none of the provided relationship types adequately
reflected their description. Participants were also asked to rate on an 11-point scale the
perceived strength of their relationship with this person, with 0 being ‘not a strong relationship’
and 10 being ‘a strong relationship.’

Online communication behaviours questions

The next block of questions focuses on communication frequency and platform
considerations. The first four of these questions were adapted from the Phase 1 survey with
military personnel. These questions asked participants about how frequently they contact their
military person when they are deployed. Participants were provided with a list of options that
align with a typical deployment length of 6 months, up to 12 months (Keeling et al. 2015). These
options were: ‘Once ayear’, ‘Twice ayear’, ‘Once a month’, ‘2 to 3times a month’, ‘Once a week’,
and ‘Everyday (when possible)’. Participants were then provided with a list of communication
methods and asked to select all the methods they use to contact their military person. This
question is the adapted question from the pilot study visualised in Figure 5.5. Following this
question was the second question adapted from the pilot study, visualised in Figure 5.6. This
question provided participants with the same list of communication methods as the previous
question and asked participants to rank their preferred communication methods, with 1 being
their most preferred. To understand participants' decisions for these questions in further detail,
a follow-up free-text response question asked participants to explain what the most important
consideration is for them when deciding how to communicate with their military person. As the
study aims to explore Military Key Relations’ perception of their online vulnerability and how they
might influence cyber resilience, the following questions centred on cybersecurity and
communication platform usage. The first of these questions asked participants to state any
platforms they think are more secure, based on their opinion and knowledge of online safety. To
explore the justification behind the responses to this question, a follow-up free-text response
question asked participants to briefly explain why they consider the platforms they identified, if
any, to be more secure.

Following the analysis of Phase 1 results, Chapter 4 discussed how the survey had not
addressed the use of group chats in communication. Therefore, questions in this question block
explored Key Relations’ online behaviour when communicating in social media groups. Firstly,
participants were asked if they communicate with military friends or relations in online social
media groups, Figure 6.7 outlines the follow-up questions depending on how participants
respond.
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Figure 6.7:

The question flow for questions and follow-up questions asking about participants’ use of social
media group

Q) Do you ever communicate with Q: More detail about
other military friends or relations in platform and who you
online groups on social media? communicate with

Q: Knowledge of Q Group access

Q: More detail measures to mOnltOr control measures in
about why not group membership & i
credibility place:

Next question

If participants responded ‘Yes’ they were asked a follow-up question to provide more
detail about the platforms they use and who they communicate with. Participants who
responded ‘No’ were provided a follow-up question asking them to explain why they choose not
to communicate in online social media groups. To explore Key Relations’ understanding and
knowledge of cybersecurity, all participants were then asked to state any methods they were
aware of that could monitor membership and member credibility when using social media
groups. To understand if any methods are applied to these groups, participants who responded
‘Yes’ to the initial question were asked whether the groups they communicate in apply any
measures to control group access. Participants were provided with a range of options. Half
focusing on if participants are only a member of one group, and the others reflecting if
participants are members of multiple groups.

Cybersecurity risk behaviours questions

The next block of questions focused on Key Relations’ online risk behaviours. The
researchers wanted to explore if there was evidence that supports the suggestion from Phase 2
participants that sometimes Key Relations may engage in online security behaviours without fully
understanding why it was important, and the benefits of these behaviours. Therefore the next two
questions asked participants to rate their confidence in their ‘knowledge’ and then their
‘understanding’ of cybersecurity risk and behaviours they can engage in for protection.
Participants were provided with an explanation that the question on ‘knowledge’ was asking
them about what they do, whereas the ‘understanding’ question focused on the why they do
something. Participants were asked to rate their confidence on a 11-point scale, with zero being
not confident, and ten being very confident. The next question explored Key Relations’
understanding of cyber risk behaviours in more detail. Participants were given a list of online
behaviours such as location sharing, use of geolocation settings, and having a public profile, and
asked to select the amount of cybersecurity risk associated with each behaviour. The options
provided ranged from ‘No risk’, ‘Some risk’, ‘A little risk, and ‘Extensive risk’ and participants
could also select ‘Unsure’ or ‘N/Al don’t use this platform’. The full list of behaviours can be seen
in Question 19, in Appendix C. In a similar question, participants were provided with a list of
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cybersecurity behaviours including installing anti-virus software, enabling two-factor
authentication, and not sharing passwords with others. The question asked participants to
indicate which behaviours they engaged in to keep themselves and their information safe online.
Participants could simply select ‘Yes’ or ‘No’, but they also could identify they were ‘Uncertain if
up to date or set up,’ that they ‘sometimes’ engaged in these behaviours, or ‘N/A — 1 don’t have
this device or platform’. The full list of behaviours can be seen in Question 20, in Appendix C. To
situation cybersecurity in the context of their military person and military cyber resilience
participants were asked to describe any changes in their online behaviour they might make to
keep their military person‘s information safe. To explore potential reasons for Key Relations not
to engage in online security behaviours, participants were asked a question that encouraged
them to consider if online safety behaviours are restrictive. Question responses were on a 11-
point scale with zero being ‘l can behave how | would like, whilst still being safe online’, five being
‘Online safety is restrictive on some behaviours’ and ten being ‘Engaging in online safety
behaviours is restrictive’. Finally, this question block asked participants to consider the extent
they think their online behaviour influences the safety of their military person from a military
adversary. Participants were asked to score this on a 11-point scale, with zero being ‘no influence
at all’ and ten being ‘my behaviour has a direct influence. Participants were asked about this
when considering the individual military person, the military person and their unit, and the
military person and their branch.

Cybersecurity training, education and awareness questions

The final block of questions explored cybersecurity training, awareness and education for
Military Key Relations. The first question asked participants if they had ever been invited to or
attended cybersecurity training from a military organisation, participants were provided with the
option to respond, ‘Yes’ or ‘No’. Participants who responded ‘Yes’ were presented with a follow-
up free-text response question asking for more detail on the nature of the training and who
provided it. Those who responded ‘No’ were presented with the next question. This question
asked if participants had previously received any education or awareness materials from a
military organisation, participants were provided with the option to respond, ‘Yes’ or ‘No’. Again,
if participants selected ‘Yes’ they were presented with a follow-up free-text response question
asking for more detail about the content of these materials and who provided it. If participants
selected ‘No’ they were presented the next question. This next question asked participants if they
would attend an annual briefing provided by a military organisation about online threats and
safety behaviours to help protect their military person. Participants could respond ‘Yes’, ‘No’, or
‘Perhaps, depending on other factors’. Those who responded ‘No’ were presented a follow-up
free-text response question which asked for more detail about why they would not be interested.
This was not presented to participants who responded ‘Perhaps’ as the final question addresses
potential barriers. This final question asked participants to state any barriers that would prevent
them from engaging with cybersecurity initiatives. This was a free response question and
participants were provided with some examples of potential barriers to provide clarity on what
was meant by the term barriers. Once participants had completed all the questions they were
provided with the link to a separate Qualtrics survey where they could provide contact
information if they were interested in future research on this topic or enter into the Amazon
voucher prize draw.
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6.2.3. Procedure

Participants were directed to the study from a link, as a URL and a QR code in the study
adverts. Researcher contact details were also included on there should any participants wish to
take part but be hesitant to follow a link or scan a QR code, however no participants chose to
contact the researcher in this way. The links directed individuals who were interested to the
survey, where they could read the Participant Information Sheet and then complete the survey,
if interested. Participants completed the survey on Qualtrics with a mean completion time of
54.93 minutes (SD = 245.903). The reason for a much higher completion time for these
participants than the pilot study participants (M =15.03 minutes, SD = 6.53), could be due to one
participant taking 1424.47 minutes to complete the survey. This is potentially due to them
starting the survey and coming back to it at a later date, though itis not possible to confirm. When
removing this participant, the mean survey completion time was 12.14 minutes (SD = 4.93).

6.2.4. Ethical Considerations

The Participant Information Sheet and Informed Consent Form were embedded at the
beginning of the online survey distributed on Qualtrics (see Appendix C). Individuals were asked
to read through the information sheet and consent form and then take 24 hours to consider
whether they wished to take part in the study. At the time of seeking ethical approval for this
phase, this thinking time was the recommendation from the Dstl Scientific Advisory Committee
(SAC) and Ministry of Defence Research Ethics Committee (MODREC). Informed consent to
participate in the survey was provided by participants via tick boxes on the landing page of the
survey. Inthe information sheet participants were informed they could withdraw at any time from
the survey by closing the browser, and that there is no requirement to answer the survey
questions if they do not want to. However, participants were advised that once the survey
responses had been submitted they would not be able to withdraw their responses, due to the
survey being anonymised. The Participant Information Sheet also explained that the participants’
decision to (not) participate in the research would not influence service members’ careers, and
anonymity was highlighted.

Anonymity was an important consideration for this study. To ensure anonymity where
possible, personal information collected from participants was limited to age and gender.
Additionally, limited information about their military person was collected to reduce the chance
that someone could identify the participant or their military person from the responses.
Participants were notified of this in the Participant Information Sheet, and it was explained
individuals would not be attributable in any publications. Participants were prompted to remove
any identifiable information from free response questions but were informed that any identifiable
information accidentally included would be redacted during analysis. As compensation for
completing the survey, participants could enter into a prize draw to win one of four £25 Amazon
vouchers. To contact the individuals who had won one of the Amazon vouchers, the contact
information was required. Therefore a separate Qualtrics survey was created so that participants
could be entered into the Amazon voucher prize draw, and provide a contact email address,
without the possibility of linking their personal information to their survey responses. This survey
was also used if individuals wished to express an interest in hearing more about future research
and to provide contact details for researchers to provide information the future studies as part of
the wider programme of work outside of the PhD thesis.
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The survey was summarised with a debrief section. This provided individuals with
directions to support services, including military-specific services for military friends and
relatives as well as personnel themselves. The participants were also provided the contact
details of the lead researcher and the contact details of the volunteer advocate for the research.
Whilst the survey did not directly ask questions that would cause participant distress, there is
the potential that questions may evoke sensitive or upsetting emotions and memories for the
participants. Therefore, ensuring a range of appropriate support services for participants, with
the option to speak to military-specific services, was important. This phase of the study received
favourable opinion from the Dstl Scientific Advisory Committee (SAC) and the Ministry of Defence
Research Ethics Committee (MODREC): 2256/MODREC/23. Evidence of this is included in
AppendixJ. Bournemouth University Ethics Committee also provided ethical approval for Phase
1 of the research, evidence of this is included in Appendix K.

6.2.5. Data Analysis

The results produced quantitative and qualitative data. Quantitative responses were
analysed using frequency analysis, which consisted of the frequency of participants who
responded in a particular way, as well as the percentage of participants who responded in this
way. For questions which required selecting a humber on a scale of zero (low strength/low
confidence etc.) to ten (high strength/very confident etc.). For these questions, the mean score
was calculated. For example, the mean confidence score for all participants when asked about
their confidence in their knowledge of cyber risk and cybersecurity behaviours. Qualitative
responses from the survey were analysed using Qualitative content analysis. Inductive category
development created categories from the qualitative responses, and sub-groups were formed
based on the grouping of these categories. Independent coding was applied during the analysis
and was particularly evident when creating these sub-categories for the free response questions
to ensure categories accurately represented the participant data and were grouped
appropriately. The data was analysed using JASP, version 0.15.0.0. Microsoft Excel was used to
analyse responses when JASP was not compatible. For example, when analysing the free-
response questions. Excel was used during qualitative content analysis to create categories from
the responses, and then track the frequency of these categories and any overlap to form the
creation of groups from the original categories.

6.3: Phase 3 Main Study - Results

This section provides the results for the survey questions outlined in the method section
above. This section begins with an overview of the relationship types, strength and
communication frequency. The most frequent relationship type that participants reported was
that their military person was a ‘Husband, Wife or Civil Partner’, with a large percentage of the
participants’ military person serving in the ‘Royal Navy’. Overall, participants gave the
relationship with their military person a mean strength score of 9.49, with the highest possible
score being 10. This section also highlights the most frequent communication regularity between
participants and their military person was ‘Everyday (when possible)’. Whilst the mean strength
score did not differ vastly between relationship types, this section provides an overview of the
interaction between relationship strength score and communication regularity. This section also
provides results for participants’ platform usage when communicating with their military person.
Overall WhatsApp was the most frequently used and the most frequently preferred platform.
Justifications participants provided for their platform choices varied but most frequently
considered their military person’s access when on deployment. Differences in platform usage
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for relationship type and age ranges are reported. WhatsApp was also the most frequently
mentioned platform when participants were asked which platform is most secure. Justifications
provided for these responses mainly focussed on end-to-end encryption.

To address a gap in the survey from Phase 1, findings for how participants use group
communication platforms are included in this section. Participants tended to use Facebook
when communicating with online groups, who were mostly other Military Key Relations or
families that live in the same military patch, which is an area of military housing provided on a
military base for married servicemen and servicewomen. This section highlights the methods
reported by participants that they’re aware of for checking group member credibility and
monitoring group access. Participants confidence scores of knowledge and understanding of
cybersecurity and cyber risk behaviours are reported. With participants reporting a higher mean
score for their understanding of cybersecurity and cyber risk behaviours. When considering
specific risk behaviours, participants clearly indicated location sharing behaviours carry an
extensive risk, whereas there was more uncertainty over tagging others and being tagged in online
images. In the context of military organisations sub-section, responses for how participants alter
their online behaviour when considering their military are presented. These mainly consist of
ensuring no operational information is shared, though did vary, with some participants explaining
they don’t share anything at all about this individual online. The final sub-section states the
findings for the questions on cybersecurity training, education and awareness. The results
indicate only a small percentage of participants have previously received cybersecurity training
or education and awareness materials from military organisations. However, a much larger
percentage reported thatthey would be interested in attending future cybersecurity initiatives for
Military Key Relations, if offered. Barriers to participants attending future cybersecurity initiatives
are also discussed.

6.3.1. Relationships with military personnel: Types, strength and
communication regularity

Participants identified six different relationship types that described their relationship
with their military person. The most frequent relationship type that participants reported was a
‘Husband, Wife or Civil Partner’. Figure 6.8 visualises the participants were a range of Military Key
Relations, and how many participants self-identified their military person as being each
relationship type. Participants identified that their military personnel served a range of military
branches, with multiple individuals from each military branch. The highest frequency was for the
Royal Navy, with 22 participants identifying their military person as serving for this military branch
or 66.67% of participants. Five participants identified their military person serves in the Royal Air
Force, four participants reported their military person serves in the Army and two participants
stated their military person is in a civilian role within the military.
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Figure 6.8:

The frequency of participants that identified their military person was this relationship type.
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Across all participants and relationship types, participants scored the relationship
strength with their military person with a mean score of 9.49 (SD = 1.03, Minimum = 6.00,
Maximum = 10.00). There was very little difference in mean relationship strength scores across
the different types of relations. Individuals whose military person was a ‘Brother or Sister’, a
‘Child’ and an ‘Aunt or Uncle’ all rated this relationship a score of 10.00. Those who identified
their military person as a ‘Husband, Wife or Civil Partner’ gave a mean relationship score of 9.57
(SD=0.90, Minimum =7.00, Maximum = 10.00). The lowest mean scores provided by participants
were still high. The lowest mean scores were for an ‘Unmarried partner’ at 9.00 (SD = 1.73,
Minimum = 6.00, Maximum = 10.00) and a ‘Best or close friend’, also with a mean score of 9.00
(SD =1.41, Minimum = 8.00, Maximum = 10.00).

When asked about how regularly participants would contact their military person when
they are deployed, the most frequent response was ‘Everyday (when possible). Table 6.1
visualises the percentage frequency for these responses, demonstrating the large percentage
that stated they would contact their military person ‘Everyday (when possible)’, but also the
percentage split of how the rest of the participants responded. Zero participants identified that
they would contact their military person ‘Once a year’ or ‘Twice a year’, and two participants did
not answer this question. When split by relationship type, those who reported their military
person was a ‘Husband, Wife or Civil Partner’, ‘Unmarried Partner’, or ‘Best Friend’ had a modal
communication regularity of Everyday (when possible). The modal communication for ‘Child’
was ‘Once a week’. The modal communication regularity for ‘Brother or Sister’ was ‘2 to 3 times
a month’ and it was ‘Once a month’ for an ‘Aunt or Uncle’.
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Table 6.1.

Percentage of participants that choose to contact their military person at this regularity.

There was no pattern in the results to suggest type of relation may influence relationship
strength scores. As Figure 6.9 visualises, most of the participants gave a high relationship
strength score for their military person, with nine participants not scoring the relationship
strength with their military person a ten. The lowest relationship strength score given by a
participant was a six for an unmarried partner. Participants who are unmarried also gave which
participants gave a wider variety of scores, as visualised in Figure 6.9.

Figure 6.9:

Points on this graph visualise a response for each participant, indicating the type of relation their
military person is, and the score they gave the strength of the relationship.
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Figure 6.10 visualises the frequency for communication regularity across the types of
relations. Due to the small sample size, and the high percentage of participants identifying their
military person as a ‘Husband, wife or civil partner’ it is not possible to determine if there is a
pattern of type of relation influencing communication regularity. The role of sample size is
reviewed further in section 6.4. Phase 3 — Discussion.

Figure 6.10:
Bar chart displaying the number of participants who would contact their military relation at this

communication regularity, split by type of relation.
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6.3.2. Communication platform preferences and safety considerations

When participants were asked about their communication platform preferences when
communicating with their military, the most frequently used platforms were ‘WhatsApp’ and
‘Phone Call’. Figure 5.11 visualises the frequency of participants who reported using each type
of communication platform to communicate with their military person on deployment. As the
data in the Figures demonstrates the total number of responses is more than the total number of
participants, which is due to participants being provided the option to select more than one
platform. Figure 6.12 visualises the popularity of WhatsApp, Phone Call, Email, and Texting,
whilst social media platforms such as Facebook Snapchat, and Twitter were much less popular.
One alternative platform was included when participants were asked about any other additional
platforms they use to communicate with their military person that had not already been included,
visualised as ‘Other’ in Figure 6.11. This was ‘Familygram’, which is a service used by personnel
serving on Submarines in the Royal Navy where other methods of communication are not viable.
It allows friends and relatives to provide personnel with non-serious and joyful information in a
one-way short form method (Royal Navy, 2024).
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Figure 6.11:

Graph depicting how many participants reported using each communication platform to
communicate with their military person when on deployment.
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Participants were also asked about what platforms they most and least preferred to use
when communicating with their military person. ‘WhatsApp’ was reported most frequently by
participants as their most preferred platform, as visualised in Figure 6.12. However, there was a
range of most preferred platforms, including other social media platforms ‘Snapchat’ and
‘Facebook’. Two individuals ranked multiple platforms as their most preferred to communicate
with their military person. Both of these individuals reported their most preferred were
‘WhatsApp’, ‘Text messages’, ‘Email’ and ‘Phone call’ were equally their most preferred. One of
these participants also included ‘Facetime’ as an equally most preferred platform.
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Figure 6.12.

Graph depicting how many participants reported each communication platform as their most
preferred platform to communicate with their military person when on deployment.
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Figure 6.13 provides an overview of the results for preferred platform use when age of
participants is considered. Age group splits alighed with the same age groups created in Phase
1. As Figure 6.13 shows there was no distinct pattern of age influencing platform preference for
Key Relations communicating with their military person. For example, whilst only 4 participants
reported using Facetime to communicate with their military person, these individuals were
across a range of age groups. With 1 participant being in both the youngest age group and 1
participant being inthe oldest age group. This was similar across most of platform types included
in the Figure, except for Snapchat. The data demonstrates that for the rest of these platforms,
even though there may not have been 1 participant from each of the age groups who reported this
platform as being their preferred choice, the participants that it was their preferred platform were
not towards either end of the age scale of the participant group. The only platform that did
demonstrate a potential influence of age was Snapchat. Of the two participants who said
participant was their preferred platform to use when communicating with their military person,
one participant was in the 16-24 years-old age group, and the other was in the 25-29 years-old
age group. No participants older than 27 said Snapchat was their preferred communication
platform.
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Figure 6.13:

Graph showing number of participants who’s preferred communication platform is Facebook,
Facetime, Phone Call, Snapchat, Text Message, WhatsApp or Email, for each age group.
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Participants were then presented the opportunity to provide context for their previous
answers when asked what their most important consideration is when deciding what platform to
use to communicate with their military person. This was a free response question that provided
qualitative data, rather than numerical. In total 18 categories were created from participant
responses. Figure 6.14 includes the full list of categories that were created as well as the
frequency of participants who mentioned this category as a consideration. Figure 6.15
demonstrates that ‘Military person’s access’ was the most frequently reported consideration by
participants. This encompassed multiple considerations, including the ability to access the
method through military platforms and the access personnel have due to theirjob requirements.
For example, one participant highlighted that as their military person is a submariner, their
options are limited when they’re underwater. A separate category remained for participant
responses where it was unclear whether they meant access for themselves or their military
person, termed ‘Ease of access’. Whilst the responses were categorised and analysed with
frequency analysis, some responses also provide important context as a standalone response.
For example, the participant who stated ‘Facebook’ as their most preferred communication
platform in the previous question explained in this free response question that due to the
strength of the internet connection Facebook messages are more likely to be received and sent
than WhatsApp messages. However, another participant explained that they preferred to use
WhatsApp over other platforms because they prefer to video call.
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As depicted in Figure 6.14 multiple participants highlighted security as a consideration
when choosing what platform to use to communicate with their military person. Three of these
responses simply stated that ‘security’ was a consideration, without providing additional
information such as specific aspects of security or how they determine whether platforms are
secure. However, two participants highlighted that ‘Encrypted communication’ was their only
consideration when deciding what platform to use. Of these two participants that mentioned
encryption as the most important consideration for platform decisions, one reported their most
preferred platform was ‘WhatsApp’ and the other reported ‘Snapchat’ as their most preferred
platform when communicating with their military person on deployment.

Figure 6.14:

Graph showing the categories of considerations participants mentioned as being mostimportant
when deciding how to communicate with their military person, and the number of participants
who mentioned each one.
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The next question participants were asked focussed specifically on security of online
platforms and asked them to identify any platforms they believe to be more secure than others.
Three participants responded definitively ‘No’, suggesting they do not believe the platforms to
differ in security. Two participants stated uncertainty in their responses, with one stating they
perceive that from the military organisation’s perspective none would be secure. Overall, 20
participants reported that they believed WhatsApp to be the most secure platform. Of this 20 that
stated WhatsApp as being the most secure, 70% mentioned encryption when asked to justify why
they consider this platform more secure. Other justifications included popularity of the
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application as well as the ability to set up multi-factor authentication on their devices using
biometric authentication methods.

Figure 6.15:

Graph showing how many participants thought these platforms are the most secure
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For participants responding email as the most secure platforms, both participants
highlighted this was due to the existing connection with the military organisation, including
monitoring of emails from the Navy. Contrastingly one participant explained they thought
Facetime was more secure due to having no text so it can’t be monitored, screenshot or copied.
Three participants reported that they believed Signal to be the most secure platform, with all
three justifying their choice by explaining their military person’s organisation had recommended
the use of this platform over others. Despite Sighal being recommended as the platform to use
when communicating with military personnel on deployment by military organisations, all three
of these participants stated a different platform as their most preferred to use to communicate
with their military person. These platforms were Facetime, WhatsApp and Text message, with
only one of these participants stating they used Signal at all. None of these participants stated
security as their most important consideration when deciding what platform to use to
communicate with their military person. Instead they mentioned considerations of cost, signal
quality and military person’s access.

6.3.3. Communication via group messaging

Of the 33 participants who completed the survey, 26 participants responded ‘Yes’ when
asked if they communicate with military friends or relatives in online social media groups. These
participants were asked a follow up question to provide more detail about the format of these
group chats including platforms used and who is involved. The most frequently mentioned
platform was Facebook, with 18 participants stating they use this platform for group
communication. Not all participants specified what type of group this was, but at least 1
participant mentioned the use of group pages, community group pages and Facebook
messenger groups. Participants frequently mentioned the use of Facebook groups to
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communicate with others in the extended military community. This could be other military
partners and spouses, or other families that live on the local military patch. Other social media
platforms that participants mentioned have set ups for military families include Instagram and
WhatsApp. WhatsApp and Instagram, as well as Snapchat were also platforms participants
highlighted as being used to communicate with military friends in a personalised group setting,
without being part of a group specifically directed to and created for Military Key Relations. One
participant mentioned they were part of a Royal Navy specific online forum that is set up for
military families, that allows group communication. The seven participants who responded ‘No’
when asked if they communicated using group chats were asked to provide more detail about
this response. One individual highlighted that they do not use social media groups in any
capacity, whether that’s in the context of their military person or not. Other responses included
a lack of time, simply a lack of necessity to use groups, and the preference to communicate
individually.

All participants were asked to detail their knowledge of any measures to monitor group
membership and credibility. Twelve participants responded ‘None’ to indicate they are not aware
of any measures that exist for membership monitoring and credibility checking. One participant
identified they were an administrator for military family and personnel Facebook and explained
they check member credentials to ensure individuals are genuine. This was reiterated by multiple
other participants who stated that groups require new members to answer questions to prove
their connection to the military or the specific unit or base. Additionally, multiple participants
highlighted that some groups only accept membership from new individuals if they have been
invited or referred to the group by another existing group member. Responses indicated the level
of credibility and admission checks can depend on the information thatis included in the group.
For example, one participant explained that due to ship movements being posted in one of the
groups they are a member of, you can only join the group if you are referred by a friend. For the
more personalised groups, such as a smallfriendship or family circle, participants described that
no new members are invited due to the nature of the group.

As Figure 6.16 visualises more participants are members of multiple social media groups,
than just one of these groups. This Figure also indicates that at least 12 participants are members
of 1 or more groups that do not have measures in place to control access to the group.

Figure 6.16:

Graph showing how many patrticipants are part of one or multiple online groups, and the extent
they believe the group(s) monitor access to the group
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6.3.4. Understanding risk behaviours

To provide a baseline for participants’ perception of their knowledge and understanding
of cyber risk and cybersecurity behaviour they were asked to rate their confidence in both of
these concepts, on a scale of 1 (low confidence) to 10 (high confidence). When considering the
ratings in confidence for knowledge of cyber risk and security behaviours, participants
responded with a mean score of 7.09 (SD = 1.86, M