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Abstract

User authentication is often regarded as the “gatekeeper” of cyber security. It has, however, long suffered from significant usability issues
that have resulted in research focussing upon frictionless and transparent biometric approaches. Activity-based user authentication—a
technique that authenticates a user by what they are physically doing at a specific point in time has attracted significant attention,
particularly due to the increasing popularity of smartwatches. This research aims to overcome limitations in prior work by exploring
the viability of the approach in real-world conditions. The study presents two principal experiments, one focused upon a constrained
environment to provide a control and a second reflecting real-life. With over 1000 h of sampled data across 60 participants, the study
sought to explore sensor, feature composition, and classifier design to explore the practical viability of the approach. Whilst the control
experiment achieved best case Equal Error Rate of 0.29%, an improvement upon the prior art using optimisation, the best-case real-
world results were not too far behind at 0.7%. This demonstrates that whilst the feature generated in the real-life experiment are subject
to increased levels of noise, the performance is viable within the context of a transparent and continuous user authentication approach.
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1. INTRODUCTION

Mobile devices have become an irreplaceable part of people’s
daily life; however, they are arguably more susceptible to risk
(e.g. loss or theft) than other digital devices due to their small
size and portability. Traditional user authentication methods (i.e.
password and PIN) fall short of addressing these security concerns
due to a lack of technical sophistication and their often-intrusive
implementation. PINs are considered cumbersome, particularly
for smartwatch users due to the small touch screen of those
devices. Therefore, protecting the information and continuously
checking the user’s identity in a more innovative and conve-
nient fashion is essential. To overcome those issues, the use of
a Transparent Authentication System (TAS) was proposed that
seeks to non-intrusively capture biometric information to verify
a user’s identity in a continuous fashion [1]. It is also referred
to as Active/Frictionless or Implicit authentication. Such schemes
seek to reduce the authentication burden upon the user whilst
maintaining or improving the security being provided. Saeva-
nee et al. [2] and Alotaibi et al. [3] highlight that there was an
overall reduction of more than 90% in the explicit authentica-
tion requests by employing continuous authentication systems.
Critical to such schemes working in practice is the availability
of appropriate biometric modalities. Traditional biometrics are
often not appropriate because they require external factors to be

tightly controlled—such as light, orientation, background noise.
For example, using a user’s typing rhythm, ear, and face recogni-
tion techniques [4-8]. As such, the research community is actively
developing novel transparent biometric modalities that are able to
operate within a less constrained environments [8,9].
Biometric-based user authentication systems, which utilize
commercial smartphone accelerometer and gyroscope sensors,
have been proposed as a reliable and convenient approach
focused upon the user’s gait pattern such as walking and jogging
[10-15]. More recently a focus has been given to smartwatches
to determine whether the feasibility of using the accelerometer
and gyroscope on the wrist offers the opportunity to provide
more granular monitoring of physical movement. The fixed
position of the smartwatch versus the more dynamic handling
of mobile devices, offers up a potential benefit with respect
to more consistent sensor information. Interesting, this also
offers up the opportunity to go beyond simply gait recognition
and perform recognition against a wider set of activities—often
referred to as activity recognition. Much of the prior art has
focused upon highly controlled experiments, where participants
undertake specific activities within (often) single sessions. Whilst
these limited activities, limited participants, and the highly
controlled environment are useful for exploring the feasibility
of an approach, they do not necessarily reflect real-world use,
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Table 1. Critical analysis of gait/activity recognition studies

Study Approach Features Classification # of Duration Device Accuracy %
Type methods Participants
[10] Cycle Time DTW 51 cD Mobile 20.1 (EER)
[11] Segment Time HMM 51 CD Mobile 10.3 (EER)
[12] Cycle Time DTW 48 cD Mobile 21.7 (EER)
[13] Segment Frequency KNN 36 CD Mobile 8.24 (EER)
[14] Cycle Time DTW 48 cD Mobile 29.4 (EER)
[15] Segment Frequency HMM 48 CD Mobile 6.15 (EER)
[16] Cycle Time KNN 51 cD Mobile 33.3 (EER)
[17] Cycle Time & Frequency ~ SVM 14 SD Mobile 91 (CCR)
[18] Segment Time NN 8 SD Mobile 98 (CCR)
[19] Segment Time SVM 315 SD Mobile 92 (TP) 1 (FP)
[20] Segment Time JD 14 SD Mobile 5.7 (EER)
[21] Cycle Time GMM-UBM 35 CD Mobile 14.4 (EER)
[22] Segment TD&FD KNN 28 SD Mobile 93.3 (CCR)
[23] Segment Time RF 57 CD Mobile 5.6 (EER)
[24] Segment Time & Frequency  SVM 10 SD Mobile 99 (CCR)
[25] Segment Time & Frequency BN 10 SD Mobile 94.5 (CCR)
[26] Segment Frequency HMM 102 CD Mobile 4.93 (EER)
[27] Segment Time & Frequency ~ DTW 24 CD Mobile 3.8 (EER)
[28] Segment Frequency CNN 387 SD Mobile 98 (CCR)
[29] Cycle Time LSTM 30 SD Mobile 90 (CCR)
[30] Segment Time CNN & LSTM 20 cD Mobile 99.5 (CCR)
[31] Segment Time & Frequency = LSTM 50 SD Mobile 88 (CCR)
[32] Segment Frequency - 29 SD Mobile & Smartwatch 17.6 (EER)
[33] Segment Time RF 18 CD Mobile & Smartwatch 4 (EER)
[34] Segment Time SVM 20 SD Mobile & Smartwatch 0.65 (EER)
[35] Segment Time & Frequency =~ CNN 50 SD Mobile & Smartwatch 98 (CCR)
[36] Segment Time RF 51 SD Mobile & Smartwatch 0.8 (EER)
[37] Segment Time RF 15 SD Mobile & Smartwatch 95.3 (CCR)
[38] Segment Time & Frequency KRR 20 CD Mobile & Smartwatch 8 (EER)
[39] Segment Time & Frequency KRR 35 CD Mobile & Smartwatch 1.85 (EER)
[40] Segment Time RF 51 SD Mobile & Smartwatch 9.3 EER
[41] Segment Time KNN 15 SD Smartwatch 2.9 (EER)
[42] Cycle Time DTW 5 CD Smartwatch 22.5 (EER)
[43] Segment TD&FD KNN 10 SD Smartwatch 88.4 (TP) 1.3 (FP)
[44] Segment Time SVM 20 CD Smartwatch 6.56 (EER)
[45] Segment Time SVM 20 CD Smartwatch 4 (EER)
[46] Segment Time Man 10 SD Smartwatch 4.27 (EER)
[47] Segment Time KNN 20 CD Smartwatch S (EER)
[48] Segment Time & Frequency DT 6 CD Smartwatch 90.4 (CCR)
[49] Segment Time & Frequency = MP 34 SD Smartwatch 1 (EER)
[50] Segment Time & Frequency =~ MLP 20 SD Smartwatch 1EER
[51] Segment Time KNN 10 SD Smartwatch 98 (CCR)
[52] Segment Time LSTM 36 SD Smartwatch 99 (CCR)
[53] Cycle Time - 20 CD Smartwatch S (EER)
[54] Cycle Time RF 17 SD Smartwatch 99 (CCR)
[55] Segment Time GMM-UBM 10 SD Smartwatch 91.5 (CCR)
[56] Segment Time & Frequency  SVM 21 SD Smartwatch 0.2 (EER)
[57] Segment Time DTW 4 CD Smartwatch 28 (EER)
[58] Segment Time AdaBoost 30 - Smartwatch 88.4 (CCR)
[59] Segment Time - 10 SD Smartwatch 2.25 (EER)
[60] Segment Time DNN 20 SD Smartwatch 94 (TAR) 0.3 (FAR)
[61] Segment Time RNN 20 SD Smartwatch 0.78 (EER)
[62] Segment Time MLP 49 SD Smartwatch 87 (TP) 0.2 (FP)
[63] Segment Frequency RNN 22 SD Smartwatch 0.83 (EER)
[64] Segment Time RF 32 SD Smartwatch 99.5 (TP) 3.6 (FP)
[65] Segment Time RNN 11 CD Smartwatch 10.6 (EER)
[66] Segment Time MLP 64 CD Smartwatch 2 (EER)
[67] Cycle Frequency RNN 30 CD Smartwatch 6.6 (EER)
[68] Segment Time KNN 36 CD Smartwatch 3.5 (EER)
[69] Segment Time RNN 22 SD Smartwatch 0.83 (EER)

Legend: DTW: Dynamic Time Warping; HMM: Hidden Markov Model; SVM: Support Vector Machine; KNN: k-nearest neighbours; RF: Random Forest; NN: Neural Network;
RF: Random Forest; BN: Bayesian Network; KRR: Kernel Ridge Regression; GMM-UBM: Gaussian Mixture Model-Universal Background Model; JD: DT: Decision Tree;

MP: Multilayer Perception; Jaccard distance; EUC: Euclidean Distance; Man: Manhattan Distance; RNN: Recurrent Neural Networks; CNN: Convolutional Neural Networks,
LSTM: Long Short-Term Memory classifier; EER: Equal Error Rate; CCR: Correct Classification Rate; TP: True Positive; FP: False Positive; SD: Same Day; CD: Cross Day.
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where signal data collected from sensors are very likely to be
considerably noisier, resulting in a more challenging classification
task.

This study investigates the viability of activity recognition with
a focus upon understanding the real-world performance that can
be achieved. Focused upon collecting a large uncontrolled dataset,
the study explores the impact upon sensor data and the resulting
recognition performance that can be achieved in practice. To
provide a basis for comparison, the study also includes a control
experiment—following a similar experimental methodology as
the prior art to both provide a baseline for performance and to
also provide an opportunity to explore additional gaps in the prior
knowledge. These advances in feature selection and classifier
design in the control experiment are then fed through into the
real-world study.

The remainder of the paper is organized as follows: Section
2 reviews the state of the art in TAS specifically focusing upon
approaches that have utilised the accelerometer and gyroscope
sensors. Data collection, pre-processing, feature extraction, and a
new feature selection approach are outlined in Section 3. Sections
4 and 5 present the experimental results and discussion. Section
6 presents the conclusions and future directions of research.

2. RELATED WORK

Identifying what people are doing based on their daily activities
can be useful for several mobile applications (e.g. health-care and
fitness tracking) and can offer a robust and continuous biometric-
based user authentication system. The first attempt [11] focused
upon wearing a dedicated sensor around the human body such
as hip, ankle, and arm in order to collect the user’s motion data.
Although these studies could determine physical actions (e.g.
walking and gesture) and reported encouraging results, the need
to use costly specialized devices for the data collection and a
comprehensive set-up reduced the usefulness and increased the
implementation cost in a real-world system. Recently, a growing
body of studies [10-27] have utilised smartphone accelerometer
and gyroscope sensors for biometric-based authentication sys-
tems. However, the majority of these studies relied upon limited
activities (i.e. gait or gesture). Despite the increased popularity of
smartwatches, little work has been conducted to verify the user’s
identity based upon their activities. A comprehensive analysis of
the prior studies on smartwatch/mobile-based user authentica-
tion using focused upon gait an activity recognition is presented
in Table 1.

Much of the prior art collected the accelerometer and
gyroscope data with a known pocket position. Smartphones, while
having the benefit of technological maturity and widespread
adoption, arguably suffer from many problems in placement
to produce a consistently effective implementation. Orientation
and off-body carrying (i.e. when the device is not carried in a
pocket or somewhere else close to the body) make obtaining
consistent movement data challenging. A study conducted by [70]
highlighted that the system’s performance was degraded when
the position or orientation of the smartphone were changed.
In contrast, smartwatches guarantee consistent placement on
the body regardless of the clothing choices of an individual
user.

The Cross-Day (CD) evaluation, which trains a classifier using
one-day and verifies it with data from a different day, is gen-
erally accepted as the most robust experimental methodology.
However, a considerable amount of gait and gesture-based user
authentication studies trained and tested the system based on
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data that are collected on a Single-Day (SD), which tends to be
a less realistic scenario as human behaviour changes over time.
Most studies claiming a system resilient to the CD problem either
trains on mixed data from both days (thus not making it a true
CD test as a user will be required to enrol in the system every
day) or has an error rate so high that the system would not be
practical. Notably, the lack of realistic data underpins a significant
barrier in applying these systems in practice (in both mobile and
smartwatch contexts).

Feature extraction is a key component in the development of
any classifier. There are two main methods: cycle-based (which
segments data into pairs of steps) and segment-based (which
focus on fixed-length blocks of data). Previous findings in the
literature supported the use of a segment-based approach as
it appears to produce a more effective and stable performance,
with studies reporting Equal Error Rate (EER) between 0.65% and
28% [34,57]. In contrast, the performance of using a cycle-based
approach is typically worse with EERs ranging from 5% to 33.3%
[16,53]. This is most likely the result of the complicated and
unclear nature of cycle extraction. With respect to features, little
attention was given to measuring the impact of time domain and
frequency domain features on the system performance.

Previous studies [32,34-37,40,41,43,46,49-52,54,55,59-61,63,64—
69] used a smartwatch device in orl-der to collect the accelerom-
eter and gyroscope signals for the same day scenario. However,
the authors did not carry out any investigation on the feature
selection process in order to identify the most discriminative
features. Moreover, a limited range of activities (i.e. gait or gesture)
were considered. To improve the classification results and reduce
the computation time, it is important to analyse the discrimina-
tive ability of the extracted feature set due to their influence on
the system performance. As a result, various feature selection
approaches have been proposed in the prior art. For example,
forward search was based upon testing each feature indepen-
dently and then selecting a subset of features that reported the
best classification performance. However, the implementation of
this method is not necessarily accurate as the extracted features
can be relatively correlated to each other. In comparison, several
biometric-based user authentication systems create the user’s
reference and test templates based upon selecting the most com-
mon features (e.g. features that have the smallest standard devi-
ation [STD] for all the population). Studies such as [33,41,44,45,71]
applied different mechanisms when exploring the feature vec-
tor. For example, analysis of the user’'s gait pattern resulted
in 95% Correct Classification Rate (CCR) when the SD scenario
was applied on a dataset of 40 users [71]. However, the system
performance reduced to 86.8% (with a limited dataset of only 13
users) when the CD scenario was used. This can be attributed to
the proposed approach not being sophisticated enough to identify
a unique feature set for individuals that work overtime.

Other gait-based authentication studies by [33,41] were able to
achieve low EERs of 4% and 2.9%, respectively. One of the major
drawbacks to adopting the former study is the feature vector
size (i.e. 326 features) that was constructed based on data of
seven sensors from the smartwatch and phone. Therefore, com-
plex computational processing was required and subsequently
a higher demand upon the battery (which is one of the biggest
problems of these approaches). While the latter research [41] was
able to shrink the user’s reference template by identifying the
most distinctive features, their finding (i.e. an EER of 2.9%) was
based upon a dataset of only 15 users with their movement data
being collected on the same day. Therefore, further research is
arguably required to devise a novel feature selection strategy that
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can offer a delicate balance between usability and security that
uses more realistic data.

Motion-based authentication systems hypothesize that each
individual has a unique pattern such as handwriting [44,52] and
gesture pattern [51,59]. However, such studies focus upon intru-
sive authentication (i.e. a user is asked to perform a specific
activity to be authenticated) rather than seeking to capture data
transparently and offer continuous frictionless user authentica-
tion. An accelerometer-based study [47] proposed an algorithm
that automatically detects the gait pattern while the user walks
on different surfaces (e.g. grass and asphalt). Although the pro-
posed system reported encouraging results with an EER of 5%, the
users’ data was collected within a controlled environment and the
authentication process was limited to the availability of the user’s
gait information only. The most recent reviews of the literature
[38,39,58,65] were more realistic in terms of the data collection
phase (i.e. users were not asked to perform certain activities,
but to wear a smartwatch during their day-to-day activities). Lee
et al. [38] show that utilizing the combination of sensor data
from a smartwatch and a smartphone could greatly enhance
the authentication performance, with an EER of 7.9%. The EER,
however, increased to 17.85% and 13.4% by using the mobile
motion sensors only (i.e. accelerometer and gyroscope). A major
criticism of this study is that the data was not categorized based
on the user’s daily activities. An extended study [39] examined
the possibility of dividing the real-life data into two types (i.e.
moving and stationary data) by developing a context detection
approach to predict the user’s activity. Identifying the activity type
before the classification process successfully reduced the error
rates (i.e. an EER of 1.85%). Although, the system was evaluated
using unlabelled data, the proposed context approach was trained
by using constrained data (i.e. all participants were asked to use
the smartphone for around 80 min in order to detect different
contexts such as using the smartphone while sitting, standing,
moving, and sitting on a moving vehicle). While other gait-based
studies claimed to use data obtained from an uncontrolled envi-
ronment, [58] utilised a very limited set of samples (ranging from
10-57) and [65] used a very limited set of participants (only 11).

3. EXPERIMENTAL METHODOLOGY

In order to overcome the shortcomings of prior work, this study
identified the following research questions (RQ):

1) How well can an activity-based user authentication system
perform in real-life environments?

2) What is the most effective classification strategy—single or
an activity-specific multi-classifier?

3) What is the optimum feature vector composition?

RQ1 focusses upon exploring the practical realities of utilising
activity recognition. In comparison to the controlled experiments
in the prior art, this involves using unlabelled data, in wholly
uncontrolled environments. The resulting biometric signals are
very likely to much noisier. Building upon that understanding,
RQ2 was devised to explore whether a single-classifier or a multi-
classifier approach would be beneficial. The working hypothesis
being that given more noisier data, a single classifier might strug-
gle in comparison to a multi-classifier approach, which can focus
upon specific activities. The challenge is how to determine those
activities using an unlabelled dataset. RQ3 looks to explore how
to optimise the feature vector—seeking to reduce its size and the
resulting classifier complexity—whilst maintaining performance.

To address these questions, the following experiments were
conducted:

1) Evaluation of the activity-based user authentication system
using a controlled and uncontrolled environment (RQ 1).

2) Exploration of single classifier versus an activity-specific
multi-classifier approach (RQ2).

3) Investigation of static feature vectors versus dynamic fea-
ture selection (RQ3).

4) Investigation of time versus frequency domain features,
acceleration versus gyroscope-based signals, and same day
versus cross day evaluation scenario (RQ3).

3.1. Data Collection

This section describes the data collection methodology that was
used to collect the two different datasets: controlled and real-life.
The former contained labelled data of five different activities that
was captured within a laboratory environment, while the latter
dataset contains real life data (i.e. captured within an uncon-
strained environment over a prolonged period and unlabelled).

3.1.1. Controlled data

To determine and evaluate the feasibility of the proposed activity-
based user authentication, it is important to ensure the popula-
tion sample being used is as large and significantly reliable as
possible. Therefore, this experiment, in comparison to the prior
art, aimed to capture a significant number of samples from each
individual and to have a substantial population. They study col-
lected over 60 h of movement data from 60 participants. To collect
user's movement data, the Microsoft Band 2 was utilized due to
its wide range of built-in sensors. A third-party application, which
is compatible with all Android smartwatches and smartphones,
was used to capture the acceleration and gyroscope signals [72].
Whilst the application offered three different sampling rates (i.e.
16 Hz, 32 Hz, and 128 Hz) and data was captured at 32 Hz as it
offered a trade-off between processing and storage limitations of
the device versus a desire to capture data with sufficient resolu-
tion. As soon as data was acquired by the smartwatch, it was sent
to a smartphone residing in the user’s pocket via Bluetooth.

As highlighted earlier, the main aim of this study is to remove
or minimize the intrusiveness of current user authentication
approaches, therefore, certain activities were considered that are
non-intrusive, frequently used, and contain unique arm patterns.
These included five physical activities: normal walk (NW), fast
walk (FW), typing on PC (TPC), playing mobile game (MobG), and
typing on mobile phone (TMob). Based on the previous studies
[10,12,13,34,46] that captured acceptable numbers of samples (in
the range of 36 to 100 samples) and achieved good levels of
accuracy, this study aimed to have at least the same amount
of data. For each activity, 72 samples were obtained from each
participant resulting in a total of 360 samples. This was collected
over two days within a time frame of 3 weeks. In total, 60 h
of movement data were collected from 60 users (26 males and
34 females) with ages ranging from 18-55. Ethical approval was
sought and approved and written informed consent was obtained
from each test subject prior to data collection.

Raw gait signals (i.e. NW and FW) were collected by asking
users to walk on a predefined route and encouraged to walk
normally on flat ground. For consistency, the gait data was col-
lected on the second day in a manner similar to the first, with
the user walking over the same route (this is standard practice
drawn from the prior work). For a more realistic scenario, the user
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had to stop to open a door and take multiple turns. No other
variables, such as type of footwear or clothing, were controlled. For
the typing activities (not previously researched by the prior art),
participants were asked to sit and continuously type a short and
predefined text on the touch screen of their smartphone and on a
PC keyboard. For the game activity, Candy Crush Saga was selected
to capture the user’s arm movement. The rationale for selecting
this game was based on being the top mobile game by downloads
at the time of the experimental design, was a free application to
install, simple to play, and contained enough touch gestures to
obtain sufficient data for each individual.

3.1.2. Real-life data

Whilst the labelled data collected in controlled conditions is
useful for initial feasibility studies, it is arguably less realistic
than normal use. Therefore, to evaluate the proposed system
under an unconstrained real-life environment, users were asked
to wear the smartwatch for 10 days. Participants were encouraged
to freely undertake their daily routine to ensure the collected data
represented the user’s normal behaviour. The acceleration and
gyroscope data streams were collected from 30 users (17 males
and 13 females with an average age of 24); those users were a
subset of the 60 users from the original controlled experiment.
Each user was asked to wear the watch for at least 4 h per day
(or until the smartwatch battery was drained). The total collected
data per user was ~40 h (4 h x 10 days) with around 1200 h in
total for all users. Based upon prior art to date, this is the largest
smartwatch-based sensor dataset utilised to date.

Once the smartphone and watch were turned on, the signal
was captured in a continuous and transparent manner. For con-
sistency, the sampling rate was fixed for all participants. The
dataset consisted of 32 327 gait samples (i.e. for both normal and
FW). This compares with the prior accelerometer-based studies
that collected limited datasets ranging between 900 and 1000
samples. A further 93 637 non-walking (Non-W) samples were
also collected, which is the first acceleration/gyroscope-based
smartwatch study that used a stationary signal for the TAS.

3.2. Data pre-processing

Pre-processing provides a mechanism to remove unnecessary or
irregular data and transform the raw signal into discriminative
information prior toits use in calculating the feature vector. Based
upon the techniques used in the prior art, this study took the
following steps:

e Removing unworn signals: As long as the smartwatch is
on, the application would keep running in the background
and capture the movement data in a continuous manner.
Therefore, data from the galvanic skin sensor was used to
identify periods where the band was removed.

¢ Time interpolation: Due to the limited accuracy of the sen-
sors in the Microsoft Band, the smartwatch was not able to
record data at a fixed sample rate (i.e. the time intervals
between two successive acceleration values were not fixed).
Therefore, time interpolation was applied to ensure that the
time between two successive data points was always equal.

e Filtering: a low pass filter was applied in order to enhance
the accuracy of the signal. This was carried out with several
settings (i.e. 10, 20, and 30 Hz), and through experimentation
a cut-off frequency of 20 Hz achieved the best accuracy
(examples of the filtering are shown in Fig. 1).

e Segmentation: Classification approaches do not typically
operate directly on time-series data and require data to
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Figure 1. Acceleration signal (a) before filtering and (b) after filtering.

be represented as a set of samples. The prior literature
supports the use of segment-based rather than the cycle-
based approach as it appears to be more effective and stable.
Therefore, the tri-axial raw format for both acceleration and
gyroscope signals were segmented into 10-s segments, which
ensures that each sample includes several cycles and any
brief period of non-movement signal (e.g. a pause) will not
dominate the sample. This was achieved by using a sliding
window approach with no overlapping.

3.3. Feature extraction and feature selection

Feature extraction is a key component of any biometric system
and needs to contain the discriminative information necessary
for classification. Therefore, a comprehensive feature extraction
process was carried out on both the accelerometer and gyroscope
sensor data. Based upon prior art, features were extracted in both
the time and frequency domains and resulted in 140 features [20-
46]. These features are the same regardless of whether the sample
is being generated from the acceleration or gyroscope sensor data.
Since most features were generated on a per-axis basis and each
sensor has three axes, most features were represented by a vector
of three values.

The process of extracting frequency domain features is some-
what different from the time domain. Before extracting a fre-
quency domain feature, a Fourier transform is applied to the
motion data. A set of frequency domain features are calculated
which might be useful to create a discriminative feature vector
for each individual. Details of these features (e.g. what they are
and how they are calculated) are described in Table 2.

Feature selection is used to select an appropriate feature subset
from the entire set of features by identifying the most optimal and
user discriminative features for the machine learning algorithms.
When the feature set size is relatively large, feeding all features
to a classifier without selecting a distinguishing feature subset
might negatively affect the system performance and results in
classification complexity problems due to the curse of dimension-
ality [73,74]. Therefore, feature selection has become the focus
of many research studies in order to reduce the potentially large
dimensionality of input data, with the resultant effect of enhanc-
ing performance and reducing the computational complexity of
the classifier [41,44,45,71,73-76]. This becomes even more impor-
tant when considering the limited processing capability and bat-
tery limitations of mobile devices.

A variety of feature selection approaches exist in order to
explore and show the effectiveness of the extracted feature
vector; whilst some of the prior gait/activity-based studies
[13,15,18,40,48] proposed strategies for identifying the more
discriminative features from the population, the feature selection
approaches that have been presented so far do not seem to excel
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Table 2. Time and frequency domain features

Feature Description NF TD FD

Interquartile range The range in the middle of data. It is the difference between the upper and lower quartiles in 3 v v
the segment.

Skewness A measure of the symmetry of distributions around the mean value of the segment. 3 4 v

Kurtosis A measure of the shape of the curve for the segment data. 3 v v

Percentile 25,50 The percentile rank is measured using the following formula: R = (P/100) * (N + 1). Where R 6 v v
represents the rank order of the values, P: percentile rank, and N is the total number of data
points.

Correlation Coefficients The relationship between two axes is calculated. The Correlation Coefficients is measured 3 v v
between X and Y axes, X and Z axes, and Y and Z axes

Difference The difference between the maximum and minimum of the values in the segment. 3 v v

Median The median values of the data points in the segment. 3 v v

Root Mean square The square root of the mean squared. 3 v v

Maximum The largest 4 values are calculated and averaged. 3 v v

Minimum The smallest 4 values are calculated and averaged. 3 v v

Average The mean value of the values in the segment for each axis 3 v v

Standard Deviation The standard deviation is a measure of how spread the data points from the mean. It is 3 v v
calculated for each axis.

Average Absolute Difference The average absolute distance of all values in the segment from the mean value over the 3 v v
number of data point in the segment (for each axis).

Time Between Peaks During the user’s walking, repetitive peaks are generated in the gait signal. Thus, the time 3 v -
between consecutive peaks was calculated and averaged (for each axis).

Peaks Occurrence Determines how many peaks are in the segment 3 v -

Variance Average of the sum of the squared differences of each value in the segment from the mean v v
over the segment size (for each axis).

Cosine Similarity All pairwise cosine similarity measurements between axes. 3 v -

Covariance All pairwise covariances between axes. 3 v -

Entropy Spectral entropy describes the complexity of the signal based on the Shannon entropy 3 - v

Energy The summation of the mean square of each frequency component multiplied by time interval 3 - v
of the signal

Binned Distribution Relative histogram distribution in linear spaced bins between the minimum and the maximum 30 v -
acceleration in the segment. Ten bins were used for each axis

Average Resultant For each value in the segment of x, y, and z axes, take the square roots of the sum of the 1 v v

Acceleration

values of each axis squared over the segment size (i.e. 10 s).

in terms of performance. The wider literature on biometrics has
demonstrated that a user-specific feature vector will seek to
maximize the discriminative information per user rather than
across the whole population—resulting in a stronger and more
unique set of features. To this end, this study carried out an
exhaustive exploration of data using descriptive statistics for a
better understanding of the nature of features and to explore the
relationship between inter and intra variance that might exist.

The output of this exploration process was used to develop a
dynamic feature vector algorithm to see how that would impact
system performance. For each individual, a unique feature subset
was generated (i.e. creating a dynamic feature vector that con-
tains distinctive features for each user). This was achieved by
calculating the mean and STD for each feature individually for
all users. Thereafter, comparison of the authorized user’s results
against impostors to select the feature set with minimal overlap;
for each feature, a score was calculated based upon the following
condition:

e If the mean of imposter’s feature was not within the range of
the mean +/— STD of genuine, add 1 to the total score.

¢ Dynamically select the features according to their score order
from high to low. The highest means less overlap between
imposters and the genuine user.

Figure 2 shows an example of applying the proposed feature
selection method (using the real-life dataset) on two different

features for User 1. Based upon the overlap percentage, it is clear
from Fig. 2 that the Kurtosis feature has the lowest overlap score
compared to the Variance feature. As a result, the Kurtosis feature
was selected to form the feature vector, while the second feature
(i.e. Variance) was neglected. This procedure is repeated for each
individual and each feature resulting in a bespoke and prioritized
feature set. Given that the proposed feature selection method is
highly dependent on the dataset (especially data for imposters),
the proposed dynamic feature algorithm is designed to automat-
ically update the user’s feature vector. Once the biometric data is
obtained, the proposed algorithm samples the data and acquires
the most appropriate feature vector to adapt to the changes of the
user’s feature vector.

3.4. Experimental procedure

The aim of biometric-based authentication is to determine if a
system can classify a user correctly (i.e. a genuine user or as an
imposter). This study utilized two approaches namely, single and
an activity-specific multi-classifier. The former was created by
using unlabelled training data, which means there was no prior
knowledge about the activity while a separate reference template
was generated for each activity in the latter. Therefore, in total,
six unique reference templates were created for each user (i.e.
five activity-based templates and one template was built by using
the unlabelled samples). Once these models were prepared, the
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Figure 2. (a) Example of features with minimum overlap (b) example with features with maximum overlap.
Table 3. Dataset characteristics
Dataset Activity # of samples # of participants # of features % for training % for testing
Controlled All 21 600 60 Up to 140 60 40
Normal Walk (NW) 4320 60 Up to 140 60 40
Fast Walk (FW) 4320 60 Up to 140 60 40
Typing on a PC (TPC) 4320 60 Up to 140 60 40
Playing mobile game (MobG) 4320 60 Up to 140 60 40
Typing on a mobile (TMob) 4320 60 Up to 140 60 40
Real-Life Normal Walking (NW) 20,218 30 Up to 140 60 40
Fast Walking (FW) 10,309 30 Up to 140 60 40
Non-Walking (Non-W) 94,444 30 Up to 140 60 40

reference and testing templates were created under two different
scenarios (i.e. SD and CD). In the SD scenario, data set was divided
into two parts: 60% was utilised to train the classifier while the
remaining 40% was used to evaluate the performance. The reason
for selecting this ratio (i.e. 60% versus 40% for the training and
testing respectively) is to ensure that the classifier is trained with
sufficient representative samples and to evaluate the robustness
of the proposed system. Table 3 provides a breakdown of the
datasets, the volume of samples and participants across each of
the activities.

To evaluate the controlled experiment under the CD scenario,
the first day data was used for training, while the evaluation was
carried out by employing the second day data. Once the user’s
templates were created, a Feedforward Multi-Layer Perceptron
(FF MLP) neural network was used as the default classifier as
the neural network requires less training data compared to SVM,
HMM, and KNN [13,77] and shows reliable performance for the
proposed system [74,78,79]. For each experiment, four different FF
MLP neural network training sizes were evaluated (i.e. 10, 15, 20,
and 25) with each being repeated 10 times in order to account for
errors that occur due to the random setting of the neural network
weights. Several extensive experiments were conducted; for the
controlled data, a total of 432 000 tests (i.e. 7200 tests for each user

including the variation of the network, feature subset, the SD and
CD evaluation scenario, activity type, and the sensor type). The
experimental setup for the real-life experiment included a total
of 64 800 tests (2160 tests per user). The step-by-step process for
the activity-based authentication system is illustrated in Fig. 3.
It highlights the key phases from data acquisition through to
authentication decision.

4. RESULTS

The results presented in this study are the core findings from
all of the tests undertaken across the controlled and real-life
experiments. Based upon the conducted experiments, an FF MLP
neural network of size 10 is presented as it resulted in the lowest
EER. The EERs were calculated by finding the crossover point
between the FRR and FAR as it is the de-facto performance metric
used in prior studies. The findings are presented in two sections,
reflecting the core experiments identified: controlled activity-
based and real-life. In the controlled activity-based experiment,
four core aspects were addressed:

e an investigation in time and frequency domain features,
e the impact upon performance given a variety of feature
vector compositions
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Figure 3. The proposed architecture for user authentication based on activity data from smartwatch.

Table 4. EERs of using the fusion features, time, and frequency domain

Feature type # of Features EER (%)

Accelerometer Gyroscope
Fusion features 132 0.13 3.37
Time domain 88 0.15 3.73
Frequency domain 52 3.09 12.69

* highlighting the effect of the SD and CD scenario tests on the
classification accuracy.

e investigated a single versus an activity-specific multi-
classifier.

The second real-life experiment looks to build upon this knowl-
edge and apply it to the real-life data.

4.1. Activity-specific experiment

The purpose of collecting data under a constrained environment
is to investigate and look at an experiment that provides the
empirical basis to the feasibility of using smartwatch movement
sensors (i.e. accelerometer and gyroscope) and capturing a wide
range of activities (not merely gait or gesture). Given the labelled
and controlled nature of the activity, it also provides for a stable
basis for comparison and analysing feature composition and
selection.

4.1.1. Time vs frequency domain features and sensor
selection

Although the extracted gait/activity feature set of the prior lit-
erature consisted of features from both a time and frequency
domain, many studies have not considered their impact on sys-
tem accuracy. Therefore, the aim of the first experiment was to
highlight the usability and impact of the time and frequency
domain features on the recognition rate. Table 4 displays the EERs
of using the fusion of both features against time and frequency
domain by utilizing the SD scenario of the NW activity.

Prior studies [33,41,44,45,73] already demonstrated that the
incorporation of more features usually degraded the classifier’s
accuracy (often due to some of the features being irrelevant
and/or redundant). Table 4 shows that a good performance was
achieved (i.e. 0.15% and 0.13% EERs for acceleration) by using
the TD and all feature sets; with little difference in results being
observed between the two sets. By using the FD features alone,
reasonable performance is obtained (i.e. 3.09% EER); but its per-
formance is far less promising in comparison with the results
of using TD features alone and all feature sets. This suggests
that FD features add little contribution towards the classification
process. Moreover, it is computationally expensive for the system

to compute these features in real time on smartphones and/or
smartwatches [10,33,41,44,71].

Although sensor based-authentication systems could be
implemented using accelerometer and/or gyroscope as the source
triaxial sensor, in practice few studies have tested systems
using both sensors independently. Intuitively, both should offer
similar information and thus similar levels of predictive power;
however, the results in Table 4 overwhelmingly supported the
use of the accelerometer sensor alone for activity-based user
authentication systems. An EER of 0.15% was obtained by using
the acceleration data compared to 3.73% when the gyroscope
data was tested. A further analysis was conducted to reflect the
EER spread within the population and the results are presented in
Fig. 4. This shows that the EERs using the gyroscope signal were
significantly increased for the majority of users in comparison to
the acceleration data. As a result, all the subsequent results for
the controlled experiment are based on the use of the acceleration
data only.

4.1.2. Single classifier versus an activity-specific
multi-classifier

It is argued, given the variability of signal data, creating special-
ized classifiers (i.e. activity-specific multi-classifier) could exhibit
better recognition rates than a single classifier. Therefore, it was
necessary to design and develop two experiments that investi-
gated this. The generic experiment used a single classifier (which
is the most robust case) that utilized the dataset that contained
samples from all five activities but with the activity label removed.
The multi-algorithmic/classifier experiment evaluated by using
the labelled activities. As illustrated in Fig. 5, the activity based
multi-classifier outperforms the generic model (single classifier).
The NW and FW activities achieved EERs of 0.93% and 3.90%
(compared to 7.6% when the generic-based model was used). Sim-
ilarly, the performance of the remaining activities (i.e. TPC, TMob,
and MobG) outperformed the generic-based user authentication
model with an average of EER of 5%.

Given the fact that a user can be doing multiple activities at the
same time (e.g. sending a text or reading emails while walking),
the single classifier approach could be used to classify all other
activities that were not recognized by the proposed system. The
experimental set up of the single classifier approach bears a close
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Figure 4. EER performance using accelerometer versus gyroscope sensors.
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Figure 5. Performance comparison of generic classifier versus an activity-specific multi-classifier.

resemblance to the prior work by [80]. Nevertheless, they have
reported poor accuracy (i.e. an EER of 19% compared to 7.1% in
this study). The significant improvement could be the result of
creating a complex and discriminative feature vector for each
individual independently.

4.1.3. The impact of feature selection on same/cross day
methodologies

So far, the analysis was based upon using all the extracted
time domain features (i.e. 88 features). However, as mentioned
earlier, it is important to optimize the user’s authentication
model by selecting the most discriminative feature subset to
reduce the cost associated with classification and improve system
accuracy/error rates. Another factor that greatly affects the
authentication performance is the evaluation scenarios (i.e. SD
and CD). It is well recognised that the human behaviour could
be influenced by several factors; therefore, a more realistic
test for sensor-based biometric system comes by applying the
CD scenario to show the variation of the human behaviour
overtime.

The CD test does not require the user to re-enrol in the sys-
tem on a daily basis. Table 5 illustrates the benefit of utiliz-
ing the proposed feature selection approach and the impact of
the evaluation scenarios (i.e. SD and CD) on the authentication
performance.

The results in Table 5 show if the acceleration data is evaluated
properly, the proposed authentication system is able to achieve a
very high accuracy for both scenarios in comparison to the prior
art that reported at best EERs of 0.2% [56] and 1.85% [39] for the SD
and CD scenarios. This compares to EERs of 0.13% and 0.69% using
the SD and CD tests respectively for the NW. The permanence of
the system was evaluated by using the CD scenario with relatively
low EERs for all activities (i.e. EERs ranging from 0.69% [for NW]

to 5.81% [for TPC]). These results were obtained by using different
feature set sizes ranging from 50 features (TPC activity) to 70 (FW
activity).

As expected, the system performance decreases under the CD
methodology; this is because the behavioural biometric can be
affected by several factors such as mood, clothes, and tiredness.
Nonetheless, the presented CD results are still promising and
offer vital evidence that the collected activities of this study
have the potential to accurately recognize the legitimate user
in a transparent and continuous fashion. The optimal results
of the CD scenario were achieved for the gait-based activities,
at best EERs of 0.69% and 3.16% for the NW and FW accord-
ingly. For the non-gait activities, the performances of TMob and
MobG were slightly superior to TPC. This could be due to the
position of the user’s hand being not fixed during the TMob
and MobG activities compared to TPC where the hand position
was fairly static. Thus, more differential movement data can be
observed from the typing or interacting on a smartphone touch
screen.

With respect to the proposed feature reduction method, the
findings in Table 5 have further strengthened the argument that
an optimized set of features will provide the best performance.
The lowest EERs were obtained by utilizing feature subset sizes
between 50 to 70 features. The EERs were further analysed for
each participant separately and results on each user’s acceler-
ation for both SD and CD scenario are presented in Fig. 6 (for
the NW activity). As shown in Fig. 6, high levels of performance
(i.e. in the range of 0%-2% EER) were obtained for 90% users,
with the exception of users 31, 37, 38, 42, 48, and 51. More than
25% of the participants reported 0% of EERs such as users 2, 4,
13, 15, 17, 21, and 27. This suggests that users have consistent
and distinctive feature patterns and optimising the feature vector
length for each user independently is beneficial. For example,
the reference template of User 1 might contain 10 features while
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Table 5. Results of the SD & CD performance with varying feature vectors

Evaluation Activity 10 20 30 40 50 60 70 80 88
Scenario Features Features Features Features Features Features Features Features Features
(%) (%) (%) (%) (%) (%) (%) (%)
SD NwW 1.13 0.78 0.24 026 0.27 0.13 0.20 0.16 0.15
SD FW 1.55 0.80 0.62 0.36 0.35 0.32 0.28 0.32 0.31
SD TMob 2.40 1.76 1.38 1.18 0.99 1.20 1.24 1.39 1.43
SD TPC 2.28 1.36 1.38 1.15 1.15 1.30 1.39 1.33 1.52
SD MobG 2.40 1.76 1.38 1.18 0.89 1.20 1.14 1.20 1.33
CD NW 4.68 2.39 1.43 0.9 0.84 0.83 0.69 0.77 0.93
CD FW 5.42 3.92 3.63 4.17 3.56 3.32 3.16 3.40 3.90
CD TMob 5.97 5.92 5.93 5.69 5.04 4.94 5.57 5.60 5.69
CD TPC 8.12 7.21 6.98 6.45 5.81 5.85 5.92 5.91 6.02
CD MobG 4.97 4.82 4.83 4.79 4.62 4.54 5.17 5.80 5.61
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Figure 6. EER of normal walking using same-day/cross-day strategies.

Table 6. System performance using the static feature vector
(SFV) and optimized feature vector (OFV)

Activity Scenario EER (%) EER (%)
Evaluation for SFV for OFV
NW SD 0.13 0.05
Fw SD 0.28 0.14
TMob SD 0.99 0.5
TPC SD 1.15 0.3
MobG SD 0.89 0.25
NW CD 0.69 0.29
Fw CD 3.16 1.31
TMob CD 4.94 2.66
TPC CD 5.81 3.85
MobG CD 4.54 2.3

User 2 optimally requires 50. The aim of the investigation was to
determine whether the optimized feature vector length for each
user independently can further improve the system accuracy.
Table 6 shows a comparison of using static and optimized feature
vector approaches and the impact upon feature length for each
participant.

The findings in Table 6 confirm the hypothesis that creating
optimized user vectors for each user independently could further
reduce the EER (i.e. the proposed optimized feature vector clearly
has an advantage over the static user template). An explanation
for the significant improvement on the system accuracy is that
the movement pattern of some users requires fewer features to
produce the lowest EER and vice versa (i.e. the user's arm move-
ment for users is inconsistent hence, more features are required to
obtain the optimal or lowest EER). Fixing the size of the reference

template for all users (e.g. 60 features) could negatively affect
the overall system accuracy. To support the above assumption,
further tests were undertaken for each activity and the evidence
presented in Figs. 7 and 8. Apart from the improvement in the
system performance of using the optimization technique, Fig. 7
shows the gait templates size was reduced for more than half of
the users. For example, the FW-based model of users 3, 5, 8, 10,
24,32, 37,46, and 58 were created by utilizing only 20 prioritized
features and even less features were used for users 1, 28, 31, 34,
and 39 (10 features). In contrast, other users such as 4, 6, 9, 13, 16,
and 22 required more features (i.e. 80 to 88 features) to produce
the lowest EER. A possible explanation is that the walking pattern
of these participants was varied or inconsistent over the time.
Therefore, more features are required to generate a reference
template that is robust to impersonation attacks and effectively
identify the user’s identity. Meanwhile, Fig. 8 shows a clear trend
that the proposed optimized feature vector technique of the TMob
activity successfully reduced the vector size for more than two
thirds of users.

4.2. Real-life experiment

Although the findings of the controlled experiment were very
compelling, they were, like the prior literature, obtained within
a constrained environment (i.e. all users were asked to do the
same type of activity). This approach, while standard in assessing
the feasibility of a biometric in the early stages of research, is
arguably not reflective of real-world use. Therefore, a more realis-
tic investigation was conducted by collecting real life data to make
sure the captured signals can be used for practical authentication
system. To permit a comparison of the two models (i.e. generic
and activity-based authentication models), two experiments were
conducted; the first experiment utilized the generic model and
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Figure 8. Optimal feature vector size per participant (TMob activity).

reported EERs of 24.54% and 26.11% for the accelerometer and
gyroscope respectively. This preliminary result highlights the high
degree of variability that exists within the real-life data versus
the controlled SD and CD methodologies previously employed.
Moreover, it shows the importance of developing an activity recog-
nition approach that automatically detects the user’s activity at
a particular time in order to improve the recognition rate. The
problem with real-life data is how to label the activities.

This study proposed a gait detection method that is based upon
detecting the repetitive cycles of the user’'s walking pattern from
the original signal and then classifying the user’s identity. This
was achieved by analysing the horizontal (x) acceleration signal
of different users due to the higher variability compared to the
vertical (y) and sideways (z) motions. Based on the observation,
it was hypothesized that the detected cycles represent the user’s
gait pattern while the remaining data is considered as Non-W
samples. Primarily, it was important to determine the start point
of the actual walking pattern that was identified at ~1.3 g-force
[8] and thereafter detecting the repetitive peaks based upon the
initial gait sample. The first minima was considered the start
point of the first cycle, and the second local minima was treated
as the end of the cycle. This procedure was repeated until all
remaining minima were detected in the signal. The end point of
one cycle was considered as a start point for the next cycle and so
on. Once all gait cycles were extracted, samples were created by
using the sliding window approach and the extracted gait samples
were then divided into two activities (i.e. NW and FW). This was
achieved by detecting the local maxima peaks for each segment
and average the values. Segments that have high peak values were
considered as FW samples while segments with low peak values
reflect the NW data (see Fig. 9). For example, the magnitude range
of the FW peaks were between 0 and 2, while it ranged from 0.4 to
1.2 for the NW peaks.

Having devised and applied the proposed detection method
to the real-life signal, data was divided into NW, FW, and

~~
®
=
Magnitude

Figure 9. An example of filtering out the real life data for (a) fast walking
and (b) normal walking.

Non-W data, and the total extracted samples per participant
(over 10 days) for each activity are presented in Table 7.

To evaluate the proposed activity detection approach, real life
data that was captured across several days and a fixed feature
vector size for all users was applied. The findings are presented
in Table 8. The results show that the proposed activity detection
method has a significant positive impact on the authentication
accuracy with the best EERs of 4.35%, 1.24%, and 7.04% for the
NW, FW, and Non-W activities, respectively (compared to an EER
of 24.54% by utilizing a generic-based authentication model for
the accelerometer data). Although the gyroscope sensor was less
effective than the accelerometer with EERs of 8.96%, 5.66%, and
11.25% for the aforementioned activities, these results are con-
sidered quite impressive in comparison with the accuracy of a
generic-based user authentication model which achieved 26.11%
of EER. Table 8 clearly shows that the proposed feature selection
approach has an advantage over the verification performance
versus all features given the reduction in computation thatresults
in smaller feature vectors. For example, using the whole extracted
feature set (i.e. 88 accelerometer features) reported 4.9%, 1.74%,
and 8.74% for the NW, FW, and Non-W activities respectively, while
the feature reduction method successfully reduced the EERs into
4.35%, 1.24% and 7.04%.

Gz0z Aenuer iz uo Jasn AlsieAiun yinowauinog Aq /6£ES6/ /71 1L 8exq/|ulwod/ce0 L 01 /10p/a[onie-adueApe/|uluod/woo dno-olwspese//:sdny WwoJj papeojumoq



12 | Al-Naffakh et al.

Table 7. Total samples of the real-life data separated by user

User ID NwW FW Non-W User ID NwW FW Non-W

1 1314 1763 2813 16 1243 381 9081

2 276 199 1329 17 390 173 2810

3 978 747 2270 18 1179 564 2250

4 898 336 3461 19 847 145 3640

5 897 246 3418 20 618 159 1025

6 447 213 2929 21 758 185 5640

7 416 135 1089 22 375 238 3400

8 427 296 1797 23 209 107 2186

9 1160 281 3066 24 276 155 2151

10 832 425 2880 25 120 93 1484

11 551 102 2865 26 629 528 1990

12 844 333 2749 27 192 384 6910

13 245 173 1062 28 970 750 2371

14 391 152 8070 29 899 352 3161

15 840 430 2418 30 997 264 3322

Table 8. EERs using accelerometer and gyroscope data

Activity Sensor 10 20 30 40 50 60 70 80 88

Features Features Features Features Features Features Features Features Features

Normal Acc 10.45 6.41 5.47 5.21 5.12 4.35 4.60 4.77 4.9

Walking Gyr 13.16 11.15 9.90 9.59 9.38 8.96 9.33 9.17 9.46

Fast Acc 5.05 2.37 2.00 1.62 1.44 1.24 1.25 1.44 1.74

Walking Gyr 9.50 7.08 6.34 5.87 5.81 5.74 5.66 5.88 6.01

Non-W Acc 7.27 7.22 7.04 7.40 7.46 7.20 7.69 8.68 8.74
Gyr 12.24 11.25 11.51 11.29 11.30 11.29 11.48 11.37 12.05

It is notable that the proposed feature selection approach does
not contribute as much to the system accuracy as the controlled
experiment exhibited, the best EERs were achieved by curtailing
the number of features from 88 (i.e. all features) to 60, and 30 fea-
tures (which is a reduction of nearly 32% of the gait features and
~66% of the Non-W features). Although the findings in Table 8
suggest that the accelerometer sensor resulted in lower EERS (i.e.
better performance) than the gyroscope for all activities, prior
studies [70,81] have highlighted that sensor-based authentication
systems might be susceptible to attacks if a single sensor is used.
Moreover, other authors [27,82-84] suggested that the system
accuracy might be improved by using fusion features of both
Sensors.

The fusion schema in biometric-based systems can be imple-
mented at three different levels: sensor level, feature level, and
score level. In the sensor level fusion, data of a single modality or
multiple biometric traits are combined; e.g. capturing face sam-
ples from different cameras and different angles (in the case of
a uni-biometric system) or collecting multi-biometric modalities
such as face and voice. When it comes to the feature level fusion,
features that are extracted from different sensors are fused to
generate a resultant reference template. Finally, the score level
is an approach that measures the similarity scores between the
reference and test templates and combines the resultant scores
of each modality together. This study investigated whether the
fusion sensor approach can offer better recognition rates. As
mentioned earlier, 88-time domain features were extracted for
each sensor, so the fusion approach resulted in 176 features for
accelerometer and gyroscope sensors (88 features x 2 sensors).
Table 9 displays the EERs from using the fusion characteristics of

the acceleration and gyroscope signals for the NW, FW, and Non-
W activities.

In comparison with the findings in Table 8 of using single
sensor data (i.e. accelerometer or gyroscope), Table 9 shows that
the authentication performance is improved for all activities (i.e.
NW, FW, and Non-W activities). This positive effect from using
the fusion approach is more noticeable if it is compared to the
EERs obtained by using the gyroscope data (i.e. 8.96%, 5.66%, and
11.25%). The presented results in Tables 8 and 9 were based upon
creating a dynamic reference template for each user with the
feature vector size fixed for all users; e.g. the best EER for the
NW activity was 3.55% by using 110 features for each individual.
However, optimizing the feature vector length per user could
be useful to maximize the system performance. For instance,
some users might require few features to accurately recognize
their pattern, while increasing the feature size may offer better
accuracy/error rates for other users. Therefore, further analysis
was undertaken to explore whether the creation of an optimized
feature template for each user independently can further reduce
the EER. Table 10 displays the best EERs for activities using static
and dynamic feature vector size.

In comparison with the static feature vector, it can be seen in
Table 10 that the optimized reference template outperformed the
performance of the gait activities (NW and FW) for all the source
information (i.e. single sensor and fusion data). For the Non-W
activity, there was little difference in the findings between the two
approaches (i.e. static and optimized feature vector). The possible
explanation for this outcome could be the reference template for
the majority of users was nearly optimized (i.e. the best EERs for
the Non-W data were obtained by using a small feature subset
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Table 9. EER using fusion sensor and CD scenario
Activity 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150 160 All
Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea- Fea-
tures tures tures tures tures tures tures tures tures tures tures ‘tures tures tures tures tures tures
NW 9.32 5.51 5.51 4.26 3.98 3.91 3.66 3.84 3.96 3.86 3.55 4.04 3.82 3.56 3.98 3.84 4.45
Fw 5.01 2.70 1.89 1.68 1.61 1.36 1.36 1.28 1.23 1.23 1.16 0.92 1.45 1.03 1.22 1.38 1.41
Non-W  7.36 5.58 5.31 5.59 5.39 5.39 5.39 5.36 5.44 5.40 5.47 5.55 5.44 5.68 6.52 6.75 6.84
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Figure 10. Optimised feature vector for each participant (FW activity).

Table 10. System performance using the SFV and OFV size

Activity Sensor EER (%) of EER (%) of
SFV OFV
NW Accelerometer 4.35 3.83
Gyroscope 8.96 8.10
Fusion 3.55 2.89
FW Accelerometer 1.24 0.73
Gyroscope 5.66 5.15
Fusion 0.92 0.70
Non-W Accelerometer 7.04 6.51
Gyroscope 11.25 10.47
Fusion 5.31 4.77

such as 30 and 20 for the acceleration and gyroscope signals
respectively as shown in Table 8). Apart from the improvement
in system performance using the optimized feature vector, Fig. 10
shows that the user’s reference template size was decreased for
half of the users. For example, the feature vector of users 2, 19,
and 29 was created by utilizing only 20 prioritized features with
fewer features required for users 13, 14, 24, 25 (i.e. 10 features).
In contrast, other users such as 8, 9, 11, 8, 15, 16, and 18 required
more features (i.e. 70 to 88 features) to produce a low EER.

5. DISCUSSION

This study aimed to address the following questions:

e Can smartwatches provide a more reliable and consistent
motion signal than smartphones?

e How well can smartwatch-based user authentication per-
form in the CD scenario testing?

¢ Does the creation of an activity-based authentication model
have a positive impact on the classification performance?

¢ Cansmartwatch-based user authentication be achieved with
real-life environment?

e What is the effect of the proposed feature selection method
on the biometric performance?

N, |
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The results suggest that smartwatches have the ability to
capture more accurate personal data than smartphones. This was
reflected on the system performance where the best achieved
EERs in this study were 0.29% and 0.70% (for the controlled and
uncontrolled experiments, respectively), compared to the prior art
that used smartphone accelerometer sensor and reported EERs
between 4.93% and 33.3% [16,27]. The experimental analysis of
this study reveals that smartwatch-based user authentication is
highly efficient and can be recommended for use in verifying
users in a transparent and continuous manner. Moreover, it high-
lights the effectiveness of wearables in recognizing a wide variety
of activities.

To show the influence of the evaluation scenario on the system
performance, comprehensive tests were carried out (i.e. SD and
CD scenarios). The SD evaluation scenario reported low EERs
for all activities (i.e. 0.05%, 0.14%, 0.5%, 0.3%, and 0.25% for
the NW, FW, TMob, TPC, MobG, respectively). Improvements on
performance have been presented when comparing the results
to the prior art on mobile/smartwatch-based acceleration studies
under the SD scenario that achieved EERs of 17.6% in the worst
case [32] and as low as 0.65% [34]. A common criticism of these
studies is the methodology they have adopted with training and
test data being captured during a single session, which does not
show the variability of the user’'s movement pattern over time,
and limited or unrealistic activities being collected, such as punch
gesture or drawing a circle. In addition to the SD, the more realistic
CD test was also applied; as expected, the results demonstrated
that biometric performance was degraded. Nevertheless, the pro-
posed system is still able to achieve recognition performances
typically better than most behavioural-based biometrics. Using
the CD scenario in the controlled environment resulted in EERs
of 0.29%, 1.31%, 2.66%, 3.85%, and 2.3% for the NW, FW, TMob,
TPC, and MobG, respectively (compared to EERs in the range of 4%-
33.3% for gait activities [16,33] and 3.3%-6.56% for gesture pattern
[44,76].

The effectiveness of creating an activity-based authentication
model was also investigated. Although the reported error rate was
acceptable for a TAS, it is argued that the system performance
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would degrade when using real life data due to the variability of
the collected signal. As hypothesized, creating an activity-based
authentication model, each trained and tested using CD against
a specific activity, greatly enhanced the system performance.
For example, the EERs were 0.29%, 1.31% and 2.3% for the NW,
FW, and MobgG, respectively, compared to 7.03% of EER when the
generic authentication model was used. The proposed detection
method is capable of identifying incoming activity, extracting fea-
tures, and training the classifier with the corresponding template.
When a particular activity is not recognized or detected, the
generic classifier model can be used to accumulate and classify
all other activities that were not recognized by the multi-classifier
approach. All samples can be stored and at regular intervals
an activity detection algorithm can be utilised to identify and
group signals into new activities to create the activity-specific
classifiers. This process will permit the addition of new activities
tobeincorporated. Further research is required to understand and
optimise the parameters and to ensure signals that are captured
and subsequently used to train the classifier are indeed from the
legitimate user.

To make sure that the proposed smartwatch-based user
authentication system can be used in practice, real life data was
collected, and an activity recognition method was developed to
divide the user’'s movement data into gait and non-gait activities.
To show how the proposed activity detection affects the authen-
tication accuracy, two experiments were carried out. The first
experiment used the whole data without identifying the activity
type (i.e. a generic-based model), while the proposed activity
method was utilized to divide the real-life data automatically in
the second experiment. As expected, high EERs were reported (i.e.
24.54% and 26.11% for accelerometer and gyroscope, respectively)
by using the generic-based model due to the nature of the real-
life data. Arguably a level of performance that would question
the viability of the approach in practice. However, significant
improvements were achieved (i.e. at best EERs of 1.24% for
accelerometer and 5.66% for gyroscope) when data was split
into groups based upon the performed activity. Developing a
context aware approach might give better understanding to
the user’s daily activities (rather than just dividing the data
into walking and Non-W activities). This can be achieved by
obtaining information from other smartwatch sensors (e.g. GPS,
and Ambient temperature) that could be used as a basis for
making a more intelligent decision and improving the system
accuracy. Further improvements on the recognition rates were
obtained by combining the accelerometer and gyroscope data.
Apart from the improvement to system accuracy, the fusion-level
feature of both sensors is useful to detect and prevent imitation
or mimicry attacks.

Further influencing factors on the biometric performance
include the selected feature subset. Selecting unique features
for each user would improve the results and reduce the
complex computations on devices which have limited processing
resources when compared to computers. This study presented
and evaluated a feature selection method for activity-based
authentication, which was based on creating a dynamic feature
vector for each user and successfully reducing the dimensionality
of the feature space. However, further investigation is required to
find out if the user’s reference template needs to be updated over
time and how best to achieve this. Again, it is likely that the time
between template renewals is likely to be dependent upon the
user, leading to a dynamic rather than static template renewal
process needing to be devised.

Transparent and continuous authentication offers the middle-
ground where both security and usability can be accomplished.
Nevertheless, it is essential to investigate the implementation
cost of applying such a system (i.e. consumption of storage, CPU,
and battery life). During the real-life data collection, there was a
noticeable impact on battery life due to the continuous collection
from all the sensors (e.g. accelerometer, gyroscope, hear rate,
and temperature). A commercial solution would need to carefully
consider which sensors to utilize and when to utilise them. For
example, this study for investigative reasons captured all sensor
data, but in reality only used the accelerometer and gyroscope.
Careful scheduling of these sensors to coincide with authen-
tication requirements could significantly reduce the demand—
reducing battery, memory and CPU load. The study also focused
upon a single Smartwatch technology and it would be expected
that different Smartwatches would have different capabilities and
sensor granularities which might vary the level of recognition
performance that can be achieved. However, it is also worth
highlighting, the purpose of this approach is to contribute towards
a TAS as one of several biometric modalities, with the wider
TAS providing the management and intelligence to know what
samples to use to ensure a sufficient overall confidence in the
user’s identity [1]. As such, issues with regards to signal latency
are less relevant as the wider TAS management system will
manage this.

6. CONCLUSIONS & FUTURE WORK

The investigation presented in this study has positively demon-
strated that activity-based user authentication using smart-
watches is a feasible approach in achieving reliable and
transparent authentication. It also examined the effect of using
the CD scenario on the system performance and presents
a novel feature selection approach that effectively reduced
the feature vector size without overtly affecting performance.
Experimental results demonstrate the advantage of creating
activity-based authentication models in order to enhance system
performance. Indeed, results showed that real-life activity-based
user authentication is only viable using an activity-based multi-
classifier.

Future work will focus on better optimization such as extract-
ingnew features, evaluating different machine learning classifiers
(e.g. Random Forest, Naive Bayes, and SVM) and combining the
smartphone and smartwatch movement data. More experimental
research should also be carried out to understand how the user
templates might be changed over time and to make sure that the
template will always be appropriate to identify the legitimate user
versus imposters. Implementing the proposed system in a real-
world scenario and capturing real-life data over a longitudinal
basis is required to find out what change might exist in the user’s
behaviour. Additionally, whilst this study was able to identify the
real-life data in gait and non-gait data, a context aware approach
could be useful to predict a wider variety of activities, with an aim
of improving the recognition rates. For example, using GPS and
the calendar application, it would be possible to identify not only
that an individual is running but that they are running to catch a
train to the airport—thus likely to be carrying or pulling luggage.
In this scenario, a composite classifier could be used that not only
focusses upon running but running and carrying luggage. This can
be achieved by incorporating other sensor-based information (e.g.
GPS) to provide some situational awareness of what a user might
be doing at a specific point in time.
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Future research will also consider the use of a wider range
of smartwatch technologies and the location for processing the
authentication decisions. Currently this is focused upon the
Smartphone, but with advances in Smartwatch technology, it
would be relevant to investigate the degree to which these devices
could manage the process—with the advantage of aligning
authentication more closely to the individual and opening further
opportunities for developing frictionless authentication across a
wider set of technologies.
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