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ABSTRACT

Financial service providers leverage the growing adoption of mobile phones to
develop and deploy new business models to provide financial services to new and
existing customer bases. This has enabled the deployment of innovative financial
products via mobile devices to capture new market segments while reducing
operational costs. However, the downside of this development is the increased risk
of cybersecurity threats to customers. These threats have affected existing users of
mobile financial services and have the potential to impact 1.4 billion of the global adult
population who are unbanked. Existing technical countermeasures, such as strong
encryption algorithms, multi-factor authentication, and higher passcode complexity,
have not fully addressed the cybersecurity problem in Mobile Financial Services
(MFS). Literature has identified usable security as a problem area that leads to
cybersecurity issues that affect users and developers of MFS solutions. While various
aspects of this problem have been studied, the nature of usable security in the MFS
sociotechnical system and how to address it, from the perspective of stakeholders in

the ecosystem, has not been thoroughly examined.

This PhD thesis provides both theoretical and practical contributions by providing an
understanding of socio-technical factors in mobile financial services and their impact
on usable security from the perspective of stakeholders in the ecosystem. Also, it
provides empirical evidence of the impact of user behaviours and DevOps practices
on usable security for mobile financial services through a survey of 698 end-users
and semi-structured interviews with 37 DevOps participants. Finally, the thesis
presents a set of 12 usable security heuristics that were applied in a real-world

scenario in the development and usable security evaluation of MFS.
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CHAPTER ONE: INTRODUCTION

The adoption of mobile phones as a means of accessing financial services is growing.
Financial service providers are increasingly utilising this technology to engage both
new and existing customer segments. However, this shift has concurrently resulted
in a rise in cybersecurity incidents associated with using mobile financial services.
While some technical countermeasures like strong encryption of wireless access
points and two-factor authentication exist, these cybersecurity incidents have not
abated. The chapter outlines the rationale for this PhD study and describes the
problem under investigation. It presents the research questions posed, along with the
overarching aim and specific objectives of the study, elucidating how these were
addressed throughout the thesis. Furthermore, the chapter highlights the original
contributions made by this PhD to the existing body of knowledge and provides an

overview of the structure of the remaining chapters.

1.1 PROBLEM STATEMENT
Mobile Financial Services (MFS) present an opportunity for over 1.4 billion people

globally to have access to finance (Demirglc-Kunt et al. 2022). However,
cybersecurity threats to MFS are affecting both existing and potential users of the
solution. Various research studies that revealed the cybersecurity weaknesses in
MFS have been conducted. For instance, in a study that exposed vulnerabilities in
some mobile device-based solutions including MFS for banking and cryptocurrency,
a man-in-the-middle (MITM) attack was possible in some MFS due to vulnerabilities
with Transport Layer Security (TLS), despite the implementation of trusted certificate
authority and certificate pinning. It also highlighted that security APIs can be misused
by developers. Over 10 million mobile app users of banks were affected by a TLS
vulnerability that exposed them to MITM attacks (Stone et al. 2017). Similarly, 2157
vulnerabilities in 693 MFS in 83 countries were identified in a recent study. Some of
the identified weaknesses were classified as input harvest, lack of timely patching,
use of applications from 3™ party sources, and communication infrastructure (Stone
etal.2017, Chen et al. 2020). While some of these vulnerabilities are technical, some
are based on the activity of human actors. For instance, user behaviour and
developers’ appreciation of security control are some key vulnerabilities that have
been exploited in MFS (Chen et al. 2020, Wazid et al. 2019). These vulnerabilities

have been exploited and have led to actual financial losses to MFS users (Khandelwal
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2017a; Odues 2022). These incidents raise important questions about the security of
MFS and the MFS ecosystem.

Strong technical countermeasures exist to mitigate cybercrime and provide a sense
of security in the use of MFS. For instance, multi-factor authentication (MFA),
biometric authentication, and secure encryption technology exist for mobile phones
(Kunda and Chishimba 2018; Ibrahim et al. 2019). Furthermore, research has also
been conducted on strengthening MFS security countermeasures. These studies
have focused on strengthening technical countermeasures. For instance, Stone et al.
2017, proposed the automation of the certificate process to improve cybersecurity in
MFS (Stone et al. 2017). Strengthening mobile app security through the strengthening

of the hardware execution environment has also been explored (Li et al. 2019).

The literature highlighted suggests that there has been a predominant emphasis on
the development and implementation of technical solutions to address cybersecurity
in MFS. However, the effectiveness of these cybersecurity measures has been called
into question, as these solutions neglect behavioural and environmental factors that
influence user behaviours. This is evident in the fact that 80% of cybersecurity
incidents and 82% of data breaches have been attributed to human factors (Gobler
et al. 2021, Furnell 2024). This highlights the importance of addressing vulnerabilities

related to the human element in ensuring cybersecurity works for MFS users.

Despite the significant impact of human-related vulnerabilities, it has been argued
that the human element is not the "weakest link" in cybersecurity. Rather, the
challenge lies in the disconnection between users and security systems, as well as

the lack of emphasis on the principles of usable security (Gobler et al. 2021).

Various research studies have been conducted on improving cybersecurity through
improving usable security. A historical perspective examined usable security
evolution since 1975 and noted that it is a hard research problem as users are not
inherently motivated to focus on adhering to security controls to the detriment of their
tasks (Theofanos 2020). Similarly, it was noted that the lack of an approach to
measure usable security might make it difficult to ascertain its efficacy in a system.
The responsibility for ensuring usable security in the development process does not
lie with the developer alone, but also with the user who should be part of the process
of determining usable security requirements (Feth and Polts 2017). Furthermore, it

has been argued that developers also need support to better improve the integration
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of usable security principles in solution development (Chowdhury et al. 2021). These
studies have highlighted the crucial need to address usable security in MFS to
improve cybersecurity for both users and developers. Some studies while
acknowledging this still focused on addressing the problem from a technical
standpoint (Focardi et al. 2019). In other studies, the factors of usable security were
simply derived by fusing elements of usability and security, which will further lead to
addressing these two important perspectives in silos (Kumar et al.2020, Angrawal et
al. 2022).

This PhD thesis project investigated the nature of usable security problems in MFS
and how it affects the end-users and developers of the system. Furthermore, the
study examined approaches for incorporating usable security into the development
process of MFS to address the human element of cybersecurity for both end-users

and supply-side actors like developers of MFS.

The proposed solution has been validated using real-world case studies. The findings
from this research have been disseminated and have informed national central

banking policy.

1.2 RESEARCH AIM
This PhD study examined usable security as a human factor problem that leads to

cybersecurity threats in MFS. The study aims to explore how usable security can be
improved for users and developers of MFS in order to enhance the human factor of

cybersecurity in MFS.

1.3 RESEARCH QUESTIONS
The main question (RQM) this PhD thesis seeks to address is: What design principles

should inform the integration of usable security features in mobile financial services

(MFS) to enhance cybersecurity?

To address the challenge raised by the main question, the following supporting

questions were also examined:

RQ1: In what ways does the current landscape of usable security influence
cybersecurity effectiveness in the context of MFS, and what emerging trends or gaps

exist?

RQ2: What is the experience of different stakeholders within the MFS ecosystem in
usable security, and what insights can be drawn from their interactions with the

system?
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RQ3: What are the key usable security requirements for MFS that can mitigate

human-centred vulnerabilities, and how can they be prioritised and integrated into

development processes?

RQ4: What are the key considerations for designing a solution that addresses the

identified usable security challenges in MFS?

RQ5: What approach can be used to test and validate the proposed solution in a real-

world scenario?

1.4 RESEARCH OBJECTIVES
The objectives of this research are:

Objective 1: To investigate the state of play in usable security and how
it affects cybersecurity in mobile financial services

This objective explored the impact of the human factor in cybersecurity as it
affects MFS. Furthermore, it examined usable security problems in
cybersecurity and how they are addressed in various domains, with the aim
of understanding how addressing them can strengthen the human element
and improve cybersecurity in MFS.

Objective 2: To contextualise the problem space from the perspective of
MFS stakeholders

In addition to the insight obtained from the literature, this thesis examined the
problem of MFS security from the perspective of key stakeholders in the
ecosystem. Together with objective 1, this provided a more circumspect
understanding of the problem space both in theory and practice, providing a
foundation for a human-centred design solution.

To address this objective, the following supporting objectives were also

considered:

2a.To identify cybersecurity imperatives in mobile financial services
sociotechnical systems from the perspective of ecosystem actors

2b. To examine how user behaviours affect the secure use of MFS

2c. To examine practices of supply-side actors like developers and how they
affect usable security in MFS

Objective 3: To develop an approach to address usable security in MFS,
together with an implementation process

Based on the outcome obtained in objectives 1 and 2, a solution for
addressing identified usable security concerns in MFS was developed. The

solution was aimed at addressing the problem through the development of
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solutions that can be applied during the mobile financial services solution
development and testing phase of the developed solution. The proposed
solution comprises various components leading to an overarching solution.

To address this objective, the following supporting objectives were also

considered:

3a. To draw up detailed requirement documentation for addressing usable
security problems in mobile financial services

3b. To design and develop an approach to address usable security solutions
for mobile financial services based on the requirement developed,
together with an implementation approach

¢ Objective 4: To validate the proposed approach for addressing usable
security problems in MFS
The developed solution was validated and improved. The findings of the
studies were also published and presented at an academic conference to
facilitate further input from experts. The proposed solution was then published
as a peer-reviewed paper. The approach was refined to reflect critical
suggested improvements.

e Objective 5: To exploit and disseminate the validated solution including
recommendations
The refined outcome of objective 4 was exploited by applying it to real-world
MFS case studies. The first case study was for the incorporation of the
solution in the development of MFS and fintech solutions via a hackathon
where 44 teams participated in developing minimum viable products for
various mobile financial services solutions. The second real-world problem
used the developed solution to evaluate existing mobile financial services

solutions.

1.5 CONTRIBUTIONS
This PhD provides both theoretical and practical contributions that have improved the

understanding of usable security in MFS and also advanced an approach that can be
applied in addressing gaps in current usable security practices within the MFS domain

as follows:

C1: Provide an Understanding of Sociotechnical Factors in Mobile Financial
Services and Their Impact on Usable Security: This PhD thesis provided a
comprehensive understanding of usable security in mobile financial services
sociotechnical systems by obtaining diverse stakeholders’ perspectives through
exploratory studies and focus groups. Through this effort, the study has enhanced

the understanding of usable security issues in mobile financial services (MFS) from
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multiple perspectives, identifying social and technical elements that influence usable
security. This has contributed to a deeper comprehension of how various ecosystem
players perceive and manage usable security in MFS, providing relevant
sociotechnical insights into developing usable security for MFS. This contribution is
valuable for researchers and solution developers who seek to improve cybersecurity
for MFS.

C2: Provide Empirical Evidence of the Impact of User Behaviour and DevOps
Practices on Usable Security in MFS: Through a survey of 698 participants and
semi-structured interviews of 37 supply-side actors, this PhD thesis examined user
behaviours and DevOps practices and their impact on usable security in MFS. This
empirical evidence provided quantitative and qualitative insights that were used to
improve MFS design and policies. This contribution is valuable for MFS providers and
regulators looking to take cognisance of the human element in addressing

cybersecurity vulnerabilities in MFS.

C3: Develop and Validate Usable Security Heuristics for MFS: Building on
findings from the study of MFS sociotechnical systems, user behaviour analysis, and
feedback from DevOps players, a set of 12 usable security heuristics specifically
tailored for MFS was developed. These heuristics were rigorously validated by
experts. The heuristics provide a practical guide to a better understanding of usable
security for MFS developers, addressing the concerns about a lack of a set of

heuristics suitable for MFS.

C4: Demonstrate Real-World Application of Heuristics through Hackathon and
Black-Box Testing: In addition to theoretical contributions, this PhD thesis
demonstrated how usable security heuristics can be integrated into the development
of MFS through a hackathon and how it can be applied to evaluate usable security in
MFS through black-box testing. Applying the developed heuristics in real-world
scenarios provides a guide to MFS developers and testers on how to adopt a user-

centric approach to develop a more secure MFS.

1.6 MAPPING OF RESEARCH AIM, QUESTIONS, AND
CONTRIBUTIONS
This section shows the mapping of the research aims to the questions, objectives,

and key contributions to facilitate traceability.
e Mapping Research Question to Research Aim

RQM, RQ1, RQ2, RQ3, RQ4 -> {this PhD research aims to develop a usable security

approach to enhance usable security for mobile financial services}
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RQ1, RQ2 RQ3, RQ5-> {the aim will be achieved by developing artefacts and

validating them against real-world problems of MFS security}

e Mapping of Research Questions to Objectives and Contributions

Table 1.1 shows the relationship between the research question, objective, and

contribution, including the chapters they relate to.

Objective

Research Questions

Contribution

Chapter

Objective 1: To
investigate the state of
play in usable security
and how it affects
cybersecurity in mobile

financial services

RQ1: In what ways does
the current landscape of
usable security influence
cybersecurity

effectiveness in  the
context of MFS, and
what emerging trends or

gaps exist?

RQ2: How do different
stakeholders within the
MFS ecosystem perceive
and experience
challenges related to

usable security, and

what insights can be

drawn from their

interactions with the

system?

C1: Provided an
understanding of user
behaviours and supply-
side practices that
impact usable security in
MFS.

2,34and 5

Objective 2: To
contextualise the
problem space from the
perspective of MFS

stakeholders

RQ1: In what ways does
the current landscape of
usable security influence
cybersecurity

effectiveness in  the

context of MFS, and

C1: Provided an
understanding of user
behaviours and supply-
side practices that
impact usable security in
MFS.

4 and5
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Objective

Research Questions

Contribution

Chapter

what emerging trends or

gaps exist?

RQ2: How do different
stakeholders within the
MFS ecosystem perceive
and experience
challenges related to

usable security, and

what insights can be

drawn from their

interactions with the

system?

Objective 3: To develop
an approach to address
usable security in MFS,
together with an

implementation process

RQ3: What are the key
usable security
requirements for MFS
that can mitigate human-
centred vulnerabilities,
and how can they be
prioritised and
integrated into

development processes?

RQ4: What are the key
considerations for
designing a solution that
addresses the identified
usable security

challenges in MFS?

C2: Developed and
validated usable security
heuristics that addressed
the requirement for
developing a usable
secure MFS

C3: Developed an
approach for integrating
the developed usable
security heuristics in the
development and
evaluation of MFS

C4: Provided a tool that
addresses usable security
challenges for users,
developers, and
evaluators of usable
security in MFS

6,7and 8
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Objective

Research Questions

Contribution

Chapter

Objective 4: To validate
the proposed approach
for addressing the usable

security problem in MFS

RQM:  What  design
principles should inform
the integration of usable
security  features in
mobile financial services
(MFS) to enhance

cybersecurity?

RQ3: What are the key
usable security
requirements for MFS
that can mitigate human-
centred vulnerabilities

and how can they be

C2: Developed and
validated usable security
heuristics that addressed
the requirement for
developing a usable
secure MFS.

4,5,6,7 and 8

prioritised and
integrated into
processes?
Objective 5: To Exploit | RQM: What  design | C3: Developed an 6,7,8

and disseminate the
validated solution
including

recommendations

principles should inform
the integration of usable
security  features in
mobile financial services
(MFS) to enhance

cybersecurity?

RQ5: How can proposed

solutions for usable
security in MFS be tested
and validated in real-

world scenarios?

approach for integrating
the developed usable
security heuristics in the
development and
evaluation of MFS

C4: Provided a tool that
addresses usable security
challenges for users,
developers, and
evaluators of usable
security in MFS
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Table 1.1: Research Objective Mapping

1.7 LIST OF PUBLICATIONS
The research undertaken so far has led to the following publications:

Journals

Ambore, S., Richardson, C., Dogan, H., Apeh, E. and Osselton, D., 2017. A
Resilient Cybersecurity Framework for Mobile Financial Services (MFS).

Journal of Cyber Security Technology, pp.1-23

Conference Papers

IV.

VL.

Ambore, S., Dogan, H. and Apeh, E., 2021, July. Development of Usable
Security Heuristics for Fintech. In 34th British HCI Conference 34 (pp. 121-
132)

Ambore, S., Breban, A., Apeh, E. and Dogan, H., 2021, July. Evaluating
Security and Accessibility Trade-off for Visually Impaired Mobile Financial
Services Users. In 34th British HCI Workshop and Doctoral Consortium
34 (pp- 1-5)

Ambore, S., Richardson, C., Dogan, H., and Apeh, E. 2018, Have Usability
and Security Trade-offs in Mobile Financial Services (MFS) become
Untrustworthy? British Computer Society Human-Computer Interaction
Conference (BHCI) 2018

Ambore, S., Richardson, C., Dogan, H., Apeh, E. and Osselton, D., 2016.
Development of Human Factors and Cybersecurity Objectives for Mobile
Financial Services (MFS). In Proceedings of Ergonomics and Human Factors
(EHF) 2017 Conference

Ambore, S., Richardson, C., Dogan, H., Apeh, E. and Osselton, D.M., 2016.
A “Soft” Approach to Analysing Mobile Financial Services Sociotechnical
Systems. In Proceedings of British HCI 2016 — Fusion, Bournemouth, UK
Ambore, S., Richardson, C., Dogan, H., Apeh, E. and Osselton, D., 2016.
Cybersecurity for the Unbanked. In Proceedings of PGCS conference 2016 -
Edinburg, UK

Workshops

Work on usable security for the physically impaired inspired the inception of the 1st

Workshop on Diversity, Accessibility, and Inclusivity in Cyber Security. In 34th British

HCI Workshop and Doctoral Consortium (pp. 1-4). BCS Learning & Development
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Served as Advisory Committee Member for the 1st and 2nd Workshop on Diversity,
Accessibility, and Inclusivity in Cyber Security. In 34th British HCl Workshop and
Doctoral Consortium (pp. 1-4). BCS Learning & Development

Citations

As of the time of writing this report, the aforementioned publications have been cited

23 times, as follows:

# Publication Citations

1 Ambore, S., Richardson, C., Dogan, H., Apeh, E. and Osselton, D., 2017. A | 32
Resilient Cybersecurity Framework for Mobile Financial Services (MFS).

Journal of Cyber Security Technology, pp.1-23.

2 Ambore, S., Richardson, C., Dogan, H., Apeh, E. and Osselton, D.M., 2016. A | 6
“Soft” Approach to Analysing Mobile Financial Services Sociotechnical

Systems. In Proceedings of British HCI 2016 — Fusion, Bournemouth, UK

3 Ambore, S., Dogan, H. and Apeh, E., 2021, July. Development of Usable | 4
Security Heuristics for Fintech. In 34th British HCI Conference 34 (pp. 121-
132).

4, Ambore, S., Breban, A., Apeh, E. and Dogan, H., 2021, July. Evaluating | 1
Security and Accessibility Trade-off for Visually Impaired Mobile Financial
Services Users. In 34th British HC| Workshop and Doctoral Consortium 34 (pp.
1-5)

Table 1.2: Citation

1.8 ASSUMPTIONS
This thesis represents the synopsis of the research conducted to date within the

constraints of the word count limit as prescribed by the postgraduate research
guideline. Relevant details of the studies conducted and research published have

been added to the appendix.

As highlighted in section 1.2 of this thesis, various technical countermeasures for
securing mobile financial services exist but have not led to a significant reduction in
MFS cybersecurity concerns. This research addressed this by adopting a human-
centric ecosystem approach, focusing on understanding the problem space from the
perspective of key stakeholders in the MFS ecosystem. The research philosophy is
underpinned in the concept that once the “weak link”, is properly addressed then
holistic countermeasures can be developed, hence the focus on human aspects

above other cybersecurity concerns.
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1.9 THESIS STRUCTURE
Eight studies were conducted as part of this PhD research. The findings from the

studies and literature review were incorporated into the thesis chapters and

appendices as follows:
Chapter One: Introduction

This chapter provides a background to this study and also defines key methodologies.
It explains the problem statement for the research and provides research questions
addressed by the PhD study. Furthermore, it provides the objectives of the study and
defines how the objectives relate to the research questions, the key contribution of

the study, and how they all relate to the chapters of this thesis.
Chapter Two: Literature Review

This chapter outlines an in-depth literature review as it relates to this PhD study. The
chapter provides an overview of mobile financial services and also conducts a threat
landscape analysis of the solution. The chapter examined the nature of usable
security in MFS. Furthermore, it examined how usable security challenges are
addressed in other domains to adopt or adapt any suitable approach for MFS. The
chapter addresses the research question through a critical analysis of extant

literature.
Chapter Three: Research Methodology

This chapter outlines the design methodology adopted for this research, including
strategy and design choices. Additionally, the chapter describes a pragmatic research
philosophical stance adopted for this research. The research leverages both inductive
and deductive approaches to address the objective of the thesis. The chapter also
provides reasons behind the research method choices by offering insight into
qualitative techniques adopted for this research such as rich picture, interactive
management, and thematic analysis, among others. Similarly, it provides insight into
quantitative techniques used for the research such as principal component analysis
and structural equation model. The research objective was a key determinant in the

methodology approach and choices made in this study.

Chapter Four: Problem Space Contextualisation Study on Usable Security in Mobile

Financial Services Sociotechnical System

While Chapter Two reveals gaps in the literature as regards usable security for mobile
financial services, the need to further examine the human element in the ecosystem

was identified. To further understand the human element in the ecosystem and how
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it impacts cybersecurity for MFS, an exploratory study was conducted from the
viewpoint of key players using human factor approaches. Using interactive
management techniques, interpretive structural models, and nominal group
techniques, six workshops were conducted for 30 stakeholders and 269 issues were
generated together with priority objectives for mitigating usable security in MFS. The
chapter also presented the nature of the mobile financial services sociotechnical

system.

Chapter Five: Exploratory Study on User Behaviours and DevOps Practices that

Impact Usable Security in Mobile Financial Services

The previous chapter reveals usable security as the key issue impacting cybersecurity
in mobile financial services. However, there was a need to understand the nature of
usable security through the eyes of the users of the system and the developers of the
solution. This chapter presents the results of a survey of 689 users of mobile financial
services, and a semi-structured interview of 37 stakeholders comprising bank CIOs
and fintech solution providers. Principal component analysis was leveraged to reveal
observable and latent variables on usable security which formed the basis for

developing an approach for addressing usable security in MFS.

Chapter Six: Requirements for Developing Usable Security Heuristics for Mobile

Financial Services

This chapter draws from the literature review and the findings from the exploratory
studies in Chapters Four and Five of this thesis to develop a detailed requirement for
usable security heuristics in MFS. Drawing from the International Institute of Business
Analysis (IIBA) framework and the MoSCoW methodology, this chapter provided the
detailed requirement for the development of usable security heuristics to address

gaps identified in Chapters Two, Four and Five of this thesis.

Chapter Seven: Solution Design and Validation: Development of Usable Security
Heuristics for MFS

Based on the literature review and two exploratory studies conducted in the previous
chapter, and the requirements developed in Chapter Six of this PhD thesis, 12
heuristics for usable security were developed and presented in this chapter. The
heuristics were validated through semi-structured interviews and focus groups by

experts.
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Chapter Eight: Case Studies

This chapter presents the result of the implementation of the developed heuristics in
addressing real-world problems. The first case study was the application of the
heuristic in solution development through a hackathon where participants leveraged
the heuristics to develop a minimum viable product. The second case study was the
application of heuristics in testing the existing system through a black-box user
acceptance test approach. The last case study was applied to address issues related

to visually impaired MFS users.
Chapter Nine: Discussion

This chapter discussed the findings of the PhD thesis, its validity, and its relation to

other existing literature.
Chapter Ten: Conclusion and Future Work

This chapter describes the conclusion and direction of future work including how the

research area has evolved from the commencement of this PhD study to date.
Appendices | - VI

All other supplementary materials of this thesis are added to this section.

1.10 CHAPTER SUMMARY
Mobile financial services has the potential to provide banking services to over 1.4

billion people globally. However, cybersecurity challenges have hindered the uptake
of the solution. Several technical countermeasures exist, yet, the issue persists. This
chapter defined the problem space, study objective, research questions, study aims,
and contribution to knowledge. It also highlighted publications carried out as part of

this research and provided a map of the entire work of the thesis.

The next chapter presents insight from the review of related literature as it affects this
PhD study.
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CHAPTER TWO: LITERATURE REVIEW

This chapter presents the state of play for usable security in mobile financial services.

2.1 MOBILE FINANCIAL SERVICES OVERVIEW
Two-thirds of the world's population has a mobile phone. It has also been forecasted

that by 2020, 75% of the world's population will own a mobile phone (GSMA 2018;
Salam 2020; Subashini et al. 2022). In a world where about 1.4 billion people have
no access to formal financial services (Demirguc-Kunt et al. 2022) the mobile phone
due to its high penetration rate has become a variable tool for providing financial
services in a way hitherto not possible by traditional banking means. Also, the mobile
phone is now considered an alternative banking channel. Banks now provide banking
services to end-users on mobile phones, capitalising on the high penetration of mobile
phones and the need to reduce operational costs. For instance, a group of banks in
the UK offer banking services via mobile phone using the Paym product (Barclays
2018; Lai 2020). mCash is a merchant-side mobile phone-based solution that
facilitates low-value retail payments in Nigeria (NIBSS 2018). Banks are also rolling
back branches. According to the Financial Stability Board (2018) and Lai (2020), since
1989, over 53% of UK bank branches have closed.

The mobile phone is now a convenient means of payment, hence the number of bank
customers that use mobile phones as their preferred means of banking has risen by
over 73% since 2014 (Owusu et al. 2021; Zhu et al. 2022).

The trend of customers using mobile payment applications to make payments via
mobile phone gained prominence with Starbucks over two decades ago. This trend
has further been heightened with significant technology service providers focusing on
mobile phone-based payment products for their customers, with Apple and Google
launching mobile payment products, which has in many ways led to the advent of
mobile financial services (Beck 2020; Kumar and Mittal 2020; Zhang and Williamson
2021).

Mobile financial services is a term that has been described in various forms. Section
2.1.1 and 2.1.2 examined various forms of mobile financial services described in the

literature.
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2.1.1 Defining Mobile Financial Services — Mobile Banking, Mobile Payment
and Mobile Money

Mobile financial services have become an important subject of research that has been
examined from various perspectives. It has been described as a solution that provides
value-added tech-based services e.g. funds transfer, balance inquiry, bill payments,
savings, etc. Mobile financial services were also described as mobile banking, a
service that is only available to bank customers. It allows bank customers to carry out
financial transactions far from the service provider’s location using their mobile
phones. The characteristics of mobile banking include ubiquity and immediacy. Better
quality of services, availability, and usability differentiate it from other banking
services. Another paper extended the scope of the definition of mobile financial
services, to include consideration for financial inclusion and inclusivity in financial
services provisioning addressing the needs of the unbanked and underserved.
Specific characteristics of mobile financial services that meet the needs of this group
include cheap, secure, reliable, and accessible. The authors also mentioned how
mobile financial services via agent banking through leveraging mobile phones can
help address the financial service access gap for this group (Ouma et al. 2017).
Furthermore, another form of mobile financial services is a mobile wallet described
as an m-wallet by Karjaluoto et al. (2019). It is described as a digital form of the
ordinary wallet installed as an app on the mobile phone to save mobile money. It
mitigates cash handling risks and fraud and seeks to improve the financial habits of
the user (Tun 2020). While also describing mobile financial services in the context of
mobile banking, the authors did not limit it to only bank customers like the previous
authors but highlighted the opportunity it presents to access financial services via
phone through ownership of virtual bank accounts (Abdinoor and Mbamba 2017).
Mobile financial services is a broad term used to describe mobile banking, mobile
money transfer, and mobile payment. Mobile banking is using mobile phones through
SMS, banking applications, mobile browsers, or Unified Supplementary Service Code
(USSD) to conduct a banking transaction (Sharma and Al-Muharrami 2018; Obaid et
al. 2019). While mobile banking provides an additional banking channel to new
customers, mobile money makes financial services access possible for the
underserved. Mobile payment enables person-to-business transactions at a point of
sale or remotely. Mobile financial services have a benefit for the underserved and the
service provider (Gupta and Dhingra 2022). Another paper simply describes mobile
financial services as innovative products made possible by fintech, which helped build

resilience during the COVID-19 pandemic. It is banking services mediated by the
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mobile network and can be accessed through channels like contactless (Yan et al.
2021).

Mobile banking has also been used as a term to describe an alternative channel to
electronic banking otherwise called e-banking, which when delivered via mobile
phone networks and performed on a mobile phone is referred to as mobile financial
services (Al-Dmour et al. 2020; Ahmad et al. 2020; Ho et al. 2020). In countries like
Kenya, Mozambique, and Nigeria, mobile financial services were manifested in the
form of mobile money services, where the initial focus was to use the mobile phone
as a means of providing money services like cash transfers and remittances (Agur et
al. 2020; Fernandes et al. 2021; Mpofu and Mhlanga 2022). Furthermore, payments
for goods, services, and bills authorised, initiated, or realised with a mobile phone are
described as mobile payment services, which has been used to describe mobile
financial services with a focus on payments (Choi et al. 2020; Gong et al. 2020; Lian
and Li 2021).

Based on the preceding, mobile financial services can be described as the use of a
mobile phone to provide banking, money, or payment services to various customer
segments based on their needs. The definition describes three broad components of
mobile financial services: mobile payment services, mobile banking services, and
mobile money services (David-West et al. 2020; Humbani and Wiese 2018; Kang
2018).

The analysis of the literature reviewed shows that mobile financial services broadly
described three main financial services offered by the use of the mobile phone, either
directly at the point of sale, remotely, or through proximity channels like contactless.
The three variants of mobile financial services include mobile banking, mobile
payments, and mobile money. Mobile financial services is deployed via apps on the
mobile phone. The characteristics of mobile financial services that made it a preferred
choice are speed, lower cost, reduced risks of cash handling, and perceived security

when compared to the traditional means of banking.

2.1.2 Defining Mobile Financial Services — Fintech, Neobanks, and
Challenger Banks

Technological innovation has led to the emergence of new models for financial
services delivery that have disrupted conventional banking as it is known. These new
models leverage the mobile phone to enable financial services access to customers.

The global financial crisis of 2008 changed the general perception that the bigger a
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bank, the safer it was. Moreover, entrepreneurs, leveraging the ubiquitousness of the
mobile phone and the internet, entered the financial services space, developing new
models that would enable financial services to reach customers in a more cost-
effective and user-friendly manner. This new model was called fintech. The term
fintech has various definitions. However, the definition by the Financial Stability Board
(FSB) has been widely adopted. FSB defines fintech as “technologically enabled
financial innovation that could result in new business models, applications,
processes, or products with an associated material effect on financial markets and
institutions, and the provision of financial services.” (Agarwal and Zhang 2020; Thakor
2020). While definitions differ, authors agree that fintech focuses on existing and new
customer segments. They leverage the mobile phone and value-addition in financial
services. They enable non-traditional players to provide financial services and they
present opportunities and risks for customers and the financial services industry
(Guild 2017; Kang 2018; Takeda and Ito 2021; Murinde et al. 2022). Describing the
link between fintech and mobile financial services, mobile financial services were
described as a tool for fintech and can be in the form of mobile money, mobile
banking, mobile payment, and e-wallet, and was also described as mobile fintech
payment (Guild 2017; Kang 2018; Takeda and Ito 2021). The mobile payment

infrastructure is central to the fintech ecosystem (Kang 2018).

Fintech has led to the emergence of models like neobanks and challenger banks
which are bank-like non-traditional financial services providers that provide financial
services via mobile apps, leveraging innovation to reach new customer segments
(Bradford 2020). While challenger banks are chartered, neobanks are not chartered.
However, both leverage fintech to provide financial services and are platform-centric
financial services entities as against product-centric traditional financial service
providers like the bank (Bradford 2020; Temelkov 2020). Neobanks and challenger
banks are built exclusively for smartphones, which means they can only be accessed
via a mobile device and provide a promise of security via biometric and other technical
cybersecurity countermeasures available for the mobile phone environment (Lu
2017). Neobanks have also been simply described as fintech (Koibichuk 2021). This
study examined the relationship between mobile financial services, fintech and its

variants.

Mobile financial services is the primary tool used to access fintech-based financial
services. Neobanks, challenger banks, and traditional banks all leverage fintech to
reach their customers. To that effect, addressing cybersecurity in mobile financial

services would benefit banks, fintech, neobanks, and challenger banks.
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The review of literature in this section shows that the end-users leverage the mobile
phone as the primary platform to access financial services through mobile financial
services. Various MFS products and services are available to meet the needs of the
different segments of the market, from those who do not have access to formal
banking services to those requiring an alternative banking channel and those looking
for a convenient and secure means of paying for goods and services. The next section
of this study examines the adoption study of mobile financial services, in light of the

benefits it presents.

2.2 MOBILE FINANCIAL SERVICES ADOPTION
Mobile financial services present an opportunity for users to access suitable financial

services through innovative models. However, adoption has not been impressive
(Lema 2017). This section examined mobile financial services adoption literature to
understand factors affecting the adoption of mobile financial services, despite the

benefits it portends.

A study conducted among 250 underserved participants, leveraging the six variables
of the Technology Adoption Model (TAM), revealed that user perception of cost, social
influence, and usefulness significantly influence the adoption of mobile financial
services amongst the underserved (Lema 2017). Furthermore, the study reveals a
significant correlation between trust and adoption (Lema 2017). The study further
highlights the negative correlation between the perception of trust and the perception
of risks. It also shows the positive correlation between the perception of trust and the
perception of social influence. The author then opined that the perception of risks
impedes users’ trust in mobile financial services (Lema 2017). While the study
provides some insight into factors that facilitate the adoption of mobile financial
services, the authors reported that the perception of risks has no significant influence
on adoption, based on data from their study, and they also highlighted that the finding
was not consistent with other findings where the perception of risks was identified as
significant. Similarly, citing limited studies on user attitudes and behaviours and their
impact on MFS adoption, a study of 196 respondents adopted a mixed-method
approach and integrated the TAM and the Innovation Resistance Theory (IRT)
models. The study opined that perceived usefulness, ease of use, and trust influence
the adoption of MFS. The study noted fear of fraud, complexity and cost as other
barriers inhibiting the adoption of MFS. Also, the study recommended further
examination of the difference between usage intention and actual behaviour as it
affects MFS adoption (Himel et al. 2021). In the same vein, a systematic literature
review of 118 MFS adoption studies was conducted. The authors noted that TAM and

the Unified Theory of Acceptance and Use of Technology (UTAUT) are the most
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predominant technology adoption models used in the study of MFS adoption. The
study identified six adoption factors for MFS. They include cognitive-based factors,
emotional-related factors, trust-related factors, risk-related factors, influence-related

factors, and consumer-based factors (Gupta and Dhingra 2022).

To have a consolidated view of factors affecting mobile financial services adoption, a
systematic literature review of 24 empirical studies on the TAM model for mobile
financial services adoption was conducted (Gbongli 2022). The author highlighted
models that were applied in research to examine factors that drive mobile financial
services adoption, including theory of reasoned action (TRA), technology acceptance
model (TAM), unified theory of acceptance and use of technology (UTAUT), and
theory of planned behaviour (TPB) (Gbongli 2022). The author asserted that TAM
was the most widely used model for examining technology adoption due to its
adaptability amongst other characteristics. The author identified perceived security as
the highest factor that affects mobile financial services adoption as it has a frequency
of seven based on the data from the systematic review. Trust (5) and Risk (4) are
among the top variables that affect mobile financial services adoption (Gbongli 2022).
The impact of security on mobile financial services adoption was highlighted in a study
by (Johnson et al. 2018). Consumers are willing to use MFS but need more unified
standards. Security and privacy concerns are critical barriers to MFS adoption.
Furthermore, literature has identified a lack of trust in MFS as a result of cybersecurity
concerns, a significant factor hindering the adoption of MFS (Mohamed 2019;
Dzidzah et al. 2020; Yan et al. 2021).

This section examined mobile financial services adoption literacy and identified key
factors that drive adoption. Some of these factors include perception of security,
perception of risks, and perception of trust. The next section examined the nature of

trust in mobile financial services.

2.2.1 Trust in Mobile Financial Services

The literature reviewed in section 2.2 highlighted how the perception of security
concerns leads to a lack of trust in mobile financial services, which has slowed down
the adoption of the solution. This section examined the nature of trust in mobile
financial services. Evidence from studies reveals that MFS witnessed slow global
adoption due to a high level of security concerns (Asatryan 2017; Marous 2018). This
lack of trust is not unfounded, considering that several vulnerabilities and fraudulent
attempts on MFS have succeeded, as presented in the section (Alderman 2021;

Lokanan and Liu 2021; Lokanan and Sharma 2022). The primary reasons for this lack
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of trust stemmed from increased reported vulnerabilities in mobile applications, and

mobile phone-based reported fraud.

A study on trust by Gaehtgens et al. (2017) found that though trust is pivotal to human
interaction, traditional trust models could not be the best fit for digital businesses. The
research distinguished conventional trust models from digital trust models.
Furthermore, the study found that conventional trust differs from digital trust in three
ways as follows:

i. Traditional trust depends on persons or institutions to act as agents in certain
circumstances, while things and algorithms act as brokers in digital trust.

ii. While conventional trust often focuses on a ftrust relationship between 2
specific parties, digital trust depends on an exponentially growing trust
relationship in a chain of trust: and

iii. Traditional trust depends on establishing an initial trust relationship between
trusted entities, while digital trust is rapid and dynamic (Gaehtgens et al.
2017).

Furthermore, Morgan and Moyer (2017) maintained that the current trust model,

which is based on acceptance, is unsustainable. They believed transparent

verification is a more sustainable paradigm of trust as it would help to quickly identify
problems and opportunities in complex systems like digital businesses (Morgan and

Moyer 2017).

To address the identified trust gap, various models have been proposed. White and
Oestreich (2017) proposed a risk-based model for trust management, which
categorises trust into six levels based on how the trust was observed in data. These
categories of trust help in determining the level of reliability of data. A theoretical
model for examining consumer trust in e-commerce with a focus on consumer-
generated media has also been proposed. The model examined the consequence of
trust on CGM through a survey of 401 participants, analysed through the Structural
Equational Model (SEM).

To address observed gaps in trust research, a study by Joo and Han (2021) proposed
a decentralised trust model where each “rational agent” is responsible for its trust
mechanism. Furthermore, in a study of 318 participants, to examine the nature of
distributed trust in a blockchain-based product, the author identified transparency,

traceability, and security as key determinants of distributed trust (Joo and Han 2021).
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Trust is a complex construct that has an element of risk and expectation. Lack of trust
can occur when these risks are not well managed or when the expectations are not
met; conversely, addressing risk promptly and meeting consistent expectations can
enhance trust (i2i 2017). The paper posited that trust has two sources and three
building blocks: predictability, acting in consumers’ interests, and recourse
mechanisms to help build or erode trust (i2i 2017). Another study examined trust
mechanisms that can address cybersecurity problems in sensor-cloud systems
(SCS). The study proposed a trust model that can facilitate subsystem trust (Wang et
al.2020).

Other literature focused on trust measurement. For instance, in a study on how to
measure trust in an autonomous system, to improve human and system interaction,
thirty measures of trust that can be applied were highlighted. The measures were
grouped into self-reporting measures where respondents self-report their behaviours,
beliefs, attitudes, or intentions; behavioural, where participants and their tendencies
were observed; and physiological, where biological responses are captured.
Furthermore, the study opined that to improve trust measurement, constructs that
have face validity should be used. It also recommended that experiments to measure
trust should be contextualised within trust models. Similarly, they recommended the
need to understand what the measurement seeks to capture (Kohn et al. 2021). In
another conceptual study that examined the attribute of trust assessment in
automation, the author noted that certain attributes in human trust are transferable to
trust assessment in autonomation and can be useful in improving trust by providing
attributes that can improve trust between humans and autonomation (Sheridan 2019).
Trust measurement studies were also conducted in other domains. For instance, trust
in social networks was also examined (Ruan et al. 2017). In the healthcare domain,
trust measurement in vaccination was examined (Larson et al. 2018). These studies
provide various perspectives on trust in systems and the interaction of humans and
systems. Based on the MFS adoption studies examined, it was important to examine
the nature of trust and how it affects MFS adoption. The literature review has provided
insight into the nature of trust from other domains and how they apply to MFS.
Another important conversation in literature is zero trust model and its implication on
MFS adoption. The zero-trust model is based on the concept of continuous
verification, irrespective of if the trust entity is internal or external to the trust domain.
The proponents of zero trust advocate the model to address trust issues related to
the rapidly evolving technology landscape (He et al. 2022). While the adoption of zero
trust would improve security in a system, it is likely to have a negative impact on MFS

adoption. The need to continuously verify might add to MFS complexity, cost,
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cognitive workload and other technology adoption factors driving MFS adoption
(Gupta and Dhingra 2022). There is therefore a need to balance zero trust in MFS

with technology adoption factors.

The first two sections of the literature review examined mobile financial services and
various adoption theories that enable their uptake with a more in-depth review of trust
due to its pivotal impact on cybersecurity and the adoption factor. The next section
will examine the architecture of the mobile phone as a prelude to exploring the threat

landscape for mobile financial services.

2.3 MOBILE FINANCIAL SERVICES BASE ARCHITECTURE

OVERVIEW
The implementation of usable security heuristics for a mobile financial service

application is fundamentally dependent on the base architecture of the physical
hardware components provisioned on the host mobile device. Consequently, this
section presents the high-level architecture and hardware provisions of a typical
smartphone device. The section expresses the minimum hardware components that
a mobile smartphone must be equipped with to deliver the expressed functional, non-
functional, and technical requirements as contained in the business requirements

document.

2.3.1 Base Architecture of a Smartphone
At a high level, the base architecture of a typical smartphone device is under
consideration for the implementation of cybersecurity solutions for mobile financial

services.

Table 2.1 provides overview descriptions of the hardware and logical software
components of a candidate smartphone device required for the implementation of the

envisaged MFS application.

S/N | Component Type Component Description
1. Base Hardware System-on-a-Chip This is the most important hardware part of a
(SoC) smartphone, and it comprises an integrated

component module, herein referred to as “SoC
components” that provides the core
functionalities of a smartphone.
2, SoC Component Central Processing This is the most important component of the
Unit (CPU) SoC and indeed of a mobile phone device. It is
responsible for all the processing and
computations that facilitate the overall

operations of a smartphone device.

37



S/N

Component Type

SoC Component

SoC Component

SoC Component

SoC Component

SoC Connectivity

Component

Sensory Hardware

Biometric Hardware

Component

Graphics Processing

Unit (GPU)

Image Processing
Unit (IMU)

Digital Signal

Processor (DSP)

Neural Processing

Unit (NPU)

Modem

Gyroscope & other

SENSors

Fingerprint scanner

Description

This component is responsible for the drawing
and rendering of the graphical user interface
on a smartphone device. It processes the
impulses from the physical interactions
between the end-user and the smartphone
device.

This component is responsible for the
conversion of visual data extracted from the
camera component of a smartphone device
into video and image files.

This is a specialised component of a
smartphone device that is responsible for the
handling of digital impulses that enable image
processing, telecommunications, speech
recognition, and audio signals among others.
This specialised component enables the
capability of a smartphone device to support
advanced computation and analysis that
fosters machine learning and artificial
intelligence operations such as voice
recognition, facial recognition, and camera
object segmentation. It is otherwise referred to
as the “Intelligent Processing Unit (IPU)”.
This component enables the ability of a
smartphone device to connect to wireless
signals such as Wi-Fi, Bluetooth, and Near-
Field Communication (NFC).

This set of sensory components enables the
capability of a smartphone device to detect
and measure motion attributes of the device.
These components, in conjunction with the
NPU, can enable behavioural biometric
capabilities on a smartphone device, which
enables it to detect the identity of an end-user
based on the general handling of and
interaction with the smartphone device.
Unlike behavioural biometrics, this
component enables the capturing and
verification of the physical biometrics of an

end-user of a smartphone device.
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S/N | Component Type Component Description
10. Storage & Extension Memory and SIM This set of components enables a smartphone
Hardware card modules device to increase its capacity for data storage
and enhance its capability for connectivity
with cellular network protocols.

Table 2.1: Hardware and Logical Software Components of a Smartphone (STA 2018;
Sommerhalder 2023; BIS 2023)

2.3.2 Base Architecture of a Tamper-Resistant Smartphone

To deliver an MFS application that is secure, the host environment, that is the mobile
smartphone, must provide components that foster physical and cyber protection of
the device and its constituent data stores. There are two approaches for achieving a
tamper-resistant architecture of a mobile device, each offering varying degrees of

protection and security. These approaches are:

i. Hardware-based tamper-resistant architecture, and

ii. Software-based tamper-resistant architecture.

While hardware-based tamper-resistant architecture offers a greater security
assurance, software-based tamper-resistant architecture is desired for its “flex-
responsiveness” — the flexible and responsive abilities to meet and address the ever-
changing cybersecurity demands and concerns. However, to achieve the best of both
options, several architecture implementations combine these approaches to deliver
mobile solutions with assured protection of hardware security and the agility of
cryptography-based software security (STA 2018; Sommerhalder 2023; BIS 2023).

Based on the foregoing, the following are the three options that are available for the

delivery of a usable security heuristic for MFS applications:

i. Hardware-based secure elements (HSE)
ii.  Trusted execution environment (TEE)

iii.  Cryptography-based Secure Software (CSS)

i. Hardware-based Secure Elements (HSE)
Hardware-based secure elements are hardware chips that are designed to protect
against unauthorised access to sensitive information on a mobile device. They have
the advantage that they are pre-installed with applications, through which
authorisation is granted to only trusted external applications to manipulate and
process their constituent data/information. HSEs offer the highest level of security
and protection for data/information stored on a mobile device. They deal very well

with sophisticated cyber threats such as side-channel attacks and could be
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provisioned on a mobile smartphone as an embedded chip or extension hardware
such as a SIM card (STA 2018; Sommerhalder 2023; BIS 2023).

ii.  Trusted Execution Environments (TEEs)
Like HSEs, a TEE is also a hardware-based implementation of secure processing
and data stores on a mobile smartphone device. They are typically implemented as
part of the microprocessor and derive operational support from the operating system
(OS). A TEE allows software applications that are installed on the smartphone to
execute code, process, and store data safely and securely in an isolated area on the
hardware while preventing other system processes and applications from viewing,

accessing, manipulating, or reporting stored data/information.

TEE-based mobile applications typically rely on other services, processes, and
applications in the physical host environment to offer tamper-resistant capability. A
TEE-based application can assess the integrity of the host environment for
vulnerabilities such as rooting or jailbreaking. TEEs offer better functionalities than
HSEs. However, they suffer from a lower security assurance than HSEs (STA 2018;
Sommerhalder 2023; BIS 2023).

ii.  Cryptography-based Secure Software (CSS)

This is the only software-based architecture approach and typically relies on the
deployment of cryptographic keys to guarantee optimal protection of the application
and its constituent data/information. Unlike, HSE and TSS-based architectures,
cryptography-based secure software (CSS) does not require specialised hardware
components to operate. For this reason, they are considered to offer the least grade
of tamper resistance to both physical and remote security attacks. However, they offer
the most flexibility in their ability to respond to the ever-changing dynamics of cyber
security concerns (STA 2018; Sommerhalder 2023; BIS 2023).

The next section examines the threat landscape that seeks to exploit the MFS

architecture.

2.4 MOBILE FINANCIAL SERVICES THREAT LANDSCAPE
Mobile financial transactions are a secondary risk of growing electronic fraud and

cybersecurity concerns (Ambore et al. 2017; Rizzo 2018). Examining the threat
landscape would provide a better understanding of the vulnerability that could be
exploited in the system. Furthermore, an analysis of the threat landscape would
provide a basis for developing a fit-for-purpose approach to addressing cybersecurity
challenges in mobile financial services. Threat modelling is central to proactive
cybersecurity defence and countermeasure implementation. It presents a systematic

approach to defensively analysing vulnerabilities. Threat modelling methodologies
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are used to conceptualise profiles of potential attacks, including their goals and
threats, in such a way that the threat can be catalogued (Shevchenko et al. 2018;
Balamurugan et al. 2023). They include Spoofing, Tampering, Repudiation,
Information disclosure, Denial of Service, and Elevation of Priviege (STRIDE);
Process for Attack Simulation and Threat Analysis (PASTA); The Operationally
Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE); Linkability,
Identifiability, = Non-Repudiation, Detectability, Disclosure of Information,
Unawareness, Non-Compliance (LINDDUN); and Attack Trees (Shevchenko et al.
2018; Balamurugan et al. 2023).

These models provide a theoretical framework for threat analysis for mobile financial
services in this thesis. The insight from this study was helpful in analysis of mobile

financial services literature to gain an understanding of its threat landscape.

2.4.2 Mobile Financial Services Threat Landscape - Technology
This section and the next present threat landscape analysis for the mobile financial
services landscape. While this section focuses on technology threats, the next section

focuses on threats related to the human element.

The technology threat landscape analysis conducted addressed four main

technology-related areas as follows:
i. Secure MFS App Development Process and Practice

The two major mobile phone operating systems, Apple iOS and Android, have
provided resources to facilitate a secure development process amongst their
developer communities. Lack of adherence to laid down practices can lead to
vulnerable mobile financial services solutions. For instance, iOS provides Xcode, an
integrated development environment, code signing capability, and developer sign-in
and gateway. Furthermore, API for the development of cryptographic interfaces
exists. Any vulnerability in the API can lead to a concern in the system. Patch
management and secure development practices are also vectors that affect
cybersecurity in the development of mobile financial services (Android 2023a; Apple
2023).

ii. Authentication

Secure access to mobile phones has metamorphosed over the years, from a 4-digit
passcode to a 6-digit passcode, making brute force attacks harder. In addition to the
touch authentication option, various biometric authentication capabilities have also

been developed, such as facial recognition. Others in this category are secure
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authorisation, access control processes, and multi-factor authentication (Apple 2023;
Android 2023a; Ferrag et al. 2020).

iii.  Mobile OS and Device Security

In addition to the operating system (OS) components of the mobile devices, other key
components of the mobile device can be vulnerable to cyber-attacks. Some of these
components have been highlighted in section 2.3 of this thesis. They include the
secure element which hosts sensitive applications and data, and the trusted execution
environment which protects sensitive data and authorised software. Some of the
areas affect malware detection and prevention, mobile device integrity, and tamper
resistance (Android 2023b,; Li et al. 2019; Pinto et al. 2017).

iv. Data Protection

Mechanisms for protecting against man-in-the-middle attacks and eavesdropping are
essential for data security. In addition to strong encryption algorithms, secure
communication protocols are also necessary for the secure transmission of data.
(Wang et al. 2019).

v.  Transaction and Session Security

Risk assessment and real-time monitoring capabilities are necessary for ensuring
session and transaction security. This coupled with fraud detection and prevention
techniques, and secure verification and integrity mechanisms, are meant to
strengthen transaction security (Kumari et al. 2017). Some attacks on transactions
have exploited the limitations of the network protocols; Internet Protocol (IP),
Transmission Control Protocol (TCP), and Domain Name System (DNS) (Kadena and
Gupi 2021).

Analysis of literature along these five dimensions of the mobile financial services
technology threat landscape revealed that counterfeiting of mobile phones and
components presents a vulnerability to MFS. International Mobile Equipment Identity
(IMEI) number provides information about the phone's country of origin,
manufacturer, etc. This number can be reset by counterfeiters who might resell the
phone. Over 180 million counterfeit phones are traded globally every year (Yaacoub
2019). The change in IMEI makes it impossible for mobile network operators (MNO)
to apply correct settings remotely to a phone, as such a phone may not work
effectively on the network, affecting MFS services (Periman 2017). At the MNO end,
infrastructure vulnerability like Unstructured Supplementary Service Data (USSD)

makes MFS vulnerable to cyber-attacks (Lamoyero and Fajana 2023).
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Furthermore, Stone et al. (2017) published research that claimed an implementation
flaw in MFS solutions in HSBC, NatWest, Co-op, Santander, and Allied Irish Bank
leaves the banking credentials of millions of users vulnerable to cybercriminals.
Another study of mobile financial services also revealed 2,157 vulnerabilities in 693
solutions across 83 countries. Some of the identified vulnerabilities are related to

outdated apps and third-party libraries (Chen et al. 2020).

The vulnerability could allow an attacker to hack into a network, intercept a Secure
Sockets Layer (SSL) connection, retrieve banking credentials, and log details of
unsuspecting customers. Incidents of customer financial loss due to cyberattacks on
MFS have also been reported. For instance, a cybercrime gang had stolen over
$900,000 before being arrested after infecting over 1 million mobile phones with
banking trojans (Khandelwal 2017b). These concerns affect MFS users and the entire
MFS ecosystem. More recent studies from various continents have also highlighted
cybersecurity concerns in mobile financial services (Nambiro et al. 2020; Wodo et al.
2021; Ghelani et al. 2022)

Users of mobile financial services have security concerns in the use of the solution
(Kishnani et al. 2022). Most service providers along the value chain want a piece of
user data to enable them to analyse current use and improve future products. Also,
mobile financial services still depend on sensitive information collected from users
(Kishnani et al. 2022). The rush to release mobile applications also results in MFS
applications not being adequately tested, thus increasing vulnerability to cyber-
attacks (Ambore et al. 2017). The presence of rogue mobile apps and the ability of
phone users to sideload—install a mobile application from unauthorised sources—
have presented additional security challenges for mobile financial services users
(Ambore et al. 2017).

Moreover, connections for MFS transactions and some technologies used are
susceptible to cyber-attacks. Connection via public WI-FI can provide a window for
cyber-attack (Rossi 2023). Mobile money still uses vulnerable technologies like USSD
and SMS as the primary technologies to perform transactions, which can be exploited

for cybercrime (Perlman 2017).

While existing technical countermeasures have helped in mitigating some security
challenges, some weaknesses have been observed and more technical
countermeasures proposed. For instance, citing a gap in existing technical
countermeasures, a technical solution that can help detect malware-initiated

transactions and legitimate ones has been proposed (Leguesse et al. 2021).
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Suffice it to note that while technical countermeasures provide some reprieve, their
effectiveness may vary depending on various factors, such as implementation,
configuration, and human-related factors. For instance, the angle of consumer privacy
concerns in mobile financial transactions and its impact on transaction security was
brought to the fore (Chatterjee et al 2023). Furthermore, Seo and Park (2018) in their
work highlighted the role of key stakeholders in the ecosystem in ensuring the security
of financial transactions, specifically highlighting the manufacturers, banks, service

providers, and users.

2.4.3 Mobile Financial Services Threat Landscape — Human Factors

The security of a system ultimately rests on the human factor in the cybersecurity
ecosystem more than it does on technical controls and countermeasures (Benson et
al. 2019). Human factors have been defined by the International Ergonomics
Association as the scientific discipline focused on the understanding of the interaction
among humans and elements of a system (Desolda et al. 2021). This section
analyses the literature on the human factor of the mobile financial services threat

landscape and its impact on cybersecurity.

There has been an emphasis on the development and implementation of technical
solutions for cybersecurity. However, the overall effectiveness of these cybersecurity
measures has been increasingly called into question. One notable critique is that
cybersecurity designers often focus heavily on technical countermeasures while
neglecting the diverse perceptions, knowledge, experiences, and risk awareness of
users, which significantly influence behaviour. This oversight is underscored by the
fact that human vulnerabilities account for 80% of exploited vulnerabilities and are
implicated in 82% of data breach incidents (Gobler et al. 2021; Furnell 2024). Despite
the significant impact of these human vulnerabilities, it is critical to recognise that
users are not necessarily the "weakest link" in cybersecurity. Rather, the challenge
lies in the disconnection between users and security systems, as well as the lack of
emphasis on the principles of usable security. Indeed, addressing the human factor
can significantly enhance the effectiveness of cybersecurity measures (Gobler et al.
2021). The actions and behaviours of the human element can lead to exploitable
vulnerabilities. Buttressing the importance of the human factors in cybersecurity,
Benson et al., (2019) opined that there was a consensus among cybersecurity
professionals that security depends on people more than on technical controls and
countermeasures (Benson et al. 2019; Kadena and Gupi 2021). Further analysing the
reason for breaches, Verizon (2018) reported that 73% of breaches were perpetrated

by human elements external to the system, while 28% involved insiders. Unpatched
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systems have also led to cybersecurity vulnerabilities. For instance, it was reported
that 330000 FortiGate firewalls were vulnerable to a critical security flaw affecting
Fortinet devices due to a lack of updated patches. This vulnerability could allow an
attacker to remotely execute code or commands to exploit the vulnerability
(Lakshmanan 2023a). Similarly, it was reported that about 200,000 WordPress
websites are at risk of attacks due to a lack of up-to-date patching (Lakshmanan
2023b).

Furthermore, attack vectors exploited in the human factor include the human target’s
fear, errors of end-users, administrators or developers, lack of awareness, and
information asymmetry. Cybercriminals use this pathway to gain unauthorised
access, obtain credentials, and infect the system with malware. The malware is then
propagated through downloads or phishing attacks (Kadena and Gupi 2021). A
secure system depends on the human user, administrator, or developer doing the
right thing (Desolda et al. 2021). Drawing from the aviation domain, some issues that
could lead to human factor vulnerabilities include lack of communication,
complacency, lack of knowledge, distraction, fatigue, pressure, lack of awareness,
and norm. (Desolda et al. 2021). Other highlighted human factor vulnerabilities
include online fraud, distributed denial of service (DDoS), drive-by downloads, and
social engineering attacks (Pollini et al. 2022). Others include privacy perception, trust
perception, behaviour, and capability (Rohan et al. 2021a). It was noted that the
human factor is complex and often overlooked. To address the human factor gap in
cybersecurity research, the authors asserted that human factor methodologies should
be integrated into the system development process. They also proposed that user
behaviours that lead to security risks should be investigated, and mobile financial
solutions should focus more on addressing these behaviours than technical problems
(Desolda et al. 2021).

In a systematic literature review of 27 studies that was carried out to understand the
attention given by the computer science research community to the human factor in
cybersecurity, it was found that human factor literature highlights two types of user;
experts and non-experts. While qualitative, quantitative, and mixed methods were
used in the examined studies, qualitative methods were the most used in the literature
(Rohan et al. 2021b). The authors identified cultural bias as a challenge in the sample
collected as most studies are focused on the US and Europe. It was also noted that
the measurement of the perception of cybersecurity of users poses a unique
challenge. Furthermore, the authors noted that future research should consider
human factors as a solution rather than the problem. While identifying user, system,

and usability as the three pillars of cybersecurity, the paper recommended that more
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studies on the usability aspect need to be conducted with care given to the balance
with security (Rohan et al. 2021b).

2.5 ADDRESSING THE HUMAN FACTOR CHALLENGE IN MOBILE
FINANCIAL SERVICES

The literature reviewed in the previous section identified the following research gaps

with the human factor in cybersecurity:

e Human factor is a complex problem.

e User behaviours that lead to cyber-attacks need to be examined to address
them.

e Cultural bias exists in human factor data that needs to be addressed.

e The measurement of the perception of cybersecurity for end-users is crucial
in addressing it.

¢ The human factor is most often identified as the problem but should be viewed
as the solution.

e More study on usability with a focus on balancing with security is required to

address the human factor challenge.

Human factor approaches have been applied to address technical cybersecurity
problems. For instance, usability evaluation was applied to address key management
challenges in Bitcoin (Eskandari et al. 2018). Similarly, a usability analysis of Java
Secure Socket Extension (JSSE) APl was conducted to identify usability issues
(Wijayarathna and Arachchilage 2019). Human factor techniques have also been

applied to address authentication problems (Liu et al. 2017).

Most of the studies conducted on addressing human factor challenges in
cybersecurity focus on evaluation through user or expert reviews. Heuristics
evaluation has also been deployed to evaluate usability problem (Naqvi and Seffah
2018; Kumar et al. 2020; Reuter et al. 2022; Gutfleisch et al. 2022).

A significant number of human factor literature focuses on addressing usability and
security. The next section focuses on analysing usable security studies and how they
can be leveraged to address cybersecurity problems in mobile financial services.
Specifically, the section examined the nature of usable security problems in MFS and
who it affects. It also sought to provide insights into current practices in addressing

usable security problems and their potential applications in MFS.
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2.6 USABLE SECURITY

Usable security exists at the intersection of human behaviour and cybersecurity. It
was acknowledged within the Cyber Security Body of Knowledge, which dedicates a
key pillar of the knowledge area to human factors, with usable security as a central
component. Usable security encompasses the design and implementation of
cybersecurity measures that account for users' behaviours, knowledge, experiences,
and cognitive ability as well as environmental factors. The primary objective of usable
security is to enhance the effectiveness of cybersecurity solutions by mitigating
vulnerabilities that arise from user-related issues (Nocera et al., 2023; Furnell, 2024).
However, several research challenges persist in this domain. These include the
absence of comprehensive design guidelines that address user behaviour, the lack
of explicit requirements for usable security, and the need for standardised
documentation and guidelines to support the development of usable security

frameworks (Nocera et al. 2023).

2.6.1 The Nature of Usable Security

Studies have been conducted to understand why usable security has not worked for
end-users. The need to involve users was identified as essential for aligning user
needs and security objectives. An approach for how user feedback would be
incorporated into security design was also proposed (Lead 2020). Similarly, the need
for the consideration of user behaviour to improve usable security for users was
identified. For instance, in a study that examined factors impeding the adoption of
two-factor authentication, it was opined that usable security mechanisms should not
introduce additional complexity for users. The study proposed a study of user
behaviours to facilitate a better adoption of security mechanisms by users (Das et al.
2018). In a similar study that investigated the usability of secure passwords, a study
of user interaction with security mechanisms was proposed as a means of identifying
variables that will make security measures more acceptable to end-users.
Furthermore, it was also asserted that to improve usable security, it is imperative to
build a system that aligns security design to users’ mental model of use of technology
(Grobler et al. 2021). To provide the necessary insights needed to address usable
security issues, a study that would provide empirical data on user attributes and
contextual factors and how they affect their security behaviours was recommended
(Grobler et al. 2021, Alt and Von 2019).

In highlighting the need for usable security for users, it has been noted that users
have various levels of experience and knowledge that impact their right use of security

mechanisms in MFS. The nature of the mobile device, consideration for demographic
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peculiarity for diverse groups of users, and accessibility needs are key in inclusive
security design (Jain et al. 2021, Zhou et al. 2019, Ndibwile et al. 2019).

While it is important to address the usable security concerns of end-users, it has been
opined that it is also important to examine the usable security practices of developers
who design the system. It has been found that most usable security studies have
focused on end-users and little effort is made to examine the impact of usable security
on developers which ultimately reflects itself in poor considerations for usable security
to the detriment of the end-users. To that effect, the need to investigate developers’
experience with usable security was proposed. For instance, a study also observed
that developers might lack good understanding of security practices, which makes
them develop systems without proper integration of security controls. The study
recommended an approach that will better guide developers on security practices and
how best they can be integrated into a system (Naiakshina et al. 2017). Delivery of
solutions promptly is essential to a developer's work. However, developers tend to
overlook usable security principles and prioritise functionality above security when
developing systems. Integrating usable security early in the development lifecycle
and improving usable security awareness for developers was recommended
(Gutfleisch et al. 2022). Furthermore, developers do not have a sufficient
understanding of user behaviour, and this might lead to building security mechanisms
that might not be effective due to cognitive overload or misalignment of the
developer’s intention and the user’s eventual experience. While some studies on user
behaviours have been conducted, they do not provide actionable insight for
developers. Another study has identified limited guidance on usable security for
developers as a key usable security concern. The study noted that developers mainly
rely on UX principles which might not necessarily address usable security challenges.
It went on to opine that a framework that integrates human-computer interaction (HCI)
and security elements is required, and proposed a set of usable security guidelines
for developers that will incorporate usable security elements that impact end-users
(Wiefling et al. 2020). Other usable security issues that affect developers include the
complexity of security API, the lack of a mechanism to evaluate the usable security
effectiveness of a system, and the difficulty in complying with complex regulatory

requirements (Lead 2020).

In their study on this debate, Lennartsson et al. (2021) posited that usability should
be addressed in the context of security, and went on to propose fourteen factors
believed to be solution-agnostic and generally applicable to addressing usability in

the context of security. The study identified the need to have a deeper analysis of
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these factors and how they can mitigate usable security trade-offs (Lennartsson et al.
2021).

The need to focus on human behaviours in addressing functional security problems
was buttressed by (West cited by Algarn and Chan 2017), where they posited that a
better understanding of why users make lousy security decisions, and their cognitive
limitations, would help developers better develop usable security interfaces. The
requirement for usable security is also a problematic area as most studies simply
merge usability and security requirements without a rigorous process of analysing the

problem space (Feth and Polst 2019).

2.6.2 Addressing Usable Security Challenges

Both users and developers are confronted with usable security challenges. While
some of these challenges have been identified and enumerated, the need for an
empirical study of both user and developers’ usable security behaviours was
recommended. Furthermore, the need for a guideline that can integrate usable
security into a system and an approach to evaluate usable security was proposed
(Feth and Polst 2019).

Addressing usable security concerns presents a challenge that affects both the end-
user and the developer and affects the efficacy of cybersecurity measures. Studies
have been conducted on how best to address usable security concerns for end-users
and developers. One such study proposed the adoption of security-by-design where
usable security is integrated into system design early in the development lifecycle.
This approach enables a more thoughtful integration of usable security principles
during system development and addresses the concern of just fitting in security. While
this approach helps in addressing this challenge, it requires developers to have good
knowledge of usable security and also puts more constraints on scarce development
time (Niekerk 2022).

The active participation of end-users throughout the development lifecycle makes it
possible for developers to have a better understanding of their needs, behaviours,
and even goals through a user-centred design approach. This model makes it
possible to minimise user-related errors and makes security mechanisms more
suitable to users’ cognitive ability and task goals. However, this approach will add to
development time and require users to understand the security implications of their
actions which might not be always feasible (Feth and Polst 2017). A similar approach
is to provide a proportionate security solution based on user risk profile. This

approach ensures provision of security measures relevant to user risk appetite.

49



However, users can overlook security settings when they become too flexible
(Wiefling et al. 2020).

Furthermore, heuristics evaluation has been used to evaluate usability and security
flaws in a system. This method provides a systematic approach to assessing usable
security and helps in the timely detection of usable security problems. The process
involves the development of a set of usable security heuristics to guide developers in
designing more secure applications. These heuristics are then refined through

multiple iterations and validated by expert reviews (Quifiones and Rusu 2017).

While adopting a user-centred approach and security-by-design provides a means for
integrating usable security into systems development, heuristics offer a structured
and flexible approach for incorporating usable security into system design and help
with the quick identification of usable security issues. User-centred design and
security-by-design approaches require significant user involvement and can be time-
consuming. The nature of heuristics enables the developer to address usable security
without developing new criteria for every system. Heuristics are also cost-effective
when compared to other approaches and they can be applied across a wide variety
of contexts. Also, it has been asserted that heuristics adopts a balanced approach
that can easily adapt to new security threats when compared to other approaches to
addressing usable security (Niekerk 2022, Wiefling et al. 2020, Feth and Polst 2017).
This section has highlighted the relationship between usable security and
cybersecurity. It examined the nature of usable security problems, and current
approaches to addressing these problems. The next section sought to examine how
heuristics can be used as an approach to addressing usable security problems, based

on the benefits it holds above other methods based on insight from literature.

2.7 HEURISTICS IN USABLE SECURITY

Decision-making in systems design seeks to address the problem from the viewpoint
that activities and their interrelationship are linear and measurable (Gorod et al.
2017). This traditional approach is not well suited for an environment with a complex
relationship between entities requiring decisions to be made within a limited time and
computational power. While not discarding the advantage of optimisation, where
decisions are taken based on a complete analysis of the problem set in the domain,
Gorod et al. (2017) proposed that system engineering effectiveness will improve if a
methodology can be used to decide when to optimise and when to satisfice based on

the complexity of the environment (Gorod et al. 2017).
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Heuristics are tools for decision-making under uncertainty and have proven suitable
in situations with limited knowledge, time, and resources. They support in handling
complex choices with minimal cognitive workload. They are also simple and efficient
to apply irrespective of the level of expertise of the decision maker. For instance, it
has been argued that simple decision-making strategies like heuristics can
outperform optimal models when the environment is uncertain. This assertion was
based on the study that compared heuristics with optimal models using criteria like
accuracy, frugality, and computational simplicity (Wang et al. 2022). However, other
authors argue that heuristics might be inferior to rational decision-making processes.
Deploying the concept to ecological rationality, another author examined this claim
and concluded that decision-making should be evaluated based on their fit to the
environment rather than adherence to a rational model, which further buttresses the
strength of heuristics when compared to other models when applied in an uncertain
environment (Luan et al). Similarly, another study compared the performance of
heuristics against optimal decision models to examine trade-offs between decision-
making accuracy and cognitive effort. The study concluded that the heuristic has
better time utilisation but might trade-off quality when compared to optimal models
(Methling et al. 2022). Another study investigated how heuristics can help improve
decision-making while reducing cognitive overload. The study deployed a scenario-
based training set and NASA-TLX in a military environment. The study found that
heuristics help in making decisions with levels of accuracy comparable to optimal
models with less cognitive workload (Banks et al. 2020). Furthermore, it has also been
argued that heuristics support decision-making irrespective of the experience level of

the decision-maker (Garcia-Retamero and Cokely 2017).

Heuristics studies have also been conducted in the context of cybersecurity. For
instance, heuristics were applied in a study that explored how emotions and feelings
affect risk perception in cyberspace. The study opined that people may underestimate
the cybersecurity risk of online activity they enjoy, and as such, messaging should
focus on the benefits of secure behaviour rather than the negative impact of
cybersecurity risk. The study did not give much insight into how heuristics were
applied (Van Schaik et al. 2020). Another study that leveraged heuristics to address
mobile malware threats reported a high detection rate for malware. The study did not
discuss how heuristics could be integrated into mobile security infrastructure (Nguyen
et al. 2018). However, how cognitive heuristics influence judgment in the context of
cyberspace was investigated. The author argued that decision-makers, especially
non-experts, tend to rely on heuristics due to the unpredictable nature of cyberspace.

The study focused on the psychological aspect of cybersecurity decision-making as
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it affects users with respect to the source of the threat. Like the previous studies, this
study also did not give much insight into how heuristics can be integrated into

everyday cybersecurity tasks (Gomez and Villar 2018).

Domain-specific heuristics have been developed in other studies and applied to
address usability problems. For instance, a study that sought to address usability
challenges in ubiquitous systems adapted Nielsen’s heuristics with consideration for
context and mobility requirements to develop a set of heuristics that was validated by
experts. The study provided an approach to how heuristics can be developed and
applied (Rocha et al. 2017). Also, another study developed 11 heuristics for
evaluating usability problems in mobile commerce solutions and for the smartphone
domain (Ajibola and Goosen 2017; Bashir and Farooq 2019). While the domain-
specific heuristics examined adapted Nielsen’s usability heuristic, a study leverages
thematic analysis to identify usability challenges for users and supply-side actors like
developers and systems administrators (Lennartsson et al. 2021). Although these
studies have highlighted how heuristics can be developed and applied, application to
real-world problems to address usable security challenges has not been fully

examined.

2.8 USABILITY AND SECURITY EVALUATION

Usability and security evaluations are conducted by applying heuristics to identify
cybersecurity problems. Heuristics evaluation is concerned with how to evaluate
interface design quality in a fast and cost-effective manner when compared to
empirical methods. The heuristics evaluation process entails several evaluators,
mostly between 3 to 5, evaluating user interface using some heuristics principles to
identify usability problems in terms of frequency, criticality, and severity of the

problems evaluated (Quifiones and Rusu 2017).

Quifiones and Rusu (2017) conducted a systematic review of 73 usability heuristics
papers to provide a guide on how the heuristics are developed. They presented a
summary of various approaches to developing heuristics and the activities conducted.
Table 2.2 provides an overview of the process for developing heuristics as presented

by the paper (Quifiones and Rusu 2017).

SN Approach for developing | Activity

heuristics

1 Based on existing heuristics e  Review existing heuristics, and identify limitations for

evaluating domain-specific usability problem
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Identify features of specific domains to be considered
in the new heuristics

Propose a new set of heuristics

Based on methodologies

Adopt an existing methodology for developing heuristics

Based on the literature review

Review literature and understand how existing
heuristics can be applied

Define a new set of usability heuristics

Validate the set of heuristics via expert opinion,

scenarios, thinking, or questionnaires.

Based on usability

Identify and analyse usability problems based on

Problems usability evaluation or documented usability
problems in the specific domain
e  Group problems into categories
e Create heuristics of how the problem can be solved.
Based on e Identify and analyse standards, guidelines, and
guidelines,  principles, or design principles for specific domains

design recommendations

Propose a set of heuristics based on gaps identified

Validate heuristics through case studies

Based on e Identify usability problems in specific application
Interviews domains via interviews
e Analyse and categorise problems
e  Propose heuristics
7 Based on theories e Analyse theories

e Develop heuristics

Table 2.2: Process for Developing Heuristics (Quifiones and Rusu 2017)

In addition to evaluating the usability of user interface design by heuristics principles,
usability metrics also exist. For instance, the System Usability Scale (SUS) and the

Quality in Use Integrated Map (QUIM) have been used to measure the usability of

user interface design in specific application domains (Lewis 2018; Galli et al. 2020).

2.9 CHAPTER SUMMARY

This chapter examined critical literature to understand current conversations in
cybersecurity as it relates to MFS to understand what has worked and can be adapted
to the current research problem and the research gap that needs to be addressed.
The chapter analysed the MFS threat landscape from literature and identified the
need to address the human factor element as the implementation of technical

countermeasures, though useful, have not been able to address cybersecurity.
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Furthermore, the chapter examined the literature to observe the relationship between
usable security and cybersecurity. The need to incorporate user behaviour and
cognitive ability in designing a workable, usable security solution was highlighted.
While most usable security studies focused on the end-users, other studies also

identified usable security as a challenge for developers.

The chapter identified the need for an empirical study to understand the usable
security behaviours of users and developers and the key to addressing usable
security. Also, the need to develop usable security requirements was identified. A
guideline on how to integrate usable security into system design was also identified.
The application of usable security heuristics in real-life scenarios was also

recommended.

While the literature provided insight into usable security challenges and domain-
specific studies have been conducted on how they can be addressed, most MFS
studies are focused on identifying factors that affect MFS adoption based on various
adoption theories. To the best of my knowledge, no study has been conducted on

how to improve cybersecurity in the MFS domain by improving usable security.

Based on the gaps identified in the literature, this PhD thesis will examine the MFS
ecosystem to gain more understanding of the domain in practice. It will also examine
the behaviours of users and developers of MFS to develop a requirement that can be
used in proposing usable security solutions for MFS in line with the objective of the
PhD study.
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CHAPTER THREE: METHODOLOGY

The literature review in Chapter Two has shed light on the current state of
cybersecurity as it relates to mobile financial services (MFS). The literature
emphasised the need to address usable security in MFS to complement and enhance
existing technical safeguards. Also, the reviewed literature revealed that most
implementations of usable security are domain specific. Furthermore, empirical
studies were recommended to gain a deeper understanding of user and developer
behaviours in order to establish requirements that address usable security within the
specific context of this study. Another identified gap was the need for an approach to
integrate usable security elements into system development to improve cybersecurity

for both developers and end-users.

To explore the gaps identified in the literature and in line with the objectives of this
PhD, as outlined in Section 1.4, the researcher adopted a research methodology
framework that is theoretically grounded and applicable to real-world scenarios. The

following approach was thus employed:

# | Item Justification Reference

Investigate MFS domain
to have a domain specific
insight into how
cybersecurity impacts

MEFS

Usable security literature mostly
focuses on domain specific solution
and no study exists investigating the
nature of cybersecurity in MFS

domain

Lennartsson et al. (2021)
Ambore (2017)

Feth and Polst 2019
Gupta and Dhingra
(2022)

Conduct empirical studies
of user and developer
behaviours and how they
impact usable security in

MEFS

Empirical studies were
recommended by literature to
better help in understanding of
insight to usable security problems
from users and developers of the

system.

Das et al. (2018)
Grobler et al.2021

Alt and Von 2019
Naiakshina et al. (2017)

Investigate how usable
security requirements
can be developed and
integrated into MFS

development process

Most studies derived usable
security requirement by fusing
usability and security requirement.
This study seeks to investigate how
to develop requirement addressing

usable security problems in MFS

Feth and Polst (2019)
Nocera et al (2023)
Wiefling et al. (2020)
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4 | Investigate how usable The need to investigate solutions Lead (2020)
security requirements grounded in theory and Gutfleisch et al. (2022)
can be applied in real- implementable in practice

world scenarios

Table 3.1: Research Approach

The overarching research methodology adopted for the thesis is design science,
which is an approach that facilitates the development of artefacts that will be used to
address real-world problems. It brings both practical relevance and rigour (Baskerville
et al. 2018; Vom et al. 2020). The activities in design science include problem
identification and motivation, defining the objectives for the solution, design and
development, demonstration, evaluation, and communication. The high-level design
research process includes awareness of the problem, suggestion, development,
evaluation, and conclusion (Baskerville et al. 2018). The choice of design science
was predicated on the focus of this research which sought to develop artefacts that
would be applied to address real-world problems in MFS security. The artefacts were
developed in an iterative manner using Action-Research (A-R). A-R is an iterative
process that changes and improves knowledge and understanding to be achieved at
the same time (Myers 2019; Evered and Roger 2022). The process of A-R is made
of five phases that are iterated, including; diagnosis, action planning, action taking,
evaluating, and specifying learning (Cornish et al. 2023; Evered and Roger 2022).
Human factor approaches and other techniques were used in contextualising the
problem space. Details of the other approaches and techniques used are provided in

section 3.3 of this thesis.

The use of the Saunders research onion was proposed for addressing the essential
perspectives of a research layer by layer (Melnikovas 2018). This section adopted the
research “onion” approach in using a layer-by-layer approach to discuss the overall

methodology of the research.

3.1 RESEARCH DESIGN
This section provides an overview of the overall design of the PhD research and how

the studies conducted tie into the overall research objective.

A 5-stage process which includes initialisation, exploration, solution design,
confirmation, and finalisation was adopted for this PhD research. Whereas the first
two stages focused on understanding the problem and the problem space, the last
three stages focused on developing and validating the proposed solution. Figure 3.0

depicts the research design showing the 5 stages.
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3.1.1 Initiation
This stage of the process defined the motivation of the study and examined existing

literature with a view of contextualising the problem space. The stage also defined
the research objectives and contributions. The primary strategy used in this stage is

the literature review. The output of this stage feeds into the second stage, exploration.
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Figure 3.0 Research Design Stages

3.1.2 Exploration

Based on the findings of the 1% stage and the philosophy and approach adopted for
this thesis, the exploration phase analysed the problem space from the perspective
of key stakeholders in the ecosystem. The 1 component of this stage, the mobile
financial system sociotechnical system, analysed the MFS ecosystem and the threat
of cybersecurity from a stakeholder perspective. Based on the findings from the MFS
STS, an investigation was conducted into the usage, development, and deployment

practices of key MFS stakeholders. To achieve the objective of developing the MFS
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STS, rich picture, interactive management, and interpretive structural model

techniques were deployed.

3.1.3 Stage 2b: Investigation of MFS Usage, Development, and Deployment
Practices
This stage is an offshoot of stage 2a. The study that defined the MFS STS identified

usable security as a major issue in the MFS STS. In this stage, a study to understand
how the identified elements affect usable security and trust in MFS STS was
conducted. The study explored the end-user perspective by surveying MFS users. It
also examined DevOps and Chief Information Officers’ (CIO) implementation
practices and the impact on usable security and trust in MFS STS. Semi-structured
interviews, thematic analysis, and card sorting were the major qualitative analysis
tools used while Principal Component Analysis (PCA), Confirmatory Factor Analysis
(CFA), and Structural Equation Model (SEM) were key qualitative analysis tools used.
The outcome of this stage highlighted the impact of supply-side (DevOps, CIO) and
demand-side (end-user) behavioural dynamics on usable security and trust. This

phase addresses the 2" objective of this PhD research.

The output of this phase feeds into the contextualisation of the problem space and

the design phase.

3.1.4 Stage 3: Design Phase:
The design phase consists of designing a proposed solution for individual

components of security issues in MFS and the integration of the components into a
single approach. This was carried out iteratively to come up with the heuristics that
would address usable security in MFS. This phase addresses the 3™ objective of this

research. The output of this phase is the proposed solution.

3.1.5 Stage 4: Confirmation
The confirmation phase includes validating the proposed solution through a focus

group and exploiting it by applying it to the unbanked through developing and testing
fintech solutions, addressing objectives 4 and 5 of this research. To achieve this, case
studies were conducted. The first case study demonstrated how the developed
heuristics would be integrated into real-life solution development. A hackathon was
organised to achieve this objective, where 49 applicants participating in teams
entered the competition with 9 participating in the last stage. The winning group and
first two runners-up received cash gifts, but most importantly recommendations on
how usable security was integrated into the development of minimum viable products
were noted. Furthermore, a second use case focused on using the developed
heuristics to conduct black-box testing for existing solutions. These also revealed

some learnings that served as recommendations for the use of the heuristics. The
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third case study was the evaluation of usable security in MFS as it related to the

concerns of the visually impaired.

3.1.6 Stage 5: Formalisation
The formalisation phase addressed the academic requirement of documenting the

PhD research in a thesis and undertaking a verbal examination to defend the research

work.

3.2 FLOW OF RESEARCH ACTIVITIES AND OUTPUT
While section 3.1 of this thesis shows the thought behind the design adopted for this

PhD research, this section shows the flow of activity from one stage of the research

work to the other. It shows input at every stage, action taken, and approach adopted.
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Figure 3.1: Flow of Research Activity

It also shows the major output at each stage of the PhD as shown in Figure 3.1.
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3.3 RESEARCH PHILOSOPHY
A critical element of this thesis is developing knowledge in the area of mobile financial

services security to facilitate answering the questions raised by this research
intending to contribute new knowledge to the existing body of knowledge. The
research philosophy adopted influences the process taken to develop this knowledge
(Melnikova 2018,). To determine the research philosophy to adopt for this research,
the researcher adopted the research philosophy diagnosis template (Melnikova
2018). The model contains ten questions each to be answered on a Likert scale with
six options ranging from “Strongly Disagree” to “Strongly Agree”. The diagnostics
seek a subjective rating of issues relating to research realities, the relationship
between the researcher and the phenomena being studied, methodology choices,

whether the research should be practical or applied, etc.

This thesis adopts a pragmatic research philosophical stance in the sense that the
research question helped in determining the philosophy adopted. In completing the
philosophy diagnostic, the researcher strongly agreed that for the topic being
researched, there is one single reality and that it is the task of the researcher to
discover it. Furthermore, the researcher also assumes that the reality of the topic
being researched exists somewhat separately from the researcher, even though the
researcher would benefit from the solution discovered to the research question as a

social actor.

More so, the researcher believes the phenomena researched in this study—the
security concerns of MFS and how to resolve them—are created by the actions and
inactions of social actors concerned with the existence of the phenomena. As such,
subjectivism as against objectivism as an aspect of ontology drives his research
philosophical choice. This is necessary for helping to discover motivations for the
actions and inactions of social actors in a way that would help the researcher address

the research question.

The research reflects the philosophy of positivism in that the researcher prefers
working with observable social reality with the outcome of the research being a law-

like generalisation of how to secure MFS.

In summary, the researcher adopts a pragmatic approach to this research as he
believes the research question is fundamental to the philosophy adopted.
Furthermore, the researcher adopted subjectivism as an aspect of ontology as he
believes the phenomena being investigated are created by the actions and inactions

of social actors. This thesis reflects a philosophical stance of positivism as the
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researcher prefers to work with observable social reality. The next section addresses

the research approach.

3.4 RESEARCH APPROACH
The second layer of the research “onion” is determining the research approach. The

two main approaches are the deductive and the inductive methods.

Research studies involve the use of certain theories. The approach adopted is a
function of the level of clarity of the theory to the researcher at the beginning of the

research journey (Melnikova 2018).

While deduction can be said to tend toward the left on a theory-data continuum,
induction tends toward the right. Deduction emphasises moving from theory to data
while stressing the need to explain the causal relationships between variables.
Furthermore, deduction underscores collecting quantitative data, a highly structured
approach, and the generalisation of conclusions. On the other hand, induction
emphasises understanding of meanings humans attach to the event, collection of
qualitative data, progressive elaboration to accommodate changes as the research

progresses, and less concern about generalisation (Melnikova 2018).

This thesis combines both approaches as it starts from known theories based on the
research questions and has an exploratory part that is expected to reveal new
meanings from data informing the selection of some of the techniques used in the
research strategy. The use of both quantitative and qualitative approaches for data
collection makes it expedient to use a combined approach, as it will better address
the research question. Due to the limited time for this research, the inductive
approach will help focus the work on the time horizon. Though the conclusion of this
thesis generalised findings that can be applied to all implementations of MFS, tilting
towards a deductive approach, this will be done in such a way that the solution will be

refined as the research progresses, giving it an inductive focus.

In summary, this thesis leverages the strength of both the deductive and inductive

approaches to address the objective of the PhD study.

3.5 RESEARCH STRATEGY
This section describes the strategies used to gather and analyse data. The research

“onion” identified seven different strategies which include experiment, survey, case
study, action research, grounded theory, ethnography, and archival research
(Melnikova 2018). However, this section focuses on describing the strategies adopted

for this research.
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3.5.1 Experiment
In a classic experiment, two groups are set up—a control group and an experimental

group—to measure the dependent variables in both the control and experiment
groups. Experimental design can be of three types. Independent measures, where
different actors participate in each condition of the independent variables, refers to
measuring subjects in multiple conditions. In a within-subject design, there are two
conditions—a treatment and a control—and each subject goes through both
conditions. Another type of experiment design is repeated measure design where the
same participants participate in each variable. Counterbalancing is a type of
experiment design that helps control for other effects (McLeod 2023). In this
research, experiment as a methodology was used in an implementation case study.
Specifically, repeated measure with counterbalancing was used. The benefit of using
this approach was that cost and time were reduced. Furthermore, to the extent that a
theoretical hypothesis (improvement in MFS security will enhance trust) was defined,
and that a sample of individuals was selected from a known population of MFS users,

principles of experiment were used as a strategy for this research.

3.5.2 Survey
The survey strategy was adopted in this research to help collect data from MFS users

to understand their user behaviour with a bid to understanding variables that affect
trust. Statistical methods were then used to analyse the data. This research has two
major phases, a discovery phase which helps analyse the problem space, and a
solution phase where a proposed solution will be proffered. A major part of the

discovery phase depends on using surveys to conduct exploratory studies.

3.5.3 Case Study
Four case study strategies based on two dimensions exist, single vs. multiple and

holistic vs. embedded (Melnikova 2018). This PhD study evaluated the finding of the
developed solution using a single case study of MFS for the unbanked due to the

large number in this group and the potential impact on MFS adoption.

3.5.4 Action Research
This is the strategy adopted for developing artefacts in this research, as it follows the

action research spiral which starts from context and purpose, then diagnosing, then
planning, then acting, and then evaluating, before repeating the spiral (Melnikova
2018). This research started by providing the context of the problem and the purpose
of the study. It further explored the problem space to have a better understanding of
the problem from the stakeholder perspective, before developing a solution that would

address the gap which will be evaluated before applying to the unbanked.
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3.5.5 Grounded Theory
This thesis involved collecting data through interviews. The collected data was

analysed to reveal insight and possibly inductively build theory. Thematic analysis
was applied in this regard due to its ability to expose both observable and latent

constructs from the analysed data (Braun and Clarke, 2019, Braun and Clarke, 2021).

In summary, this thesis adopted several strategies as appropriate to achieve the

intended objective of this study.

3.6 RESEARCH METHOD CHOICE
To achieve the aim of this research and in line with the research philosophy and

approach, this thesis adopted mixed-method research for collecting and analysing
data. Mixed-method research uses both quantitative and qualitative data collection
techniques and analysis procedures either in parallel or sequentially (Saunders et al.
2016). This section describes the details of the various techniques and the justification

for choosing them.

3.6.1 Qualitative Techniques
To achieve the objective of this PhD research, some qualitative techniques were

applied. This subsection describes these techniques.

3.6.1.1 Rich Picture
To have a customer-centric understanding of cybersecurity challenges in the MFS

ecosystem, it was imperative to gain an understanding of the ecosystem from the
perspective of its stakeholders. In considering the right methodology to analyse the
ecosystem, the rich picture technique was adopted. It is an action-oriented process
of inquiry into ill-defined problems (Checkland and Poulter 2020). The approach was
preferred to hard systems and other human factor approaches because it clearly
defines conceptual problems from the user's perspective. Two soft systems
techniques were specifically applied; the Rich Picture technique provides a pictorial
view of key stakeholders and their interactions and the root definition and conceptual
model provides an understanding of various stakeholder world views and key
requirements for security concerns in the ecosystem (Checkland and Poulter 2020).
The combined use of these techniques, along with a systematic literature review,
helped in the identification of stakeholders as well as providing an understanding of

the differences and similarities in their perception of the MFS STS.

3.6.1.2 Interactive Management
Interactive management (IM) techniques—idea writing (IW), nominal group

techniques (NGT), and interpretive structural modelling (ISM)—were used to

generate issues and objectives for mitigating them, and how they influenced each
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other. Interactive management techniques are group decision-making techniques
suited for analysing complex environments (Ward et al. 2017). Specifically, IW was
used to generate ideas by brainstorming on human-factor-related cybersecurity
challenges in the problem space. The technique helps in avoiding a situation where
early focus would be on the solution before a proper understanding of the problems.
NGT provides an understanding of key objectives of mitigating challenges identified

while ISM links objectives to determine relationships and influences.

3.6.1.3 Semi-Structured Interviews
Semi-structured interviews were conducted for data collection and artefact validation.

In the first study, it was used as an independent validation of the output by subject
matter experts, while in the second study, it was used to understand MFS
development and procurement practices of the MFS development team group

(DevOps) and Bank CIOs respectively.

3.6.1.4 Thematic Analysis
Thematic analysis is a qualitative research analysis tool that provides a systematic

approach to interpreting collated data and a coherent narrative leading to rich insights
that explain the phenomena observed in the data. Though other qualitative analysis
methods such as discuss analysis, decomposition analysis, grounded theory, and
interpretative phenomenological analysis exist, the thematic analysis provided the
tool necessary to analyse apparent and latent phenomena that would ultimately
address the research question in the study conducted to understand usable security
factors (Braun and Clarke 2019).

3.6.1.5 Card Sorting
Card sorting helps classification of related phenomena for meaningful analysis

(Janssens et al. 2018). In this research, card sorting helped in arriving at the key

factors that affect usable security from the perspective of the stakeholders.

3.6.1.6 Hackathon
Hackathon is a problem-focused approach to innovation that originated from the field

of computing and the need to enlist innovative ideas to solve problems through
crowdsourcing. In hackathons, teams come together to compete on how to solve a
real-life problem through creating a prototype often for a reward. For instance,
technology companies like Alphabet and Meta put out hackathons to promote product
innovation. While hackathons are not an explicit research technique, this thesis
developed a set of heuristics that need to be integrated into solution development
innovatively (Medina et al. 2020; Nolte et al. 2020). Since mobile financial services
solutions are fintech and fintech mostly evolved out of hackathons, adopting

hackathons will not only demonstrate the applicability of the heuristics in solution
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development but also provide a few more ideas that could facilitate the adoption and

usage of the heuristics for fintech development.

3.6.1.6 Black-box Testing
Black-box testing is a software testing method that focuses on validating the

functionality of a system without focusing on internal working mechanisms. Testers
do not need to understand the internal workings of the code but focus on input from
requirement specification and output. Software testing is a very important part of
solution development as it makes up over 50% of development costs. The objective
of testing is to find loopholes or issues in a system which is cheaper to correct before
the final system is produced. A good test would mitigate cybersecurity vulnerability in
a system. White-box testing also exists but will require a working knowledge of the
code and expertise in code development. In this thesis, black-box testing was adopted
to allow users without coding experience to use the developed heuristics to test
existing solutions for usable security compliance. This testing technique avoids

developer bias and is suitable for acceptance tests (Verma et al. 2017).

3.6.1.7 Heuristics
Section 2.6.2 of this thesis explored several approaches to integrating usable security

into systems design. The advantage heuristics offer above other methods is the ability
to work better in an environment with constraints on knowledge, time, and resources
which is a typical development environment for MFS developers. Furthermore, the
details of heuristics development were highlighted in section 2.8 of this thesis. This
PhD study seeks to develop heuristics and integrate them into the MFS development

process.

3.6.2 Quantitative Techniques
This section describes the quantitative techniques deployed and used in this

research.

3.6.2. 1 Survey
To better understand the impact of balance between usability and security in the use

of MFS, an end-user survey was conducted. The survey questionnaires were
distributed via electronic and paper-based correspondence. The completed
questionnaires were then analysed and presented. The survey questionnaire was
developed based on usability, security, and usable security criteria derived from the
literature that highlighted elements of usability, security, and usable security, and
critical examination of the current threat landscape for MFS as highlighted in Chapter
Two of this PhD thesis. Frequency and descriptive statistics tools in the Statistical
Package for the Social Sciences (SPSS) and Bristol Online Survey were then used

to analyse the survey feedback.
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3.6.2.2 Principal Component Analysis (PCA)
The principal component analysis (PCA) is a technique for investigating the

interdependence within groups of variables. It is concerned with the relationships
between observable variables and unobservable latent variables presumed to be
generating the observations (Xie 2019). In this research, PCA helped to expose latent

variables not visible by using simple correlation techniques and cross-tabulation.

3.6.2.3 Confirmatory Factor Analysis (CFA)
The principal component analysis conducted on the survey data revealed the

existence of some observable and latent factors. To explore this finding, it is
imperative to test the hypothesis that a relationship exists between the observed
variables and their underlying latent variable. CFA is a statistical technique that helps
to achieve this objective. Because the number of consideration factors has been
discovered in advance through PCA, CFA was preferred above exploratory factor
analysis (EFA) (Shrestha 2021).

3.6.2.4 Structural Equation Model (SEM)

Based on the data obtained from the survey conducted in this study, structural
equation model (SEM) was used to assess the impact of some latent variables on
trust. SEM was chosen above methods like path analysis and multiple regression

model due to its ability to use latent variables (Mueller and Hancock 2018).

3.7 RESEARCH TIME HORIZON
The strategy for data collection employed in this research recognises the time

constraint of research of this nature and therefore depends on instruments like
surveys and interviews to collect data which represents data taken at a particular time
as against data taken over a while. Consequently, the preferred time horizon for this
research is cross-sectional since it deals with snapshots and not longitudinal which

deals with data collection over a while.

The innermost layer of the research “onion” considers data collection and analysis

techniques, which have been discussed in the research choice section.

Using the research “onion” as a guide provided insight into the research philosophy
adopted for this research. The philosophy adopted reflects pragmatism, subjectivity,
and positivism. Furthermore, an approach that combined both deduction and
induction was adopted. More so, the strategies and methods used for the research

were discussed, and the reason for the choices provided.

3.8 ETHICAL CONSIDERATION
The research approach adopted a hybrid of deduction and induction as described in

section 3.4. A key reason for considering the inductive component of the approach
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was the anticipation of changes during the research and an approach to integrate
necessary changes as the need arises. To that end, the researcher obtained approval
of the Research Ethics Committee (REC) on a modular basis, as against a single
approval for the entire thesis. Furthermore, based on the ethics checklist, this
research is low-risk research. However, the researcher adhered to the research code
of conduct of the university. More so, the researcher has completed the mandatory

ethics module as part of this PhD study.

3.9 RESEARCH LIMITATION
The time horizon for this research means a longitudinal approach to data collection

and analysis was not deployed. The research depended on data from selected
participants representing their responses at a given time. The researcher is aware
that additional insight might be obtained if a longitudinal approach was available for
the research, but due to the maximum allowable time for the PhD, a cross-sectional
approach which depends on a snapshot of data will be adopted as against
methodologies that will require a longer time horizon. This limitation notwithstanding,
the researcher is committed to delivering high-quality research in line with established

theories.

3.10 CHAPTER SUMMARY
This PhD research work leverages design science as the overarching methodology

for this study as it facilitates the development of artefacts that can be applied in a real-
world use case. The artefacts would be developed using action research. The
research work adopted a pragmatic philosophical stance. It also reflects the
philosophy of positivism as the outcome is a generalisation of how to secure MFS.
Furthermore, the research adopted inductive and deductive approaches. The
combination stems from the reason that it starts with known theories based on
research questions and has an exploratory part that reveals latent data. The time
horizon for this research is cross-sectional given that this study is expected to be

concluded within the time frame for a PhD study.

This chapter details the mixed method technique used to collate, analyse, and present
the findings of this research work. It justifies every technique used. More so, it applied
non-conventional research techniques like a hackathon and black-box testing during
the implementation of the artefact. The chapter also provides a graphic flow of the

research phase and the flow of activity.
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CHAPTER FOUR: CYBERSECURITY IN MOBILE
FINANCIAL SERVICES SOCIOTECHNICAL SYSTEM
4.1 INTRODUCTION

The literature review in Chapter Two of this thesis, as highlighted in section 2.6.2, has
shown a domain focus on usable security problems. While the MFS adoption literature
analysed in section 2.2 has provided some insight into the MFS ecosystem, the nature
of the human elements problem that leads to cybersecurity threats has not been fully
explored. Furthermore, cybersecurity is a sociotechnical problem (Ambore et al.
2017). As such, to understand the nature of usable security problems in MFS, it is
imperative to explore the MFS ecosystem with the view to understanding the human
elements and the related cybersecurity concerns that may lead to cybersecurity

attacks as highlighted in section 2.5 of this study.

While the scope of this study is limited to exploring usable security for MFS to improve
cybersecurity for MFS, this chapter seeks to explore cybersecurity issues in the MFS
ecosystem, to understand usable security challenges that might lead to cybersecurity
gaps in MFS. This is in line with the action research methodology adopted and
highlighted in section 3.5.4 which focuses on establishing context and purpose as a

precursor to drilling down to the problem space.

This study sought to contextualise the MFS ecosystem from the viewpoint of
stakeholders in the ecosystem to gain an understanding of them, their experience
and challenges regarding usable security in MFS, and what insight can be learned

from that.

This study commenced by conducting a broad overview of human factor related
issues in cybersecurity. It provides an overview of MFS and sociotechnical systems.
Output from this study provided the necessary input to developing usable security

requirements for MFS.

4.2 STUDY METHODOLOGY
This exploratory study plans to examine cybersecurity concerns in MFS STS from the

viewpoint of the actors in the ecosystem to contextualise the problem space and come
up with a prioritised list of recommendations and requirements for addressing usable

security problems in MFS. The research leverages human factor techniques to
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analyse the sociotechnical system. Human factor approaches help contextualise ill-

defined complex social technical systems like that of mobile financial services (Pollini

et al. 2022). A major objective of contextualising the problem space is to develop

user-centric requirements for usable security in MFS. The study identified and

prioritised requirements for addressing specific cybersecurity concerns in MFS. The

next section describes the approach adopted for this study.

4.2.1 Study Approach

Various human factor techniques and their suitability for achieving the objective of

the study were examined, and the ones that align with the strategy of the study were

applied. Table 4.1 describes the techniques adopted and the justification for the

choices.
SN | Methodology Technique Justification
1 Soft systems Rich picture Provides an understanding of the

problem space from a stakeholder
viewpoint in line with the study

objective

Root definition and

conceptual model

Provides an understanding of
stakeholder worldview, and key
requirements for addressing
cybersecurity concerns in the
ecosystem

Interactive

management

Idea writing

Help actors generate a list of
problems by brainstorming. The
technique helped avoid a situation
where the focus would be on a
solution even before the problem

was critically analysed.

Nominal group technique
(NGT)

Helps stakeholders to prioritise
challenges with the view of
addressing the ones with the most

impact on MFS

Interpretive

structural model

Interpretive structural

model

Consolidate perspectives and
varying stakeholder worldviews,
requirements, and objectives to

come up with a common

understanding of human factor
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SN | Methodology Technique Justification

elements that affect usable security
in the ecosystem and the

relationship among them

6 Expert interview | Semi-structured Validation of workshop outcome to

come up with recommendations

Table 4.1 Techniques Adopted for the Study.

Soft systems methodology was developed out of a need to adopt an action-oriented
approach for examining an undefined problem space. It guides thinking about
problematic situations in such a way that action to bring about improvement can be
taken. It provides for various stakeholder worldviews to be analysed to come up with
a common understanding of the process. Furthermore, it provides techniques to
contextualise the problem space in a way not possible by word alone and allows
different interpretations based on mental models; rich picture, formulation of a
relevant system of purposeful behaviour; root definition, building a human activity
model and comparing it to the real-world, and development of a conceptual model.
The soft systems approach was preferred to hard systems and other human factor
approaches as the combined use of the techniques helped achieve the study
objectives via clarifying the problem space by consolidating various worldviews. Soft
systems allow differences in understanding of problems based on mental models to
be entertained, to facilitate an agreeable interpretation in a rational and defendable
way. Furthermore, it provides a model to structure discussions amongst ecosystem
actors about desirable versus feasible solutions by comparing the model to the real
world (Checkland and Poulter 2020).

The flow of activity in this study was guided by a high-level design research process

based on design science research, in line with the overarching research philosophy

of this PhD thesis (Berkerville et al. 2018). The study followed five steps as shown
in Table 4.2.

High-Level Design Approach Action Output
Process

Awareness of problem Soft system Define problem space | Soft systems model
methodology
(SSM). Rich

picture

conceptual model
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Suggestion Interactive Generate and Prioritised problem
management prioritise problem list
workshop (idea
writing, nominal
group
techniques)
Development Interpretive Determine Prioritised objectives
structural model relationships and
influences within
problems and
objectives
Evaluation Semi-structured Validate outcome Validated results and
interviews recommendations
Conclusion MoSCoW Analysis of validated High-level
results to determine requirements for
the requirement addressing
cybersecurity
concerns in MFS STS

Table 4.2: High-level Study Process

In the awareness of the problem process step, the six stakeholder groups that
participated in the study provided their understanding of the problem space from their
worldview. Due to the mental model, and environment of operations, various
perspectives were presented. Rich picture and conceptual models were applied in
this phase. The objective of the phase was to define the problem space from the
perspective of the stakeholders, which was presented in a soft systems model. In the
suggestion process step, an interactive management workshop was convened where
participants, through brainstorming, generated a list of issues leading to cybersecurity
concerns in MFS STS. The identified issues were prioritised through the nominal
group technique. Furthermore, the development process step focused on applying
the interpretive structural model to prioritise objectives for addressing cybersecurity
concerns in MFS STS and the relationships between these objectives. Five experts
with an average of 18 years of working experience in various information technology
disciplines validated the output of the evaluation phase and presented
recommendations for addressing the problem of cybersecurity in MFS STS. Finally,
the conclusion process step focused on developing high-level requirements based on

the recommendation of the experts and other insights gained from the study.
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The next section provides details of various stakeholders that participated in the

study.

4.2.2 Participants Profile
To commence this section, three important questions need to be answered as follows:

i.  Which stakeholders were most suited to participate in this study?
i. How can these stakeholders be identified?

ii.  How can they be invited to participate in this study?

These questions were germane because the study would involve institutional actors
who might encounter bureaucratic bottlenecks in participation. Given that this
research is not a longitudinal study, time was also a major constraint. To address the
questions raised, a stakeholder analysis was conducted to identify relevant
stakeholders for this study. The support of the apex regulator in financial services was
requested in reaching the stakeholders as the outcome of the study would be
beneficial to the entire financial sector. As an early incentive during initial contact with
participants, their contribution to addressing the menace of cybersecurity in MFS STS
was highlighted. In line with research ethics expectations, assurances were provided
that only information approved by participants would be documented in the study.
Table 4.3 shows an analysis of the stakeholders selected to participate in the studies

(Varvasovszky and Brugha 2000).

# | Stakeholder Characteristic/ | Interest | Influence Position Impact Engagement

Involvement of strategy
Study

on

1 | Financial Provide the H H Supportive H Keep
regulators framework for informed
MFS and
provide
oversight
2 | Banks Deploy MFS H M Supportive H Show the
impact of
the
outcome on
customer
satisfaction
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3 | Underserved | Candidates for Indifferent Respect
/No MFS MFS adoption opinion
might be
hindered by a
lack of trust in
the system
4 | Bank Existing users of Supportive Listen more
customers MFS
5 | Infrastructure | Provide Non- Seek
services enabling committal support
providers services for MFS
6 | CERT Cybersecurity Cautious Seek
experts support

Table 4.3: Stakeholder Analysis

While this study will benefit the entire MFS ecosystem in the long run, it was important

to ensure the interests and concerns of all participating stakeholders are considered

and analysed in such a way that they will be comfortable providing the necessary

support for the studies. Furthermore, some stakeholders were very supportive while

some were more cautious, especially with information sharing. Also, the infrastructure

service provider group only participated as required but was not interested in any

long-term engagement in the event any useful recommendations came out from the

study. The financial systems regulators played a big part in rallying other stakeholders

to participate effectively in the study owing to their understanding of the long-term
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impact of the study. The regulators also accommodated most of the IM workshops.

Group 1: Financial Systems Regulator Group 2: Banks
Participa Gender Expertise Years of Participa Gender Expertise Years of
~ ntlD  Experience | nt ID Experience
P1 Male  Payment 13 P1 Female eBusines 6
Systems s
P2 Male Mobile 6 P2 Male Mobile 3
Financial App
Services Deploym
P3 Female Complian 5 ent
ce and P3 Female Client 6
oversight Support
P4 Male  Payment 9 P4 Male Head e- 10
Security Banking
P5 Female Financial 5 P5 Male Banking 4
Inclusion Officer
Expert
Group 4: Bank Customers/MFS Users
Group 3: Underserved/No MFS Participa Gender Expertise Years of
Participa Gender Expertise Years of ntID Experience
ntID Experience P1 Female Teacher 6
P1 Male Mg(:)lgal 9 P2 Female  Trader 4
P2 Male Civil 11 P3 Male Banker 6
Servant
P3 Male Post _ P4 Female Lawyer 6
grad P5 Male Student -
Student
P4 Female Post -
grad Group 6: CERT
Student Particip  Gender Expertise Years of
P5 Female Unemplo _ ant ID Experience
yed P1 Male Lawyer 9
Group 5: Infrastructure Service Providers P2 Male SOoC 4
Particip Gender Expertise Years of expert
antl[)iﬁ(perience‘ P3 Male  Consumer 10
P1 Male Telco Protection
Regulator Expert
P2 Female Mobile 8 P4 Male  Cybersecu 3
Network rity
Operator P5 Male Cybersecu 5
P3 Male  Broadband 3 rity
expert
P4 Male Network 7
expert
P5 Male Head of IT 15

Figure 4.1: Participants’ Profile
Figure 4.1 provides details of the participants’ profile.

The stakeholders listed participated in the interactive management workshop. In
determining participants for Group 4, the researcher ensured that the right mix of
mobile financial services products like mobile banking, mobile payment, and mobile
money users were represented. It is also worthy of note that all sections of society in
terms of gender, employment status, and academic qualification were represented in
the workshops. After the workshops, five experts were involved in the validation of
the outcome of the workshop. The most experienced in this group has 22 years of
experience in his field of expertise while the least experienced has 14 years of
expertise. Their expertise covers the fields of quality assurance, business analysis,
software engineering, service desk, and consumer protection. All participants in this

study are resident in Nigeria.
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4.2.3 Session Plan

Six workshop sessions were held over five months depending on the schedule and
availability of group participants. The researcher served as a facilitator but did not
interfere with group decisions. The researcher also provided the venue, with tools like
laptops, flip charts, sticky notes, and a market in addition to refreshments for
participants. Each session commenced with an introduction of participants. The
facilitator then took participants through a presentation of workshop objectives and

expectations, as well as the following presentations:

e Presentation on overview of mobile financial services and cybersecurity
concerns

e A brief explanation of human factors with a focus on soft systems and
interactive management

e Use of ATM transaction as an example for soft systems.

e Description of the process involved in idea writing and nominal group
technique

After the presentations, participants were allowed to seek clarification and share their
thoughts on how to make the sessions more effective. Each group nominated
someone to take notes and another member to keep time. The workshop session

lasted for an average of three hours.

The expert validation session was a one-on-one session with each expert at the
premises of the expert based on availability. The expert session took two months to

complete, and each session lasted an average of 40 minutes.

4.3 RESULTS
This section summarises key findings from the study conducted. It presents the

findings from each workshop, the interpretive structural model, and recommendations

from the expert reviews.

4.3.1 Financial Systems Regulators Group: Summary of Findings
The rich picture produced by this group was focused on the direct link between

strengthening mobile money operations and financial inclusion. They observed that
the adoption of mobile money amongst the unbanked and awareness of the products
was low. They further noted that while players in the ecosystem have implemented
several initiatives to improve trust by improving cybersecurity, trust was still low.
Furthermore, they noted that responsibilities, boundaries, and handshakes were not
too clear. The group also raised concerns about the possibility of regulatory arbitrage
in the space. While a fraud forum exists, it focuses more on the financial services

space, while the telco regulator focuses more on mobile network operator-related
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concerns. Responsibility for consumer protection is also split between the Telco and
financial services regulator. Figure 4.2 shows the rich picture of the financial services
regulator group. The root definition of the group focuses on implementing an industry-
wide information security operations centre that will facilitate information sharing on
cybersecurity incidents by participants (all stakeholders in financial services) to

minimise the risk of cybercrime and boost end-user confidence in the financial sector.
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Figure 4.2: Photograph of Rich Picture for the Banked Focus Group (personal collection 2017)

All the thirty-four issues generated through idea writing from the world view of the
stakeholders in the ecosystem were categorised into four broad buckets based on
affinity, namely process-related, people-related, technology-related, and regulations-
related. Some issues identified through the soft systems model by the team include
the lack of sufficient intelligence and collaboration in the financial services space
leading to gaps in cybersecurity in MFS. The group also raised concerns about the
lack of emphasis on cyber resilience in some of the technology-dependent processes
in the ecosystem leading to issues like SIM card swap which has led to financial loss
through MFS. The group also noted that the delay in the reconciliation of e-float and
actual bank accounts by MFS operators might lead to cybercrime. Furthermore, the
group noted that while the Unstructured Supplementary Service Data (USSD)

channel presents an opportunity for the underserved to access financial services via
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feature phones, the vulnerability in the channel might be exploited by cybercriminals
thereby further impacting trust in the system amongst the unbanked. The concern
about the existence of clones and rogue apps, and their impact on unsuspecting

users, was raised.

Using the nominal group technique, the group prioritised some suggestions on how
to address the issues in the ecosystem. Each participant (P1 to P5) in the group
ranked each objective on a scale of 1-5, 5 being the highest and 1 being the lowest.
The total for each objective was then summed. The objective that carried the highest
weight was considered the most important by the group as shown in Figure 4.4. The
group believes information sharing within the MFS ecosystem is the most important
human factor priority for addressing cybersecurity in MFS; this objective has the total
highest score of 17 as shown in Table 4.4. Similarly, they believe cybersecurity in
MFS can be proactively mitigated when banks provide some level of market-level
oversight to MFS operators. The group also noted the need to address infrastructural-
related issues that could be exploited by cybercriminals. Also, the need to develop,
adopt, and implement appropriate standards and ensure compliance with these
standards was very important in mitigating human factor-related cybersecurity
concerns in MFS. The details of all the 34 issues raised by this group, the soft systems

output, and the details of the idea writing workshop, are presented in Appendix I.

SN | Objectives P1 P2 P3 P4 | P5 | Total
1 Ensure compliance to standards 4 1 2 4 2 13
2 Set up an industry wide 3 - 4 5 5 17
cybersecurity operations centre
3 Ensure deposit money banks 5 2 3 3 1 14
implement necessary oversight for
cybersecurity
4 Mitigate risk associated with poor | - 4 5 1 4 14
infrastructure (e.g. power, internet,
technology)
5 Improve user awareness on 1 5 1 2 - 9

mobile banking security and
general technology security

6 Develop strategy for external 2 3 - - 3 8
dependency management

Table 4.4: Nominal Group Technique Output for Financial Systems Regulators
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4.3.2 Banks Group: Summary of Findings
The group raised concerns about the activities of actors that are external to the

ecosystem and the impact they have on ecosystem players. One such actor was
government at the national and subnational level and the burden of multiple taxes
they place on MFS operators, increasing their service cost to the underserved and
further impacting trustin MFS. The group highlighted the transaction process between
the MFS operators and the banks, noting how third-party access could lead to man-
in-the-middle attacks. Furthermore, the group raised concerns about the quality of the
Subscriber Identification Module (SIM) registration data, its impact on identification,
and how it could be exploited for fraud. The group stated that to make compliance
with policy and regulations more effective for MFS, the communication channels
between MFS and other ecosystem actors should be streamlined. The group
identified various technology components of the MFS ecosystem and noted
vulnerabilities related to them and how they can be exploited to perpetuate
cybercrime in MFS. The need to identify and mitigate risk introduced into the system
by third-party vendors was also identified. Similarly, the group noted that the user, the
mobile phone device, the MFS agents, and the mobile app are key components in
the ecosystem. They noted that a proper analysis of these components would further
reveal vulnerabilities in MFS that could be exploited. The details of the rich picture

and other soft system output from this group are in Appendix |.

Thirty-eight issues affecting cybersecurity in MFS were identified by the group through
idea writing. These issues were put into four broad categories; awareness-related
issues, infrastructural-related issues, process-related issues, and cross-cutting
issues. Some identified issues by this group include various levels of lack of
cybersecurity awareness amongst key ecosystem players. For instance, many users
have an awareness gap on malware and how to avoid them, while some are ignorant
of some actions they take to compromise privacy. The issue of the knowledge gap in
managing mobile applications to keep them safe from cybercrime was noted. Insider
abuse and its impact on cybersecurity for the front-end-user of MFS was also noted.
Vulnerability related to lack of timely updates for mobile apps and OS was also noted.
Other issues raised include the risk associated with missing devices, poor mobile app
design, and failing infrastructure. Details of the thirty-eight issues generated by the

group through idea writing are presented in Appendix I.

The group prioritised objectives on how to mitigate human-related cybercrime in MFS
through the nominal group technique. The group identified the need for a robust social
engineering awareness programme for MFS users as by far the most important

priority with the highest score of 20 as shown in Table 4.5. Three of the objectives
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focus on addressing back-end issues as it relates to infrastructure and insider-related
vulnerability. The need for regular updates and patching was also identified. Table

4.5 shows the nominal group technique outcome from the group.

SN | Objectives P1 | P2 | P3 | P4 | P5 | Total

1 Enforce segregation of duty in banks to 4 |14 |4 |5 17
minimise possibility of insider abuse

2 Provide redundancy for infrastructure to 5 |3 |5 1 3 17
mitigate against service downtime

3 Eliminate reconciliation issues between 4 1 1 1 7
mobile money operators and their agents

4 Implement robust awareness programme 3 |5 |3 |5 |4 |20
on social engineering for users

5 Set up cybersecurity response units in 2 |2 |2 |2 |2 10
banks
6 Ensure regular system upgrade and 1 3 4

patching by banks

Table 4.5: Nominal Group Technique Outcome for the Bank Group

4.3.3 Underserved (No MFS Account) Group: Summary of Findings

This group's root definition focused mainly on three areas i.e., the need to address
information asymmetry, the need to design and deliver a suitable cybersecurity
awareness programme for the underserved, and the implementation of a robust
consumer redress mechanism by financial services providers. The rich picture
focused on the need to strengthen the feedback mechanism by MFS providers. The
need to keep customers and intending customers informed was also identified. The
group called on MFS providers to examine why the action taken in the past has not
significantly increased the adoption of MFS. The group placed a lot of emphasis on
the mobile phone as the central element of the ecosystem. They believe mobile phone
repairers and technicians are also important actors in the ecosystem and the risk they
might pose to MFS should be examined. Like the two previous groups, this group also
identified underlying infrastructural concerns and their impact on cybersecurity in the

MFS ecosystem.

The group categorisation of the thirty-five issues identified was focused on
stakeholders. The issues by this group were categorised into four. They include
issues related to financial services providers, issues related to the users themselves,
issues related to DevOps and infrastructural service providers, and the last category
which was tagged “hackers” focused on issues related to unauthorised actors that

look to exploit vulnerabilities in the system. Some of these issues raised by the
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participants at this workshop include mobile app developers’ understanding of user
ability and preference. Participants believe MFS would be more secure if sufficient
time and resources were invested in understanding the user side of the story before
the development of MFS solutions. Consumer redress also came up as an important
discussion topic. Participants believe cycle time to respond to cybersecurity concerns
in MFS by banks must be drastically reduced as most of the time requests related to
cybersecurity by users are SOS messages. The cybersecurity skill level of bank staff
and the users of the app were both noted to be a concern that should be investigated.
The secondary risks introduced by technology and the high cybersecurity knowledge
level of some unauthorised actors were also raised by the group. Details of the soft

systems output and idea writing workshops are presented in Appendix I.

The nominal group technique results from the group can be summarised in one word:
awareness. All the top objectives border on improving the awareness of key players
in the ecosystem. Participants consider the need to increase stakeholder awareness
of technology and cybersecurity as an important objective in addressing cybersecurity
in MFS. The need to have a general awareness of attack vectors on MFS by
examining the MFS threat landscape was considered of equal importance as
awareness of technology and cybersecurity. A functional consumer redress
mechanism and users’ need to have a basic understanding of mobile phone security
and privacy were also ranked high. Table 4.6 presents the nominal group technique
output, showing the top objectives for addressing cybersecurity in MFS from the

participants of the “underserved group”.

SN | Objective P1|P2 |P3 P4 |P5 | Total
1 Improve awareness on 2 |2 4 5 5 18
technology and information
security

2 Understand familiar phone | 1 4 5 4 4 18
hackers’ mode of operation

3 Understand consumer 4 1 1 1 3 10
compliant process

4 Take responsibility for 3 |5 3 3 2 16
basic level phone security

5 Capacity building of mobile | 5 | 3 2 2 2 13
money operation staff

Table 4.6: Nominal Group Technique Output for the “Undeserved” Group
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4.3.4 Banked (MFS Account Owners) Group: Summary of Findings
The mobile app was central to the rich picture of participants from this group. The

participants identified the links and relationships of international institutions and the
requirements and standards they provide to the MFS ecosystem. Participants noted
the relationship between MFS users and beneficiaries, the components involved in
such transactions, and the risk they pose to MFS. They noted that unauthorised
actors can also have similar access to beneficiaries through the mobile app just like
any genuine user. The mobile device itself and the risk inherent as a vector for
cybersecurity concerns in MFS were also noted. The root definition of this group
focuses on usable security. It seeks an effective alternative banking channel that will
not add additional demand for the customer or expose the customer to the threat of
financial loss. A feedback mechanism that will provide transaction transparency for
users was also central to the conceptual model of participants in this group. Details

of the soft systems model from this group are presented in Appendix I.

Participants in this group presented the second highest number of issues, fifty-three,
from the interactive management workshops. Participants' opinions on the
categorisation of idea writing issues generated were divergent. After the engagement
that ensued, the group also adopted a stakeholder-based categorisation like the
“‘underserved” group. The categories include the financial services supply side (banks
and regulators) related issues, the demand side (consumer) related issues, the issues
related to MFS operators, and issues related to mobile network operators as a
platform for MFS.

Usability and usable security issues resonated with participants in this group. Also,
awareness and quality of user support were identified as customer-related problems.
The habits of phone owners—how they share it, and how they secure it—was
identified as a possible vector for cybersecurity in MFS. The multiplicity of service
providers and unsolicited messages was a worry to the participants of this group as
they viewed it as a risk that could be exploited by malicious actors. The lack of
sufficient understanding of how to advise users appropriately on security controls due
to the knowledge gap by financial services providers was also raised as an issue that
has led to cybersecurity vulnerabilities in MFS. The soft system model from this group

and the output of the interactive management workshop are presented in Appendix |.

The nominal group technique workshop identified the need to improve trust, the need
to implement a user education programme to boost awareness, an approach to gauge
the adequacy of security control, and a challenge to users to be “open to change” as

major objectives for mitigating cybersecurity concerns in MFS. Participants shared
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their various experiences and their initial unwillingness to adopt MFS, as it felt strange
to “put my money in a phone”. Some of the fears expressed that can lead to a lack of
openness were the fear of misplacing the mobile device, the fear of modern
technology, and privacy-related issues due to a lack of transparency on what
providers do with the user data they collect from users. To improve trust, participants
believed it was important to ensure MFS is more user-friendly and that the security
mechanism should be more usable to users and understandable by providers, to
enable them to provide appropriate support to users. The need to improve trust by
helping users understand the security put in place was considered the most important
objective by the participants of this group. However, the group extensively discussed
the measurement of trust; while some participants believe it is in the perception of the
users, others believe it can be empirically measured. Table 4.7 shows the output of

the nominal group technique workshop.

SN | Issues P1| P2 |P3 | P4 | P5 | Total

1 Address lack of users’ education on 4 3 1 4 2 14
password management

2 Banks to provide assurance of adequacy 5 |4 2 2 3 16
of security measures

3 Understand security put in place for 3 5 3 5 4 20
mobile banking to improve trust in the
process
4 Be open to change 2 |2 5 3 5 17
5 Improve awareness on technology 1 1 4 1 1 8

Table 4.7: Nominal Group Technique Output for the “Banked” Group

4.3.5 CERT/Incidence Response Group: Summary of Findings
Participants in this group adopted a policy-based approach to addressing

cybersecurity issues for the MFS ecosystem. The root definition from this group seeks
to implement an industry-wide user awareness programme, delivered by the industry,
in order to ensure support personnel and end-users have a basic awareness of
cybersecurity concerns in MFS and how they can help to mitigate them. The soft
systems model from this group had a national outlook for solving cybersecurity
problems in MFS. Participants believe identifying key institutions and infrastructure in
the financial transaction value chain and classifying them as national security
infrastructure will ensure the necessary attention is granted by all players to any issue
that relates to the transaction flow in financial transactions. However, the concern

would be the threshold of transaction value that this should fall into. Participants
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consider the end-user external to critical security decisions. They believe if the
foundational element that would mitigate the risk of cybercrime is put in place, the

end-user would also benefit from a secure ecosystem.

The output of the interactive management workshop includes concerns about the
decentralised nature of cybersecurity incident management and the absence of a
centralised fraud reporting portal for MFS cybersecurity cases. The participants also
noted the difficulty in managing the chain of custody for mobile devices as a challenge
that might encourage fraud in MFS. While the Judiciary is committed to addressing
issues related to cybercrime, the lack of capacity amongst lawyers regarding
cybersecurity was noted as a concern. The duplication of effort by agencies in the
ecosystem and the impact of that on the fight against cybercrime in the MFS
ecosystem was also noted as a concern. The need to strengthen coordination in
addressing cybersecurity-related issues was also flagged by the group. The low
adoption of MFS amongst the intended target beneficiaries due to trust concerns was
noted by the participants of the group. Furthermore, like the previous groups,
participants in this group identified the need to improve awareness. However, they
were specific in noting that any awareness programme that would be meaningful in
addressing the challenges raised must be fit for purpose. Also, concerns about the
high cycle for consumer redress were noted. A detailed output of the soft system
model and interactive management workshop, including all forty-four issues raised

during the workshop, are presented in Appendix I.

The nominal group technique outcome proposed an objective that would be beneficial
to “all key stakeholders” in the ecosystem. This objective includes the review of key

policies for cybersecurity, the development of a robust cybersecurity capacity-building

SN | Objectives P1 (P2 |P3 | P4 | P5 | Total

1 Develop and implement a fit-for-purpose 1 3 5 1 5 15
user awareness programme

2 Revise current cybersecurity act with input | 3 4 4 4 1 16
from all key stakeholders

3 Set up sectorial CERTS 2 1 2 - - 5
4 Set up cybercrime help desks in all banks - - 1 3 4 8
and telcos

5 Develop capacity building programme on 4 5 3 2 2 16
cybersecurity for all key players

6 Set up a Risk and Incidence Response 5 2 - 5 3 15
Centre

Table 4.8: Nominal Group Technique Result for the “CERT” Group
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plan, and awareness programmes. Table 4.8 shows the nominal group technique

output from the participants of this group.

4.3.6 Infrastructure Service Providers Group: Summary of Findings
The sixth and final group workshop was the service provider group. The root definition

for the group was to implement an approach that would ensure performance
standards for every service provider were defined, measured, and complied with.
They believed it would help reduce possible risks introduced by service providers in
the ecosystem and further reduce the threat of cybercrime. Connectivity was central
to the rich picture and conversation of participants in this group. The rich pictures
show a new entity called “gateway” which was introduced between user transactions.
Similarly, an entity called “service provider” was placed behind the user and has direct
interactions with the “user agent” and the gateway. The participants believed the
impact of this relationship in the ecosystem should be analysed to better understand
their impact on information sharing and cybersecurity. Participants in the space noted
that the telco regulator is the one with a direct relationship to ecosystem actors and
relates with other regulators. This raises the concern of regulatory arbitrage in the

ecosystem.

This group generated the most issues; fifty-nine. One major discussion in the group
was the trivialisation of cybersecurity issues in MFS because of the value involved
when compared to an attack on a bank database. The group encapsulated this by
noting that “only big fraud gets big attention”. The details of the soft systems output

and interactive workshop output are in Appendix I.

The nominal group technique output details the need for MFS providers to include
cybersecurity in their business strategy and elevate business resilience as a key
objective of mitigating cybercrime in MFS. Participants also prioritised the need for a

minimum standard for availability and consumer redress as a measure to mitigate the
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risk of cybersecurity in MFS. Table 4.9 shows the nominal group technique result for

this group.
SN | Objectives P1 P2 P3 P4 | P5 | Total
1 Ensure every service provider has | 3 4 2 3 4 16

a business continuity strategy

2 Define minimum performance and 1 3 3 5 3 15
availability level for all service
providers

3 Ensure adequate investment in 2 5 1 4 5 17

cybersecurity is imbedded in the
strategy of service providers

4 Develop end-to-end process on 4 1 5 2 1 13
complaint management

5 Educate client on cybersecurity 5 2 4 1 2 14

Table 4.9 Nominal Group Technique Output for the “Service Provider” Group

4.3.7 Consolidated Soft Systems Model
The engaging workshop sessions by the six participating groups provided rich insights

into the human factor-related cybersecurity issues in the MFS ecosystem from their
worldview through the soft systems model and interactive management workshop.
The soft systems model provides a rationale and basis for comparing models to real-
world situations so that grounded recommendations can be proffered for issues
raised. The consolidated model derived from the workshop feedback classified all
issues raised into four broad categories: Awareness, Policy, Process Optimisation,

and Infrastructure/Transaction.
i Awareness

Awareness is a cross-cutting concern for all ecosystem stakeholders. The soft
systems model reveals that end-users and even solution providers require some level
of awareness. “Fear of the unknown” is a leading cause of lack of awareness amongst
the end-users. The nature of the fear was also attributed to uncertainty due to a lack
of understanding of those involved in a transaction flow and what they do. This was
important due to the real risk of actual loss of funds. “Consciousness of security
control”, is a situation where users do not even know or understand if a control put in
place is even available or do not even know when and how to activate it. This problem
also affects application developers and their awareness of certain security APIs.
“Carelessness” and “resistance to change” were also identified as possible root
causes for the gap in awareness. To improve cybersecurity in MFS, there is a need

to improve awareness for all stakeholders in the value chain.
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i. Policy
The concern about compliance with extant guidelines and the need to improve
oversight in the ecosystem was noted. It was also noted that the ecosystem does not
exist in isolation from other jurisdictions due to the electronic nature of MFS
transactions and its impact on cross-border related issues like Anti-Money
Laundering / Countering the Financing of Terrorism (AML/CFT). The decision about
cost versus security in deploying mobile applications was also highlighted here. To
improve cybersecurity in MFS, extant regulations need to be revised to strengthen

oversight with an eye on cross-border implications.
iii. Process

Poor user experience, weak redress mechanisms, and fraud-related issues have led
to lack of trust in MFS apps, which has impacted adoption. Issues about frequency
and timeliness of security updates and who is ultimately responsible for that were
flagged. Furthermore, lapses in SIM registration and poor security control processes
were some process challenges that were identified. While most issues raised here
would depend on the service provider to address, it has a direct impact on

cybersecurity for MFS end-users.
iv.  Infrastructure/Transaction

Two main issues that were repeatedly flagged here are related to the vulnerability of
the mobile app and transmission channels. Specifically, concerns were raised on the
possibility of cloning of MFS apps, the implication on unsuspecting users, poor app
design, and the vulnerability it introduces. Vulnerability concerns in the USSD channel
were also noted. Transparency of the transaction channel and the need for
appropriate and timely feedback were also raised. Similarly, issues related to various
human-related vulnerabilities in the mobile app and transaction channels were raised.
Addressing these human-related infrastructure and transaction-related issues would

improve the security of MFS.

4.3.8 Interpretive Structural Model (ISM) Output
To explore the relationships between the issues raised and how to address them, an

interpretive structural model was conducted. The interpretive structural model
presents an unbiased way to analyse the relationship between all prioritised

objectives presented by the group, to come up with prioritised requirements.

The rigorous process of ISM began by taking prioritised objectives from the nominal
group technique sessions as input to develop a structural self-interaction matrix. As

part of the process, the antecedent set analysis revealed the relationship and
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influences within prioritised objectives. The model shows that openness to change is
directly influenced by improvement in trust due to increasing awareness of MFS
operations and security controls. It also reveals policies that foster better coordination
of information sharing, like an industry-wide security operations centre, will drive
improvement in awareness and mitigate infrastructural-related vulnerabilities. A

detailed output of the ISM is presented in Appendix |.

4.3.9 Semi-Structured Interview Expert Validation Results
A lot of useful insights were revealed from the SSM and IM workshops conducted.

The ISM also showed the relationships and impact of the factors for addressing
cybersecurity on one another. The expert review further fine-tuned the requirements
for improving cybersecurity in MFS based on the output from the workshops. The
semi-structured interview requested participants to list key players in the ecosystem
and explain their roles. In response, the list provided tallies with what was captured
in the SSM. The only additions were the breakdown of various categories of end-
users and the addition of intermediary institutions like switching companies. The
experts expressed their satisfaction in terms of critical stakeholder identification in the
ecosystem as presented in the SSM. The second question requested experts add
any element they believe was omitted from the SSM. In response, experts requested
that some of the components be further decoupled to enable the implementation of
specific responses to issues. The experts believed addressing communication
failures, partial commitment in the event of infrastructure failure, and the need to
expand infrastructure to the underserved are gaps that should be addressed to better
information flow. Furthermore, human factor issues raised by the experts largely align
with what was identified in the SSM workshops. They noted the importance of
improving trust and addressing concerns related to unsecured third-party
applications, irregular applications, OS updates, and compliance-related concerns. In
addition, the experts felt addressing sociocultural and behavioural concerns should
also be addressed. They believed developing a secure mobile app with forensic
capability, and ensuring the app is kept updated, is important to achieving the
objective. They suggested the need to “harden” the user interface and ensure the
security controls are usable. They also suggested the use of biometric authentication
as much as possible. The semi-structured interview questionnaire and responses are

attached in Appendix I.

The experts believe the ecosystem would benefit from a clearly defined role and
responsibility. While they agree with most of the objectives of the SSM, they believe
requirements to improve cybersecurity in the MFS ecosystem should prioritise

improving trust by improving the usability of the MFS solution.
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4.4 CHAPTER SUMMARY
This study highlighted domain-specific information from the perspective of players in

the ecosystem with a view to developing usable security requirements for MFS. The
need for security awareness by all stakeholders involved was echoed by almost all
participating groups. The study has provided further insight into the MFS domain as
it affects cybersecurity from various stakeholder groups, including regulators,
potential MFS users, current MFS users, and solution providers, as highlighted in

Figure 4.1.

While this PhD thesis focuses on improving usable security for MFS, this study has
provided domain-specific context that would strengthen the development of usable

security requirements.
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CHAPTER FIVE: USER BEHAVIOURS AND DEVOPS
PRACTICES THAT IMPACT USABLE SECURITY IN
MOBILE FINANCIAL SERVICES

5.1 INTRODUCTION
The investigation of the nature of usable security in MFS in sections 2.5 and 2.6 of

this PhD thesis reveals that users’ behaviours might lead to vulnerabilities in MFS. It
emphasised that security design must have consideration for users’ mental model,
level of experience, and knowledge to be effective. Similarly, the literature highlighted
that the perception of cybersecurity by end-users is crucial to addressing usable

security.

Furthermore, the literature review in section 2.6 of this study also highlighted the need
to examine usable security practices of supply-side actors like developers and the
need to close the gap for empirical study of usable security behaviours of users and

developers.

The MFS sociotechnical system study in Chapter Two provided insight into
cybersecurity in the MFS domain and the need to improve awareness and information
sharing in the ecosystem. This study sought to examine the behaviour of MFS users
and the development practices of MFS providers with the aim of having better insight
into usable security requirements that will improve usable security in MFS for users
and supply-side actors like developers and others involved in developing and
deploying MFS solutions. The supply-side actors will be referred to as DevOps
stakeholders going forward. DevOps consists of stakeholders involved in the
development and operations of the MFS solutions, like developers, systems
administrators, quality assurance experts, and supply-side actors (Erich et al. 2017).
The study would provide empirical evidence on usable security behaviours for users

and developers.

5.2 STUDY DESIGN
The design of the study had consideration for both the end-user and DevOps. A mixed

method was adopted for the studies, with surveys deployed for the end-user study
and semi-structured interviews deployed for the supply-side studies, as highlighted in
section 3.5 of this PhD thesis.

The survey questionnaire was developed based on usability, security, and usable

security criteria derived from the literature (Ahmed et al. 2017, Hadlington 2017,
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Muniandy et al. 2017, Ambore et al. 2018), and threat landscape review in Chapter

Two of this thesis.

The survey instrument for the end-user surveys was deployed both electronically and
via hard copies. The final questionnaire was deployed after it was piloted with 15
participants using the paper-based survey and 7 participants using the online version.
Participants include both MFS users and non-users. The survey was administered

physically in Nigeria and electronically.

Due to the nature of the population samples, it was imperative to design suitable
studies for the selected stakeholder group. For MFS users, a survey was used as a
tool for data collection, which was suitable for the large sample size, while data from
the DevOps group was collected using semi-structured interviews. Another decision
that was taken was to conduct two separate studies to enable each individual study
properly address the peculiarity of the groups. The first study was called the demand-
side study as it focused on demand-side actors, primarily the users. The second study
was called the supply-side study as it focuses on supply-side actors; the DevOps
team. The studies were conducted sequentially. The supply-side study was
conducted after the demand-side. This provided additional insights to enable a more
robust engagement with the supply-side actors. The study approach section provides

details of both studies.

5.2.1 Study Approach: Demand-Side (End-User) Study

The cross-sectional time horizon for this study meant a choice of method that would
be concluded within the time horizon of this PhD study. The MFS adoption and usable
security literature examined in Chapter Two of this thesis deployed a survey
questionnaire to gather end-user data. Adapting relevant constructs from the
literature with input from the findings in Chapter Four, a demand-side questionnaire
was designed. In addition to the background section, the instrument administered 43
main questions, 5 profile-based questions, and 21 secondary questions in 9 sections.

Table 5.1 provides further details on the questionnaire that was deployed.

‘ # Section ‘ # of Questions Question Type
1 | Participants’ details 5 Multiple choice
2 | Product type and 8 Multiple choice (4 singles, 4 “select all
means of use that apply”)
3 | Experience 7 (One question had 6 1 Multiple choice, 6 Likert scale. All 6
secondary questions) sub-questions are also Likert scale
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4 | Awareness 11 (Two questions have a | 1 Multiple choice, 22 Likert scale, 2
combined 15 secondary Boolean
questions)

5 | Maintenance 6 2 multiple choice, 4 Likert scale

6 | Usability 4 Likert scale

7 | Security 3 Likert scale

8 | Social context 5 3 Likert scale, 2 multiple choice

9 | Additional 1 Open-ended

Information

Table 5.1: Survey Instrument Description

The first section examined participants' profiles and economic conditions. The second
section analysed infrastructure/transaction issues identified in the high-level
requirement in section 4.5.7 and section 4.6.2 of this thesis. The section examined
device type, transaction channels, and onboarding preferences. The behavioural
question in this section examined the major drivers for the use of MFS by end-users.
The section also examined the authentication options of the users. In addition to
infrastructure and transactions, the “experience” section examined how various
experiences of use influence users' usable security behaviours. For instance, one
question examined the difficulty level of completing a financial transaction through
MFS while another examined the rating of the complexity of the system. An entire
section was dedicated to examining several dimensions of awareness. The section
gauges awareness of privacy, awareness of basic cybersecurity expectations, risky
behaviours, controls, and some other related items. The social context section
examined the alignment of MFS and MFS security control to users' social interaction
patterns, preferences, and environmental issues. Questions from the questionnaire
align with all high-level requirements in section 4.6.2 which include awareness,
infrastructure/transaction, process, and policy. Additionally, it also addresses
behavioural and environmental issues based on the objective of the chapter. The

questionnaire instrument is attached in Appendix .

The process of developing the instrument included a pilot deployment with a small
size of participants and a focus group review by senior academics. The review
process also included a review of the time required to complete the questionnaire.
The refined questionnaires required a maximum of 11 minutes and a minimum of 9
minutes to complete. The survey was deployed via emails, social media, and in-
person. Out of 1000 surveys distributed, 698 feedback responses were received, 29
of which were from non-MFS users, representing the underserved stakeholders. The

survey ran for two months after which 616 responses were analysed. Bristol Online
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Survey (BOS), SPSS, and Microsoft Excel were the tools deployed to analyse the

collated data.

5.2.1.1 Survey Participant Profile

An analysis of the “participants’ details” section of the survey instrument shows that
all age demographics in financial services were represented in the distribution. The
largest participating age group were aged 35-44, (36.7%), and ages 25-34, (35.6%).

The elderly had the smallest representation at 1%. Table 5.2 shows the profile.

Age %
18-24 20
25-34 35.6
35-44 36.7
45-60 6.7
=or > 61 1.0
Educational %
Qualification is
Primary school certificate o
Secondary school

certificate 12.3
Diploma 2l
Undergraduate degree 35.2
Postgraduate degree 0.8
Others

Monthly income %

< =N 20,000 18.2
N 21,000 — N 50,000 15.6
N 51,000 - N 100,000 20.3

N 101,000 - N 250,000 234
N 251,000 - N 500,000 14.9
>=N 501,000 7.6

Table 5.2: Participants’ Profile. *1 USD exchanged for N315 during the study
(N-Naira is the currency of use in the country where the study was conducted)

A descriptive statistical analysis was conducted on the survey data using SPSS to
determine occurrence rates, mean, median, mode, and other descriptive statistics
about the data. Furthermore, a bivariate analysis was conducted on the data to

understand the relationship between the variables and their linkages. Also, an
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exploratory multivariate analysis was conducted on the data using principal

component analysis to reveal observed and latent variables from the responses.

To test the model fit and to analyse the impact of the variables on trust, a confirmatory
factor analysis (CFA) and a structural equation model (SEM) were conducted using
Analysis of Moment Structures (AMOS). AMOS-24 was chosen above SPSS in
conducting CFA and SEM as it provides a graphic description and details not

available in SPSS which only includes regression analysis details.

5.2.2 Study Approach: Supply-Side (DevOps) Study

DevOps in the context of this study represents experts who work in the value chain
of mobile application deployment. The group consists of business requirement
analysts, solution architects, software engineers, quality assurance, deployment, and
maintenance experts. The providers of MFS solutions were under the broad category
of service providers in section 4.4.2. To answer the question of this study, the first
step taken was to determine and identify participants. The next step was to determine
the type of data to collect from the study participants and to develop a data collection
instrument that suits the purpose. The interview data were then analysed and
validated. Most banks are at the forefront of mobile financial services development
and also have long-term experience in financial services delivery. It was decided to
interview the ClOs of those banks to understand their thoughts on the usable security
of MFS. For the DevOps team, it was important to verify the track record of
participants and this was done via upwork.com. Recruitment of most DevOps

participants was conducted via the platform.

The phases of a typical software development lifecycle were used as a guide to
critically examine usable security practices at all phases of MFS development. The
section of the semi-structured interview developed mirrored these phases. Similarly,
the phases of the IT procurement lifecycle were used as a guide to develop the semi-
structured interview questionnaires for the bank's chief information technology
officers (ClOs). Usability and security sections were included in both questionnaires.
The choices of this approach were made with a focus on providing a step-wise way
of analysing usable security decisions of these stakeholders based on practices they
are familiar with. The DevOps semi-structured interview questionnaire has 45
questions while that of the ClOs had 39 questions. The questions are a mix of
multiple-choice, Likert scale, Boolean, and open-ended questions. Table 5.3 shows
the sections of the two questionnaires. The brackets beside the ticks show the only
sections addressed by the questionnaire. No ticks mean the questionnaire did not

include the section.
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‘ # Questionnaire Section CIO Instrument ‘ DevOps Instrument

# Questionnaire section

1 Requirement/need analysis v V(Requirement )

2 Procurement and development | V V (Development)
practices

3 Design v

4 | Testing and product acceptance v V (Testing)

5 | Deployment/decommissioning v VvV (Deployment and
and configuration implementation)

6 | Training and awareness v v

7 | Maintenance and evaluation v v

8 | Usability v v

9 | Security v v

10 | General v v

Table 5.3: Semi-Structured Interview Instrument Details

The participants in both groups are busy individuals. For instance, to secure a CIO
interview required an average of five contacts. Based on that, the questions had to
be streamlined to be completed within the minimum possible time while not
compromising the quality of engagement and feedback. The feedback from the
interview was analysed using thematic analysis and card sorting. NVivo version 10
was used to conduct the thematic analysis, while UsabilitiTest was used to conduct
card sorting. The semi-structured interview instruments for the CIO and DevOps are

attached in Appendix Il.

5.2.2.1 Semi-Structured Interview Participant Profile

The CIO group consisted of 15 bank CIOs in Nigerian banks that have deployed
fintech solutions, specifically MFS. While 11 CIOs participated in person, 4 were
represented by their deputies due to availability constraints. DevOps participants cut
across 7 countries. This provides an avenue to compare practices from various
markets. All phases of the system development lifecycle have at least one expert as
a participant in the study. This enabled the researcher to examine any phase-specific
differences in usable security practices. Developers are the highest number of
participants in the DevOps group. Participants also have development expertise for
the two major mobile phone operations systems, Android and iOS. Participants mostly
have more than one expertise but have captured their expertise based on current
projects or positions. The highest number of participants was from India, seven, while
the lowest number was from UAE, Pakistan, Ukraine, and Serbia, one each. Table

5.4 provides details of participants from the DevOps interviews.
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Expertise Gender Location

1 USA1 Business systems analyst 10+ Male USA

2 USA2 Software tester/QA 12 Male USA

3 USA3 Senior performance specialist 13 Male USA

4 USA4 Senior cybersecurity expert 15 Male USA

5 AFR1 Full stack developer 15 Male Nigeria
6 ASI1 Mobile app developer 6 Male India

7 ASI2 Mobile application developer (i0S) | 5 Male India

8 ASI3 iOS developer 5+ Male Pakistan
9 AS|4 i0S developer 4 Female India
10 | AFR2 Software developer/trainer 6 Male Nigeria
11 | ASI5 Project manager 9 Female India
12 | ASI6 Front and back-end mobile 9 Female India

developer

13 | AFR3 Software engineer 5 Male Nigeria
14 | ASI7 Android and iOS mobile developer | 4+ Male India
15 | AFR4 Switching and routing 7 Male Nigeria
16 | AFR5 Software developer 12 Male Nigeria
17 | EUR1 UI/UX designer 5 Male Serbia
18 | AFR6 Business relationship expert 8 Female Nigeria
19 | ASI8 Quality assurance expert 10 Female India
20 | ME1 Solution architect 8 Male UAE
21 | AFR7 QA tester 15 Female Nigeria
22 | EUR2 QA engineer/tester 4 Male Ukraine

Table 5.4: DevOps Study Participants Profile

In all, 60 participants accepted to participate in the interview, but only 22 eventually
did. For the bank CIO group, 24 were contacted but only 15 accepted to participate.
The major selling point for the recruitment of participants was explaining to them the
potential impact of their participation in improving trust in MFS, consequently
improving the quality of life of over 1.4 billion people globally. The apex financial
services regulator in Nigeria was very instrumental in getting the CIOs to participate

in the interview, while the DevOps were solely recruited by the researcher.

5.3 STUDY FINDINGS
This section presents findings from user experience in the usable security of MFS

from a behavioural perspective. It also presents insights from principal component

analysis (PCA), confirmatory factor analysis (CFA), and structural equation model
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(SEM). PCA is a technique that helps in identifying the interdependence within
variables. It highlights the relationships between observable variables and
unobservable or latent variables. While PCA provides important insight into
observable and latent factors that affect cybersecurity in MFS, CFA and SEM provide

insight into the relationship of the PCA variables with trust.

5.3.1 User Behaviours and Impact on MFS Security

Analysis of variables from the survey findings provided insight into various aspects of
user behaviours and their impact on usable security. For instance, respondents who
had no form of training or awareness before they started using MFS outperformed
those who had prior knowledge of the system. 60.1% of respondents who ensure their
MFS application is up-to-date as a measure of preventing cybersecurity concerns and
improving users had no prior knowledge or training on the MFS application before
they had one. In terms of maintaining their MFS application to avoid cybersecurity
concerns, irrespective of whether they receive any form of awareness or not, users
generally exhibit good behaviour, as 57.4% of the respondents ensure their MFS
application is up-to-date. On the other hand, 41.4% of respondents who received
training before they started using MFS do not bother about regular updates. Only
13.8% of those who received any form of awareness before use always keep their
MFS application up-to-date. Furthermore, those who have used the application for
one year or longer performed better than those who have used MFS for a lesser
duration, when it comes to keeping the MFS application updated, with 49.5% keeping
the MFS application updated. Furthermore, 61.8% of respondents who received any
form of awareness training in the use of MFS, believe the training was not sufficient,
and they are 54.5% more likely to exhibit good application maintenance behaviour

than those who believe it was sufficient.

The data was also analysed to understand the impact of awareness on usability,
privacy, and security in the use of MFS. The result shows that respondents generally

struggle with maintaining the privacy of their financial transactions on MFS as 79.7%

Awareness of Privacy

Cumulative
Frequency Percent Valid Percent Percent
Valid  high privacy 125 20.3 20.3 20.3
low privacy 491 79.7 79.7 100.0

Total 616 100.0 100.0
Table 5.5: Level of Privacy Awareness
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rated their privacy knowledge low. Table 5.5 shows a low level of privacy awareness

among respondents.

The outlook was positive for usability and security as awareness seems to improve
privacy and security. When the duration of use was applied as a variable as against
the timing and sufficiency of awareness, the outcome showed that low privacy was
still a concern while both usability and security get better with use. In the same vein,
awareness and understanding of a consumer redress mechanism and transparency

improves user trust in the system. While respondents prefer more stringent security

Complexity
Valid Cumulativ
Frequency Percent Percent e Percent
Valid ease 66 10.7 10.7 10.7
neutral 8 1.3 1.3 12.0
complexity 542 88.0 88.0 100.0
Total 616 100.0 100.0

Table 5.6: Complexity of MFS Security Controls

control to financial loss, they believe not much should be required from genuine users
to access the system. They believe no matter how complex the security mechanism
is, users should not require more than just a PIN to unlock the security. Users are
likely to compromise privacy to improve memorability as most respondents tend to
write down login credentials to enable easy recall. Table 5.6 shows users' perception

of the complexity of MFS security controls.

Only about 13% of the respondents believe MFS was challenging to use, and 20.8%
of the respondents perform a single task several times due to the complexity of the
MFS. 12.6% of the respondents believe the reason they need to complete a task more
than once was a lack of sufficient knowledge of how to use the system. 44.2% think
MFS meets their needs and 18.3% believe MFS is secure. 26.6% of MFS users often

experience errors in their transactions.
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Older respondents (60 years and above) tend to recall their authentication credentials
more than younger respondents. 26.6% of respondents tend to forget their login
credentials easily. Most participants have a below-average understanding of
cybersecurity attacks (mobile malware, smishing, spyware, ransomware, etc.) and
how to mitigate them. Table 5.7 shows the details of respondents' understanding of

cybersecurity problems in MFS and how to mitigate them.

Cybersecurity

Frequency Percent Valid Percent  Cumulative

Percent
None 152 24.7 24.7 24.7
Basic 148 24.0 24.0 48.7
Average 119 19.3 19.3 68.0
Valid  Above average 97 15.7 15.7 83.8
Advanced 76 12.3 12.3 96.1
Expert 24 3.9 3.9 100.0

Total 616 100.0 100.0

Table. 5.7: Cybersecurity Vectors and How to Mitigate Against Them

A similar number of respondents (27%) write down their login credentials on their

phones to enhance easy recall.

Only 78 of the respondents (about 12%) have experienced unauthorised access to
their MFS accounts. Out of this group of respondents, 69% share their phones with
their acquaintances, and out of the 88% that have not experienced unauthorised
access to their MFS, 62% also share their phones with their acquaintances. The
group of respondents that have experienced unauthorised access to their MFS were
overwhelmingly (86%) satisfied with the control put in place to mitigate unauthorised

access to their MFS solutions.

5.3.2 Observable and Latent Variable Analysis Result
The section presents a PCA analysis of observable and latent variables impacting

cybersecurity in MFS.

Analysis of feedback from the completed surveys generated 106 variables from

respondent feedback from the 43 survey questions deployed. PCA was applied to the
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variables as it helps reduce the dimensionality of large data sets like the one
generated from this survey. PCA was applied to transform the large set of variables
into six, as described in Table 5.8. PCA was preferred to a similar technique like factor
analysis (FA) because while both are reduction techniques, PCA analyses all the
variance of data and FA focuses on common variance to indirectly measure

underlying constructs.

# | Variable Description Alias

Complexity of |Measures user perception of the complexity of MFS and its Cs

system security mechanism

Awareness of |Measures awareness of privacy in the use behaviour of AP
2

privacy MFS.

Measures user behaviour in maintaining critical updates for |EP

3 End-user MFS, mobile phone antivirus, and underlying mobile phone
patching operating system

4 | usability Measures user perception of usability of MFS U

5 | Security Measures user perception of security of MFS s

Environmental Measures impact of environmental factors on usable

impact security of MFS El

Table 5.8: Six Observable Variables

The descriptive statistics of the component show that environment (1.7) and security
(1.9) have the lowest standard deviation while complexity (6.6) and patching (5.6)
have the highest standard deviation. Analysis of the correlation matrix shows that the
complexity of the system negatively impacts all variables except maintenance
behaviours. Awareness of privacy has a positive correlation with three variables —
usability, security, and environmental factors — but has a negative correlation with
complexity (-0.376) and patching (-0.100). Maintenance behaviour has a positive
correlation with all other variables except for the awareness of privacy (-0.100) where
it has a negative correlation. Usability has a negative correlation with complexity (-
0.302) but has a positive correlation with other variables. Both usability and security
have the highest positive correlation with each other (0.552) when compared to other
variables on the matrix. Details of the descriptive statistics and correlation matrix are

attached in Appendix Il.
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The Kaiser-Mayer-Olkin (KMO) measure of sampling adequacy shows a 36%
variation in sampling adequacy. The model was optimised to account for the variation
and examine commonalities within components by examining correlation on latent
components. The model was optimised to account for 82% variation to make the
model a good fit. The first component (complexity) accounted for 33.788 of the
variances. The cumulative value for item two (awareness of privacy) accounted for

55.817%. The third component accounted for 71% while the fourth accounted for

Rotation
Sums of
Extraction Sums of Squared | Squared

Initial Eigenvalues Loadings Loadings®
Compon % of  Cumulativ % of  Cumulativ
ent Total Variance e % Total Variance e % Total
1 2.027 33.788 33.788| 2.027 33.788 33.788 1.833
2 1.322 22.029 55.817 1.322 22.029 55.817 1.126
3 .931 15.514 71.331 .931 15.514 71.331 1.055
4 .685 11.421 82.751 .685 11.421 82.751 1.421
5 .602 10.026 92.777
6 433 7.223  100.000

Table 5.9: Total Variance Explained. Extraction Method: Principal Component
Analysis.

82.75%. Table 5.9 provides details on the total variance.

Furthermore, commonalities indicate the percentage of variance accounted for by
each variable. Environmental contributed the most during the decomposition with a
value of 0.987, while privacy had the lowest value of 0.605. Table 5.10 provides

details on commonalities.

Initial Extraction

Complexity 1.000 .662
Privacy 1.000 .605
User Patching 1.000 .638
Usability 1.000 .702
security 1.000 .686
Environmental 1.000 .987

Table 5.10: Commonalities Extracted by PCA
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A scree plot was generated to further examine the latent variables. The plot shows
that the first three slopes were steep and the last two slopes did not show sufficient
variation between the eigenvalue and number of components. This implies the
components that explain the variation lie within the first three slopes. The total number
of points within the three slopes is four. To further investigate the relationship between
the observable and latent construct a pattern matrix was generated, as shown in
Table 5.11.

Component
12 3 4

Usability .869
Security .841
Patching 947
Environmental .992
Privacy 973
Complexity -.388 316 -.526

Table 5.11: Pattern Matrix -Extraction Method: Principal Component Analysis

The pattern matrix shows a strong positive loading of usability (0.869) and security
(0.841) on the first component. However, complexity loads negatively on the same
component. Patching only loads on the second component, but has a strong positive
correlation with the component. Similarly, environmental (0.992) and privacy (0.973)
also load positively on one component each. Complexity is the only variable that loads
on more than one component with a negative correlation on two of the components

and a positive correlation on one component.

Furthermore, to analyse the impact of the variables on trust, a structural equation
model (SEM) linking the constructs with trust was developed. The model shows the
correlation of all observable factors to usability and security and their relationship to
trust. The maximum likelihood estimate (MLE) for the SEM shows that though
usability and security have a significant influence on trust, security (0.263) has a much
higher impact on trust when compared to usability (0.055). The model also shows that
security loads more on end-user patching (0.785), the highest of any of the

components. On the other hand, there is a significant inverse relationship between
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the usability and complexity of the system (-0.735). The SEM result shows that a good

fit was achieved for the model, as follows:

I.  CMIN/DF (relative chi-square) = 11.763 [dropped too many paths if >3]
II.  GFI (goodness of fitindex) = 0.938 [ideal should exceed 0.9 for a good model]
. NFI=0.940 [above .95 are good]
IV.  RFI=0.895 [close to 1 indicates a very good fit]
V. IF1=0.945 [close to 1 indicates a very good fit]
VI.  TLI=0.903 [close to 1 indicates a very good fit]
VII.  CFI =0.945 [close to 1 indicates a very good fit]
VIIl.  RMSEA (root mean square error approximation) = 0.132 [ideal should be <0.5
for good fit]
IX. RMR = 1.565 [for comparison smaller is better]

5.3.3 Supply-Side (CIOs and DevOps) Study Results — Interviews Findings

Only 30% of bank customers have an MFS. The least MFS adoption rate was 16%
while the highest was 65%. Participants reported that most MFS issues customers
deal with are related to authentication, transaction failure, feedback-related concerns,
infrastructure, usability, and availability-related issues. Some of the banks regard
Unstructured Supplementary Service Data (USSD) payment as a form of MFS. Banks
have various motivations for deploying MFS. While some deploy as a competition
strategy, some deploy as part of the overall business strategy. Cost optimisation was
at the centre of some deployments. The need to decongest the banking hall was also
an important objective. All banks have a customer need analysis process for MFS
deployment but only two banks have a process for a rigorous collection of market
data to ensure customer needs are well captured. Usability and security requirements
were captured by all banks during the need analysis phase. However, the internal
control team is responsible for ensuring the appropriate security requirements. There

was no team responsible for usability requirements.

The participants overwhelmingly believe there is a need to implement usability and
security together during system development as implementing both separately will
make both weak. Specifically, one of the participants responded thus: “Security and
user experience should be addressed together to create a balance between control
and good customer experience otherwise, the control may become too stiff and
staring users in the face, making adoption difficult and product un-usable”. Another
participant noted that “both should be addressed together to achieve a balance. Poor

security or excessive security deployments could impact usability negatively and vice
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versa”. The key word that came out of usability and security was “balance”. To make

both effective, participants believe balance is important.

The participants reported that some of the guidelines they adhere to during product
development include secure coding principles, The Open Web Application Security
Project (OWASP), Software Development Lifecycle (SDLC) framework, Payment
Card Industry Data Security Standard (PCI-DSS), ISO 2000, extant regulatory
standards and guidelines, and some standards to strengthen security through
authentication. Some participants define security as part of usability criteria. Before
deployment, most MFS pass through quality assurance which includes simulating

different threat scenarios through vulnerability assessment and penetration testing.

Usability and security were identified by participants as important for the development
of a secure MFS. Consideration for both is done right from needs analysis.
Compliance with standards and regulations was emphasised as a way of integrating
usability and security in the development process. Threat landscape analysis and
various types of tests are also used to ensure both usability and security is addressed
in systems development. While issues around authentication, transaction failures,
and lack of transparency in transaction status continue to negatively impact adoption,
participants observe that integrating usability and security in the design of MFS will

address some of the issues raised.

5.3.4 Usable Security Imperatives for Mobile Financial Services

To further understand the imperatives of usable security from the viewpoint of the
CIOs and the DevOps team, a thematic analysis was conducted as described in
section 3.4.1.4 of this study following the guidance provided on thematic analysis by
Braun and Clarke (2019), which includes analysing the data, developing suitable
codes, developing themes inductively or deductively, reviewing the generated themes
and providing exemplars from interview data. Card sorting was also applied to assist
in analysing the data as described in section 3.4.1.5. The outcome of the thematic

analysis is herewith presented as subsections of this section.

5.3.4.1 How to Approach Usability and Security in MFS

i. Implementing usability without downplaying security and vice versa

Participants currently have consideration for both usability and security when
developing MFS. Most participants include this in their requirement and need analysis
phase and have consideration for both through the system development lifecycle.
Some participants focus usability requirements on the voice of the customer while

some develop these requirements as part of customer feedback or as a reaction to
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competition. While both usability and security are important, it is difficult to achieve
both at the desired level, in practice. Buttressing this point, one of the participants
mentioned that “Usability and security are two ends of the pole. One must be
compromised for the other to achieve extreme value. E.g. if you want good security
on Mobile Financial Services, you might need to use two-factor authentication for
every step, which is very secure and highly cumbersome. On the other hand, if you
want high usability, and want to navigate freely from function to function, you will not
require that level of security, or at best only when you need to move value.” However,
for usability and security to be effective, balance is important. To achieve a good
balance between usability and security it is best to have an approach of implementing
both together as a single requirement not as a separate requirement as currently
practiced. At the minimum, usable security requirements should address security,

assurance, updates, availability, integrity, and usability.
i. A documented approach is required for usable security in MFS

While various good practices exist on how to implement usable security, the
application is based on the experience of the DevOps team member, the time horizon
and urgency for solution development, and the savviness of the procuring entity.
Participants believe a documented approach on how to address usable security in
MFS will strengthen its impact. To emphasise the need for a documented approach
one participant from the DevOps team noted as follows, “A documented approach to
finding an optimal balance between these important concepts will greatly assist
developers and project owners in developing successful mobile apps for financial

services.”
ii.  Usable security will improve trust in MFS

Improvement in usable security will improve trust in MFS. “User confidence” was used
to describe a situation where users were comfortable using MFS because the usable
security requirement was addressed in development. Participants believe providing a

level of assurance for usable security will improve trust in MFS.

iv.  Roles and responsibilities for usable security need to be clearly defined within

DevOps

Clear roles and responsibilities must be defined to ensure usable security
requirements are considered in the entire lifecycle of solution requirement. While most
banks have internal control teams to address security requirements for the backend,
security during MFS development might be left to the developer who might not be

well-equipped to do the right thing. Similarly, usability at times is left to the UX team
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where one exists. The developer is responsible for it sometimes, while users might

only have the full experience during the pilot, where changes are likely to cost more.
5.3.4.2 Designing MFS for Usable Security

i. Usable Security Requirement

Usable security requirements should be properly captured and considered during
every phase of the development lifecycle. The requirement should not be restricted
to knowledge of the development team or “internal customers” but should incorporate

input from extensive user surveys.
i. Impact of development methodology on usable security

Though the predominant development methodology for MFS development is the agile
methodology, there is no evidence that any methodology is better than others in
improving usable security. Buttressing the inherent provision in methodology to
improve usable security even when a change is required, one of the participants noted
as follows: “The agile methodology, which provides backtracking at every end of
development, means that new modules can be added whenever the client wants.”
Another participant shared the following thoughts: “Agile development tends to reveal
security loopholes at early stages of development before it becomes expensive to

effect the necessary changes to address it.”
ii.  Scope of usable security

Participants attempted to define the scope of usable security in MFS. While a usable
security approach would benefit the translation of human activity systems into
addressing real-world concerns, the scope for usable security in the design of MFS
should cover technical requirements, functional requirements, transition
requirements, and continuous improvement plans, all of which should originate from

stakeholder need analysis.
iv. User-focused and user-centred

Though usable security is about the usability of security control, it is more about
protecting the legitimate human actor in the cybersecurity value chain. As such,
usable security considerations should be from a human perspective. The mental
model of the users, their behavioural patterns, and the nature of frequently raised
complaints by existing and prospective users should be considered when designing

MFS for usable security. Any good approach for usable security should have a
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consideration for the involvement of users from need analysis to customer satisfaction

rating as part of quality assurance.
v.  Proportionality in usable security

Usable security is not one size fits all. One of the biggest challenges that should be
addressed during design is ensuring that usable security in MFS is proportionate to
the user's knowledge and experience in the use of MFS, mobile, and technology

generally.
5.3.4.3 Communication and reliability of transaction information

i.  Transparency in usable security

Security controls hardly “communicate” to users. Understanding security controls
is often presented as exclusive to experts. MFS security control should be
transparent to users in such a way that users will understand when it is activated

or not and what it affects.
ii. A good feedback mechanism improves trust

Transaction failures and lack of feedback from some transactions are two of the
highest complaints received from MFS customers. Unfortunately, feedback
mechanisms have been weak and ineffective. A robust feedback mechanism will
improve trust in MFS. One user proffered guidance on how to address the
feedback issues: “Make sure the transaction is fully complete or track the

transaction status.”

Reliability and Integrity

Users consider MFS unreliable if it cannot provide adequate feedback on
transactions. Lack of proper feedback also affects the integrity of financial
transactions in MFS. One of the participants expressed his concern about
reliability issues: “Some of the applications destroy the session so the user needs

to log in again.”

5.3.4.4 Addressing Quality-Related Concerns through Appropriate

Requirement Elicitation

i.  Compliance to standards

While the need for compliance was agreed upon by participants, how to ensure
adherence to such standards is a concern in a developing environment where a top

priority is time to market. Addressing compliance will improve privacy and address
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third-party-related risks amongst other benefits. Buttressing the gap in lack of
enforcement of extant standards, one developer said he ensures “compliance by

heart”, meaning that he implements only the standards he deems necessary.
ii. Measurement of quality

To ensure quality in MFS, a robust requirement elicitation process is important. In
addition, to ensure continuous improvement, the measurement of factors that impact
quality needs to be addressed. Some of these quality measurements include
transaction error rates, consistency, customer satisfaction, effectiveness and

efficiency, deviation from standards, and usability and security variables.

5.3.4.5 Dealing with Environmental Factors that Affect Usable Security

i.  Transaction channel security

Transaction channels are the platform leveraged to access MFS. The update and
maintenance of the mobile app itself if not timely and properly done could be exploited
by cyber criminals. Upgrades are meant to address system vulnerabilities, but in
some instances, they create vulnerabilities themselves. User feedback from some of
the app stores shows user frustration with some updates. Similarly, the Unstructured
Supplementary Service Data (USSD) has become a channel for reaching customers
without smartphones. Other customers have also found it convenient to use.
However, the USSD has known vulnerabilities that should be addressed so that the
financial transactions of users are not compromised. DevOps teams conduct threat
landscape analysis to enable them identify vulnerabilities associated with transaction
channels so that they can be addressed. User awareness of some of these
vulnerabilities, and good cybersecurity behaviours on the part of users, can help in

mitigating this.
ii. Consumer redress mechanism

While all participants indicated the availability of a customer redress function in one
form or the other, it was obvious that existing mechanisms were not sufficient, as they
at times did not meet user expectations or were modelled after a normal banking
customer service approach and given the same priority as other customer complaints.
It was noted that cybercrime is fast, it can lead to immediate loss of value, and it has
a real and direct negative impact on the human condition and should be treated as
such. It was agreed that for a consumer redress function to be effective, it should
consider the specific characteristics of all customer bases and provide robust

feedback and tracking mechanisms.
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iii.  User support and awareness

User support and awareness have resonated throughout this study. Participants
believe a robust awareness programme will improve usable security for the user and
even the developer of the system. MFS providers should ensure such a programme
as part of their adoption drive. While most MFS have frequently asked questions
(FAQs) on cybersecurity, they are lumped with frequently asked questions for other
aspects of use. It was suggested that the frequently asked questions on cybersecurity
for MFS should be separated from the other questions and presented in a simple way
that can easily be understood by all customers. MFS providers are also encouraged
to provide and equip a customer service section on their app that specialises in
addressing cybersecurity-related issues. While all these measures would improve
usable security, it was agreed that MFS solutions and their security control should be
implemented in such a way that it would empower users to get the support they need

by themselves and only escalate on rare occasions.
iv.  Others

The growth of MFS was based on the ubiquitousness of mobile technology. Mobile
network carriers make it possible for phone operating systems and apps to be
updated. Delays in these updates might lead to vulnerability. One issue raised by
participants is the concern with the failure of the internet services. They suggested
that it is important to check signal strength before commencing any financial
transaction on the mobile phone. Phones can get missing. However, standards exist
that enable remote wipe, should this happen. Mobile financial services providers are
expected to educate their customers on this. Furthermore, there are peculiarities with
the mobile phone that might affect the security of financial transactions using mobile
phones. MFS providers ought to address them so they don'’t lead to cybersecurity
concerns for users. Ensuring high availability in the MFS system is a shared
responsibility between MFS solution providers and service providers. The
responsibility to ensure that should be spelled out to ensure users have a more
seamless experience. DevOps team members attached various levels of importance
to usability and security factors. To ensure efforts are channelled to the ones that
have the most impact on users and the systems, the user perspective on these factors

should be paramount.

5.4 CHAPTER SUMMARY
This chapter examined how the use behaviour of MFS impacts usable security. It also

examined how the use practice of two key supply-side actors, the chief information

officers and the DevOps team, affect usable security in MFS.
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The study uncovered user behaviours and DevOps practices that affect the usable
security in MFS. For instance, while participants indicated that they would prefer a
more secure system than a usable one, they also value convenience and ease of
use. Although participants demonstrated an above-average theoretical understanding
of cybersecurity, their actual security decisions did not align with this knowledge.
Users found the security mechanisms of MFS to be complex. Additionally, DevOps
participants highlighted the need for clear guidelines to help developers seamlessly
incorporate usable security into system design. This observation aligns with findings
from the literature review in Chapter Two (Nocera et al., 2023), which emphasised
the necessity of comprehensive design guidelines and requirements for usable

security.

This study has provided empirical evidence of user behaviour and development
practices that would facilitate the development of usable security requirements for
MFS.

This chapter contributes to the second objective of this PhD thesis namely “To
contextualise the problem space from the perspective of MFS stakeholders”. It also
forms an input into the third objective, “To design and develop an approach to address
usable security solutions for mobile financial services based on the requirement

developed, together with an implementation approach”.
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CHAPTER SIX: REQUIREMENTS FOR USABLE
SECURITY HEURISTICS

A major gap identified in the literature review is the lack of requirements for usable
security, which can help developers easily integrate usable security into the
development process, as highlighted in Chapter Two of this study. While Chapter
Four has identified some domain-specific requirements for the MFS ecosystem,
Chapter Five identified requirements related to user behaviour and development
practices. This chapter seeks to develop usable security requirements leveraging

findings from literature and studies conducted in Chapters Four and Five.

The chapter seeks to highlight the requirements for usable security in MFS and
prioritise them, leveraging the must-have, should-have, could-have, won’t-have
(MoSCoW) technique, which was originally developed to assist teams in prioritising
tasks within the rapid application development (RAD) project. MoSCoW was
preferred over other prioritisation techniques like the Analytical Hierarchy Process
(AHP), Kano Model, and bubble sort techniques because it is more effective in an
Agile environment and works better in a resource-constrained environment (Miranda

2022). Specifically, this chapter sought to:

1. Define requirements: The study aims to provide a clear and comprehensive
set of requirements for the development of usable security heuristics for
mobile financial services. It outlines the functional, non-functional, technical,
and transition requirements, covering various aspects of issues raised in

Chapters Four and Five of this thesis.

2. Prioritise requirements: The study applied the MoSCoW prioritisation
technique to categorise requirements as must-have, should-have, could-have,
and won't-have. This prioritisation helps stakeholders understand the criticality

of each requirement and guides decision-making in the development process.

3. Validation and approval: The study serves as a basis for validating and
approving the requirements. It outlines the process of how the requirements
were gathered, validated, updated, and approved across all stakeholders.
This ensures that the requirements meet the necessary criteria for

implementation and are aligned with the project objectives.

4. Provide reference and documentation: The document aims to serve as a
reference for all the identified requirements. It provides an overview of the

requirements, categorises them based on different perspectives, and includes
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a detailed description of each requirement. This ensures that the requirements
are well-documented and can easily be accessed and referred to throughout

the development lifecycle.

By achieving these aims, the requirements set a foundation for the development of

usable security heuristics for mobile financial services.

6.1 REQUIREMENTS SCOPE
Considering the aims and objectives of this study, as well as the derived research

questions, vis-a-vis the various applicable domains of usable security heuristics, it
was necessary to define the scope of this requirement-gathering phase, as this will
impact the kind of requirements gathered and their application. As such, the in-scope

and out-of-scope definitions are presented hereafter:
In Scope:

e Functional requirements for security heuristics: This includes identifying and
documenting the specific functionalities and features that the usable security
heuristics for mobile financial services should encompass. It involves
capturing the necessary actions, behaviours, and interactions required for a

secure and usable system.

e Non-functional requirements: This focuses on the usability aspects of the
security heuristics, such as the system's performance, responsiveness, user
interface design, and user experience. It ensures that the security measures

are user-friendly, intuitive, and effective.

e Technical requirements for implementing heuristics: This involves identifying
the technical specifications and considerations necessary for implementing
the security heuristics. It includes aspects such as technology platforms,

programming languages, security protocols, and integration requirements.

e Transition requirements for a smooth deployment: This encompasses the
requirements and considerations for transitioning from the current system to
the new security heuristics. It includes data migration, system configuration,

user training, and any other aspects necessary for a seamless transition.

e Prioritisation of requirements using MoSCoW: This involves prioritising the
requirements based on the MoSCoW technique, categorising them as must-
have, should-have, could-have, and won't-have. It helps in identifying and

focusing on the most critical and high-priority requirements.
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e Validation and approval processes: This includes reviewing, validating, and
obtaining approval for the requirements. It involves engaging stakeholders,
gathering feedback, and ensuring that the requirements are complete,

consistent, and aligned with stakeholder expectations.

¢ Requirement documentation: This involves establishing a structured process
for managing and documenting the requirements throughout the project
lifecycle. It includes change management, version control, traceability, and

maintaining accurate documentation of the requirements.

Business requirements aim at the overarching business objectives, functional
requirements concentrate on the system's functions and user interactions, while
non-functional requirements emphasise system performance and quality

attributes.
Out of Scope:

o Detailed system design and architecture: The requirement-gathering process
does not delve into the specifics of system design and architecture. It focuses
on capturing high-level requirements rather than the technical implementation

details.

e Implementation specifics and coding details: The requirement-gathering
process does not involve specifying the detailed implementation approach or
coding details for the usable security heuristics. It focuses on defining the
functional and non-functional requirements rather than the technical

implementation specifics.

e Infrastructure and network considerations: The requirement-gathering
process does not encompass the infrastructure and network considerations
necessary for implementing the security heuristics. It focuses on the
requirements from a user-centric perspective rather than the underlying

infrastructure.

e Financial institution-specific regulations and compliance: The requirement-
gathering process does not address the specific regulations and compliance
requirements of individual financial institutions. It focuses on the general
principles and best practices rather than the institution-specific legal and

regulatory aspects.

o Backend system integrations and data migrations: The requirement-gathering

process does not encompass the detailed requirements for backend system
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integrations or data migrations. It focuses on the user-facing requirements
rather than the technical aspects of integrating with existing systems or

migrating data.

e Mobile device hardware and operating system functionalities: The
requirement gathering process does not include the requirements related to
mobile device hardware or operating system functionalities. It focuses on the
usable security heuristics at the application level rather than the device-

specific features.

e Business process re-engineering beyond the usable security heuristics: The
requirement gathering process does not encompass extensive business
process re-engineering beyond the scope of the usable security heuristics. It
focuses on the requirements directly related to security and usability rather

than broader business process improvements.

e Training and user adoption strategies: The requirement-gathering process
does not include detailed requirements for training or user adoption strategies.
It focuses on capturing the functional and non-functional requirements rather

than the specific training programmes or change management strategies.

6.2 REQUIREMENT GATHERING APPROACH
This section presents the approach that was employed to gather and document

requirements for this study, with particular attention to incorporating best practices

from the field of business analysis and aligning with industry standards.

For this thesis, the requirement-gathering approach adopted the framework proposed
by the International Institute of Business Analysis (IIBA). The IIBA approach is widely
recognised and utilised in the field of business analysis, providing a comprehensive
and structured methodology for gathering requirements. Indeed, the IIBA approach
stands out for its emphasis on stakeholder collaboration and the utilisation of various
techniques for eliciting and documenting requirements. It aligns with industry best
practices and offers a systematic framework that ensures a thorough understanding
of stakeholder needs and project objectives (Gobov 2020). It can be surmised that by
adopting the IIBA approach, this PhD study will benefit from its established guidelines

and techniques, leading to more effective requirement gathering and documentation.

It is also important to note that the IIBA approach emphasises the importance of
documentation, providing guidelines for creating clear and unambiguous requirement

artefacts such as business requirements documents (BRDs), which is essential to this
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study (Lal 2020). These artefacts serve as a valuable reference throughout the project

lifecycle, enhancing communication, and minimising misunderstandings.

As a result of adopting the systematic approach to requirement gathering,
documentation, and management outlined by the IIBA, the following steps were

taken:

1. Identify stakeholders: The first step in the requirement-gathering process is to
identify the key stakeholders who will be involved in the project. The
stakeholder identification has already been conducted in Chapter Four of this
study. Their input and perspectives will provide valuable insights for

understanding the requirements and achieving the objectives of this thesis.

2. Plan requirement gathering: A well-defined plan is essential to ensure an
effective and systematic approach to requirement gathering. This is a major

first step in the development of the heuristics.

3. Elicitation techniques: A combination of techniques were applied in Chapters
Four and Five of this study to elicit requirements, some of which include user

surveys and semi-structured interviews.

4. Prioritisation of requirements using the MoSCoW technique: After gathering
requirements, the MoSCoW technique was employed to prioritise them. The
prioritisation process involved engaging stakeholders to assess and assign

the appropriate MoSCoW priority to each requirement.

5. Document requirements: The gathered requirements, including their
prioritisation using the MoSCoW technique, were carefully documented to

ensure clarity, accuracy, and traceability.

6. Validation: The documented requirements, including their MoSCoW
prioritisation, went through a validation process to ensure their completeness,
consistency, and alignment with stakeholder expectations. Validation was
conducted through review sessions with stakeholders, where feedback and

suggestions for improvement were collected.

6.3 STAKEHOLDER ANALYSIS
The objective of the stakeholder analysis in this chapter is to analyse how the

requirement would benefit various stakeholder groups. During the problem
contextualisation phase a stakeholder analysis of the mobile financial services
sociotechnical system was conducted to understand the key stakeholders in the

ecosystem and gather information on cybersecurity concerns in MFS from their point
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of view. The stakeholder analysis is presented in Table 4.3 of section 4.4.2. Feedback
from this exercise formed an input into this requirement elicitation process.
Furthermore, in Chapter Five, to understand the usable security behaviours of end-
users and DevOps team members, further studies were conducted which also
contributed to the requirement for developing usable security heuristics for MFS. The
requirements gathered from stakeholders from Chapters Four and Five were tailored
to meet the needs of financial institutions, the DevOps team, testers who would use
the heuristics to evaluate existing systems, and end-users of the product. Table 6.1

shows details of revised stakeholders’ analysis.

# Revised
Stakeholder List

Stakeholders from
Chapters Four and
Five

Description Role/Interest

from the DevOps
team

usable security heuristics
to evaluate existing MFS
solutions

1 Financial Financial services Organisations providing Contribute to
institutions regulators, banks, financial services, such as industry-specific

CERT banks and credit unions requirements and
workflows.
Ensure regulatory
compliance.
Protect customer
data.

2 DevOps DevOps, Professionals are Translate design
infrastructure service | responsible for principles into
providers implementing usable practical solutions.

security heuristics in MFS
applications and systems.
3 Testers Quality assurance Individuals who will deploy | Conduct rigorous

testing and
identify
vulnerabilities.

Provide feedback
to improve usable
security measures.

4 End-Users

Banked and
underserved

MFS existing and potential
end-users

Benefit from a
more usable
secure system

Table 6.1: Revised Stakeholder Analysis

By conducting a comprehensive stakeholder analysis, this study acknowledges the
diverse perspectives and contributions of financial institutions, developers, testers,
and end-users in implementing usable security heuristics. Understanding their needs,
challenges, and roles will guide the design and implementation process, ensuring that

the final solutions effectively balance usability and security requirements.
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6.4 REQUIREMENT CATEGORISATION AND PRIORITISATION
To effectively manage and analyse requirements, a classification framework based

on industry best practices was implemented. The classification of requirements

helped to organise and understand the different types and nature of the requirements

provided by stakeholders. The following classification, based on widely recognised

categories proposed by the IIBA was used: business requirements, stakeholder

requirements, solution requirements (functional and non-functional), and transition
requirements (Meredith et al. 2019; Hales 2014).

1.

Business requirements: Business requirements represent the high-level

goals, objectives, and needs of the stakeholders as a whole. They focus on

the strategic and business aspects. These requirements address the "why"

behind the study and provide the foundation for subsequent requirement

activities (Weese and Wagner 2017).

Solution requirements: Solution requirements further elaborate on the

business requirements and define the specific capabilities and features that

the solution must deliver. Solution requirements can be further classified into

functional and non-functional requirements (Weese and Wagner 2017).

a)

Functional requirements: Functional requirements describe the
specific functionalities and behaviours that the solution must exhibit.
They define what the solution should do to meet the business and
stakeholder needs. Functional requirements are typically documented
using techniques such as use cases, user stories, or process flows
and focus on the system's expected behaviour, inputs, outputs, and

interactions (Weese and Wagner 2017).

Non-functional requirements: Non-functional requirements specify the
qualities, attributes, or constraints that the solution must possess.
They address aspects such as performance, security, usability,
scalability, reliability, and regulatory compliance. Non-functional
requirements provide criteria against which the solution can be
evaluated beyond its functional capabilities. These requirements help
ensure that the solution meets the desired quality standards (Meredith
et al. 2019).

3. Transition Requirements: Transition requirements capture the necessary actions,

activities, and considerations required to successfully transition from the current state
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to the desired future state. These requirements focus on the implementation,

deployment, and adoption of the solution (Weese and Wagner 2017).

By classifying requirements into these categories, the study effectively managed,

prioritised, and traced the requirements from the problem contextualisation stage.

6.4.1 Business Requirements

A total of 14 business requirements were documented as shown in Table 2. These

requirements serve as the premise for the stakeholder requirements and also serve

as the catalysts for the solution requirements, which include functional and non-

functional, as well as the transition requirements thereafter. Table 6.2 shows the

business requirement based on findings from the problem space contextualisation.

10

11

12

13

14

15

Business Requirements

Stakeholders should not have a hard time
understanding or applying security
mechanisms in MFS

Security mechanisms in MFS should
encourage good use behaviours, not
discourage them.

MFS security mechanism should have
considerations for all categories of users
from novices to experts

User trust in MFS should improve due to
better usable security

DevOps team members should have a
documented approach to applying usable
security principles in the development of
MFS

Testers should have a guide for evaluating
usable security in MFS

MFS transaction feedback should be more
reliable and effective

MFS security should have consideration
for user behaviours

MFS security should have consideration
for DevOps practices

MFS security should have consideration
for the human element

Users should feel at home with security
provisions when conducting MFS
transactions

DevOps members should feel empowered
to apply security requirements and
standards when developing MFS

MFS security mechanism should be
inclusive

MFS solution should comply with all extant
standards and guidelines

MFS users should have sufficient
awareness of cybersecurity

Table 6.2: Business Requirements

Affected Stakeholders

Financial institutions, DevOps, testers, end-
users

DevOps, testers, end-users

Financial institutions, DevOps, testers, end-
users

Financial institutions, DevOps, testers, end-
users
Financial institutions, DevOps, testers, end-
users

Financial institutions, DevOps, testers, end-
users

Financial institutions, DevOps, Testers,
End-users

Financial Institutions, DevOps, testers, end-
users

DevOps, testers, end-users

Financial institutions, DevOps, testers, end-
users
Financial institutions, DevOps, testers, end-
users

Financial institutions, DevOps, testers, end-
users

Financial institutions, DevOps, testers, end-
users

Financial institutions, DevOps, testers, end-
users

Financial institutions
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6.4.2 Solution Requirements

Considering the business and stakeholder requirements gathered thus far, the next

set of requirements to be documented was the solution requirements, comprising of

the functional, non-functional, and transition requirements as shown in Table 6.3,

Table 6.4, and Table 6.5. A total of 83 requirements were gathered for these 3

requirement categories.

' Requirement Type MoSCoW
The system shall ensure that no unauthorised access  Functional Must-have
occurs to user transactions or data
The system shall provide a mechanism to ensure that  Functional Should-have
any change or modification to user data or
transactions can be tracked.

The system shall provide inclusive security controls Functional Must-have
The system shall offer adjustable security settings to  Functional Should-have
allow users to customise the level of security.

The system shall communicate to the user in a clear Functional Must-have
and understandable manner

The system shall ensure status information is Functional Should-have
transparent and consistent.

The system shall allow users to set their security Functional Must-have
preferences and customise security settings.

The system shall provide users with the ability to Functional Should-have
modify some security choices

The system shall support multiple authentication Functional Must-have
options.

The system shall ensure that security does not add Functional Should-have
additional an burden to users

The system shall have a communication channel with  Functional Must-have
users.

The system shall have robust error handling Functional Should-have
mechanisms to recover from errors and ensure

reliable execution of security functions.

The system shall provide help in such a way that it Functional Must-have
does not add additional work to users

The system shall provide relevant security Functional Should-have
information and instructions without overwhelming

the user.

The system shall have consideration for accessibility  Functional Must-have
The system shall provide alternative modes of Functional Should-have
interaction and accommodate users with visual or

hearing impairments.

The system shall have a mechanism to ensure Functional Must-have
trustworthiness.

The system shall have a means of identifying rogue Functional Should-have
applications

The system shall adhere to relevant industry Functional Must-have
regulations, data protection laws, and privacy

policies.

The system shall provide necessary audit logs Functional Should-have
The system shall have consideration for MFS user Functional Must-have
behaviours

The system shall have consideration for various user  Functional Should-have
mental models

The system shall provide users with various options Functional Must-have

for security measures.

119




Requirement

The system shall allow users to adjust security
settings in a manner that will not compromise the
system.

Type

MoSCoW

Functional Should-have

The system should ensure the mobile app is updated

Functional Should-have

Table 6.3: Functional requirement

' Requirement Type MoSCoW
The system shall provide fast and responsive Non- Must-have
security controls and actions. functional
The system shall handle concurrent user Non- Should-have
transactions efficiently and without significant  functional
performance degradation.

The system shall have an intuitive and user- Non- Must-have
friendly interface for ease of use. functional

The system shall minimise user cognitive load Non- Should-have
when interacting with security features. functional

The system shall employ encryption Non- Must-have
mechanisms to protect user data during functional

transmission and storage.

The system shall enforce strong access Non- Must-have
controls to prevent unauthorised access to functional

sensitive information and functions.

The system shall implement secure Non- Must-have
authentication mechanisms to verify user functional

identity and protect against unauthorised

access.

The system shall have mechanisms in place Non- Should-have
for monitoring and detecting security breaches functional

or suspicious activities.

The system shall ensure high availability and Non- Must-have
minimal downtime to facilitate continuous functional

access to services.

The system shall have mechanisms to recover Non- Must-have
from failures and restore data integrity in case functional

of system disruptions.

The system shall maintain consistent Non- Should-have
performance and functionality even under peak functional

load conditions.

The system shall be compatible with a wide Non- Must-have
range of mobile devices and operating functional

systems.

The system shall integrate with existing mobile Non- Should-have
financial service platforms and systems functional

seamlessly.

The system shall be scalable to accommodate  Non- Should-have
an increasing number of users and growing functional

transaction volumes.

The system shall handle future enhancements  Non- Could-have
and additional security features without functional

| significant performance degradation.

The system shall be modular and well- Non- Must-have
documented to facilitate easy maintenance and functional

future updates.

The system shall have mechanisms to apply Non- Should-have
security patches and updates in a timely and functional

efficient manner.
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The system shall adhere to privacy regulations Non- Must-have

and protect user data from unauthorised functional

access or disclosure.

The system shall provide users with clear Non- Should-have
information about the collection, use, and functional

sharing of their data.

The system shall generate comprehensive Non- Must-have
audit logs for security-related events and functional

actions.

The system shall provide mechanisms for Non- Should-have

administrators to review and analyse security-  functional
related logs and reports.

Table 6.4: Non-functional requirement

' Requirement Type MoSCoW
Documentation shall be provided detailing the Transition Must-have
usable security heuristics

A knowledge base or FAQ section shall be available Transition Should-have
to provide self-help resources for users during the

transition.

The usable security heuristics shall undergo Transition Must-have
thorough validation to ensure their effectiveness

and reliability.

Test scenarios and conditions should be effective Transition Should-have
and efficient.

Mechanisms should be in place to collect user Transition Should-have

feedback on the usability and effectiveness of the
usable security heuristics.

Feedback from users and stakeholders shall be Transition Could-have
used to refine and improve the usable security
heuristics through iterative processes.

Table 6.5: Transition Requirement

The requirements gathered for the business, stakeholder, solution, and transition
requirements were validated with the stakeholders, as presented hereafter, to confirm
their relevance and validity before implementation. The validation exercise
recommended modifications on eight out of the twenty-five functional requirements.
It was suggested that one of the functional requirements should be deleted. The
modifications were in terms of change in priority of the requirement from one level to
another. Six changes were recommended for the non-functional, while four

modifications were recommended for the transitional requirements as presented.

6.4.3 Requirement Validation and Approval

The validation and approval process for the business, stakeholder, solution
(functional and non-functional), and transition requirements is crucial to ensure
alignment, accuracy, and consensus among all stakeholders. This section outlines
the steps taken to validate, and update, the requirements across all stakeholders

involved in the development of usable security heuristics for mobile financial services.

1. Business Requirements Validation:
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e The initial set of business requirements was gathered through the
problem conceptualisation process and validated by subject matter

experts.

e Athorough review and analysis of the gathered business requirements

were conducted to ensure clarity, completeness, and feasibility.

e The business requirements were then presented to the stakeholders

for validation, feedback, and further refinement.

o Feedback and suggestions from stakeholders were incorporated into

the requirements, and any conflicts or discrepancies were resolved.
2. Solution Requirements (Functional and Non-functional) Validation

e The solution requirements, including functional and non-functional
requirements, were derived from the validated business and

stakeholder requirements.

e The solution requirements were reviewed by subject matter experts,
architects, and DevOps teams to ensure their technical feasibility,

compatibility, and alignment with industry best practices.

e Feedback from the technical experts and DevOps teams was
incorporated into the solution requirements, and necessary updates

and refinements were made.
3. Transition Requirements:

e The transition requirements, which address the process of
transitioning to usable security heuristics, were reviewed by relevant
stakeholders, including IT teams, project managers, and change
management personnel. The transition requirements were validated

through discussions,

¢ Any necessary updates or adjustments to the transition requirements

were made based on the feedback and input from the stakeholders.

Ultimately, the requirements were validated without amendments. However,
recommendations for exclusions and alterations to requirement prioritisations were
made to the functional, non-functional, and transition requirements, and 63.3% of the
requirements were validated, with 14.4% removed for duplications and redundancies.
Subsequently, the requirements were amended, re-validated, and confirmed,

resulting in 52 final requirements used to assess the development, testing, and
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adoption of usable security heuristics for MFS. Table 6.6 shows an extract of validated

requirements. The detailed requirement documentation is presented in Appendix Ill.

Requirement MoSCoW Validation

Feedback

FR001  The system shall ensure  Functional Must-have Validated
that no unauthorised
access occurs to user
transactions or data

FR002 The system shall provide  Functional Should-have  Change to must
a mechanism to ensure have
that any change or
modification to user data
or transactions can be
tracked

FR003 The system shall provide  Functional Must-have Validated
inclusive security controls

FR004 The system shall offer Functional Should-have = Change to must
adjustable security have
settings to allow users to
customise the level of
security
FR0O05 The system shall Functional Must-have Validated
communicate to the user
in a clear and
understandable manner.

FR006 The system shall ensure  Functional Should-have  Change to must
status information is have
transparent and
consistent.

FR007  The system shall allow Functional Could-have Remove

users to set their own
security preferences and
customise security

settings.

FR0O08 The system shall provide  Functional Should-have  Should not only
users with the ability to be for
modify some security transactions
choices during
transactions.

Table 6.6: Definitive Requirement after Validation
FR= Functional Requirement.

6.5 CHAPTER SUMMARY
This requirement documentation serves as a comprehensive guide for developing

usable security heuristics for mobile financial services. Through a systematic
requirement-gathering process, involving stakeholders such as financial institutions,
developers, testers, and end-users, the document outlines the functional, non-
functional, technical, and transition requirements necessary to achieve secure and
user-friendly mobile financial services. Additionally, by addressing the functional, non-

functional, technical, and transition requirements and by considering stakeholders,
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the document lays the foundation for a secure, user-friendly, and compliant mobile
financial services system. The chapter contributes to achieving objective three (3)
which sought to answer the question “What are the key usable security requirements
for MFS?” This chapter also contributes to objective four (4): to validate the proposed
approach through expert reviews, and objective five (5): to exploit and disseminate

the validated solution including recommendations.
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CHAPTER SEVEN: DESIGN, DEVELOPMENT, AND
VALIDATION OF USABLE SECURITY HEURISTICS

7.1 INTRODUCTION
Chapter Five of this study highlighted usable security requirements for MFS based on

literature review and contextualisation studies in Chapters Four and Five of this PhD

thesis.

This chapter sought to achieve the third objective of this PhD thesis, which is to
develop an approach on how to integrate usable security consideration into MFS
development to improve usable security for the end-user and DevOps stakeholders
of MFS.

Section 2.6.2 of this study examined various approaches to achieving this integration,
such as security-by-design, involving end-users in the development process, or
developing heuristics. Heuristics development was preferred to other options
because it provides a systematic approach to achieve this integration, facilitates
timely detection of errors in solution development, and is adaptable to new situations.
Furthermore, heuristics have been successfully applied to address both usability and
cybersecurity problems in the mobile phone environment (Nguten et al. 2018). This
study adopted an iterative approach, as proposed by Quinones and Rusu (2017), in
developing usable security for MFS as it provides a streamlined approach for

heuristics development compared to other methods (Quinones and Rusu 2017).

While other heuristics exist, to the best of my knowledge, no heuristics have been
developed in the context of MFS, considering user behaviour and development
practices. For instance, Nielsen's ten heuristics focus only on usability and do not
consider security. Moreover, it has been argued that the heuristics would require an
update to meet current usability needs (Gonzalez-Holland et al. 2017). Similarly, Feth
and Polst (2019) have developed a set of heuristics that identified elements like
transparency, authentication, and user support. This study took into cognisance such
elements as indicated in, Table 7.1. However, these elements were further
strengthened by findings from other studies. For instance, fransparency in the context
of MFS was expanded to include trust relationship between the user and the security
mechanism and awareness of the status of their interaction with the mechanism
(Gaehtgens et al. 2017; Eskandari et al. 2018).

This study developed heuristics for usable security for MFS building on existing

heuristics with consideration for MFS user behaviour and DevOps perspectives.
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7.2 STUDY DESIGN
The study took into consideration findings from studies in Chapters Four, Five and

Six of this PhD thesis and adopted an iterative approach for the development of the
heuristics: thematic analysis of literature for usable security evaluation. This is similar
to the approach adopted by Feth and Polst (2019) where heuristics were developed
by collecting data from the literature, and refining, categorising, and prioritising the
collated data. Semi-structured interviews of experts were conducted and their

feedback was incorporated into the development of the heuristics.

While literature shows that various approaches were adopted, all approaches involve
a method of identifying the heuristics, ensuring the address of some identified

requirements, and validating and refining the heuristics.

To achieve the objective of this study, an iterative approach was adapted as shown
in Table 7.1.

# | Steps Objective Reference

Extract Iteration | To identify factors central to usable | Quinones and

security in the use behaviour of MFS Rusu (2017)

Iteration Il | To identify usable security factors by
supply-side actors like the DevOps team | Feth and Polst
and CIO (2019)

Iteration Il | To identify usable security heuristics

from related literature, standards, and

guidelines

2 | Synthesise To consolidate heuristics derived from
iterations

3 | Map To map heuristics to the requirements

specified in Chapter Six.

4 | Validate To conduct expert validation of
heuristics

5 | Refine To refine heuristics based on validation
feedback

6 | Propose To propose a final set of heuristics for

usable security evaluation for MFS and
a usable security guide for MFS

developers

Table 7.1: Heuristics Development Approach Adopted for This Study
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The first step focused on leveraging an iterative approach to extract heuristics from
the studies conducted in Chapter Five of this thesis and a comprehensive review of
the literature, standards, and guidelines. The first iteration identified usable security
heuristics from principal component analysis of the survey finding of 698 MFS users.
The second iteration identified some heuristics from a thematic analysis of the study
of 37 supply-side actors in Chapter Five of this study. In the third iteration, heuristics
were identified from related literature and a review of standards and guidelines related

to cybersecurity and usability of mobile financial services.

In the second step, the heuristics extracted from the iterations were then synthesised
and revised. They were mapped to the requirements for usable security developed in
Chapter Six in the next phase. These heuristics were then validated by experts and
further refined to reflect feedback from the validation exercise and presented as

proposed heuristics.

7.3 ITERATION PROCESS
7.3.1: Iteration 1: Principal Component Analysis of End-User Survey

Principal component analysis was conducted on data obtained from the survey of 698
MFS users in sections 5.3.1 and 5.3.2 of this thesis. The analysis revealed elements

that when addressed will improve both the usability and security of MFS as follows:

i.  Complexity: The complexity of security control had an impact on user usable
security choices
i. Awareness: Contradiction in the perception of awareness of privacy in theory
and actual application has an impact on users’ usable security behaviours
ii.  Environmental impact: Social and environmental context has an impact on the
usable security behaviour of users
iv.  Maintenance and updates: While users generally exhibited good maintenance

behaviour, this behaviour has an impact on users' security choices

7.3.2: Iteration 2: Analysis of Supply-Side Study Data

The second iteration involved the analysis of data obtained from the interviews of 37
DevOps and bank ClOs presented in sections 5.3.3 and 5.3.4 of this thesis. The data
revealed elements central to usable security from the practices of MFS solutions

providers. Elements identified include:

i.  Design for usable security: This factor ensures that consideration for usable
security starts during requirements gathering and the choice of development
methodology. It proposes that design should be user-centred, user-focused,

and inclusive.
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i. Communication: Communication and reliability of transaction information

should be transparent, provide the capability for feedback, and ensure the

reliability and integrity of the transaction.

ii.  Quality: This factor emphasises that requirement elicitation should be a basis

for quality. The factor also emphasises the need for compliance with

regulation and the need to ensure quality is tracked and measured.

iv.  Operations and infrastructure: This factor focuses on addressing transaction

channel security, consumer redress, and user awareness-related concerns.

7.3.3: Iteration 3: Thematic Analysis of Literature

The third iteration of this study focused on a review of usable security evaluation

literature intending to identify elements central to usable security, through a thematic

analysis of identified literature. While this is not a systematic literature review, the

approach adopted ensured all relevant models were identified. A population,

intervention, comparison, and outcome (PICO) table was first developed based on

the search objective which was to identify elements central to usable security. Table
7.2 shows the detail of the PICO table.

App Designers

Population Intervention Comparison Outcome
End-users and Developers Usability of Evaluation Approaches
Security

Mechanism
End-Users Usability of Evaluation Approaches
Users Security Testing Method
Customers Usable Validation Methodology
Client Security Examination Guides
App Developers Usability and | Verification Heuristics
Programmers Security Implementation Framework
System Administrators Model
Coders Mechanism
Developers Control
Testers
DevOps

Table 7.2: PICO Table

Six search strings were derived from the table as follows:

i. (Usab* AND Security) AND (Evaluat® OR Test*OR Exam* OR Verif*) AND
(Approach OR Method* OR Guide* OR Heuristic* OR Framework OR Model
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OR Mechanism OR Control*) AND (End-User* OR User* OR Customer OR
Client OR Consumer®)

ii. (Usable Security) AND (Evaluat® OR Test*OR Exam* OR Verif) AND
(Approach OR Method* OR Guide* OR Heuristic* OR Framework OR Model
OR Mechanism OR Control*) AND (End-User* OR User® OR Customer OR
Client Or Consumer®)

ii.  (Usability of Security) AND (Evaluat* OR Test*OR Exam* OR Verif*) AND
(Approach OR Method* OR Guide* OR Heuristic* OR Framework OR Model
OR Mechanism OR Control*) AND (End-User* OR User* OR Customer OR
Client Or Consumer®)

iv.  (Usab* AND Security) AND (Evaluat* OR Test*OR Exam* OR Verif*) AND
(Approach OR Method* OR Guide* OR Heuristic* OR Framework OR Model
OR Mechanism OR Control*) AND (App* Developer* OR Mobile Developer*
OR Mobile App* Developer® OR Programmer* OR Sys* Admin* OR Coder*
OR App* Designer®)

v. (Usable Security) AND (Evaluat®* OR Test*OR Exam* OR Verif) AND
(Approach OR Method* OR Guide* OR Heuristic* OR Framework OR Model
OR Mechanism OR Control*) AND (App* Developer* OR Mobile Developer*
OR Mobile App* Developer® OR Programmer* OR Sys* Admin* OR Coder*
OR App* Designer®)

vi.  (Usability of Security) AND (Evaluat* OR Test*OR Exam* OR Verif*) AND
(Approach OR Method* OR Guide* OR Heuristic* OR Framework OR Model
OR Mechanism OR Control*) AND (App* Developer* OR Mobile Developer*
OR Mobile App* Developer® OR Programmer* OR Sys* Admin* OR Coder*
OR App* Designer®)

The search was conducted on the following sources: ACM Digital Library, USENIX,
Science Direct, IEEE Explorer Digital Library, Scopus, Google Scholar, Springer, and
ResearchGate, from 2017 to 2023. The search identified 88 peer-reviewed literature,
out of which 31 met the final selection criteria and were analysed for this study. Table

7.3 shows the usable security factors derived from the literature.
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Derived Usable Security Factor
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1 Gaehtgens et al. (2017) N N N

2 Feth and Polst (2019) R N NEEE

3 Lennartsson et al. (2021) N VNN A N

4 Liu et al. (2017) N N N

5 Weber et al. (2017) N

6 Nagqvi and Seffah (2018) N N

7 Wang et al. (2017) N N

8 Kumar et al. (2020) N N R N

9 Mohamed et al. (2017) N

10 | Das etal. (2018) N N

11 | Reuter et al. (2022) N N N

12 | Realpe et al. (2017) N R

13 | Oliveira et al. (2018) N N N

14 | Eskandari et al. (2018) N R

15 | Alarifi et al. (2017) R VNN N [N YA

16 | Pearman et al. (2019) N N N

17 | Schiller and Adamsky (2021) R

18 | Galanska (2017) N N N R

19 | Gordieiev et al. (2019) N

20 | Wijayarathna and N

Arachchilage (2019)
21 | Naiakshina et al. (2017) N
22 | Mindermann and Wagner N
(2018)

23 | Parizi et al. (2018) N

24 | Acar et al. (2017) N N

25 | Gutfleisch et al. (2022) N N

26 | Nocera et al. (2023) N N N

27 | Kauretal. (2017) N N

28 | Reese et al. (2019) N N

29 | Halunen et al. (2017) N N

30 | Fanelle et al. (2020) N
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Derived Usable Security Factor
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Table 7.3: Usable Security Factors for Iteration 3

The objective of the analysis of the identified model is to derive usable security factors
that can be applied in the development and evaluation of mobile financial services.

However, the analysis also provided further insight as follows:
a. Requirements for Usable Security Trade-off

The need for the right trade-off between usability and security has been thoroughly
debated in the literature. The need to factor in user behaviour has also been
emphasised. A study of 55 participants opined that in addition to consideration for this
trade-off, other efforts have focused on authentication and helping developers
improve usability, influencing user behaviour through capacity building (Norcera et al.
2023). Similarly, another model also considered usability and security requirements
for usability security trade-off from the viewpoint of software requirements
documentation. It takes an interesting approach to making security the central
objective and analysing usability requirements based on a conflict of usability
attributes with security, then prioritising requirements based on the scale for usability
problems (Naqvi and Seffah 2018). Another paper viewed usability from a security
perspective. It examined the usability of information security models to identify
usability issues and recommended the examination of the constraints of the usability
domain and its consequence on security (Wang et al. 2017). While some usable
security elements were derived from these models, handling security and usability
requirements separately, as against addressing elements central to both, will not only
increase the workload for implementers but encourage disparate implementation of
usability and security which has been identified as a major concern leading to

considering one above the other.
b. Usable Security Beyond End-User Needs

While conversations on usable security have mainly been about making security

controls more usable for the end-user, others have focused on the need to make them
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easy to use for supply-side actors like developers and programmers. Literature has
highlighted the need to strengthen usable security for supply-side actors
(Mindermann and Wagner 2018; Wijayarathna and Arachchilage 2019; Acar et al.
2017; Gutfleisch et al. 2022). While supply-side and demand-side imperatives for
usable security might differ, this study focused on identifying elements central to

usable security to examine the impact on usable security for MFS.
c. The End Game is Trust

Trust underpins every transaction and in the digital space must be established
instantaneously without any initial ceremonies. While the objective of the review of
this model is to identify usable security elements, the relationship between the
elements and how they impact trust for MFS leading to adoption would benefit from
the implementation of these factors. This study revealed the correlation between

usable security elements and trust (Gaehtgens et al. 2017).
d. Learning Across Domains

The usable security evaluation model considered was applied in various domains like
e-banking, health, websites, and cryptocurrency. This approach enabled us to learn
from the experiences in other domains in adopting a human-centred approach to
develop an evaluation model for mobile financial services (Alarifi et al. 2017; Parizi et
al. 2018; Eskandari et al. 2018; Kumar et al. 2020).

e. Other Aspects

Other models examined the role of mental modes and tacit knowledge in improving
usable security. One of the papers noted that the mental models of users may not be
in alignment with the conceptual model of the system due to the presence of
exogenous factors that have influenced the formation of the users’ mental model
(Mohamed et al. 2017). Examining usable security from a historical perspective, it
was noted that a one-size-fits-all approach to encourage good use behaviour does
not yield much. The authors opined that one reason why the one-size-fits-all approach
might not work is the use of context and personalisation requirements to achieve that.
Furthermore, it was noted that it is important to consider the user as central to any

workable usable security solution (Reuter et al. 2022).

The models evaluated provided useful insight into developing usable security
heuristics. The next section describes how usable security factors are derived from

the models.
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7.3.4: Usable Security Factors
This section presents the details of the factors derived from the models and presented
in Table 7.3.

i. Integrity

Actual financial loss is possible during transactions in mobile financial services and
has led to a lack of trust in the system. A major objective of a usable secure system
is to mitigate against this. This factor examines measures put in place to protect
transactions against unauthorised access or modification. The factor was examined
as an aspect of digital trust which can be directional, bidirectional, or transitive
between transacting entities. To achieve that, it seeks to address actions taken to
ensure the transactions can be trusted at all times, and that unauthorised parties do
not have access to the transactions (Gaehtgens et al. 2017). This was also examined
from the perspective of developers and administrators, with a focus on ensuring the
presence of an effective measure for protecting transaction data, the failure of which
would have a negative effect on trust. The protection of transaction data was derived
as a goal for usable security from the model (Feth and Polst 2019). Another model
emphasised the need to prevent unauthorised access to transaction data from the
viewpoint of usability of confidentiality as a usable requirement, and measures put in
place against unauthorised modification from the viewpoint of usability of data
integrity as a usable security requirement. Furthermore, the model proposed the need
to provide confidence that any change in a transaction is intended as a measure of
the level of trust. The model proposed the need to ensure the implementation of this
requirement in the early development stage (Naqvi and Seffah 2018). It was noted
that ensuring transaction integrity should commence from authentication. It was also
recommended to be considered as part of the access control and storage mechanism.
This is to enable the effective identification of any state change in transaction data
(Liu et al. 2017; Weber et al. 2017; Naqvi and Seffah 2018; Wang et al. 2017). These
factors should be implemented in a way that would yield optimal outcomes for usable
security, preserve trustworthiness, and ensure data reaches the intended recipient in
an accountable way (Kumar et al. 2020). While the need to restrict unauthorised
access to the asset that hosts the system was raised, in the case of this research, the

mobile phone, this research focuses on the MFS solution (Alarifi et al. 2017).

In summary, nine models contributed to this theme as an important factor for usable
security. To achieve the objective of this factor, the models have suggested the need
to ensure the transaction is trustworthy throughout its lifecycle, right from

authentication, and that only authorised actors can conduct a direct, bidirectional, and
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transitive interaction with transaction data to ensure trust. While some of the models

focus on specific beneficiaries like developers, others are generic.

To come up with a description for this factor, several considerations were made. The

proposed options included confidence, authorisation, immutability, and integrity.

Integrity was adopted as the name of the function as it better describes the objective
of the factor. However, the downside of this choice was that it might be misconstrued
as an attribute of security. Based on the outcome of the analysis of the models
presented, some of the attributes underpinning integrity as a factor for usable security

include:

¢ Unauthorised parties should not have access to the transactions

e Transactions should be trustworthy at all times

o Effective measures for protecting transaction data should be put in place

e Measures to prevent unauthorised modification of transactions should be put
in place

¢ Provide confidence that any change in a transaction is intended

e Measure to ensure transaction integrity should commence from the
authentication process

e Access control and storage mechanisms should be considered

o Preserve trustworthiness by ensuring data reaches the intended recipient in

an accountable way

i. Proportionality

A one-size-fits-all usable security approach might lead to as many unintended
consequences as a security mechanism without usability consideration. Applying the
same intervention to all user groups may not be as effective as desired, because user
contexts are different (Reuter et al. 2022). This aspect examined how security
mechanism caters to various types of stakeholders with different levels of technology
appreciation, cognitive ability, knowledge of mobile financial services, and
cybersecurity risks. A usable security mechanism should be inclusive and not
discriminate based on the level of expertise (Galanska 2017). One of the models
demonstrated that security must be made to work for non-experts through the right
tailoring, and novice users should be able to perform simple transactions efficiently.
It further noted that even where the level of expertise for usable security is low, users
can attain higher knowledge of the system, effectively distinguishing knowledge of

usable security vs. how to effectively use a system. It was further noted that users'
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resources in terms of knowledge, time, and cognitive capacity should be considered
in coming up with a usable secure control. Users have different security demands in
different situations and effective controls should reflect that (Feth and Polst 2019).
While all users cannot be made experts, a good feedback mechanism can help

translate improved usability to acceptability (Das et al. 2018).

Several codes were analysed to arrive at a suitable description of this factor. Some
of the words considered are ftailoring, inclusivity, flexibility, user-centricity,
universality, and proportionality. Proportionality was adopted as it provided the most

suitable description for the context the factor seeks to address.

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning proportionality as a factor for usable security include:

e Usable security mechanisms should not discriminate against users' technical
skill level.

e Usable security mechanisms should have consideration for various levels of
cognitive capacity.

e The level of user expertise in cybersecurity should not limit the ability to
identify and apply the right controls.

e Usable security mechanism must work for non-experts.

e Usable security should work well for urgent transactions as it would for normal
transactions.

o Usable security mechanisms should not put much burden on users.

iii. Transparency

‘In traditional trust, certain ceremonies are carried out before trust can be established.
In digital transactions, however, trust relationships are instantaneous. It is, therefore,
imperative to ensure trust elements are clear, instantly established, and
understandable between transacting entities. To adopt a usable secure mechanism,
a trust relationship must be present between the user and the mechanism.
Transparency of interaction is a key driver for this level of trust (Gaehtgens et al.
2017). Usable secure controls should not be a black-box to the intended beneficiary.
Users should have clarity as to the implications of applying it or not applying it. It
should also not be considered an “advanced option” in a security setting. Feth and
Polst (2019) examined and analysed transparency as a goal of usable security and
opined that it is a very important prerequisite for trust as it enables the formation of

user perception of security. Furthermore, it was also suggested that users should be
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aware of the status of their transactions at any time and should also know when the
transactions are completed (Eskandari et al. 2018). Transparency needs might be
diverse as users might have different expectations of transparency. This difference
should be considered in the development of security mechanisms (Reuter et al.
2022).

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning fransparency as a factor for usable security include:

e Users should be aware of their transaction status

¢ Incorrect application of security control should lead to recognisable error

e The impact of any choice of security preference should be understood by
users

e Security information should only be relevant to current activity

e Security information should be in clear and easy-to-understand language

e The user should be aware of whether they are in a secure or insecure state
throughout a transaction session

e Users should know where to find relevant security information

e Users should be aware when security control becomes inactive

e Users should be aware of the mandatory security actions required of them

iv. ~ Empowerment

Users at times have a perception that taking certain security actions is beyond them
or is against their interest. To improve trust and confidence in security mechanisms,
and help users cooperate with security controls, users need to have a sense of being
in control of their security decisions, so they can take responsibility for their security
actions and improve their security behaviours (Lennartsson et al. 2021). The security
system should encourage users to comply with security controls and not bypass them
where possible. A usable security mechanism should not restrict users but enable
them. When users feel enabled they are more likely to cooperate with security
mechanisms. This can only be possible if users are allowed to express their security
needs efficiently and if a system exists to enforce such decisions. This level of user
enablement was described by Feth and Polst (2019) as “self-determination” as a goal
of usable security. Furthermore, the focus of the security mechanism should be user
protection, not system protection as the end-user is the one to be impacted by loss of
funds if any successful attack is carried out on his account. While there might be some

need to place some minimal security restrictions on users, such a decision should be
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evaluated and only implemented if it is the most cost-effective decision from the user

perspective (Galanska 2017).

Some of the words considered as code for this factor are control and empowerment.
Empowerment was adopted as it better describes the problem the factor seeks to

address.

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning empowerment as a factor for usable security include:

e Users should have the freedom to customise their security preferences.

e Users should be able to reverse certain levels of wrong security choices.

e Security choices should be such that users do not think someone else is
responsible for their bad security choices.

e Users should be able to learn and use security control within a specified time
limit.

e Users should have confidence that the system behaviour will be as intended.

e Users should be able to recover from non-critical errors.

e Users should have a perception of having control over the security
mechanism.

e Users should feel empowered to make security decisions.

e Security mechanisms must be centred on enabling users not restricting them.

v. Identity

Authentication and authorisation are required at the access level of any secure
system. This ensures the trust relationship between the transacting entities. This is
concerned with ensuring that the verified identity of transacting entities remains the
same, throughout the lifecycle of a transaction and not just at the point of access
control. A usable secure mechanism should ensure claims of identity can be
corroborated with a degree of trust that corresponds to the risk rating of the
transaction or system activity through continuous authentication (Gaehtgens et al.
2017; Liu et al. 2017). To ensure this, the system must be accountable by keeping
logs about the nature of previous activities of an authorised entity, to instantly identify
any divergence in an entity’s transaction behaviour during a transaction (Lennartsson
et al. 2021).

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning identify as a factor for usable security include:

e The claim of identity should be verifiable during a transaction.
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o Divergent activities by entities should be flagged based on risk level.
¢ Continuous authentication should be possible for certain levels of transaction.
e The user authentication mechanism should not increase the user's cognitive

workload.

vi.  Reliability

A reliable system provides timely and meaningful feedback. Lack of feedback or
clarity of feedback messages are some of the challenges that lead to a lack of trust
in security mechanisms. Reliability as a factor for usable security focuses on ensuring
adequate, meaningful, and timely communication and feedback and the status of
security actions. After verifying the identities of participants in a trust relationship, it is
important to ensure exchange of information between them is effective and secure
(Lennartsson et al. 2021). Furthermore, a user should not be left to guess the
consequences of his security choices as the system should be able to communicate
that to him. This communication should be in a clear and understandable manner. In
the event something goes wrong, the mechanism should let the user know the effect
of their action and how to go about making remedial or corrective choices (Eskandari
et al. 2018; Reuter et al. 2022). Interaction between users and security mechanisms
should be treated as an interaction between two entities in a trust relationship, where
bidirectional feedback is required to maintain trust. Clear and timely feedback help

boost user confidence and improve trust in security mechanism.

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning reliability as a factor for usable security include:

e Users should not be left guessing the consequence of their security actions;
the system should make it clear to them.

e Feedback from security mechanisms must be presented in a clear and
complete manner.

e Users should know what next to do when they get a feedback message after
carrying out a wrong security action.

e Feedback and warning mechanisms should be considered for user mental
models.

e Users must be comfortable with terminologies in feedback messages and
alerts from security mechanisms.

e Error messages should provide the cause and severity of the problem

encountered.
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vii.  User Support

Lack of user awareness is one impediment to usable security that was identified by
several participants in the problem conceptualisation phase of this thesis. In the same
vein, user support is the most cross-cutting usable security factor identified from the
analysis of the identified literature. In addition to making helpful guides available to
users promptly, this factor seeks to help users better understand security controls in
such a way that it would help them apply these controls efficiently and effectively

without adding more cognitive workload.

Enablement and user support are two phrases considered as code to describe this
factor. However, user support was adopted because it is a more circumspect

description of the factor.

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning user support as a factor for usable security include:

e The help function should have consideration for user time and cognitive
capacity.

¢ Help documentation should be appropriate and specific.

o Help should be context-sensitive, only relevant sections should be available
at any given time.

e Security mechanisms should have clear labels.

e Help documentation must be up-to-date.

e Security mechanisms should be understandable by a novice.

e Users should be comfortable navigating through security mechanisms with
minimal need to seek help from documentation.

e Security mechanisms should help users minimise errors.

viii.  Accessibility

Accessibility is a factor that focuses on the inclusivity of usable security. This function
seeks to make security control work for the visually impaired. While other forms of

accessibility concerns exist, the scope of this thesis only includes visual impairment.
The attribute underpinning this factor is based on the question below:

¢ Does the security mechanism have considerations for the visually impaired?

ix.  Authenticity
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This factor focuses on the preservation of trustworthiness and uniformity of the
security mechanism its entire lifetime. It complements identity (Kumar et al. 2020).
The factor seeks to ensure reasonable steps are taken to guarantee security
mechanisms are up to date and functional at all times, and where there are
downtimes, the system should inform the user. The problem of lack of trust or low
trust in security mechanisms might not be unconnected to the fact that such solutions
were more driven by what technology can achieve rather than user concerns and their

perception of security (Naqvi and Seffah 2018).

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning authenticity as a factor for usable security include:

e Users should be able to validate that security certificates are genuine and not
corrupted.

e Users should be able to verify that the security mechanism is up to date.

e Users should easily understand and use digital signatures.

e Users should be able to tell if digital signatures are valid or not.

e The system should alert users of any non-trustworthy controls.

x.  Compliance

Cybersecurity is a universal concern that standard-setting bodies and associations
have worked towards addressing over the years at a global and national level. This
factor seeks to ensure extant standards and guidelines are adhered to by developers
of security mechanisms, and these standards are available in such a way that it does
not add an extra burden to the solution providers. Some of these policies and
guidelines include the Payment Card Industry Data Security Standard (PCI DSS), the
National Institute of Standards and Technology (NIST) framework, the Open Web
Application Security Project (OWASP), and other consumer protection, cybersecurity,

and privacy guidelines at the global and national levels.

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning compliance as a factor for usable security include:

e Security mechanisms should comply with extant policies and guidelines.
e The standards and guidelines should be integrated into the development
process in such a way that it should not add an additional burden on

developers.

xi.  Alignment
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This thesis considers cybersecurity in MFS as a sociotechnical problem and has
considerations for the ecosystem, ecosystem actors, and the environment in
addressing usable security. This function focuses on consideration for mental models
and the cognitive capacity of the users in such a way that it would facilitate good
security behaviours. To ensure the consideration of mental models in system design,
Mohamed et al. (2017) posited that, design features should be aligned with user
requirement which is extracted from users' tacit knowledge. Furthermore, the authors
proposed that the efficacy of usable security would depend on how well tacit
knowledge is captured and translated into system design (Mohamed et al. 2017). The
mental model of users affects their perception of how a system should work which
might not be consistent with the conceptual model of the system. The major challenge
this factor seeks to address is ensuring the security mechanism achieves the
objective of protecting the user from unintended consequences of bad security
choices and ensuring the control mechanism conforms to users' expectations in a

way that would facilitate adoption and usage.

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning alignment as a factor for usable security include:

¢ The requirement for security mechanisms should be user-focused.

e Security control should not add cognitive workload on users.

Xii. Freedom

Users should not feel restricted by security controls. Security mechanisms should not
restrict users from conducting their normal activity in a certain way if it does not break
the system. Protecting the user from the harm of financial loss should not be a
motivation for avoidable restrictions (Galanska 2017). Security controls should be
non-intrusive as users do not want security in the way of their tasks. Understandably,
there might be a need to activate certain security controls. In such instances the
system should be flexible, provide for leveraging compensating controls, and only
apply new controls where necessary. Similarly, complex security configuration tasks
should be minimised and required only when necessary. The function ensures
security controls are non-intrusive, non-restrictive, flexible, and activated only when
necessary. Four models contributed to this theme as an important factor for usable
security (Galanska 2017; Halunen et al. 2017; Kumar et al. 2020).

Based on the outcome of the analysis of the models presented, some of the attributes

underpinning freedom as a factor for usable security include:
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e Complex security configuration tasks by users should be required only when
necessary.

e Security controls should be non-intrusive.

e Leverage compensating controls before thinking of applying a new one.

e Users should experience fewer and more critical security distractions.

7.4 SYNTHESISING AND CONSOLIDATING THE HEURISTICS
Based on the insight generated from the three iterations, the outcome of the iterations

was synthesised to come up with the derived heuristics principles. Table 7.4 shows
how functions from the 3 iterations relate to one another and how they were
synthesised to come up with heuristics to address the requirements developed in

Chapter Six of this thesis.

# Function Source Aligned to Iteration Justification

3 Function

1 Complexity Iteration Proportionality and Complexity addresses user
1 Alignment behaviour in the use of security
mechanisms occasioned by the
level of complexity of security
control which arises due to their
level of awareness
(proportionality) or cognitive

capacity (alignment)

2 Awareness Iteration Empowerment and Awareness addresses factors
1 User Support that will enable the users to

apply security controls more

effectively. It aligns with the

objectives of empowerment and

alignment.

3 Environmental Iteration Transparency and Environmental impact from
impact 1 Reliability Iteration 1 addresses issues that
affect reliability and

trustworthiness  in  security

controls as captured by

transparency and reliability from

Iteration 3
4 Maintenance Iteration Integrity, Identity, Function seeks to guarantee
and updates 1 and Authenticity systems trustworthiness via

updates during authentication

and at the transaction level as
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Function Source Aligned to Iteration Justification

3 Function

addressed by integrity, identity,

and authenticity from iteration 3

5 Design Iteration  Alignment and Design function addresses
2 Proportionality inclusivity by design as
addressed by alignment and

proportionality from lteration 3

6 Communication Iteration Transparency, Communication and reliability
and Reliability 2 Reliability, and seek to improve trust by
Integrity ensuring effective and timely

feedback and system

trustworthiness as proposed by
transparency, reliability, and

integrity from Iteration 3

7 Quality Iteration ~ Compliance and Quality seeks to ensure
2 Integrity compliance with standards and
ensure validation of

trustworthiness as captured by
compliance and integrity from

Iteration 3

8 Operations and Iteration Integrity, Reliability, The identified functions from
Infrastructure 2 user Support, and Iteration 3 effectively addressed
Empowerment concerns raised by operations
and infrastructure from Iteration

2

Table 7.4: Synthesis of Heuristics

To verify that the heuristics address the requirements for usable security based on
the studies conducted and presented in Chapters Four and Five of this thesis, the
heuristics were mapped and the functional requirements were identified in section
6.4.2 of this thesis. The exercise demonstrates that the developed heuristics can

address the documented requirements for usable security.

7.5 HEURISTICS VALIDATION
A robust approach was adopted in developing the heuristics. This approach also

factors in the process of validating the heuristics. To validate the heuristics, semi-
structured interviews with experts with experience in cybersecurity and human factor
space were conducted. Semi-structured interviews as a data collection tool in

qualitative research was preferred to focus groups and workshops as it is easier to
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access individual experts based on their schedule than to agree on a time and date
that suits all experts at the same time. While finding such a time might not be
impossible, due to the cross-sectional nature of this study, time constraints limited the

choice of approach.

The interview instrument was made of sections that gauge the experience level of
experts on mobile financial services, usable security, and heuristics evaluation. This
assisted in the analysis of expert feedback vis-a-vis their experience level. Through
the interview, feedback on the definition of derived heuristics was obtained on which
should be dropped, merged, or refined with justification. Suggestion on prioritisation
of heuristics was also captured as part of the interview questions. The semi-structured
interview questionnaire for heuristics validation is attached in Appendix IV of this

thesis.

After the development of the interview instrument, it was shared with some experts
for feedback. These experts include a cybersecurity expert with fifteen (15) years of
experience, a software engineer with seventeen years (17) years of experience, and
two senior university academics with a research focus on human factors and
cybersecurity. Their feedback was then used to revise the interview instrument. It
should be noted that the experts who participated in the review of the interview
instrument are different from the ones who participated in the heuristics validation
exercise. After the final semi-structured interview instrument was approved, it was
used to run three (3) pilot interviews after which the instrument was further refined

and deployed for actual use.

Thirty (30) participants for the validation were identified via previous work and expert
recommendations. They were all contacted via email and phone calls. However,
fourteen participants participated in the final validation exercise. Table 7.5 shows the

profile of the participants.

# Participant Country Years of Field

Experience
1 V1 Lithuania 2 Cybersec/HCI Freelance
2 V2 USA 10 HCI Info Tech
3 V3 Nigeria 4 Cybersecurity Payment
4 V4 USA 4 Cybersecurity Health
5 V5 UK 20 Cybersecurity Defense
6 V6 USA 1.5 Cybersecurity Health
7 V7 USA 10 Cybersecurity Financial Services
8 V8 Italy 12 HCI Academia
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Participant Country Years of Field Domain

Experience
9 V9 UK 4.5 HCI Financial Services
10 V10 UK 15 Cybersecurity Academia
1 V11 UK 25 HCI Financial Services
12 V12 Nigeria 8 HCI Academia
13 V13 Nigeria 11 HCI Financial Services
14 V14 Nigeria 12 HCI Financial Services

Table 7.5: Participants Profile. V= Validator.

100% of the participants have between an intermediate and expert proficiency in
usable security both in theory and practice. While 70% of the participants have high
proficiency in mobile financial services, 54.5% have a good understanding of
heuristics evaluations, 39% have participated in usable security evaluation in the past,

and 33% have experience in conducting heuristics evaluation.

7.6.1 Heuristics Validation Results
As part of the overarching methodology for this thesis, a validation of the artefact
developed and the process of developing the artefact was conducted. This section

provides an overview of the feedback obtained from the validation exercise.

7.6.1.1 Perspectives and Considerations for Usable Security

As part of the validation process, participants shared their perspectives and
considerations for usable security. While acknowledging the existence of many
theoretical models for usable security, participants consider the actual
implementation of the models problematic. A participant emphasised the importance
of anchoring usable security implementation on the value it brings to users and not
just a discussion on balancing system attributes. Further to that, another participant,
in providing a similar perspective on value, mentioned that if there must be any
balance, there should be a balance between value in terms of utility and assurance.
Two participants highlighted two dimensions of inclusivity that should be considered
in usable security. While one mentioned people with dementia and how it impacts
learnability and memorability as usability attributes, the second mentioned
consideration for people with a low degree of technology appreciation. Considerations
for data privacy and the need to ensure clear responsibility for usable security were

also highlighted.

7.6.1.2 Feedback on Usable Security Elements
Participants were asked to review the proposed heuristics and recommend any

amendments to the definition and scope. They were requested to suggest if any
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should be dropped, added, or merged. Also, they were asked to prioritise the
heuristics with a focus on using them as a guide for development and for evaluating

existing products.

One participant suggested “integrity” should be replaced with “consistency’. Another
suggested that regulation might impede empowerment. While further analysing
compliance, it was suggested that the factor should be in three parts to focus on
contractual agreement, legal requirement, and regulation, as this would make the
recommendation more implementable. Similarly, while participants believe
transparency and proportionality are important, they mentioned that layered
implementation to meet all user segments might be a challenging task. To improve
reliability, it was suggested that in-app feedback capability should be considered
against the use of SMS. Also, it was suggested that reliability should be considered
as a factor of design where the system would ensure that it does what it promises to
do, and not feedback alone. Due to the criticality of app updates, it was suggested
that a penalty for non-compliance should be introduced. Furthermore, it was
suggested that instead of considering just mental models, alignment should focus on
value and pain points to improve efficiency. It was suggested that empowerment
should consider security and privacy empowerment. Suggested modifications to the

factors are highlighted in Table 7.6.

# | Factor Suggested Addition

Proportionality | ¢  Physical ability, entering pins are challenging for people with
reduced finger dexterity
e Let go of security control if it is too complex and cannot be

simplified to meet various end-user needs

2 | Empowerment: Users should know why data is collected and what it will be used

for

3 | Reliability Backup systems should be considered in case of failure of the

system to ensure that the service is continued

4 | Accessibility Does the system provide a variety of authentication mechanisms to

suit different abilities e.g. biometrics?

5 | Alignment Security control does not add to the physical workload of the users

Transparency Must have 3 of the elements in the definition as one or two of them
only would not. (comprehensible, verifiable, and accessible)

7 | User support Capability to carry out a task where the need arises

Table 7.6: Suggested Modifications
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While all participants believed the factors were important to enable usable security

during the development of MFS and for the evaluation of the existing solution, there

was no agreement as to which one of the elements was more important than the

other. However, an ANOVA test of statistical significance was carried out on the

suitability of applying the factors for development and design. The result shows that

there was no significant difference in the perception of the respondents, as shown in

Table 7.7.
Sum of
Squares df Mean Square F Sig.
Evaluation  Between Groups 48.68 3 16.23 74 565
Within Groups 131.42 6 21.90
Total 180.10 9
Design Between Groups 93.73 3 31.24 92 .488
Within Groups 204.67 6 3411
Total 298.40 9

Table 7.7: ANOVA Test

7.7 USABLE SECURITY HEURISTICS
Table 7.8 shows the twelve derived heuristics after synthesis, alignment to

requirements, and final validation.

#  Heuristics

Principle

Description Underpinning Heuristics

1 Integrity

place to protect

Put measures in | =

transactions ]
against .
unauthorised
access or|=
modification

Unauthorised parties should not have access to
the transactions

Transactions should be trustworthy at all times
Effective measures for protecting transaction
data should be put in place

Measures to prevent unauthorised modification
of transactions should be put in place

Provide confidence that any change in a
transaction is intended

Transaction integrity check should commence at
the point of authentication

Access control and storage mechanisms should
be considered

Preserve trustworthiness by ensuring data
reaches the intended recipient in an accountable

way
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#

Heuristics

Principle

Description

Underpinning Heuristics

2 | Proportionality | Ensure security | = Usable security mechanisms should not
mechanism discriminate against users' technical skill level
caters to various | = Usable security mechanisms should have
types of consideration for various levels of cognitive
stakeholders capacity
with different | = The level of user expertise in cybersecurity
levels of should not limit the ability to identify and apply
technology the right controls
appreciation, » Usable security mechanism must work for non-
cognitive ability, experts
knowledge of | = Usable security should work well for urgent
mobile financial transactions as it would for normal transactions
services, and | = Usable security mechanisms should not put
cybersecurity much burden on users
risks. = Let go of security control if it is too complex and

cannot be simplified to meet various end-user
needs

3 | Transparency | Ensure security | = Users should be aware of their transaction status
controls are | = Incorrect application of security control should
understandabile, lead to recognisable error
certifiable, and | = The impact of any choice of security preference
can be should be understood by users
evaluated = Security information should only be relevant to

current activity

»  Security information should be in clear and easy-
to-understand language

» The user should be aware of their security state
(secure or insecure) throughout a transaction
session.

= Users should know where to find relevant
security information

= Users should be aware when security control
becomes inactive

= Users should be aware of the mandatory security
actions required of them.

4 | Empowerment | Enable users to | = Users should have the freedom to customise

have a
perception of

being in control

their security preferences
= Users should be able to reverse certain levels of

wrong security choices
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#

Heuristics

Principle

Description

of their security

decisions

Underpinning Heuristics

= Security choices should be in such a way users
do not think someone else is responsible for their
bad security choices.

= Users should be able to learn and use security
control within a specified time limit

= Users should have confidence that the system
behaviour will be as intended

= Users should be able to recover from non-critical
errors

= Users should have a perception of having control
over the security mechanism

= Users should feel empowered to make security
decisions

» Security mechanisms must be centred on
enabling users not restricting them

= Users should know why data is collected and

what it will be used for.

5 | Identity Ensure that the | = The claim of identity should be verifiable during a
verified identity transaction
of  transacting | = Divergent activities by entities should be flagged
entities remains based on risk level
the same, | = Continuous authentication should be possible for
throughout the certain levels of transaction
lifecycle of a|= The authentication mechanism should not
transaction and increase the user's cognitive workload.
not just at the
point of access
control

6 | Reliability Ensure = Users should not be left guessing the
adequate, consequence of their security actions, the

meaningful, and
timely
communication
and feedback on
critical  security
and traction

activities

system should make it clear to them.

» Feedback from security mechanisms must be
presented in a clear and complete manner.

= Users should know what next to do when they
get a feedback message after carrying out a
wrong security action.

= Feedback and warning mechanisms should be

considered for user mental models.
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#

Heuristics

Principle

Description

Underpinning Heuristics

= Users must be comfortable with terminologies in
feedback messages and alerts from security
mechanisms.

= Error messages should provide the cause and

severity of the problem encountered.

7 | User Support | Assist users to | = The help function should have consideration for
better user time and cognitive capacity
understand = Help documentation should be appropriate and
security controls specific
to enable them | = Help should be context-sensitive, only relevant
use these sections should be available at any given time
controls »  Security mechanisms should have clear labels
efficiently and | = Help documentation must be up-to-date
effectively = Security mechanisms should be understandable
without adding by a novice
more cognitive | =  Users should be comfortable navigating through
workload security mechanisms with minimal need to seek
help from documentation
» Security mechanisms should help users
minimise errors
8 | Accessibility Make security | = Security mechanisms should have
controls work for considerations for the visually impaired
the visually | = Systems provide a variety of authentication
impaired mechanisms to suit different abilities e.g.
biometrics
9 | Authenticity Ensure = Users should be able to validate that security
reasonable certificates are genuine and not corrupted.

steps are taken
to guarantee
security

mechanisms are
up to date and
functional at all
times, and
where there are
downtimes, the
system should

inform the user.

= Users should be able to verify that the security
mechanism is up to date.

= Users should easily understand and use digital
signatures.

= Users should be able to tell if digital signatures
are valid or not.

= The system should alert users of any non-

trustworthy controls.
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Heuristics

Principle

Description

Underpinning Heuristics

controls are non-
intrusive, non-
restrictive,

flexible, and
activated  only

when necessary

10 | Compliance Ensure extant = Security mechanisms should comply with
standards and extant policies and guidelines
guidelines are = The standards and guidelines should be
adhered to by integrated into the development process in
developers of such a way that it should not add an
security additional burden on developers
mechanisms.

11 | Alignment Ensure The requirement for security mechanisms should
consideration for be user-focused.
mental models Security control should not add cognitive
and the workload on users.
cognitive Security control does not add to the physical
capacity of the workload of the users.
users in such a
way that it would
facilitate  good
security
behaviours

12 | Freedom Ensures security Complex security configuration tasks by users

should be required only when necessary
Security controls should be non-intrusive
Leverage compensating controls before thinking
of applying a new one.

Users should experience fewer and more critical

security distractions.

Table 7.8: Usable Security Heuristics

7.8 CHAPTER SUMMARY
This chapter presented the process undertaken and results obtained in the design

and development of usable security heuristics for mobile financial services. Through

an iterative approach, twelve usable security heuristics were derived. The chapter

demonstrated that the heuristics address the requirements specified in Chapter Five

of this thesis. The validated heuristics were presented. This chapter addresses

objectives three and four of this thesis.

151




CHAPTER EIGHT: EVALUATION THROUGH CASE
STUDIES

This chapter presents the results and lessons from case studies conducted to
implement the artefacts developed in this thesis. Through a critical analysis and
contextualisation of the problem space, a requirement documentation for addressing
usable security for mobile financial services was presented in Chapter Six of this
thesis. Furthermore, twelve heuristics to address usable security requirements were
developed and validated in Chapter Seven of this thesis, which addressed the five
key objectives of this thesis discussed in Chapter One. Building upon the results from
Chapters Six and Seven of this thesis, this chapter is focused on a demonstration of
the application of the artefacts developed in Chapter Seven into developing usable
security MFS solutions. The use of the artefacts to evaluate and identify usable

security problems in existing MFS solutions is also demonstrated.

This chapter addresses objective five of this thesis: To exploit and disseminate the

validated solution including recommendations.

8.1 CASE STUDY 1: HACKATHON
A major objective of documenting an approach to usable security for mobile financial

services is to serve as a guide for MFS developers to implement usable security
considerations as part of solutions design. This section describes the process and
results from a hackathon conducted to apply the developed heuristics in the
development of MFS solutions. The hackathon provides a test-and-learn approach to

DevOps on how to integrate usable security to MFS development process.

To achieve the aim of the hackathon, this study adopted repeated measures as an
experimental design approach, as it works better under time constraints than
independent measures, which are more time-and-resource-consuming (McLeod
2023). Another approach that was considered was integrating existing heuristics to
address usability in MFS and comparing them with the heuristics developed in this
study. However, the shortcomings of existing heuristics have been stated in section
7.1 of this study. Future studies will examine the comparison with other heuristics in

detail.

8.1.1 Considerations for the Approach Adopted
To implement the heuristics developed in Chapter Seven in developing usable secure

solutions, two questions needed to be answered:

i.  Whatis the most effective way to apply the developed heuristics to application

development?

152



ii. How can the value of the developed heuristics be demonstrated?

To answer these questions, it was imperative to make the heuristics available to
developers to use in the development of a live MFS system. In section 5.3 of this
thesis, study findings showed that agile methodology is the most predominant
development approach adopted by mobile financial services solution developers. It is
therefore imperative to ensure that the proposed solution aligns with Agile and rapid
development principles. Furthermore, hackathons have been applied in design
research where they facilitated both solution design and learning (Flus and Hurst
2021). More so, hackathons require invention from participants making it a good

approach to develop novel solutions (Rys 2023).

Hackathons are design sprints by technology entrepreneurs or developers
collaborating to develop a working prototype to address a challenge within a very
short period. The objective of the hackathon is to explore how usable security
heuristics can be integrated into the MFS development process and how learning
from it can be applied to improve security for users and DevOps of MFS. A hackathon
can be completed within a short time frame. It enables one to get quick feedback from
several developers via a working prototype. The drawback, however, is that
participants would also develop a minimum viable product (MVP) to demonstrate the
workability of the concept and not a full-blown product. Also, hackathons are
expensive to conduct, and organisers will be expected to fund them. Some
hackathons also enjoy large corporate sponsorship. Organising requires backroom
organisers which would require time to recruit, train and deploy. This aim of this
hackathon is to provide a test-and-learn approach on how usable security heuristics

can be integrated into solution design.

The second challenge required the design and implementation of an experimental
design where participants could be placed in an experimental group and a control
group. In the case of the hackathon, it would require participants to develop their
MVPs two times, first, without the heuristics, and second with the heuristics, or split
into two groups and given two different challenges. Again, this approach comes with
additional cost and time. To address this, the relevant literature on how such

challenges are addressed most cost-effectively was reviewed.

There are several types of experimental design, each with its pros and cons. Table

8.0 shows an analysis of the type of experimental designs.

| # | Type | Description | Pros | Cons
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1 | Independent | Each condition of | Mitigates = Requires more participants
measure the experiment is | against
carried out by a | ordereffect | = Any lack of similarity between
different group groups may affect the outcome
2 | Repeated The same | Requires Performance might degrade in the
measure participants carry | fewer second condition, for instance, due to
out the conditions | people and | fatigue when compared to the first

of the experiment | saves time | condition

Table 8.0: Types of Experimental Design

To mitigate against the identified risks, this project adopted the repeated measure
approach and mitigated the risk of order effect through counterbalancing as

participants were encouraged to apply the heuristics in random order (McLeod 2023).

8.1.2 Experiment Setup and Process Description

To conduct the hackathon, the researcher reached out to experts who have either
conducted hackathons in the past or have responsibility for organising hackathons.
One pointed to Kaggle and provided insight on how to run a successful hackathon.
The second expert provided insight on how to approach the organisation of
hackathons most cost-effectively. The third expert oversees an industry sandbox
where various financial services application programming interfaces (APIs) are
exposed to startups to develop products. They also organise hackathons. They have
a community of over 4600 innovators. Given that her organisation already provides
training, mentorship, and industry APl access to innovators, partnering with them
made the hackathon prize money more affordable compared to organising one from
scratch. Recruitment time for participants was also a factor as the innovation hub
already has a thriving community. After several meetings, the third experts agreed to
partner with the researcher to conduct a hackathon to address the objective of this
thesis. The organisation provided API, the environment, and technical resources to
conduct the event. They were also responsible for recruiting participants. The
researcher provided the content, prize money, and judges. Based on this

understanding, the hackathon was conducted.

The hackathon was tagged “Cybersecurity Innovation Challenge” and was advertised
amongst the community of over 4600 innovators and on fsi.ng website. Figure 8.0
shows a screen grab from the website advertising the event. The event is still listed

on the website as a past event and can be accessed via https://fsi.ng/innovation-

challenge/2/cybersecurity innovation challenge
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Figure 8.0: Hackathon Advert (FSI 2021)

As part of the plan for the event, a proposal was sent to the partner organisation to

use as information for planning and recruitment. The sections of the proposal are

shown in Table 8.1.

financial loss due to cybercrime.

# Section Description
1 Problem Provides insights into the real problem, the ideal problem, and
Statement the negative human condition it leads to, in terms of actual

The objective of the hackathon was also described in this section
including the fact that insight from the study will feed into this
PhD thesis.

2 Proposal

Describes how the heuristics would be applied in addressing the
problem and what would be expected of participants.

described in this section

3 Value The contribution of the output of the study was described

4 Team Teams were requested to at minimum consist of a cybersecurity
Composition expert (1), Ul expert (1), and mobile app developer (1)

5 Benefits Benefits to the participants and partner organisation were

6 Scoring Criteria

Product design, innovativeness, scalability, and presentation

Table 8.1: Hackathon Proposal Sections

Other elements of the proposal include scope, environment, presentation mode, and

key date information.

Participants were asked to develop an innovative solution on how to apply any 3 of

the twelve heuristics during the design and development of MFS solutions.
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A team consists of 3 to 5 persons, and each team was requested to have at least
one frontend, one backend, and one cybersecurity specialist and should select a

team lead.

e All team members were directed to join FSI if they were yet to do so

(https://fsi.ng/members/signup/student).

o The leaders of each team were asked to register the team, accept the terms
and conditions, and invite team members to join.
¢ An email was sent to the team containing all the details.
e Teams were expected to use a minimum of 2 API endpoints provided by FSI
during this challenge.
Participants were asked to build a mobile app minimum viable product (MVP) that

the consumers could use to do any two of the following:

o Save money,
o Remit money,
o Transfer money,
o and/or purchase goods & services.
The prize for the top three finishers was communicated in advance. The winning

prize was N750,000 while the runner-up prize was N500,000.

After 3 weeks of advertisement, 44 teams comprising 124 individuals applied to
participate in the event. After the applications were closed, it took 17 days to conclude

the entire process.

After the initial rounds, 10 teams successfully submitted mobile applications (APKs)
and were moved to the second round. A workshop was organised for the teams to
provide insight into the heuristics and what was expected of participants. Participants

also sought clarifications from the researcher.

The finalists were expected to develop an MVP (mobile application) adopting a

minimum of any 3 of the 12 heuristics principles in the 2nd round.

For the financial pitch, each participant was allocated 10 minutes to present their

products and answer questions.

Finally, a live pitch session was organised at the end of the submission period and
the finalists pitched to a panel of five judges. The top 3 winners were rewarded. Table
8.2 shows the profile of the judges. Judges were selected based on their experience

in the human-computer interaction (HCI), cybersecurity, or DevOps domain.
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# | Alias Expertise Years of Sector
Experience
1 | EA Cybersecurity, machine learning, 20 years Academia
HCI
2 | IM Cybersecurity, mobile app 11 years Financial
developer, API developer, software services
engineer, fintech
3 |10 IT quality assurance, IT business 22 years Technology
analyst, HCI, software engineering Financial
services
4 | SA HCI, cybersecurity, fintech 21 years Financial
services
5 | *IM2 Cybersecurity 17 years Cybersecurity

Table 8.2: Profile of Hackathon Judges

The scores recorded by Judge IM2 were not included in the final computation as he
was not able to score more than 3 groups and it was decided by the coordinator that
only the scores of the other judges who rated all participants would be considered.

However, he was allowed to ask participants questions and provide feedback.

8.1.3 Hackathon Result
Results of judges' evaluation, product description, and feedback from all the teams

are presented in this section.

8.1.3.1 Hackathon Final Scores
The presentation by the teams was accessed based on the criteria presented in Table

8.2. The score was then aggregated to determine the winner. Table 8.3 shows the
final scores. The names of the teams and judges were coded to protect their identity
as agreed with them earlier in the process. A total achievable score of 30 was
allocated each to product design, innovativeness, and scalability while a maximum

score of 10 was allocated for presentation.

# | Team | Score iudg I;r:sdi;(r:‘t Innov:;wene Scal;lblllt Prttaiiennta Total
1| CB 80.25 | EA 28 28 28 8 92
IM 30 30 25 10 95
10 25 25 20 8 78
SA 17 17 15 7 56
2 | TZ 71.25 | EA 22 20 24 7 73
IM 25 15 25 10 75
10 28 28 25 9 90
SA 14 15 12 6 47
3 | HC 58.75 | EA 12 15 10 10 47
IM 25 15 20 10 70
10 20 20 15 8 63
SA 15 18 16 6 55
4 | QS 57.5 | EA 18 14 20 7 59
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# | Team | Score Judg Prod_uct Innovativene | Scalabilit Pre_senta Total
e Design SS y tion
IM 20 10 15 5 50
10 25 27 20 8 80
SA 12 12 12 5 41
5| VP 57 | EA 21 20 24 7 72
IM 20 15 20 10 65
10 15 5 16 7 43
SA 15 15 12 6 48
6 | ZZ 55.33 | EA 15 10 18 18 61
IM 15 15 15 4 49
10 0 0 0 0 0
SA 16 17 16 7 56
7 | LK 53 | EA 22 22 21 6 71
IM 5 5 5 2 17
10 20 24 25 6 75
SA 13 17 14 5 49
8 | KS 46 | EA 15 18 20 7 60
IM 10 5 5 5 25
10 15 10 20 6 51
SA 14 14 14 6 48
9 | Tl 39.5 | EA 15 10 10 5 40
IM 5 5 5 2 17
10 20 25 24 8 77
SA 7 7 7 3 24
1
0 | RT 0| EA 0 0 0 0 0
IM 0 0 0 0 0
10 0 0 0 0 0
SA 0 0 0 0 0

Table 8.3: Hackathon Final Score

Team 10 did not make a final presentation and was not rated.

8.1.3.2 Hackathon Pitch Result

As part of the directive for the competition, participants were asked to implement a

minimum of three of the twelve heuristics. 89% of the participating teams

implemented integration. 67% implemented proportionality, identity, and integrity.

Only 11% of the teams applied authenticity. The team that used the highest number

of heuristics in developing their MVP applied 67% of the heuristics while the one that

applied the minimum used 25% of the heuristics. Table 8.4 provides details of how

the teams applied the heuristics.
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Heuristics Applied
> -
Team 2 € 8|2/ 58|3 3 8|s|E|¢
S BIE| 8728855 <|E
Q|- |w S| < | <0
#
1 | CB VIV [V VY Vo
2 |1z v EEEER
3 | HC v v v
4 | Qs R VIV A v
5 | VP v VY
6 |Z2Z VO R R R
7 | LK VO VI v
8 |KS R v R
9 [Tl VoA VI v

Table 8.4: How Teams Applied Heuristics

Each participating team made a demo presentation of their MVP with a particular
focus on how the heuristics were applied and the differences between the version of
the product with the heuristics applied and the version without the heuristics. Extracts

from the pitch of each team are described below.
i. Team1 (CB)

The team built and presented an MVP called Escrow. Escrow is a solution that
facilitates remittances and savings, and is also used as a payment gateway and
marketplace targeted at low earners. The solution was built to be compatible with both
basic and high-end smartphones. To develop the MVP, the team accessed APlIs for
payments and B2B transfers, customer wallets, and airtime purchases. These APIs
were provided by the organising partners based on the needs and requirements from
the lean canvas of the participants. Furthermore, the team described how it applied
the heuristics to develop the MVP. In describing how they implemented
proportionality, the team demonstrated how the system made users aware of every
stage and step taken in a transaction flow with appropriate feedback. This they said
was a result of their consideration for levels of user knowledge and sensitivity levels
of transaction. To further buttress proportionality, the team demonstrated the use of
the app with an illiterate market trader to show that anyone who can top up mobile
phone credit would be comfortable using the system. For identity, the team

demonstrated how the device fingerprint was mapped with the set access pattern lock
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during first use and used to verify each transaction process “under the hood”,
ensuring a user is uniquely identified and verified throughout a transaction lifecycle.
Describing how freedom was implemented, the team demonstrated through various
levels of funds transfer sensitivity, how the system allows users to choose the
appropriate security levels. Also, this was implemented on the transaction level where
the team demonstrated how users could choose between making a direct transfer to
an account from their wallet balance and sending an e-cheque generated to a
beneficiary to be cashed into the beneficiary’s wallet at a later date. With the
introduction of easy-to-use e-cheques in the form of QR-codes generated from
transactions, the team demonstrated how funds can be transferred via other digital
formats like digital or printable pictures and only the intended beneficiary can
successfully use it. The team believes this was done in a comprehensible, verifiable,
and accessible way, satisfying the principle of transparency. In demonstrating the
suitability of the solution for the visually impaired, the team demonstrated how in-app
voice command was implemented. Similarly, the team also demonstrated how they

applied all the heuristics they indicated.

Explaining the difference between the control and the system with the heuristics
applied, the team demonstrated that the systems without the heuristics had basic
consideration for authentication but had no consideration for usable security in the

build and test of the solution.

The judges sought to understand the implication of the application of the heuristics
on compute time and resources. In response, the team demonstrated that applying
the heuristics added slightly more compute time and resources when compared to
the control system. The team further noted that while it was possible to challenge for
authentication at every transaction window, it had to ensure the security applied does
not irritate users and become counterproductive. The judges advised the team to
ensure that in subsequent builds, the actual measurement of time and resources for
the application of the heuristics was noted to ensure a more effective and efficient

application and use.
i. Team2(TZ)

The team made a demo presentation of their MVP they tagged Avocado, a
multipurpose mobile finance solution that helps users access and manage various
bank accounts, wallets, and virtual accounts, from a single point. It enables users to
send and receive payments and access value added services (VAS) at ease from a
single point. In developing the MVP, five APIs were consumed. The APIs include

wallet creation and management, bank account and one-time password (OTP)
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creation, payment management and VAS, virtual account for other direct debits, and
API for notifications and airtime. The team demonstrated how they deployed five
usable security heuristics indicated in Table 8.4 in developing the MVP. The team
demonstrated how it introduced the functionality of an application-level master PIN
for dynamic authentication which is applied based on the sensitivity of a transaction.
They also demonstrated how they integrated the application with a mobile OS-level
accessibility tool for screen reading and voice. Furthermore, the team demonstrated
how it applied the PCI DSS guideline to develop the solution and provided additional

functionality for audit.

In describing how the authentication works in the use case for funds transfers and
utility payments, the team demonstrated that their implementation ensures that a
device-level authentication would be required for transfers and utility payments. They
further demonstrated that at the back-end a cross-site cookie exists. The cookie
fetches every form and hash with the user's IP address and location and sends it to
the back end before the transaction is consummated. The process kept a copy of the
transaction even when it failed. This they claim makes the system learn user patterns,
based on which any change in transaction pattern would be flagged for
reauthorisation. In summary, user transactions were hashed and compared with user
behaviour (dynamic authentication). If location, for instance, changes, the system

would challenge the user for reauthentication.

Comparing the MVP before and after the application of the heuristics, the team
explained that the heuristics made the system more transparent to the user and had
more consideration for simplifying security for users during design. The team
mentioned that before the session on the need to apply the usable security heuristics,
they had no defined way of ensuring they cater to usable security except to address
any issue that arises from user or customer complaints. However, they noted that app
and code size increased slightly with the application of the heuristics compared to

when they were not applied.
ii. Team 3 (HC)

The team presented a solution they called Mubia, a financial technology platform that
uses a secured hashing algorithm built and integrated with blockchain technology to
facilitate offline end-to-end transactions without third-party access to user data. They
noted that the solution was also suited for users who have only access to feature
phones. The team demonstrated how transactions with the solution were secure,

easy, and fast to use. In developing the solution, they consumed the APIs for
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interbank, name inquiry, SMS, and USSD. The team used PHP and JAVASCRIPT

for the bank end and Kaotlin for the mobile app.

Concerns were raised by judges on the security weaknesses of USSD. The team was
able to demonstrate that they have implemented encryption to help mitigate the
concerns. In response to the question of how usable security was implemented before
the heuristics were introduced, the team simply admitted they only focus on
functionality and depend on any security made available for the device or any

environmental implementation.
iv. ~Team 4 (QS)

This team had the largest membership with members comprising one UX researcher,
an interactive designer, a visual designer, two front-end developers, three back-end
developers, and four Android mobile developers. The MVP presented by the team
provided a platform that allows buyers and sellers to transact safely. It provides an
instant escrow pay link that ensures seamless trading without the fear of cybercrime
and fraud. The team claims the solution is important as cybercrime slows down the
adoption of fintech amongst the unbanked. The solution ensures that the buyers'
funds are securely held until both parties are happy with the transaction by providing
a transparent and accountable process. To develop the solution, the team used API
for SMS and OTP, virtual account creation, and account name inquiry. They

demonstrated how the heuristics identified in Table 8.4 were applied in their MVP.

The most important change brought about by the application of the heuristics was to
make the team think more critically about usable security and provide an approach
on how best to apply the heuristics practically. The panel provided feedback on the
need to review the number of mandatory fields in the MVP so it does not become a
disincentive to users. On the difference between the MVP with heuristics and the one
without heuristics, the team demonstrated further that theirs was platform segment
agnostic — it can be used for the banked and unbanked segment — and did not

require much technical know-how to use.
v. Team 5 (VP)

The team presented an MVP they termed Tuper. Tuper is an online selling and
payment transfer platform where buyers and sellers come together to get business
done. Tuper makes use of two APIs from the financial services sector sandbox. These
include an SMS API and a payment transfer API. The team demonstrated how Tuper
makes use of secure encryption for data transmission between the buyer and the

seller. When a customer places an order, it gets encrypted before being forwarded to
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the seller. The decryption key is sent to the seller through SMS. The order can only
be viewed by the seller if he/she has the decryption key. This is made so because a
seller's account might get breached and his login information might be in the hands
of an intruder. The team mentioned that even if the intruder gets into a seller's
account, they would not be able to view details of a seller's transactions because the
decryption key is only sent to the seller's registered phone number through SMS. For
the app demonstration, the decryption code was generated and displayed on the
platform for testing. They demonstrated that their implementation addresses
concerns with unauthorised modification of transactions and privacy breaches. Also,
they demonstrated how their implementation facilitates effective feedback throughout

the phases of a transaction.

Furthermore, the team demonstrated that through incremental innovation, Tuper
makes use of encryption to facilitate the secure transmission of transaction data
between buyers and sellers. While encryption already exists, Tuper applies it for
transaction facilitation. The key difference identified by the team between MVP
without the heuristics and MVP with heuristics was that the former had no transaction
ID to facilitate reliability. Like previous teams, they emphasised the fact that heuristics
reminded them to implement existing security solutions in mind to address these

heuristics.

vii. Team 6 (Z2)

The team presented an MVP called Utopia. The team presented Utopia as an all-
encompassing financial service application with integrated cybersecurity
functionalities that leverage six security heuristics to deliver a highly secured payment
solution. Its features include deposit/transfer, bill payment, savings, merchant
payment, loan, etc. The solution can onboard both the banked and unbanked. API for
SMS to send user messages and payments using a bank account was consumed.
The team demonstrated how the system can also allow one account per device and
how transaction tiers are used to address proportionality and reliability. The team
also demonstrated options to opt out of sessions and hide account balances. They
showed how users have the option to disable or enable 2FA for a specified duration

and transaction type.

Panellists sought to understand what would happen to a customer's account in the
event of a missing phone. This was in light of the fact that the solution recognises one
device to one account. In response, the team demonstrated how the solution saves

device information during onboarding and in the event of a missing device. A user
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can log on to another device not on the database. Immediately the user logs on, the
device ID will be updated. Therefore, the loss of the device does not equate to loss
of account. The system generates a unique ID for each session not a unique device
for ID.

vii. Team 7 (LK)

The team presented Virtual Pocket Money (VPM) a secured, quick, and simple
transfer method that makes use of QR codes or unique IDs for all payments with very
low service charges, the provision of a savings opportunity, and advancement in
security methods taken to protect the customers. API for account creation was used.

They further described some functionalities of the solution as follows:

i. Both SMS and email tokens are sent to the user when enabling a new
device to use the app.

ii. The app has an embedded authenticator which has a password that is
different from the normal app password.

iii. The embedded authenticator generates a 6-character token within the
application that must be provided by the user before transferring funds or
payment for any goods and services.

iv.  The token lasts for only 45 seconds and users have only 3 trials to provide
the right token for every transfer or purchase transaction after which the
account will be suspended till it passes a security verification process.

v.  The location of the device during every transaction is always recorded for
cases of stolen devices or emergencies.

vi.  Each account can only be signed in on one device at a time.

They demonstrated how the solution implemented the heuristics, by providing a
functionality to check the progress of transactions, helping users to be aware of the
status of their transaction at any time. They also provided thresholds for transaction
limits and applied appropriate security based on the amount involved. The system
also provides a unique transaction ID which enables the system to provide the correct

status of all transactions to guide against falsification of receipts.
vii.  Team 8 (KS)

The team presented an MVP called Quick Save which seeks to encourage a savings
habit by automating the process. The solution enables users to save a fraction of their
expenses as they make transfers. The customers' savings will be a minimum of 10
percent of every transfer made, At the end of a certain period, the customer can get

access to his/her accumulated savings from transfers. The team mentioned that users
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perform transactions every day sorting out various needs and wants. Quick Save
ensures a saving habit is a norm while allowing people to do seamless transfers to

one another on the app.

In demonstrating how the heuristics were applied, the team showed how settings are
displayed and defaulted to users based on their account balance. The setting can be
customised by users as they desire. Furthermore, they showed how the system
prevents brute force attacks by ensuring backend API throttling to limit attackers from
calling APIls multiple times trying random passwords or PINS. They also opined that
the security settings designed for the system align with users' mental models. They
claimed users are familiar and comfortable with the security features. They
demonstrated how the system sends notification messages (SMS and/or email) for
login and transactions performed, to keep the user informed of activity on their
account on the app. They showed that it was configurable, as users are given the

freedom they want to choose if they want notifications or not.

The team believes there was an interaction within the heuristics, and they can be
addressed together as they have learned from their implementation experience. They
noted that new locations and new devices are functionalities added because of
heuristics that were not considered in the version before the use of heuristics. The
team found out that by addressing security concerns using the heuristics, they were
able to address usability as well. The team also mentioned that the application of the

heuristics helped with better user engagement.
vii.  Team 9 (TI)

The team’s MVP was called Secured Save. The solution was created to help students
save up for a long-term project. It leverages cloud computing and Al. The mobile-
based transaction starts from the verification of credentials and it also shows the point
of integration with cloud services. The API used include voice, SMS, authentication,
Cloud Firestone, TensorFlow, and facial detection and recognition. To demonstrate
how the heuristics were implemented in developing the solution, the team showed
how the application adopted cloud authentication to authenticate a user each time the
user wanted to use the application. It further applied facial recognition to authenticate
the user in an advanced level of transaction. The use of icons and standout widgets

made it easier to identify and use security mechanisms.

In response to the impact of the heuristics on their development practice, the team

mentioned that the use of the heuristics further strengthens the integrity of the
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transaction and provides a more robust authentication process. The team tried to link

expert systems and the use of heuristics.

The process and the outcome of the hackathon addressed the objective of this study

which included:

» To demonstrate how the usable security heuristics developed as part of this
PhD can be implemented in the development of MFS

* To understand the differences in terms of usable security between developing
an MFS solution without applying the heuristics vs. when the heuristics are
applied

» To obtain feedback from participants in the hackathon as a process for

continuous improvement of the heuristics.

8.2 CASE STUDY 2: BLACK-BOX EVALUATION
In Chapter Seven of this study, the researcher explained that the twelve usable

security heuristics developed have two applications. Firstly, they is designed to be
applied in the development of MFS and secondly, they can be applied to evaluate
usable security compliance in existing MFS solutions. Section 8.1 has demonstrated
how the heuristics can be applied in developing MFS solutions. This section is
focused on how the heuristics can be applied to evaluate compliance with usable

security principles.

The review of similar literature on using heuristics to evaluate an existing system and
the need to address concerns from the conceptualisation phase of this study,
necessitate the choice of the approach adopted for this case study. The heuristics
evaluation method is a usability inspection method that is used to evaluate usability
problems by applying heuristics. The model involves three to five experts working
independently to identify usability problems, and using three measurement metrics,
severity, frequency, and criticality, to rate a consolidated list of identified issues. The
authors opined that the model is easy to apply and does not require much planning.
However, they also noted that users are not involved, and the approach does not
recommend how to address the problem. Furthermore, they noted that a lack of
product knowledge by evaluators might hamper the outcome of the evaluation
(Quinones and Rusu 2017). Another model leveraged expert review with a focus on
a targeted group of experts in alignment with the research question of their study.
More so, they stated that user reviews and the collection of system feedback could

also be used for the evaluation (Feth and Post 2019).

In Chapter Five of this thesis, it was demonstrated that various use behaviours and

practices have an impact on usable security and both supply and demand side
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stakeholders have a role to play in ensuring the implementation of a usable security
mechanism in MFS. It is therefore imperative to adopt an approach that will help these
stakeholders participate in the evaluation, even when they do not know the internal
workings of the product. The approach should also be in alignment with standard
development methodologies like Agile and Systems Development Lifecycle (SDLC)
so that it can be conducted as part of the process and not as an additional task.
Consequently, this thesis evaluated the product using heuristics as a part of the user
acceptance testing (UAT) which is the final stage of typical software development
before deployment (Elazar 2023). The adoption of black-box testing as against white-
box testing also meant participants did not need to know the internal workings of the
system to participate in the test. Adopting this methodology ensures that evaluation
is conducted from the user’s viewpoint, that non-technical participants can participate,
and that participants are not expected to have systems development skills or any

technical knowledge (Verma et al. 2017).

8.2.1 Experimental Approach and Setup

To conduct the evaluation, five key activities were carried out as follows:
i. ldentify applications to evaluate

Eight candidate MFS solutions were identified for evaluation based on the following

criteria:

» MFS services must have been offered for at least a year. This was to ensure
all candidate MFS are stable applications that were not just introduced to the
market

= All participants should have access to the product. This was to enable a
seamless evaluation process

= The MFS should be available on Android and 10S. This was to examine the
difference in behaviour on both mobile operating systems during the

evaluation.

Four of the identified MFS were offered by conventional banks while the other four

were fintech products.
ii. Develop evaluation tool

To conduct the evaluation, it was important to convert the heuristics to a language
that would be understood by the testers. To that effect, a test script was developed

to guide the process. The expected outcome from the test should be a pass (P), a
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fail (F), or a partial pass (p). The detailed test script is attached in Appendix V of this

thesis.

iii.  Recruit participants
Four participants were recruited to participate in the evaluation. While all participants
had at least an undergraduate degree, two of the participants were users who had no
technical know-how, while the other two were experts in cybersecurity and quality

assurance.

iv.  Setup and conduct evaluation

The evaluation was conducted via Zoom to manage costs due to the geographical
location of the participants and the cost and time implication of bringing them under
one roof. The participants were briefed on the objective of the evaluation and what
was expected of them. During the first session, the details of the twelve heuristics and
the test script were explained to them. The researcher also provided answers to all
the questions they raised. The evaluation was conducted over 3 sessions across one

week. Each session lasted 30 minutes on average.

v.  Document findings

The process and findings of the evaluation were then documented. An extract of this

is presented in the next section of this thesis.

8.2.2 Results from Evaluation Exercise

In all, 75 cases were tested for two major mobile operating systems, iOS and Android,
making it a total of 150 distinct test cases. Of the 150 test conditions, 46 tested
functional requirements, 44 tested non-functional requirements, 38 tested technical
requirements and 22 tested transitional requirements. In terms of priority, based on

the MoSCoW methodology, 108 of the test cases were Must Have, 34 were Should

Have and 8 were Could Have. Table 8.5 provides a summary of the UAT.

Requirement Priority
Heuristic Type # Tested MoSCoW No. Total Test

Functional 4 Must Have 10
. Non-Functional 4 Should have 2

1 Integrity 14
Technical 6 Could Have 2
Transitional 0 Won't Have 0
Functional 4 Must Have 10

2 Proportionality Non-Functional 8 Should have 8 20
Technical 8 Could Have 2
Transitional 0 Won't Have 0

3  Transparency  Functional 4 Must Have g 10
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Requirement Priority

Heuristic Type # Tested MoSCoW No. Total Test

Non-Functional 2 Should have 2
Technical 4 Could Have 0
Transitional 0 Won't Have 0
Functional 2 Must Have 6

4  Empowerment Non-Functional 4 Should have 6 14
Technical 2 Could Have 2
Transitional 6 Won't Have 0
Functional 4 Must Have 8

5 Identity Non-Functional 2 Should have 0 8
Technical 2 Could Have 0
Transitional 0 Won't Have 0
Functional 4 Must Have 12

6 Reliability Non-Functional 6 Should have 4 16
Technical 2 Could Have 0
Transitional 4 Won't Have 0
Functional 4 Must Have 18

7 User Support Non-Functional 4 Should have 2 20
Technical 6 Could Have 0
Transitional 6 Won't Have 0
Functional 4 Must Have 4

8  Accessibility Non-Functional 0 Should have 0 4
Technical 0 Could Have 0
Transitional 0 Won't Have 0
Functional 4 Must Have 6

9 Authenticity Non-Functional 2 Should have 0 6
Technical 0 Could Have 0
Transitional 0 Won't Have 0
Functional 4 Must Have 8

10 Compliance Non-Functional 4 Should have 2 10
Technical 0 Could Have 0
Transitional 2 Won't Have 0
Functional 4 Must Have 10

11 Alignment Non-Functional 4 Should have 4 16
Technical 4 Could Have 2
Transitional 4 Won't Have 0
Functional 4 Must Have 8

12 Freedom Non-Functional 4 Should have 4 12
Technical 4 Could Have 0
Transitional 0 Won't Have 0

Total 150

Table 8.5: UAT Summary

Test results show that the compliance metric has the highest pass rate, with 100% on
both platforms, indicating that the systems fully meet the set standards in this regard.

However, participants noted that the basic compliance test was based on input
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validation and user support. Compliance with coding principles would require access
to the codes which should be incorporated into unit tests and system tests where the

objective is a white-box testing of internal structure before exposure to the users.

Freedom has the highest failure rate on both platforms, with a 13% failure rate, which
is considerably higher than other metrics. The pass rate for most metrics is quite high,
mostly above 80%, indicating a generally good performance on both platforms. For
reliability, Android (84%) and iOS (83%) have similar pass rates, but iOS has a higher
partial pass rate (14%) compared to Android (11%). It was noted though, that some
of the apps only show the history of successful transactions not failed transactions,
while one of the fintech apps shows all. The bank apps only show when a transaction

is reversed, not when it fails.

User support and accessibility have identical distributions of pass, partial pass, and
fail percentages on both platforms. For user support, it was noted that two of the
fintech-based apps have prompts that assist with walk-throughs and make
onboarding more seamless and more interactive than conventional bank mobile apps.
Furthermore, taking a screenshot from the two fintech apps can be enabled and
disabled, but not all the apps have that capability. It was observed that no in-app
capability was fully functional in any app. However, assistive tools available via OS
could be used by the apps. For instance, Google Assistant can open the app, but
cannot be used to perform further in-app tasks as there is a boundary of authority
within device tools and apps. Participants agreed that in-app accessibility functions
are required and a separate requirement for that should be developed to address that.
It was also recommended that a backend integration of some OS assistive tools and
the apps should be considered subject to the suitability of license requirements from

the solution provider.

For transparency and identity, it was noted that iOS has a slightly better performance
concerning the pass rate in these metrics compared to Android. However, participants
believe the influence of the network carrier on the results should be examined to

further validate this conclusion.

When testing for authenticity, it was noted that apps should always call the server for
authorisation, and client-side checks should be discouraged. Session expiring time
was used to check app compliance with server-side checks. Only one of the bank
apps did not time out when examined. One app timed out after a minute and 20
seconds of inactivity, another timed out after 60 seconds of inactivity, one of the apps

took 3 minutes to become inactive, and the status of others was not immediately
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known until a new transaction was attempted, then the system challenged the user

for login credentials.

What should be more secure and what should be more usable was a constant
conversation throughout the test. For instance, as soon as the testers log on to some
of the apps, the transaction history appears automatically. Some of the participants
believe another level of access should be required for that, while others believe it is

okay as it is.

Feedback from the app store revealed certain facts about customer frustration on the
app. It was observed that the last updated version of MF2 was 8 months before the

date this study was conducted.

A detailed analysis of the freedom metric is recommended to understand the reasons

behind the high failure rate and to formulate strategies to improve in this area.

Participants noted that it might be beneficial to closely scrutinise and perhaps
enhance the testing parameters for metrics such as reliability which show higher

partial pass rates, to possibly push those towards a full pass.
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is in

Table 8.6 provides an extract of the UAT test script. The detailed text script

Appendix V
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Table 8.6: Test Script Extracts Showing Some Output from Android Test for Integrity
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8.4 CHAPTER SUMMARY
This chapter demonstrated how the artefact developed as part of this thesis was

applied to real-life case studies. The first case study demonstrated how the heuristics
can be integrated into the MFS application development process through a hackathon
that saw the participation of 144 teams with 10 finalists and 9 minimum viable
products demonstrated. Key lessons and learning from the process were highlighted
and would serve to strengthen the process going forward. Furthermore, the second
case study involved using heuristics to conduct black-box user acceptance testing by
evaluating 150 test cases. Key findings and recommendations from the study were

also highlighted.

This chapter addressed the last objective of the thesis; Objective 5: To exploit and

disseminate the validated solution including recommendations.
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CHAPTER NINE: DISCUSSION

This thesis examined cybersecurity challenges in mobile financial services by

conducting a state-of-play study on MFS security, conceptualising the problem space,

developing a solution, and using the solution to solve a real-world problem.

In this chapter, a synthesis of the result presented in this thesis is analysed and

presented along with a summary of the key findings from the studies conducted, and

how it addresses the problem statement and research questions raised in Chapter

One of this study. Furthermore, the chapter highlights the process followed during the

studies and the lessons learned from the experience.

9.1 SUMMARY OF KEY FINDINGS
Eight studies were conducted as part of this PhD addressing various elements of the

research questions and thesis objectives. Table 9.0 shows the summary of the

studies conducted.

their
on usable

impact

security

# | Study Description Methodology | Sample Size Outcome
Mobile Leveraged Soft system | 35 Developed  soft
Financial human factor | methodology, system model of
Services approaches interpretive MFS STS and
Sociotechnical | to understand | structural identified  about
System cybersecurity | model 269 cybersecurity

issues  and problems in MFS
the objective STS

of how to

address them

2 | End-user Examined Survey, 698 Identified usable
Usable how user | principal security
Security behaviour component behaviours of
Behaviour impacts analysis users and usable

usable security factors
security in
MFS

3 | Usable Examined Semi- 37 Identified usable
Security usable structured security  factors
Design  and | security interview, from a DevOps
Development | development | thematic perspective
Practices practices and | analysis
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Developing Developed Requirement | 5 Validated
Usable and validated | Analysis, requirements
Security requirements | MoSCoW
Requirements | based on
For MFS data collected
from previous
studies
Development | Developed Literature 698 (iteration 1), | Developed and
of Usable | heuristics to | review, semi- | 37 (iteration | validated 12
Security address structured 2),14(validation) | usable  security
Heuristics usable interview heuristics
security
issues in MFS
Hackathon Implemented | Hackathon 44 teams with | Feedback and
Case Study 12 usable 10 finalists recommendations
security on how to
heuristics in integrate usable
developing security heuristics
MFS through into MFS design
a hackathon and development
Black-box Used 12 | Black-box 4 Usable security
Testing Case | heuristics to | testing problems and
Study evaluate the recommendations
usable
security
readiness of 5
MFS
solutions
Usable Developed MoSCoW, 5 Results of
Security requirements | Thematic evaluation of
Consideration | for the | Analysis usable  security
for the Visually | evaluation of readiness for 5
Impaired MFS MFS solutions
readiness for
the Visually
impaired

Table 9.0: Summary of Findings

The first study leveraged human factor approaches to examine the cybersecurity
problem in mobile financial services sociotechnical systems from the viewpoint of

stakeholders in the ecosystem. The second study leveraged a quantitative study to
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analyse the usable security behaviour of 698 respondents to identify factors that can
improve usable security. Similarly, the supply-side study of 37 participants comprising
DevOps members and chief information technology officers was carried out to identify
developer practices and their impact on the usable security of MFS. Through an
iterative approach, 12 usable security heuristics together with recommendations on
how to apply them were derived based on the studies conducted and a review of
relevant literature. These heuristics were applied in a hackathon competition to
demonstrate how they can be used in developing usable secure MFS and were then

used to evaluate the usable security conditions of existing systems.

The rest of the chapter presents an analysis of the synthesis of these studies and

how they address the research objectives.

9.2 MOBILE FINANCIAL SERVICES SOCIOTECHNICAL SYSTEM
The human element has been identified as the weakest link in cybersecurity. In a

quantitative study of 462 participants, to investigate the nature of the weakest link
based on participants' cybersecurity judgment on 16 scenarios, 23% of the
participants had a correctness score of 50% or less and were termed the weakest of
the weakest (Yan et al. 2018). Similarly, in a systematic literature review that was
conducted, it was noted that unlike in the past when there was a more technology-
based study on cybersecurity, there is increasing interest among computer science
researchers in the human aspect of cybersecurity. The human factor study covers
three key areas; user characteristics, cybersecurity system aspect, and usable
systems. Furthermore, the multidimensional aspect of cybersecurity together with the
need for a mix of sociotechnical features that protect users need to be put in place
(Rahman et al. 2021). Similar to the findings from the literature, our study revealed
that various strong technology countermeasures to improve cybersecurity in mobile
financial services exist (Kunda and Chishimba 2018; Ibrahim et al. 2019). Despite the
presence of these countermeasures, mobile financial services vulnerability leading to
actual financial loss still exists Odueso (2022) and Khandelwal (2017), buttressing the
consensus among cybersecurity professionals that security depends on people more

than on technical controls and countermeasures (Benson et al.2019).

To understand the human element in MFS to strengthen cybersecurity in the system,
an exploratory study of the MFS ecosystem was conducted to contextualise the
nature of cybersecurity problems in mobile financial services, from the viewpoint of
the human element in the ecosystem, leveraging human factor approaches. Human
factor approaches guide the contextualisation of ill-defined complex sociotechnical

problems like that of mobile financial services (Pollini et al. 2022). Through
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stakeholder analysis, six stakeholder groups were identified in the MFS ecosystem.
Leveraging soft systems methodology, interpretive structural model, and expert
reviews, 269 issues together with objectives for addressing them were identified in
the MFS ecosystem. Each of the participating teams grouped the identified issues
based on their worldview. While one team grouped the issues into process-related,
technology-related, people-related, and policy-related, another group identified
issues into infrastructure-related, awareness-related, process-related, and cross-
cutting issues. Also, while one of the participating teams prioritised the need to adopt
an industry-wide approach to addressing cybersecurity issues in MFS, another team

prioritised the need for awareness of social engineering.

A consolidated soft systems model provided insight into the nature of interaction in
the ecosystem, revealing that cybersecurity in mobile financial services is a
sociotechnical problem. To be effective in addressing vulnerabilities, cybersecurity
countermeasures must consider interactions between entities in the MFS
sociotechnical system, leveraging human activity systems to link system thinking to
real-world problems. An expert review of the output of the soft systems study
emphasised the importance of improving trust and addressing concerns related to
unsecured third-party applications, irregular applications, OS updates, and
compliance-related concerns. Furthermore, they believe actions to improve
cybersecurity in the MFS ecosystem should prioritise improving trust by improving the
usability of the MFS solution. While other studies demonstrated how to conduct a
human or user-centric study of a cybersecurity ecosystem, which led to a focus on an
approach than the actor of the ecosystem, our approach provided insight into the
issue from the perspective of the users in the ecosystem, who are directly impacted
with the problem (Feth and Polst 2019). Furthermore, in examining the human factor
in cybersecurity, studies have shown that addressing it from the end-user perspective
alone might not be sufficient in addressing the issue, as supply-side actors like
developers are also affected by human weakness (Green and Smith, 2016). This
study also has consideration for that as it focuses on both supply and demand side

actors in the ecosystem.

9.3 USABLE SECURITY IN MFS
One key recommendation from the expert review of the study of the mobile financial

services sociotechnical system was the need to improve through improving usable
security in MFS. Usable security is a problematic area in the human factor study of
cybersecurity and has received some attention over the years (Garfinkel and Lipford

2014). The trade-off between usability and security and the impact of usable security
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mechanisms on users and developers are some key problematic areas in usable

security as highlighted in Chapters Two and Five of this thesis.

Designing usable security solutions has focused on gathering and fusing usability and
security requirements. To enable us to address usable security from a user viewpoint,
it was imperative to understand the drivers for end-user’s usable security decisions in
the use of MFS. Similarly, key supply-side actors like MFS developers were examined

to understand how their practices impact usable security in MFS.

An empirical study conducted on 698 MFS users reveals that user perception should
be examined when it comes to making design decisions for MFS. When asked about
the complexity of the system, only about 13% of the respondents perceived MFS as
complex, but when an analysis was conducted on several variables that measured
complexity, it turned out that about 88% of the respondents found the system
complex. Similarly, respondents claimed to have an above-average understanding of
privacy, but when their use behaviour was examined, the choices they made in the
use of MFS showed a poor understanding of privacy and its implication on security.
The impact of user perception as it affects its security, credibility, and behavioural
control has been researched (Khasawneh et al. 2018). However, this study provides
details on how perception affects usable security from the MFS user's perspective

and how it can be used to improve usable security design in MFS.

Users create their MFS “single sign-on” by either using the same logon credential for
their OS and their MFS or by saving their MFS credentials on their phones. Even
though users are not averse to security controls in the use of MFS, they are devising
unsafe means to make it easier for them to access services on their MFS. This typifies
users' reaction to security mechanisms with poor usability consideration as
highlighted in the literature (Hof 2015).

Users inherently exhibited good security behaviours. For instance, without
understanding the implications of updating their MFS application, and phone OS, the
majority of the respondents tend to upgrade their phone OS and MFS application
regularly. The study revealed a correlation between observable user behaviours in
the use of MFS with both usability and security. Though latent constructs exist that
have a direct correlation between usability and security, not all latent components
have a direct correlation with both usability and security. However, because all the
observable constructs load on each other, a direct correlation between a latent
construct and an observable construct might lead to an indirect correlation with

usability and security.
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Based on the result of this study, a one-size-fits-all solution for usable security might
not be effective in addressing the usable security needs of all users, but consideration
of various categories of users in designing security control for MFS might improve the
chances of success. Furthermore, the study revealed that understanding user
cognitive and behavioural dynamics in the use of MFS and considering them in the
security design process for MFS will lead to an MFS solution that is highly secure yet

highly usable for all categories of users.

Analysis of data obtained from the semi-structured interview conducted for 15 bank
CIOs and 22 DevOps team members reveals that MFS developers would benefit from
a documented approach on how to integrate usable security into MFS design.
Moreover, participants believe usability and security should be implemented together
to get the best results as implementing them separately would lead to an imbalance.
Furthermore, the study revealed how usable security can improve trust which is a
position supported by other literature (Khasawneh et al. 2018). The need to address
roles and responsibilities for usable security in MFS was proposed in this study. This
is to address the current situation where it is not well defined, leading to usability
issues in security mechanisms. Analysis of feedback from participants also revealed
that usable security requirements should not be restricted to knowledge of the
development team or some selected customers but incorporate input from extensive
user surveys. This was in line with the approach adopted for this study where the
requirement for usable security was developed based on data collated from user
surveys and interviews with solution providers, which led to robust requirement

documentation for usable security in MFS.

In addition to revealing the impact of users' and solutions providers' behaviours and
practices on usable security for MFS, these two studies provided the requirement for
developing usable security for MFS, which informed the development of usable

security heuristics for MFS as detailed in the next session.

9.4 USABLE SECURITY HEURISTICS
A major artefact developed in this thesis is the usable security heuristics to guide the

design, development, and evaluation of usable security in MFS. The rigorous
approach adopted enabled the development of these heuristics principles from
requirements grounded in sociotechnical considerations of MFS from the perspective
of ecosystem users. The approach adopted facilitates traceability from heuristics to
requirements which is important to ensure the implemented approach addresses the

requirement and ensures the usable security needs of end-users and experts.
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The process of the development of the usable security heuristics in this thesis
commenced with a rigorous requirement analysis approach that saw the development
of requirements from issues identified by over 700 end-users of MFS and experts.
Most requirements for usable security models proposed in the literature focus on
identifying usability characteristics and security characteristics and then fusing them
into a requirement for usable security in the domain of study (Feth and Polst 2019).
Such requirements are not traceable to real user-related issues and might not
guarantee the desired outcomes. This study, however, anchored the development of
requirement documentation from issues raised by users during the three problem
contextualisation studies carried out as part of this thesis as indicated in Table 9.1 in
this chapter. The requirements documentation provides a clear and comprehensive
set of requirements for developing usable security for MFS. The document aligns the
requirements to the needs and expectations of stakeholders including end-users,
developers, and testers, and ensures their perspectives and priorities are considered
in a truly human-centred fashion. To the best of our knowledge, this thesis presents
the most comprehensive requirement for the development of usable security
heuristics for MFS.

The development of usable security heuristics in this thesis was a challenging
endeavour for three reasons. First, no single approach exists in developing heuristics.
While some heuristics are purely from literature reviews, some refine and categorise
existing ones (Ambore et al. 2021a). This thesis adopted an approach that will
address the objective of this study. Secondly, for the heuristics to have any benefit in
practice, they must address the requirement developed in Chapter Six of this study.
As part of the heuristics development process, this thesis ensured the traceability of
the heuristics developed and the requirement it addressed as highlighted in Chapter
Seven of this thesis. Lastly, the heuristics are meant to address the negative human
condition; cybercrime affecting users of MFS. To address this issue, the developed
heuristics must be implementable. Throughout the development process, the issue of

how best to implement the heuristics was a major consideration.

The diverse location and expertise of experts in validating the heuristics ensured
various perspectives came into play and made the outcome even more robust. The
insights from the experts on how to apply the heuristics for development and
evaluation were instrumental in arriving at a final set of heuristics. Their persistent
emphasis on the need to ensure implementability ensured the researcher analysed

more critically how best to implement some of the heuristics in practice.
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To implement the heuristics a case study for live MFS development would be
required. This has implications on time and cost. Moreover, to ensure the heuristics
work as expected several developments would be required. This thesis adopted an
innovative approach to address this problem by leveraging hackathons to implement
the heuristics. The process enabled the implementation of the heuristics across
several MFS development projects within a time window better suited for the cross-
sectional time duration of this thesis, in a way that outcomes and experiences could
be easily compared. However, organising a hackathon comes with its challenges.
Participants in hackathons normally expect a monetary reward which was a challenge
as the researcher was self-funded. However, due to the value the outcome will
contribute to knowledge and practice, the choice of running a hackathon was adopted.
Partnership with the organising institution also ensured the cost burden was
managed. Through the hackathon, the thesis proved that the heuristics can be applied
in practice and that it would facilitate the consideration of usable security in the
development of MFS. Feedback from hackathon participants also further enriched the
heuristics. Furthermore, the black-box testing approach adopted in the second case
study ensured that the evaluation of usable security for MFS can be integrated into
the user acceptance testing of MFS where technical and non-technical stakeholders

can participate.

While the developed guideline addressed a need raised during the problem
conceptualisation study in Chapter Five of this thesis on the need for a guide on
usable security for MFS developers, to the best of the knowledge of this researcher,
no study has been conducted in the past that provided a guideline to integrate usable
security for MFS development and evaluation, with an additional focus for the visually
impaired user. Also, to the best of the knowledge of the researcher, this is the first
time a hackathon will be deployed as a tool to validate the efficacy of a usable security
guide. Similarly, this study is ground-breaking in how it ensured usable security
evaluation is integrated into user acceptance tests and not treated as a separate effort

outside system development.
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9.5 LESSONS LEARNT

A major lesson learned during this PhD is managing time and disruptions. This PhD
was planned to be completed within six years based on the university’s guidelines for
part-time PhD study. To ensure that the study was completed within this time window,

the researcher developed a Gantt chart as shown in Table 9.1.
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Table 9.1: PhD Gantt Chart

COVID-19 and the associated impact on movement and access to participants had a
major impact on the thesis timeline. Moreover, due to the evolving nature of the
research study, timelines were revised up to 3 times with the consent of the

supervisory team. While better risk analysis would have reduced slippages, certain
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variables were outside the control of the researcher. That said, the Gantt chart helped

in monitoring progress against planned action.

This study involved all studies conducted as part of this thesis and required some
level of expert review for validation. However, due to the restriction of movement by
COVID-19, and the impact of assembling participants in a room on cost and time,
semi-structured interviews were deployed in some instances as against a focus
group. The flexibility in the choice of methodology in line with the reality on the ground

was a very important factor in the process of this PhD

The early publication helped obtain feedback. The first conference paper published
as part of this PhD was done six months after commencement. The experience was
a practical way to improve writing and expose the work of this thesis for early

feedback, which was very helpful to the process.

Obtaining information in the financial services space was particularly challenging.
This might not be unconnected with the nature of the investigation conducted as part
of this thesis. However, key financial services regulators helped open a lot of doors
to some institutions. A clear communication of the benefit of the outcome of this thesis
helped in obtaining the necessary cooperation, not just for the financial services

sector but for other experts as well.

The cost of conducting this research was above what was anticipated by the PhD
student. While the university has a provision for some funds to support this type of
study, sending money across countries was a hindrance to accessing those funds.
As such, the researcher had to seek funds elsewhere. Understanding this before the

commencement of the studies would have helped in better planning.

While most of the lessons highlighted above were related to the process of the PhD,
others affected data collection. There were several ground-breaking works in usability
studies and heuristics evaluation between 1999 and 2012. However, due to the long
reference time frame, most of them could not be referenced in this study. Despite this
constraint, the rigorous nature of the literature review ensured that all relevant studies
were analysed and they addressed the viewpoint of these important papers that did
not meet the selection criteria. As such, their exclusion did not affect the findings of

the study in any way.

In summary, several challenges were faced during this PhD study, and vital lessons

were learned from them, some of which have been implemented.
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9.6 CHAPTER SUMMARY
This chapter highlighted key findings from the eight studies conducted as part of this

thesis. These findings were synthesised and analysed in the context of other studies,
based on which the contribution of the study to the body of knowledge and impact in
practice were highlighted. Furthermore, lessons learned and their impact on this

study were also captured.
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CHAPTER TEN: CONCLUSION AND FUTURE WORK

This thesis addressed the aim of the PhD by designing and developing usable
security heuristics to address cybersecurity problems identified through the eyes of
key actors in the ecosystem. Leveraging human factor approaches, the nature of the
problem in the ecosystems was highlighted and formed an input into developing the
requirement for the solution. Insights from MFS user behaviour and its impact on
cybersecurity in addition to MFS solution providers' practices also formed an input
into the requirement for the development of usable security heuristics for MFS.
Through innovative approaches, the artefacts developed as part of this thesis were
deployed in addressing real-world problems. The case studies used demonstrated
how usable security can be integrated into the MFS development and testing phase
for the evaluation of usable security concerns. To the best of our knowledge, the
work of this thesis is a novel contribution to addressing usable security problems in

mobile financial services.

This chapter highlights how the thesis addresses the research question and
objectives. It details the contribution of this thesis to knowledge and revisits the
landscape of usable security for mobile financial services from the commencement of
this PhD in January 2016 to date, intending to further evaluate the relevance of this
PhD in light of recent happenings, so that it can inform areas of future studies.
Furthermore, the thesis highlights the direction for future studies based on the findings
of this PhD. The chapter is then summarised to emphasise the conclusion of this

chapter.

10.1 ADDRESSING RESEARCH QUESTIONS AND OBJECTIVES
To address the aim and motivation of this study, six research questions were

developed comprising one main question (RQM) and five supporting questions (RQ1,
RQ2, RQ3, RQ4, and RQ5). “R” is an acronym for Research, “Q” stands for Question,
“M” stands for Main, and the numbers indicate the exact number of each research
question. Furthermore, the study was anchored on five main objectives and five
supporting objectives. Three of the supporting objectives were linked to achieving
objective two of this thesis, while two of the supporting objectives were linked to
achieving objective three of this thesis. The research questions and objectives were
addressed through eight studies conducted as informed by findings from the literature
review. The details of the eight studies highlighting methodologies deployed, sample
size, and key findings from the studies conducted were highlighted in section 9.1 of
this thesis. As part of the studies conducted, various outcomes and artefacts that

address the objectives of the thesis were identified. The thesis outcomes contribute
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to addressing the problems identified by the thesis and also reveal further insight into
the nature of the problem and the most cost-effective approach to implementing the
findings of this study. Figure 10.1 shows how the research questions and objectives
were addressed in this thesis.
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Figure 10.1: Addressing Research Questions and Objectives
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Figure 10.1 highlights how the thesis has addressed the main research question of
this thesis: What design principles should inform the integration of usable security

features in mobile financial services (MFS) to enhance cybersecurity?

In addition to the main question, all other research questions and objectives for this
thesis were duly addressed. Chapter Two of this study highlighted key findings of
critical analysis of literature as it affects cybersecurity in MFS. The chapter addresses
RQ1 and Research Objective 1 which were focused on understanding the state of
play in cybersecurity for MFS. Also, a major work conducted as part of this thesis was
the contextualisation of the problem space, to enable the understanding of
cybersecurity in MFS from the perspective of the users in the ecosystem. The findings
of the three studies conducted as part of this were published in Chapters Four and
Five of this work which both addressed RQ2 and Research Objective 2 of this thesis.
Similarly, RQ3 and 4 and Research Objectives 3 and 4 examined how to develop
requirements for usable security heuristics, develop the heuristics, and validate the
heuristics. Chapters Six and Seven of this thesis address questions raised by RQ3
and 4. It also addresses objectives 3 and 4 of this thesis. The requirement for the
solution that addressed RQ3 was developed in Chapter Six based on input from
preceding chapters. The development of the usable security heuristics in Chapter
Seven addressed RQ4. Objectives 4 and 5 of this thesis were also addressed in
Chapters Six and Seven of this thesis. RQ5 and the last research objective of this
study were both addressed in Chapters Eight and Nine of this thesis. While Chapter
Eight demonstrated how the developed solution can be applied in addressing a real-
world problem through a hackathon and black-box testing activities, Chapter Nine
provided an additional recommendation for all the artefacts. In addressing the
research questions and objectives of this thesis, key outcomes in the form of artefacts
and transitional outcomes were developed. The main artefact is the set of usable
security heuristics that were developed. The requirement documentation in Chapter
Six and the usable security requirements for the visually impaired in Chapter Eight of
this thesis are the two other artefacts developed. The soft systems model in Chapter
Four, and the hackathon and UAT in Chapter Eight, are part of the transitional

outcomes from the thesis.

This section has highlighted how the thesis addressed all the research questions and
objectives of this PhD study. The lessons learned from the process have been

documented in Chapter Nine of this thesis.
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10.2 REVIEWING CONTRIBUTION TO KNOWLEDGE
This study highlights key contributions to the body of knowledge, as highlighted in the

abstract and section 1.5 of this thesis.

C1: Provide an understanding of socio-technical factors in mobile financial

services and their impact on usable security

This study adopted a sociotechnical approach to explore usable security problems in
the mobile financial services domain. It has been argued that usable security should
have a consideration for how various stakeholders in the ecosystem engage with
security features within a sociotechnical context rather than isolating user-related
issues from technical issues (Abu-Salma et al. 2017). Moreover, it was opined that
the importance of sociotechnical factors has often been neglected in usable security,
making it difficult to implement a solution that will address stakeholder-related
concerns (Krombholz et al. 2019). This thesis addressed this gap by ensuring usable
security in MFS while considering the concerns of stakeholders in the ecosystem. By
providing an understanding of each group’s perspectives, this thesis adds depth to
the literature, highlighting how MFS stakeholders’ perspectives of usable security
influence their behaviours and practices. Also, this PhD thesis addresses a critical
gap by providing a strong foundation for future usable security research to adopt a
sociotechnical approach in developing solutions that have consideration for diverse
stakeholder worldviews. The details of this contribution have been discussed in
Chapter Four of this PhD thesis. It has also been published in one journal and two

conferences, highlighted in section 1.7 of this PhD thesis.

C2: Provide empirical evidence of the impact of user behaviour and DevOps

practices on usable security in MFS:

This contribution focused on providing an understanding of user behaviours and
supply-side practices that impact usable security in MFS. The complex relationship
between user interaction with mobile security measures and the practices of DevOps
players necessitates a thorough investigation to enhance usable security for MFS.
Furthermore, this contribution addresses how end-users and DevOps players interact
with security mechanisms in MFS, including their motivations, behaviours,

challenges, and compliance tendencies.

The unique contribution lies in the combination of user behaviour analysis with
DevOps practices, providing a comprehensive perspective on the ecosystem of MFS
security, closing the gap on the need for a usable security measure that takes into

cognisance user behaviour, as highlighted by (Lennartsson et al. 2021; Alturki and
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Gay 2019). The study underscores the need to consider end-user perspectives and
systems implementation (Lessa and Etoribussi 2023). Through this contribution, this
study identifies usable security considerations for MFS from the standpoint of

ecosystem players.

This contribution provides a holistic view that integrates both the user and supply-side
perspectives of usable security in MFS. Addressing these aspects adds to a nuanced
understanding that bridges gaps identified in other studies, such as those focusing
solely on user behaviour or system design. This comprehensive approach makes this
a valuable resource for developing MFS systems that are both secure and user-
friendly, setting a precedent for future research and implementation in the field. The
details of this contribution have been highlighted in Chapter Five of this PhD thesis
and published in the proceedings of the British Human-Computer -Interaction (HCI)

conference as highlighted in section 1.7 of this PhD thesis.
C3: Develop and validate usable security heuristics for MFS

This contribution centres on the development and validation of usable security
heuristics specifically tailored for MFS. It addresses a significant need in the field of
mobile finance and cybersecurity. This contribution addresses a gap in current
research and practice that often struggles to address the trade-off between usability
and security, as highlighted in section 2.6 of this study. The heuristics would facilitate
evaluations that ensure security features are accessible and intuitive and do not
overly burden the end-user. The validation of these heuristics was a crucial aspect of
this work, lending empirical support and credibility to their applicability. This validation
ensures that the heuristics are not only theoretically sound but also practical and
effective in real-world scenarios, making them reliable input for designers and
developers of MFS when compared to other purely theoretical models or models that
treat usability and security in isolation (Feth and Polst 2019). Developers of MFS now
have a validated set of heuristics to guide their work, ensuring that security is not
compromised for usability and vice versa. This can lead to better-designed systems

that reduce user error and enhance usable security in MFS.

The need for an approach that caters to both usability and security is well-
documented in academic and industry circles, as highlighted in Chapter Two of this
study. This contribution directly addresses this need in the context of MFS. It builds
usable security requirements from literature and stakeholders in the ecosystem. By
providing a set of heuristics that are validated and practical, this contribution supports

better development practices that can improve usable security in MFS. The details of
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this contribution have been highlighted in Chapters Six and Seven of this PhD thesis

and have been published as highlighted in section 1.7 of this thesis.

C4: Demonstrate real-world application of heuristics through hackathon and

black-box testing:

This study provides a structured way to incorporate previously developed usable
security heuristics into the design process of MFS. It does this in a test-and-learn
environment through a hackathon, exploring participants' creativity. This integration
facilitates a cohesive method where designers and developers can apply these
principles during the creation phase and also use them to evaluate existing systems
for potential usability and security improvements. This study addresses the lack of an
overarching approach to integrating usable security heuristics in MFS by unifying the
developed heuristics into a comprehensive system applicable throughout the design
process (Realpe-Mufioz et al. 2017). The uniqueness of this contribution lies in its
ability to operationalise usable security heuristics within the context of MFS. As the
mobile financial landscape continues to evolve. It addresses critical gaps in the
current literature by providing a structured, validated approach that aligns with user-
centric design principles and requirements grounded in literature and feedback from

users and developers of MFS.

The tool developed embodies principles of usable security by providing features that
guide users through secure practices without added complexity, help developers
integrate these principles seamlessly into their design processes, and assist
evaluators in assessing the usability-security balance in existing systems. This
comprehensive approach ensures that all major stakeholders involved in MFS benefit
from a structured and unified methodology. The tool addresses the challenge users
may encounter with security mechanisms that could hinder their interaction with the
system; it would also assist developers who might struggle to implement security
features. While the need for such tools has been identified, none exist to address the
need of MFS developers (Galanska 2017).

The significance of this contribution lies in its potential to tackle a usable security
problem in MFS that affects multiple stakeholders. The details of this contribution

have been highlighted in Chapter Eight of this study.
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10.3 EVOLUTION OF RESEARCH AREA: 2016 TO 2024
This part-time PhD thesis commenced in 2016. As part of the effort of the researcher

to ensure the research outcome remains relevant in light of the ever-evolving
cybersecurity landscape for MFS, the researcher conducted a periodic review of the
landscape. This section highlights changes in the landscape from the inception of this

PhD study till date and its impact on the outcome of this thesis.

Between the years 2016 and 2018, there was a research focus on addressing
cybersecurity concerns through addressing usable security for developers. For
instance, while highlighting the gap between theoretical solutions for security and
actual vulnerability, adopting a human factor approach was recommended for
addressing usable security problems. The author proposed the development of an
approach that would improve usable security for the developers (Acar et al. 2016).
The need to leverage a human-centred approach to address usable security concerns
for developers was an active research topic during this review period (Green and
Smith 2016; Mindermann 2016; Smith 2016; Feth et al. 2017; lacono and Gorski
2017; Realpe-Mufioz et al. 2017). Researchers still retain an active interest in
addressing usable security concerns for developers to date as demonstrated by
activity in the research landscape from 2019 to date, making it a very important
research gap (Ambore et al. 2021a; Chowdhury et al. 2021; Gutfleisch et al. 2022;
Nadeem et al. 2022; Gorski et al. 2022).

Various studies related to cybersecurity in mobile financial services were also
conducted during the period under review. Some of the studies focused on
addressing the problem from a country-based perspective. For instance, a survey of
414 MFS users in Thailand was conducted to understand the relationship between
cybersecurity awareness and other variables that affect MFS security (Limna et al.
2023). Similarly, a study focused on addressing the MFS adoption barrier from a
merchant viewpoint was conducted in Malaysia. While the exploratory study did not
propose a solution to addressing cybersecurity issues, it nonetheless identified this
as a key barrier to adoption (Moghavvemi et al. 2021). In the same vein, a study of
191 MFS users 55 years old and above highlights the impact of the perception of
cybersecurity risks and the adoption of MFS amongst the elderly in the UK (Hanif and
Lallie 2021).

In addition to the areas highlighted above, research on how to address cybersecurity
in MFS has been examined during the time under review, seeking to address

concerns related to human factors and technology-related concerns.
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While the effort to address cybersecurity concerns in MFS has remained an active
research interest, the problem still exists. The screenshot from Figure 10.2 below
shows some issues from a current cybersecurity-related issue with some mobile
applications which can be addressed by the application of the 12 usable security
heuristics. The first two images show customer feedback arising due to issues related
to the lack of implementation of integrity, one of the 12 usable security heuristics in
Chapter Seven of this thesis. The third image shows issues that arise due to a lack
of adherence to the principle of the authenticity usable security heuristics in Chapter
Seven. Some part of the image has been greyed out to protect the identity of the

financial institution and the user.
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Figure 10.2: Usable Security Issues Still Exist in MFS

In the preceding paragraphs in this section, it has been demonstrated that despite the
effort put in place by other researchers, the findings of this PhD study remain relevant

in addressing usable security concerns in MFS in light of current realities.

10.4 ADDRESSING STUDY MOTIVATION

A major benefit of addressing the cybersecurity challenge in MFS is to improve trust
and adoption in the way it will address a negative human condition where over 1.2
billion people globally cannot live up to their potential because they lack access to
secure financial services. The work and outcome of this thesis have presented a tool
for auditors to examine the suitability of MFS for use in terms of usable security.
Furthermore, user involvement in the evaluation process will facilitate better
conversations and agreement between the end-users and supply-side actors
regarding the measurement of satisfaction rating on usable security readiness of
MFS, further boosting trust. The integration of the heuristics in the application

development process will enable developers to increase focus on cybersecurity
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concerns that deter users from adopting the system. Based on feedback from
developers during the hackathon exercise conducted and reported in Chapter Eight
of this thesis, the heuristics also serve as a tool for cybersecurity awareness for

solution developers.

The approach to address inclusivity in cybersecurity by considering user segments
like the visually impaired and the focus on various types of users through the

proportional heuristics principles also facilitates adoption and trust in MFS.

10.5 LIMITATION
This PhD thesis has contributed to the existing body of knowledge in theory and

practice as enumerated in section 10.2. However, due to the time limit of the studies
and other constraints, the study has some limitations that can be examined for

possible future studies.

This PhD thesis draws its findings from the worldview of stakeholders within a specific
geographic context. As such, it might be limited in scope and might not fully address
usable security challenges in MFS in other jurisdictions. While the validation of
heuristics and DevOps semi-structured interviews draw from experts from several
countries, the end-user data may reflect country-specific user behaviours, practices,

and environment-specific constraints.

Due to the cross-functional nature of this study and the methodology adopted,
surveys were deployed for end-user data collection. While insight from the survey
provided important insight into specific MFS usable security user behaviours, the self-
reporting nature of surveys might lead to bias. Furthermore, users may not accurately
report certain behaviours due to a limited understanding of security and usability
terms. Also, supply-side actors like bank chief information officers (ClOs) who
participated in the semi-structured interview might not be comfortable sharing
information useful to the study due to the fear of unwittingly sharing company trade

secrets or making the company's process or product look vulnerable.

While this PhD thesis adopted a robust theoretical approach in developing usable
security heuristics that incorporated user perspectives based on findings from
literature and end-user surveys, users were not involved in the validation of the
heuristics, which was mostly expert-driven as the cost and time required are above
the time limit and budget of this PhD. Also, the experimental design approach adopted
enabled the demonstration of how usable security heuristics can be integrated into

MFS development. While the thesis argued that existing heuristics were not suitable
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for addressing usable security in the MFS context based on the reasons articulated
in Chapter Seven of this study, this thesis did not compare the new heuristics side

with the existing heuristics in a practical demonstration due to time constraints.

Usable security challenges from emerging areas like Al-generated phishing attacks
and malware and the impact of emerging technologies like blockchain and
decentralised financing on MFS development practice were not in-scope for this
study. Similarly, a detailed study of the impact of privacy on usable security for MFS

was also not in-scope for this study.

Furthermore, while conducting hackathons and black-box testing provided useful
insight, this study did not explore practical observation of MFS by users over time to
observe certain behaviours and practices, as it would require time and resources
beyond this PhD limit.

The nature of this PhD involved some resource-intensive processes like conducting
a hackathon, which led to huge additional expenses not planned for this study.
Furthermore, COVID-19 affected data collection planning as semi-structured

interviews, in some instances, replaced focus group meetings.

Addressing these limitations would strengthen the findings and recommendations of

this PhD and provide additional insight into how it can be applied.

10.6 FUTURE WORK
This PhD thesis provides a robust foundation for understanding usable security

problems in MFS and how to address them. However, the findings of the PhD study
can be further strengthened through future studies examining certain limitations of
this PhD.

A longitudinal study to evaluate the usable security heuristics in a real-world
environment will provide an opportunity to leverage observational data collection
approaches to complement survey data by providing new insight from participants,
mitigating the risk of self-reporting data and biases from surveys and interviews. An
observational data collection approach would enable real-time tracking of user
behaviour under various experimental conditions. It will also facilitate the comparison
of the new heuristics with existing ones in a real-world scenario. Also, future efforts
would benefit from conducting end-user studies across various countries to test the
generalisabilty of the findings of this PhD study. This might reveal how cultural biases,
country-level regulations, social norms, and practices affect usable security in MFS.

The findings of such a study would make the heuristics more globally applicable.
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Furthermore, future studies should consider end-user involvement in the heuristic
validation process, which can further serve as a validation of MFS usable security

end-user behaviour.

Heuristics developed were applied in a hackathon, which largely leveraged Agile
software development methodology, the predominant methodology for MFS
development. Future studies will seek to apply the heuristics in a waterfall
development methodology. Chapter Two of this thesis examined zero trust, which
encourages the continuous verification of trust entities. Future studies would benefit

from the cognitive workload of this model on usable security in MFS.

In addressing usable security challenges for developers, it was important to ensure
that the heuristics provided do not add to developers’ workload, introducing a
secondary usability problem. Future studies would examine the impact of adding
usable security heuristics for MFS development on the cognitive workload of
developers. The startup ecosystem would benefit from applying the usable security
heuristics to facilitate the development of secure solutions in the fintech space, and
future work could explore integrating the process into an industry and a regulatory
sandbox environment. Furthermore, Central Bank Digital Currencies (CBDC) are
gaining prominence, with live implementations in countries like Nigeria. One of the
characteristics of CBDC that facilitates financial inclusion is smart contracts to
programmable money. Future studies would seek to leverage the heuristics to
evaluate usable security in smart contracts. User acceptance testing (UAT) is the last
test conducted before deployment. The black-box test conducted as part of this thesis
was user acceptance testing. Future studies would investigate how the heuristics can
be deployed in white-box testing for unit and system tests. This would enable the
developers to fix any gap and reduce the effort, time, and cost needed in conducting
UAT. Other areas of future research focus are the extension of the heuristics to
address the need for hearing impairment and how to develop capacity-building

programmes on usable security for MFS developers.

10.7 CHAPTER SUMMARY
This chapter highlighted how the thesis addressed all the objectives and research

questions of this study. Taking a chapter-by-chapter approach, the chapter showed
how each chapter contributes to addressing the research objectives and major
outcomes of this thesis. Furthermore, the chapter highlighted the contribution of the
thesis to the body of knowledge and practice. Similarly, the chapter demonstrated

how the research addressed the motivation for this PhD. Examining the research
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landscape since the commencement of the PhD study, the relevance of the findings
of this study in light of current realities was established. Also, the chapter presented
the limitations of the thesis and the process undertaken to conduct the work of the

thesis. The chapter concluded by providing a direction for future work.
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Appendix I: MFS Sociotechnical Study

Financial Services Requlator

Participant profile

e 1 Payment System Expert

1 Mobile Financial Services expert

1 Banking Compliance and Surveillance Expert

1 Official of ePayment Security Committee

Soft Systems Approach Output:

1 Financial Inclusion representative

Figure A1: Photograph of Rich Picture by FS Regulator Group Focus Group (personal
collection 2017)

Root Definition:

An industry-wide information security operations centre that will facilitate information
sharing on cybersecurity incidences by participants (all stakeholders in financial
services) in order to minimise the risk of cybercrime and boost end-user confidence

in the financial sector
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C: End-User

A: Central Bank, Banks, Technology Service Providers, Cybersecurity Experts, Law
enforcement, Judiciary

T: Information Security Operations Centre

W: Information security operations centre will facilitate collaboration in combatting

cybercrime
O: Bankers Committee
E: Financial Services Sector

The final task for the soft system approach was for the group to come up with a
conceptual model based on the root definition. Figure below shows the model.

Conceptual Model (CM):

Figure A2: Photograph of CM by FS Regulatory Focus Group (personal collection 2017)

IW Output by FS Group

P1: FI

1. Lack of sufficient user awareness
2. Telecommunication infrastructure challenges
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P2:

P3:

3. Regulatory gaps due to unaligned regulatory perspectives between the
monetary authority and telco regulator
4. Lack of stringent KYC requests to accommodate the unbanked
5. Lapses in SIM registration process
6. International Monetary transfer might be used for money laundry or terrorism
financing
7. Cross border nature of funds transfer might cause regulatory gaps that might
lead to cyber crime
SS
1. Vulnerability introduced in the system due to weaknesses in USSD technology
2. Data privacy concerns hindering investigation
3. Implementation model might impact monetary policy
4. Regulatory gap (no regulation for internal payment wallet)
5. Low capitalization by MMO
6. Insufficient cybersecurity awareness campaign by banks for Mobile banking
users
BSD
1. Poor cyber risk management and oversight from board of directors down
to middle management
2. Top management focus more and business strategy and profitability and
give little or no consideration for effective enterprise-wide cybersecurity
programme
3. Lack policies and procedures for establishing appropriate accountability
and oversight
4. Poor cybersecurity controls by banks
5. Lack of trainings and sensitization to address the practices and processes

the banks uses to protect assets, infrastructure, and information
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P4:

P5:

10.

11.

12.

Lack of process for continuous, automated protection and monitoring by

banks
Lack of capability for threat detection

Lack of sufficient threat Intelligence and Collaboration by financial services

sector

Lack of external dependency management of technology assets and

information
Lack of cyber-Incident management process

Lack of rigorous emphasis on cyber resilience in technology dependent

process implementation

Lack of capability to ensure compliance to technology standards

Payment System

1.

Security of mobile wallet not circumspect

2. Least KYC approach (Phone number, name and address only) might
encourage fraudsters

3. Deviation from guidelines during implementation might open up to process to
fraud

4. The anonymity of mobile phone-based transactions might be an incentive for
money laundry

5. Lack of skills by regulators to enforce compliance

BPS

1. Vulnerability in USSD might be exploited

2. Drop sessions due to restrictions from telcos might be exploited to perpetuate
fraud. For instance, a USSD session in Nigeria last only 120 seconds

3. Clone apps for mobile banking exist in some app’s stores. Unsuspecting
users might fall prey and be defrauded

4. Services outage by telcos might cause a vulnerability in the system
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5. Service downtime with Mobile Money Operators might cause a vulnerability

in the system

6. Lack of an end-to-end BCP for the ecosystem might lead to a vulnerability

7. Lack of proper reconciliation by Mobile Money Operators (MMO) might lead

to cyber crime

8. Delay in reconciliation between e-float and actual bank balance by MMO

might lead to cyber crime

9. Unsuspecting users can be defrauded via sperm SMS or call

Grouping of Issues

Process

People

Lack of stringent KYC request to

accommodate the unbanked

Insufficient cybersecurity awareness
campaign by banks for Mobile banking

users

Poor cyber risk management and oversight
from board of directors down to middle

management

Top management focus more and business
strategy and profitability and give little or no
consideration for effective enterprise-wide

cybersecurity programme

Lack policies and procedures for
establishing appropriate accountability and

oversight
Poor cybersecurity controls by banks

Lack of trainings and sensitization to
address the practices and processes the
banks uses to protect assets, infrastructure,

and information

Lack of process for continuous, automated
protection and monitoring by banks

Lack of sufficient user awareness

Lack of stringent KYC request to

accommodate the unbanked
Lapses in SIM registration process
Lack of capability for threat detection

Lack of capability to ensure compliance to
technology standards

Lack of skills by regulators to enforce

compliance

Unsuspecting users can be defrauded via

sperm SMS or call
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Lack of capability for threat detection

Lack of sufficient threat Intelligence and

Collaboration by financial services sector

Lack of external dependency management
of technology assets and information

Lack of cyber-incident management

process

Lack of rigorous emphasis on cyber
resilience in technology dependent process

implementation

The anonymity of mobile phone-based
transactions might be an incentive for

money laundry

Lack of an end-to-end BCP for the

ecosystem might lead to a vulnerability

Lack of proper reconciliation by Mobile
Money Operators (MMO) might lead to

cyber crime

Delay in reconciliation between e-float and
actual bank balance by Mobile Money

Operators might lead to cyber crime

Technology

Regulation

Telecommunication Infrastructure

Challenges

Vulnerability introduced in the system due

to weaknesses in USSD technology
Lack of capability for threat detection
Vulnerability in USSD might be exploited

Drop sessions due to restrictions from
telcos might be exploited to perpetuate
fraud. Forinstance, a USSD session in

Nigeria last only 120 seconds

Regulatory gaps due to unaligned
regulatory perspectives between Monetary

authority and Telco regulator

International Monetary transfer might be
used for money laundry or terrorism

financing

Cross border nature of funds transfer might
cause regulatory gaps that might lead to

cyber crime

Data privacy concerns hindering

investigation
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Clone apps for mobile banking exist in Implementation model might impact
some app’s stores. Unsuspecting users monetary policy

might fall prey and be defrauded
g prey Regulatory gap (no regulation for internal

Services outage by telcos might cause a payment wallet)

vulnerability in the system o
Low capitalization by MMO

Service downtime with Mobile Money o .
Lack of sufficient threat Intelligence and
Operators might cause a vulnerability in the ] ] ] )
Collaboration by financial services sector
system

Security of mobile wallet not circumspect

Least KYC approach (Phone number,
name and address only) might encourage

fraudsters

Deviation from guidelines during

implementation might open up to process

to fraud
Table A1: Grouping of Issues 1
Nominal Group Technique Output
SN | Objectives P1 P2 P3 P4 | P5 | Total
1 Ensure compliance to standards 4 1 2 4 2 13
2 Setup an industry wide cybersecurity | 3 - 4 5 5 17
operations centre
3 Ensure Deposit Money Banks 5 2 3 3 1 14
implement necessary oversight for
cybersecurity
4 Mitigate risk associated with poor - 4 5 1 4 14
infrastructure (e.g. power, internet,
technology)
5 Improve user awareness on mobile 1 5 1 2 - 9
banking security and general
technology security
6 Develop strategy for external 2 3 - - 3 8
dependence management

Table A2: Nominal Group Technique Output

Banks

Participant Profile
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All stakeholders were from ebusiness unit of their Banks. The unit has direct

responsibility for Mobile related Banking Business

Figure A3: Photograph Rich Picture by Banking Focus Group (personal collection 2017)

Based on the rich picture and one of the obvious problems in the ecosystem, the
group was requested to come up with a root definition, below was the root definition
of the group.

Root Definition:

A robust user awareness programme that will ensure end-user data security by
providing regular user education that will keep users abreast of new cyber security
threat and safe use of mobile banking, delivered by banks

C: End-user

A: Banks, Agents and Mobile Money Operator

T: Implementing a user security awareness programme

W: Regularly educating users on cybersecurity threat will mitigate end-user related

security breaches
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O: Banks
E: Mobile Financial Services environment

The final task for the soft system approach was for the group to come up with a
conceptual model based on the root definition. Figure below shows the model.

Conceptual Model (CM):

Figure A4: Photograph of CM by Banking Focus Group (personal collection 2017)

IW Qutput

P1:

1. Risk of losing phone and credentials might lead to cyber crime
2. Poor Telco service might create gaps for cyber crime

3. Lack of proper reconciliation by Mobile Money Operators between pool
funds and e-float might lead to cybercrime

4. Rise in mobile malware which can be used to compromise a phone and
access mobile banking application
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P2:

P3:

P4:

10.

11.

12.

Lack of awareness on malware by mobile banking users
Phishing and collecting data from users via social engineering
Infrastructure challenges — connectivity and power issues
Lack of system redundancy

Skill gaps in mobile banking system management by banks
Design issues- poor design of mobile banking platform

Banks driven by profitability and trading important security control for speed

to market

Interface issues between the mobile banking and payment apps and core

banking application

Lack of skills/lknowledge by user on how to protect password/passcode, PIN

etc

The risk of ignorant users sharing confidential details with agents based on

trust

Cash build up by agent and their ability to manage volume
Reconciliation problem which can be exploited

Application security loopholes that can be taken advantage of

Apathy towards internet/mobile transaction due to unresolved issues that

have arisen from past banking transaction

Insecurity of the phone being accessible by family members and friends
Unreliability of mobile operator

Lack of It skills by phone owners/users

Phone OS upgrade might not be compatible with application

Application accessibility from rural and remote areas
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P5:

7.

Interception by hacker/imposter between user and partner (vendor, bank,

merchant etc.)

Collusion between players (e.g. staff of Agent and staff of bank) to exploit

weaknesses in the system
Inoperative/non-existing controls resulting in vulnerabilities

Possibility of user’s phone been stolen leading to phone security being

breached by the thieves
Insider abuse

Mobile Money and Mobile Payment platform do not offer token and can be

spoofed

Mobile Money security depends on the channel between mobile application

and service provider. This can be compromised

Mobile wallet is unregulated and can lead to fraud

Misplacement of mobile phones
Dubious agents deliberately refusing to remit transactions

Double or multiple transactions. Users mistakenly making multiple

transactions unknowingly

Application congruence with operating system and the mobile phone
Human Ignorance of system use

Drive for better user experience on devices to the detriment of security

Trade-off between user experience and security on mobile banking apps

Ideas Grouping

Awareness Infrastructure

Lack of awareness on malware by mobile | Poor Telco service might create gaps for cyber

banking users crime
Phishing and collecting data from users Infrastructure challenges — connectivity and
via social engineering power issues

Lack of system redundancy
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Skill gaps in mobile banking system
management by banks

Lack of skills/lknowledge by user on how
to protect password/passcode, PIN etc

The risk of ignorant users sharing
confidential details with agents based on
trust

Insecurity of the phone being accessible
by family members and friends

Lack of It skills by phone owners/users

Human Ignorance of system use

Interface issues between the mobile banking
and payment apps and core banking
application

Application security loopholes that can be
taken advantage of

Unreliability of mobile operator

Phone OS upgrade might not be compatible
with application

Interception by hacker/imposter between user
and partner (vendor, bank, merchant etc.)

Mobile Money and Mobile Payment platform do
not offer token and can be spoofed

Application congruence with operating system
and the mobile phone

Process

Others

Lack of proper reconciliation by Mobile
Money Operators between pool funds and
e-float might lead to cybercrime

Inoperative/non-existing controls resulting
in vulnerabilities

Insider abuse

Mobile Money security depends on the
channel between mobile application and
service provider. This can be
compromised

Mobile wallet is unregulated and can lead
to fraud

Double or multiple transactions. Users
mistakenly making multiple transactions
unknowingly

Risk of losing phone and credentials might
lead to cyber crime

Rise in mobile malware which can be used to
compromise a phone and access mobile
banking application

Design issues- poor design of mobile banking
platform

Banks driven by profitability and trading
important security control for speed to market

Cash build up by agent and their ability to
manage volume

Reconciliation problem which can be exploited

Apathy towards internet/mobile transaction due
to unresolved issues that have arisen from
past banking transaction

Application accessibility from rural and remote
areas

Collusion between players (e.g. staff of Agent
and staff of bank) to exploit weaknesses in the
system

Possibility of user’s phone been stolen leading
to phone security being breached by the
thieves

Dubious agents deliberately refusing to remit
transactions

Misplacement of mobile phones

Trade-off between user experience and
security on mobile banking apps

Table A3: Grouping of Issues 2
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Nominal Group Technique Output

by banks

SN | Objectives P1 | P2 | P3 | P4 | P5 | Total

1 Enforce segregation of duty in Banks to 4 |4 |4 |5 |17
minimise possibility of insider abuse

2 Provide redundancy for infrastructure to 5 |3 |5 1 3 17
mitigate against service downtime

3 Eliminate reconciliation issues between Mobile | 4 1 1 1 7
Money Operators and their agents

4 Implement robust awareness programme on 3 |5 |3 |5 |4 |20
social engineering for users

5 Set up cybersecurity response units in banks 2 |2 |2 |2 |2 10

6 Ensure regular system upgrade and patching 1 3 4

Table A4: Nominal Group Technique Output 2

Unbanked or No Mobile Banking/Mobile Money Account

Participant Profile

1.

2.

B

1 Medical Doctor
1 Civil Servant
2 Students

1 Unemployed
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Figure A5: Photograph of Rich Picture by the Unbanked Focus Group (personal collection
2017)

Root Definition:

Provide information that will help customer understand how to manage phone security
and to escalate any security breach in order to improve confidence in the system

C: Customer
A: Banks, Agents
T: Information sharing

W: The more customers understand the system the more their confidence in the

system will improve
O: Banks
E: Mobile Banking and Payment

The final task for the soft system approach was for the group to come up with a
conceptual model based on the root definition. Figure below shows the model.
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Figure A6: Photograph of CM by the Unbanked Group (personal collection 2017)

IW Output

P1:

1. Lack knowledge of security skills by financial officers in banks

2. Inadequate security measures taken by users

3. Mobile Hacking and theft

4. Poor maintenance measures by users i.e leaving viruses into the device
5. Poor security measure taken by bank

6. Lack of IT skills by phone users

7. Inadequate security measures by banks
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P2:

P3:

P4:

P5:

Lack of security consciousness by users

Proximity to banking halls as soon as security breaches occur especially in

satellite towns that habit a larger population

Carelessness of the part of users

Intelligent thieves who are smarter in IT than the average population

Poor maintenance of bank appliance which lead to problems in money transfer

Carelessness on the part of the bankers

Lack of proper understanding of users’ ability by mobile banking providers
Lack of proper mobilization and orientation of the public

Lack of knowledge on the part of security agents in cases of mobile banking

scams
Lack of proper check on the customer service
lack of proper advice on internet banking security

poor access to internet service and power

Inadequate information on mobile banking
Lack of adequate power supply

Wrong usage of the service

Lack of maintenance on part of the users
Poor internet services

Lack of sufficient information on the service

Proximity to banking hall in event of a need to physically report breach

Lack of proper security checks by banks
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2. Porosity of internet leading to hacking by thieves

3. Lack of sufficient IT knowledge by bank support staff

4. Poor power supply

5. Lack of IT knowledge by users
6. Carelessness by users

7. Fear of uncertainty by users

8. Poor internet access

9. Carelessness on the part of the customer service

Idea Grouping

Banks

Users

Lack of proper mobilization and orientation of the
public

Lack of proper understanding of users’ ability by
mobile banking providers

Proximity to banking halls as soon as security
breaches occur

Poor security measure taken by bank

Lack knowledge of security skills by financial
officers in banks

Lack of sufficient IT knowledge by bank support
staff

Carelessness on the part of the customer service

lack of proper advice on internet banking security

Poor maintenance measures by users

Inadequate security measures taken by
users

Lack of IT knowledge by users
Carelessness by users
Fear of uncertainty by users

Lack of security consciousness by users

Service Providers

Hackers

Poor maintenance of bank appliance

Porosity of internet leading to hacking by thieves
Poor power supply

Poor internet access

Lack of knowledge on the part of security agents
in cases of mobile banking scams

Mobile Hacking and theft

Intelligent thieves who are smarter in IT
than the average population

Table A5: Idea Grouping

Nominal Group Techniqgue Output

231



SN

Objective

P1

P2

P3

P4

P5

Total

Improve awareness
on technology and
information security

18

Understand familiar
phone hackers’
mode of operation

18

Understand
consumer compliant
process

10

Take responsibility
for basic level phone
security

16

Capacity building of
mobile money
operation staff

13

Table A6: Nominal Group Technique Output
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Banked: Mobile Banking/Payment Account Holders
Participant Profile

All participants had functional bank account in addition:

2 were Mobile Banking use, 3 were both Mobile Banking and Mobile Payment users

Figure A7: Rich Picture “Banked” group

Root Definition:

An effective alternative banking channel that will not add additional demand of the

customer or expose customer to threat of financial loss

C: Customer

A: Banks, Agents

T: Additional Banking channel

W: Mobile Banking/Payment is an additional payment channel

O: Banks
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E: Mobile Banking and Payment

The final task for the soft system approach was for the group to come up with a
conceptual model based on the root definition. Figure below shows the model.

Figure A8: Conceptual Model “Banked” holder

IW Output

P1:

1. Negligence by users

2. Lack of knowledge of technology

234



P2:

P3:

10.

11.

12.

13.

Using weak passwords and other login credentials
Unwillingness/resistance to change

Poor feedback from Banks and service provider on fraud related concerns
Lack of trust on technology

Lack of understanding of mobile banking

Fear of the unknown as the value chain of who and who us really involved in

mobile payment and mobile banking is not clear

Lack of knowledge of mobile banking by users

Lack of sufficient knowledge on mobile banking by bank support staff
Lack of security awareness by users

Poor infrastructure power/internet

Malicious intent from hackers

Poor quality of internet service

Lack of seamless integration with other services

Lack of frequent update of system infrastructure; apps, OS etc
System unavailability concerns

Lack of seamless integration within system might open loopholes for

fraudsters
Little or not sufficient campaign by Banks of Mobile Banking
Lack of trust on banking on mobile phone

Need to share phone with others might compromise security

Lack of awareness on password protection
Lack of awareness on how to create strong passwords

Lack of awareness on password management
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P4:

P5:

10.

11.

10.

11.

Poor network connectivity
Lack of user-friendly mobile apps
Lack of awareness on mobile banking security by banks

Funds sent by users not reaching recipient because of service failure,

eroding confidence in the system
Resistance to change by users
Poor management of phones by users

Unsolicited messages to phones make users to be doubtful of real

communications from agents

Unexplained charges by banks causing fear of more charges if one uses

mobile channel

Lack of user education on password protection policies
Lack of appropriate security measures by service providers
Too many service providers

Lack of detailed investigation in existing fraud situation
Power supply downtime leading to cyber threat

Lack of trust in mobile banking app

Need to remember USSD codes for payment

Lack of secure platform by service providers

Lack of technical know-how by service providers

Lack of support from government in providing enable legislation to protect

users

Poverty making most people in the rural areas not able to afford smart

phone, using feature phone and living with the risk

1. Loss of phones while not locked
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2. Lack of tokens for mobile payment
3. Privacy worries by users

4. Poor network

5. Lack of readiness for uptake of new technology product by users

6. Increased banking demand on users and need to learn new technology

at the same time

7. Resistance to change by users

8. Lack of adequate security measures by bank to assure users of safety of

transaction

9. Inadequate security measures by service providers

10. Lack of technical know-how by bank customer services

11. Lack security awareness by banks and users

Idea Grouping

Customer

Bank/Regulator

Negligence by users
Lack of knowledge of technology

Using weak passwords and other login
credentials

Unwillingness/resistance to change
Lack of trust on technology

Lack of understanding of mobile banking
Fear of the unknown

Need to share phone with others might
compromise security

Resistance to change by users
Poor management of phones by users

Loss of phones while not locked

Poor feedback from Banks and service
provider on fraud related concerns

Lack of sufficient knowledge on mobile
banking by bank support staff

Lack of seamless integration within system
might open loopholes for fraudsters

Poor infrastructure
Malicious intent from hackers

Unexplained charges by banks causing fear
of more charges if one uses mobile channel

Too many service providers
Lack of support from government

Privacy worries by users

Mobile Money Operator

Mobile Network Operator

System unavailability concerns
Lack of security awareness by users
Lack of user-friendly mobile apps

Lack of secure platform by service providers

Poor quality of internet service

Unsolicited messages to phones
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Table A8: Idea Grouping

Nominal Group Technique Output

SN

Issues

P1

P2

P3

P4

P5

Total

1

Improve Lack of
users education
on password
management

14

Banks to
provide
assurance of
adequacy of
security
measure

16

Understand
Security putin
place for Mobile
Banking to
improve trust in
the process

20

Be open to
change

17

Improve
awareness on
technology

Table A9: Nominal Group Technique Output

CERT/Incidence Management

Participant Profile

5.

N

1 CERT Member

1 FS CERT Member
1 Judiciary —Legal Expert

1 IT Security Expert

1 Consumer Protection Expert
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Figure A10: Rich Picture CERT

Root Definition:

An industry wide user awareness programme, delivered by the industry, in other to
ensure support personnel and end-users have basic awareness of cybersecurity

concerns in mobile financial services and how they can help to mitigate it.
C: Entire Financial Services industry and end-users

A: Banks, Financial Services regulators, Mobile Money Operators

T: Identify skill gap and deliver appropriate awareness programme

W: Education support staff and end-users on cybersecurity threat will mitigate cyber

security risks in mobile banking
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O: CERT

E: Financial Services sector

Conceptual Model:

Figure A11: CM by CERT Group

IW Output by CERT Group

P1FS CERT

1.

2.

Gaps in the existing cybersecurity Act

Lack of good pedigree of conviction or apprehension of cybercriminals
Frustrating legal process for trails of cybercrime suspected

Lack of knowledge of existence of industry fraud desks

Lack of industry fraud desks in some industries

Lack of effective centralization of incident management

Lack of expertise on incident management
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8.

9.

Insufficient incidence management skills

Lack of functional fraud reporting platform

P2 (Judiciary)

1.

2.

7.

8.

Intangible nature of electronic evidences
Lack of durability of some printed evidences

Lack of sufficient storage capacity of mobile phones make investigation into

data of past years difficult

Difficulty in managing chain of custody in mobile

Challenges with cross border laws in Information Technology
Lack of sufficient skills for Mobile based fraud by lawyers
Skill gaps in judges

Gaps in cybersecurity strategy

P3 Tech CERT

1.

2.

3.

4.

9.

Duplication of effort within agencies in managing cybersecurity incidences
Disparate reporting framework for managing cybersecurity incidences
Lack of skilled human resources in managing cyber incidences

Lack of cybersecurity helpdesk by most telcos

Customer care staff not satisfactorily handling reported cybersecurity

incidences

Lack of sectorial CERT for telco and banking
Current cybersecurity act too centralised
Lack of enforcement of existing polices

Lack of awareness

10. Lack of proper coordination of cyber incidence management

11. Lack of cybersecurity skills by IT personnel

P4 (Security)
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Lack of interoperability between payment schemes

2. Lack of end-to-end payment process

3. Some scheme operators obtaining license before perfecting process

4. Low product adoption due to lack of trust

5. Lack of interoperability at merchants points of sale

6. Lack of awareness of who to escalate a cybercrime incidence to

7. Infrastructure instability causing time lag between reporting incidence and
response from responsible parties

8. Lack of fit for purpose awareness programme

9. Legal limitations

P5 (CP)

1. Lack of awareness of consumer rights

2. Lack of reporting of incidences by consumers

3. Lack of resolution of cyber incidences issues logged

4. Time lag between logging and resolving incidences

5. Lack of understanding of the role of stakeholders in consumer protection and
management

6. Fraudulent incident reporting

7. False alarms

Grouping of Issues

Process People
Gaps in the existing cybersecurity Act Lack of expertise on incident management
Lack of good pedigree of conviction or Insufficient incidence management skills

apprehension of cybercriminals

Lack of sufficient skills for Mobile based

Frustrating legal process for trails of fraud by lawyers

cybercrime suspected

Skill gaps in judges
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Lack of knowledge of existence of industry
fraud desks

Lack of industry fraud desks in some
industries

Lack of effective centralization of incident
management

Gaps in cybersecurity strategy

Duplication of effort within agencies in
managing cybersecurity incidences

Disparate reporting framework for
managing cybersecurity

Lack of cybersecurity helpdesk by most
telcos

Lack of sectorial CERT for telco and
banking

Current cybersecurity act too centralised
Lack of enforcement of existing polices

Lack of proper coordination of cyber
incidence management

Lack of end-to-end payment process

Some scheme operators obtaining license
before perfecting

Lack of fit for purpose awareness
programme

Legal limitations

Lack of reporting of incidences by
consumers

Lack of resolution of cyber incidences
issues logged

Time lag between logging and resolving
incidences

Lack of skiled human resources in

managing cyber incidences

Customer care staff not satisfactorily
handling reported cybersecurity

Lack of awareness
Lack of cybersecurity skills by IT personnel
Low product adoption due to lack of trust

Lack of awareness of who to escalate a
cybercrime incidence

Lack of awareness of consumer rights

Lack of understanding of the role of
stakeholders in consumer protection and
management

Fraudulent incident reporting

False alarms

Technology

Lack of functional fraud reporting platform
Intangible nature of electronic evidences

Lack of durability of some printed
evidences

Lack of sufficient storage capacity of mobile
phones make investigation into data of past
years difficult

Difficulty in managing chain of custody in
mobile phones

Challenges with cross border laws in
Information Technology
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Lack of interoperability between payment
schemes

Infrastructure instability causing time lag
between reporting incidence and response
from responsible parties

Table A10: Grouping of Issues

Nominal Group Technigue Output

Response Centre

SN | Objectives P1 P2 P3 P4 | P5 | Total

1 Develop and implement a fit for 1 3 5 1 5 15
purpose user awareness programme

2 Revise current cybersecurity act with | 3 4 4 4 1 16
input from all key stakeholders

3 Setup sectorial CERTS 2 1 2 - - 5

4 Setup cybercrime help desks in all - - 1 3 4 8
Banks and telco

5 Develop capacity building programme | 4 5 3 2 2 16
on cybersecurity for all key players

6 Setup a Risk and Incidence 5 2 - 5 3 15

Table A11: Nominal Group Technique Output

Service Provider Group

Participant Profile

1.

2.

1 Telco Regulator

1 Mobile Money Operator

1 Broadband Service Provider
1 Network Service provider

1 Telco Head of IT
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Figure A12: Rich Picture Service Providers

Root Definition:

Implement an approach that will ensure performance standards for every service
provider is defined, measured and complied with. This will help reduce possible risk
introduced by service providers in the ecosystem and further reduce threat of

cybercrime.
C: Financial Services Regulator
A: All service providers

T: Implement standards for service providers
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W: Well defined and measured standards for service providers will reduce the risk of
cyber crime

O: Regulator
E: Mobile Financial Services ecosystem

Conceptual Model:

Figure A13: CM by Service Provider Group

IW Output by SP Group

P1 Broadband Service Provider
1. Lack of involvement of stakeholders in incident management
2. Lack of awareness
3. Lack of understanding of technology
4. Legal limitations
5. Lack of security awareness
6. Lack of sufficient government support
7. Infrastructural challenges
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8. Poor coverage of network infrastructure in some areas
9. Poor management of telco facility due to political instability in certain areas

P2 Telco IT Head

1. Lack of infrastructure
2. Pressure on existing facility
3. Missing phones
4. Lack of proper phone security
5. Lack of enlightenment by users
6. Lack of proper security of information in transit
7. Social media exposing critical personal data
8. Trade-off between security and profitability by service providers
9. Only big fraud gets big attention
10. Lack of incident reporting
11. Lack of feedback on complaints
12. Lack of functional dispute resolution process
13. Cultural issues with money
14. Poor hand shake between transaction
15. Regulatory challenges
16. Lack of proper identity management
17. Lack of compliance
18. Lack of enforcement
19. Lack of trust due to bad perception and bad previous experiences
20. No proper investigation
21. Delay in investigation
P3 (Mobile Money Operator)

247



1. Lack of proper security measure by users
2. Fraudsters masquerading as customer care
3. Spam SMS

4. Conflicting government policies

5. Poor Telco service quality

6. Telco divesting into various business lines giving mobile money less quality of

service
7. Uncompleted transactions
8. Delayed transactions
9. Fraudulent SMS alerts
P4 Telco Regulator
1. Lack of capacity to ensure telco compliance
2. Poor quality of service by telcos
3. Rogue mobile apps
4. Delay in transmission of transaction
5. Competing services by telcos
6. Insider abuse
7. Risk of fibre cuts
8. Risks of wiretaps
9. High cost of upgrading infrastructure by telcos

10. Risk of phone loss

P5 (Network SP)

1. Non assurance that all redundant access rules on the security appliance are

eliminated and constant review of access rules are strictly implemented.
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Standard High Availability (HA) Designs should be employed while deploying

Improper identification / creation of access and service ports on the security

Deployment of network infrastructure that do not support or provide security

Absence or inadequate configuration for device and service session

Poor or lack of data encryption services across the network infrastructure

Service access policies not applied in accordance with best practice or

Weak identity management process as well as the absence of robust audit log

services on the network infrastructure being access by mobile/remote users.

Lack of national policy and guidelines for cybersecurity in the financial

2.
the Access authentication system on the network infrastructure.
3.
and network infrastructure could provide a leeway for malicious attack.
4.
features that are complaint with cybersecurity network best practice.
5.
authentication on the network infrastructure.
6.
being accessed by users and stakeholders.
7.
enterprise standards.
8.
9.
industry;
10.

Lack of national threat response strategy for cyber-attacks to avoid a system

cybersecurity attack in the financial industry.

Grouping of Issues

Producer

Channel

Lack of involvement of stakeholders in
incident management

Legal limitations
Lack of sufficient government support

Trade-off between security and profitability
by service providers

Only big fraud gets big attention

Lack of incident reporting

Lack of feedback on complaints

Lack of functional dispute resolution process
Regulatory challenges

Lack of proper identity management

Lack of compliance

Lack of enforcement

No proper investigation

Delay in investigation

Infrastructural challenges

Poor coverage of network infrastructure in
some areas

Poor management of telco facility due to
political instability in certain areas

Lack of infrastructure
Pressure on existing facility

Lack of proper security of information in
transit

Poor hand shake between transaction
Spam SMS

Lack of capacity to ensure telco compliance
Poor quality of service by telcos

Rogue mobile apps

Delay in transmission of transaction

Competing services by telcos
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Conflicting government policies
Poor Telco service quality

Telco divesting into various business lines
giving mobile money less quality of service

Uncompleted transactions
Delayed transactions
Fraudulent SMS alerts
Insider abuse

Lack of national policy and guidelines for
cybersecurity in the financial industry;

Lack of national threat response strategy for
cyber-attacks to avoid a system
cybersecurity attack in the financial industry.

Risk of fibre cuts
Risks of wiretaps

High cost of upgrading infrastructure by
telcos

Non assurance that all redundant access
rules on the security appliance are
eliminated and constant review of access
rules are strictly implemented.

Standard High Availability (HA) Designs
should be employed while deploying the
Access authentication system on the
network infrastructure.

Improper identification / creation of access
and service ports on the security and
network infrastructure could provide a
leeway for malicious attack.

Deployment of network infrastructure that do
not support or provide security features that
are complaint with cybersecurity network
best practice.

Absence or inadequate configuration for
device and service session authentication
on the network infrastructure.

Poor or lack of data encryption services
across the network infrastructure being
accessed by users and stakeholders.

Service access policies not applied in
accordance with best practice or enterprise
standards.

Weak identity management process as well
as the absence of robust audit log services
on the network infrastructure being access
by mobile/remote users.

Consumer

Lack of awareness

Lack of understanding of technology
Lack of security awareness

Missing phones

Lack of proper phone security

Lack of enlightenment by users

Social media exposing critical personal
data

Cultural issues with money

Lack of trust due to bad perception and bad
previous experiences

Lack of proper security measure by users
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Fraudsters masquerading as customer care

Risk of phone loss

Table A12: Grouping of Issues

Nominal Group Technique Output

SN | Objectives P1 P2 P3 P4 | P5 | Total

1 Ensure every service provider has a 3 4 2 3 4 16
business continuity strategy

2 Define minimum performance and 1 3 3 5 3 15
availability level for all service
providers

3 Ensure adequate investment in 2 5 1 4 5 17

cybersecurity is imbedded in the
strategy of service providers

4 Develop end-to-end process on 4 1 5 2 1 13
complaint management

5 Educate client on cybersecurity 5 2 4 1 2 14

Table A13: Nominal Group Technique Output
Total Issues 103

Issues 166 +103= 269 = 9/P

Interpretive Structural Modelling

SN Objectives

1 Setup an industry wide cybersecurity operations centre (O1)

2 Mitigate risk associated with poor infrastructure (e.g. power, internet, technology)
(02)

3 Implement robust awareness programme on social engineering for users (O3)

4 Enforce segregation of duty in Banks to minimise possibility of insider abuse(O4)

5 Improve awareness on technology and information security(O5)

6 Understand familiar phone hackers’ mode of operation(O6)

7 Understand Security put in place for Mobile Banking to improve trust in the
process(07)

8 Be open to change (O8)

9 Revise current cybersecurity act with input from all key stakeholders(0O9)

10 Develop capacity building programme on cybersecurity for all key players (O10)

11 Ensure adequate investment in cybersecurity is imbedded in the strategy of

service providers (O11)
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12

Ensure every service provider has a business continuity strategy (012)

Table A14: interpretive Structural Model

Top 2 NGT Output for Each group

SN Objectives

1 Setup an industry wide cybersecurity operations centre (O1)

2 Mitigate risk associated with poor infrastructure (e.g. power, internet,
technology) (02)

3 Implement robust awareness programme on social engineering for users (O3)

4 Enforce segregation of duty in Banks to minimise possibility of insider
abuse(04)

5 Improve awareness on technology and information security(O5)

6 Understand familiar phone hackers’ mode of operation(O6)

7 Understand Security put in place for Mobile Banking to improve trust in the
process(07)

8 Be open to change (O8)

9 Revise current cybersecurity act with input from all key stakeholders(0O9)

10 Develop capacity building programme on cybersecurity for all key players
(010)

11 Ensure adequate investment in cybersecurity is imbedded in the strategy of
service providers (O11)

12 Ensure every service provider has a business continuity strategy (012)

Table A15: Top 2 NGT Output for Each group
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012

Table A16: ISM Relationships

3. Reachability
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Table A17: ISM Reachability Matrix

4. Transitive

12
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Table A18: ISM Transitive Matrix
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5. Levels

Objective | Reachability Set Antecedent set Intersection Set | Level
O1 1,2,3,5,6,7,9,10,11,12 | 1,2,6,11,12 1,2,6,11,12
02 1,2 1,2,5,6,9,11,12 1,2
03 3,4,5,7,8,9,11 1,3,5,6,7,8,9,10,11,12 | 3,5,7,8,9,11
04 4 3,4,5,6,1,8,9,10,11 4
05 2,3,4,5,6,7,8,10 1,3,5,6,7,8,9,10,11,12 | 3,5,6,7,8,10
06 1,2,3,4,5,6,7,8 1,5,6,7,8,9,10,11 1,5,6,7,8
o7 3,4,5,6,7,10 1,3,5,6,7,8,9,10,11 3,5,6,7,10
08 3,4,5,6,7,8,9,10,11 3,5,6,8,9,10,11 3,5,6,8,9,10,11
09 2,3,4,5,6,7,8,9,10,11 1,3,8,9 3,8,9
010 3,4,5,6,7,8,10 1,5,7,8,9,10,11,12 5,7,8,10
o1 1,2,3,4,5,6,7,8,10,11 1,3,8,9,11,12 1,3,8,11
012 1,2,3,5,10,11,12 1,8,9,11,12 1,11,12
Table A19: ISM Level 1
Iteration 1 Level 1=2,4
Objective | Reachability Set Antecedent set Intersection Set | Level
O1 1,2,3,5,6,7,9,10,11,12 | 1,2,6,11,12 1,2,6,11,12
02 1,2 1,2,5,6,9,11,12 1,2 i
03 3,4,5,7,8,9,11 1,3,5,6,7,8,9,10,11,12 | 3,5,7,8,9,11
04 4 3,4,5,6,1,8,9,10,11 4 I
05 2,3,4,5,6,7,8,10 1,3,5,6,7,8,9,10,11,12 | 3,5,6,7,8,10
06 1,2,3,4,5,6,7,8 1,5,6,7,8,9,10,11 1,5,6,7,8
o7 3,4,5,6,7,10 1,3,5,6,7,8,9,10,11 3,5,6,7,10
08 3,4,5,6,7,8,9,10,11 3,5,6,8,9,10,11 3,5,6,8,9,10,11
09 2,3,4,5,6,7,8,9,10,11 1,3,8,9 3,8,9
010 3,4,5,6,7,8,10 1,5,7,8,9,10,11,12 5,7,8,10
o1 1,2,3,4,5,6,7,8,10,11 1,3,8,9,11,12 1,3,8,11
012 1,2,3,5,10,11,12 1,8,9,11,12 1,11,12

Table A20: ISM lteration 1

Iteration 2 Level 2 =3,5,7
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Objective | Reachability Set Antecedent set Intersection Set | Level
O1 1,3,5,6,7,9,10,11,12 | 1,6,11,12 1,6,11,12
03 3,5,7,8,9,11 1,3,5,6,7,8,9,10,11,12 | 3,5,7,8,9,11 Il
05 3,5,6,7,8,10 1,3,5,6,7,8,9,10,11,12 | 3,5,6,7,8,10 Il
06 1,3,5,6,7,8 1,5,6,7,8,9,10,11 1,5,6,7,8
o7 3,5,6,7,10 1,3,5,6,7,8,9,10,11 3,5,6,7,10 Il
08 3,5,6,7,8,9,10,11 3,5,6,8,9,10,11 3,5,6,8,9,10,11
09 3,5,6,7,8,9,10,11 1,3,8,9 3,8,9
010 3,5,6,7,8,10 1,5,7,8,9,10,11,12 5,7,8,10
o111 1,3,5,6,7,8,10,11 1,3,8,9,11,12 1,3,8,11
012 1,3,5,10,11,12 1,8,9,11,12 1,11,12

Table A21: ISM lteration 2

Iteration 3 Level 3 =6,8
Objective Reachability Set Antecedent set Intersection Set | Level
o1 1,6,9,10,11,12 1,6,11,12 1,6,11,12
06 1,6,8 1,5,6,7,8,9,10,11 1,6,8 iii
08 6,8,9,10,11 6,8,9,10,11 ,6,8,9,10,11 iii
09 6,8,9,10,11 1,8,9 8,9
010 6,8,10 1,5,7,8,9,10,11,12 8,10
o1 1,6,8,10,11 1,3,8,9,11,12 1,8,11
012 1,10,11,12 1,8,9,11,12 1,11,12

Table A22: ISM lteration 3

Iteration 4 Level 4 =10
Objective Reachability Set Antecedent set Intersection Set | Level
o1 1,9,10,11,12 1,11,12 1,11,12
09 ,9,10,11 1,9 9
010 ,10 1,9,10,11,12 10 v
o1 1,10,11 1,9,11,12 111
012 1,10,11,12 1,9,11,12 1,11,12

Table A23: ISM lteration 4

Itineration 5 Level 5=11,12
Objective Reachability Set Antecedent set Intersection Set | Level
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o1 1,9,11,12 1,11,12 1,11,12
09 ,911 1,9 9
o11 1,11 1,9,11,12 1,11 V
012 1,11,12 1,9,11,12 1,11,12 V
Table A24: ISM lIteration 5
Iteration 6 Level 6=9
Objective Reachability Set Antecedent set Intersection Set | Level
o1 1,9, 1,11,12 1,
09 9 1,9 9 VI
Table A25: ISM lteration 6
Iteration 7 Level 7= 1
Objective Reachability Set Antecedent set Intersection Set | Level
o1 1, 1,11,12 1, Vi

Table A25: ISM lteration 7

Summary Table

Objective | Reachability Set Antecedent set Intersection Set | Level
O1 1,2,3,5,6,7,9,10,11,12 | 1,2,6,11,12 1,2,6,11,12 vii
02 1,2 1,2,5,6,9,11,12 1,2 i
03 3,4,5,7,8,9,11 1,3,5,6,7,8,9,10,11,12 | 3,5,7,8,9,11 i
04 4 3,4,5,6,1,8,9,10,11 4 i
05 2,3,4,5,6,7,8,10 1,3,5,6,7,8,9,10,11,12 | 3,5,6,7,8,10 i
06 1,2,3,4,5,6,7,8 1,5,6,7,8,9,10,11 1,5,6,7,8 iii
o7 3,4,5,6,7,10 1,3,5,6,7,8,9,10,11 3,5,6,7,10 i
08 3,4,5,6,7,8,9,10,11 3,5,6,8,9,10,11 3,5,6,8,9,10,11 | iii
09 2,3,4,5,6,7,8,9,10,11 1,3,8,9 3,8,9 Vi
010 3,4,5,6,7,8,10 1,5,7,8,9,10,11,12 5,7,8,10 iv
o1 1,2,3,4,5,6,7,8,10,11 1,3,8,9,11,12 1,3,8,11

012 1,2,3,5,10,11,12 1,8,9,11,12 1,11,12

Table A26: ISM Iteration Summary
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Appendix II: Usable Security User and DevOps Studies

Usable Security User Survey Initial Analysis Output
Sample size

The population size for the survey was approximately 50 million, a sample size with
95% confidence level and 5% error rate based on Cochran's formulas, the ideal
sample size to satisfy the confidence level and error margin comes to 385. However,
supervisors agreed that a target sample size of 500 should be used. A total of 698

responses were obtained at the close of the survey.
Survey tool

The Bournemouth University licensed survey tool; Bristol Online Survey (BOS) was
used to design the online survey. A paper-based survey was also designed using
Microsoft Word.

The survey was distributed electronically via social media links (Facebook and
WhatsApp) and emails and could be completed using a PC, tablet, or mobile phone.
Hard copies of the survey were also deployed to participants who preferred to

complete the survey manually.
Survey Pilot

The paper-based survey was piloted with 15 participants, while the online version was
piloted with 7 participants. The purpose of the pilot was to obtain feedback on the
content and time demand for survey completion and to also test the survey logic.
Paper-based participants completed the survey in an average of 11 minutes, while
online participants completed the survey in an average of 9 minutes. This pilot was
in addition to the detailed review of the content and structure of the questionnaires by

the PGR supervisory team over 3 months.

Survey Feedback

The survey ran for 2 months. At the end of the survey, 698 participants completed
the survey. 328 responses were obtained via electronic channels. While 370 paper-
based surveys were completed and returned. In the design of the online survey, a
control was set to ensure only Mobile Financial Services Users completed the survey.
Non-users instead of just exiting were directed to a short survey that examined why

they do not use an MFS and what changes would make them use one. 29
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respondents out of the 328 fell in this category. 53 of the paper-based responses had
a large number of questions unanswered. A total of 616 participants were eventually

analysed.

Survey Background

The survey was analysed using the Bristol Online survey, SPSS statistical package,
and Microsoft Excel 2016.

The 1% step in the survey was to clean the survey data. The deployed survey had 43
questions, however, due to multiple choice options and the ‘others’ option in some
questions a total of 106 variables were generated. The clean-up focused on 8
questions that gave participants the option of selecting more than one option in a
question. For Instance, a participant might use both an Apple phone and a Samsung
phone to access MFS. Also, a participant could use more than one MFS service etc.
These various combinations needed to be accounted for in the data. At the end of the

exercise, 65 clean variables were obtained.
The survey had 8 sections as follows:
Participants details

This section had 5 questions that sought to understand the age, income, and
educational level of participants along with employment status and type of

employment.
Product Type and Means of Use:

This section gathered information on phone type, MFS type, and means of access to
the MFS product.

Experience

The section has five questions that seek to obtain feedback from user frustration

levels. Based on the complexity or ease of use of the products.
Awareness

The awareness section measures the awareness of privacy, products, roles, and

responsibilities of participants on the system they use

Maintenance
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This section sought to understand user behaviour as regards basic application and

phone housekeeping tasks and how it impacts security and usability

Usability

This section gauges user perception on various elements of usability of the MFS
Security

This section sought to understand user perception of confidentiality, integrity, and

availability of this system
Social Context

The last section examines how trust and environmental issues might impact on usable

security.

Stand out Questions

A couple of standout questions were included to measure perception versus actual.
Questions were asked to gather information on participant whose MFS have been
compromised in the past and their use behaviours. An ‘additional feedback’ section

was added to capture any other thoughts.

In addition to analysing responses to individual questions, this analysis would benefit
from an aggregate user view for 6 of the 8 categories above. For instance, instead of
just gauging a participant’s perception of confidentiality as a measure of security, an
aggregated view of a participant’s perception on a combination of confidentiality,
integrity, and availability would provide a more circumspect view on security. As such,
each of the 6 sections (awareness, maintenance, usability security, and social context
were aggregated and added as additional variables). The 1% 2 sections; ‘participant’s
details’ and ‘product type’ cannot be aggregated because the questions in the
sections are not related but seek to measure independent aspect of product and

product usage.

The description of the compound variables is as follows:

SN | Compound Measures Value
variable
1 Experience Systems (phone + product) Complex, neutral, easy
Complexity
2 Awareness Privacy High or Low
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Maintenance Understanding relationship between | Yes or No
updates and security/privacy
Usability Satisfaction with usability attributes | Satisfied, partially satisfied,
not satisfied
5 Security Satisfaction with security attributes Secure, not sure, not secure
6 Social Context Trust level on use behaviour Impact, neutral, no impact

Table B1: Compound Variables

The set of variables above were coded and added as scale measurements to the

cleaned survey data.
Survey Approach

With a data set of 43,120 unique elements, it was imperative to approach the
analysis of this survey in a way that would provide insight into the data, keeping in

mind the objective of the survey which includes:

e Understanding elements central to usable security in MFS;
e User perception on usability security, trust, and privacy
¢ Impact of user behaviour on usable security

A review of available survey tool was done with a view to understand the most
suitable resource that will answer the questions of this exploratory survey. The

following tools were identified and used for the analysis of the data.

1. Descriptive Statistics tool.
This tool provides basic descriptive statistics e.g. frequency of the collated
data. It helps to summarise and provide descriptive information about the
collated data. It provides number of occurrences for responses, mean,
median mode etc. It enables one to draw conclusion on data based on
analysis of the collected input. The analysis of the collated data from this

survey would benefit from descriptive statistics tools.

2. Correlation: Bivariate Analysis
This analysis sought to understand relationship between variables in the
survey, describes the effect that two or more phenomena occur together and
their linkage. Since this research seeks to understand relationships between
variables it would benefit from correlation. In this research for instance, this
would provide insight into the relationship between user privacy perception

and privacy awareness.

3. Cross tabulation
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This helps compare relationships between two variables, it facilitates the
examination of relationships within the data that might not have been
otherwise apparent when analysing survey responses in their entirety. It
would provide information like the relationship between age groups and

authentication behaviours,

4. Principal Component Analysis (PCA)

Principal Component Analysis (PCA) is an exploratory multivariate analysis
technique which seeks to describe the underlying structure in a data matrix.
PCA is a technique for investigating the interdependence within groups of
variables. It is concerned with the relationships between observable variables
and unobservable latent variables presumed to be generating the observations.
In this research for instance, relationships that might not be apparent from the
use of the tools previously discussed, are likely to be observed using PCA. PCA
helps check if there are variables not visible to using simple correlation

techniques and cross-tabulation.

As explained earlier, in the analysis approach to this report, some similar
questions in the questionnaire were grouped in other to explain underlying
responses from the questions from the group, PCA helps to achieve this.
The grouping helps to simply and reduce the amount of data needs to be

analysed without any negative impact of the final output.
Survey Analysis Output

As described in the previous section, descriptive statistics, correlation and PCA

were conducted on the final datasets with the following outputs.

Descriptive Stats: Frequency
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Figure B7: PCA Matrix
Statistics
Experience_N Awareness_N Maintenance_ Socialcontext_
om om Nom Usability Nom Nom

N Valid 616 616 616 616 616

Missing 0 0 0 0 0
Mean 277 1.80 1.17 1.50 1.60
Minimum 1 1 1 1 1

Maximum 3 2 2 3 3
Table B2: PCA Statistics
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Experience_ Nom

Cumulative
Frequency Percent Valid Percent Percent
Valid ease 66 10.7 10.7 10.7
Neutral 8 1.3 1.3 12.0
complexity 542 88.0 88.0 100.0
Total 616 100.0 100.0

Table B3: Experience Nom

45- 60years

6.7%

35-44 years /\

36.7%

== 60 years
1%

18-24 years
20.1%

Figure B8: Age Distribution of Respondent
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Figure B9: User knowledge of Rogue Applications

Awareness_Nom

Cumulative
Frequency Percent Valid Percent Percent
Valid  high privacy 125 20.3 20.3 20.3
low privacy 491 79.7 79.7 100.0
Total 616 100.0 100.0
Table B4: Awareness Nom
Maintenance_Nom
Cumulative
Frequency Percent Valid Percent Percent
Valid Yes 509 82.6 82.6 82.6
No 107 17.4 17.4 100.0
Total 616 100.0 100.0
Table B5: Maintenance_ Nom
Socialcontext Nom
Cumulative
Frequency Percent Valid Percent Percent
Valid context impact 371 60.2 60.2 60.2
neutral 119 19.3 19.3 79.5
no context impact 126 20.5 20.5 100.0
Total 616 100.0 100.0

Table B6: Socialcontext Nom
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Figure B10: Scree Plot

1. Descriptive statistics

Mean  Std. Deviation Analysis N

Experience 31.67 6.622 616
Awareness 6.75 2.586 616
Maintenance 19.14 5.670 616
Usability 8.60 2.461 616
security 6.68 1.915 616
Social context 6.29 1.717 616

Table B8: Descriptive statistics

2. Correlation
Correlation Matrix

Experie Awaren Maintena Usabili securit  Social

nce ess nce ty y context
Experience 1.000 -.376 092 -302 -.216 -.096
Awareness -.376 1.000 -100 173  .165 135
Maintenance .092 -.100 1.000 249 264 .062
Usability -.302 A73 249 1.000 .552 A74
security -.216 .165 264 552 1.000 .136
Social -.096 135 062 174 136 1.000

context
Table B9: Correlation Matrix
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3. KMO and Bartlett’'s Test

KMO and Bartlett's Test

Kaiser-Meyer-Olkin Measure of Sampling Adequacy.
Bartlett's Test of Sphericity Approx. Chi-Square

Df
Sig.

Table B10: KMO

.638
494.897

15
.000

4. Total variance explained

Total Variance Explained

Rotation
Sums of
Extraction Sums of Squared Squared
Initial Eigenvalues Loadings Loadings?®
Compone % of Cumulative % of Cumulative
nt Total Variance % Total Variance % Total
1 2.027 33.788 33.788 2.027 33.788 33.788 1.833
2 1.322 22.029 55.817 1.322 22.029 55.817 1.126
3 .931 15.514 71.331 .931 15.514 71.331 1.055
4 .685 11.421 82.751 .685 11.421 82.751 1.421
5 .602 10.026 92.777
6 433 7.223 100.000

Extraction Method: Principal Component Analysis.

a. When components are correlated, sums of squared loadings cannot be added to obtain a
total variance.

Table B11: Total Variance Explained

5. Commonality

Communalities

Initial Extraction
Experience 1.000 .662
Awareness 1.000 .605
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Maintenance 1.000
Usability 1.000
security 1.000
Social context 1.000

.638
.702
.686
.987

Table B12: Communalities

Extraction Method: Principal
Component Analysis.

6. Component matrix

Component Matrix®

Component
1 2 3 4
Usability .800
security .760
Experience -.580 535
Maintenance 313 .735 .540
Awareness 487 -.606 525
Social context 373 .920
Extraction Method: Principal Component Analysis.
a. 4 components extracted.
Table B13: Component Matrix
7. Pattern Matrix
Pattern Matrix?®
Component
1 2 3 4

Usability .869
security .841
Maintenance 047
Social context .992
Awareness 973
Experience -.388 316 -.526

Extraction Method: Principal Component Analysis.

Rotation Method: Oblimin

with Kaiser Normalization.?

a. Rotation converged in 8 iterations.

Table B13: Pattern Matrix

8. Structure Matrix
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Structure Matrix

Component

1 2 3 4
Usability .873
security .844
Maintenance 949
Social context .996
Awareness 927
Experience -.479 377 -.686

Extraction Method: Principal Component Analysis.
Rotation Method: Oblimin with Kaiser Normalization.

Table B14: Structure Matrix

9. Component matrix

Component Correlation Matrix

Component 1 2 3 4

1 1.000 125 .130 .264
2 125 1.000 .065 -.200
3 130 .065 1.000 .091
4 .264 -.200 .091 1.000

Extraction Method: Principal Component Analysis.
Rotation Method: Oblimin with Kaiser Normalization.

Table B15: Component Matrix
Cross tabulation

1. What is the relationship between Age and Complexity of MFS?

Age Range * Experience_Nom Crosstabulation

Experience Nom
ease Neutral [ complexity Total

Age Range 18-24 Count 26 3 95 124
% of Total 4.2% 0.5% 15.4% 20.1%

25-34 Count 22 2 195 219

% of Total 3.6% 0.3% 31.7% 35.6%

35-44 Count 10 3 213 226

% of Total 1.6% 0.5% 34.6% 36.7%

45-60 Count 4 0 37 41

276



% of Total 0.6% 0.0% 6.0% 6.7%

61 and above Count 4 0 2 6

% of Total 0.6% 0.0% 0.3% 1.0%

Total Count 66 8 542 616
% of Total 10.7% 1.3% 88.0% | 100.0%

Data Privacy * Awareness_Nom Crosstabulation

Awareness Nom
high privacy | low privacy Total

Data Privacy None Count 29 101 130
% of Total 4.7% 16.4% 21.1%

Basic Count 18 111 129

% of Total 2.9% 18.0% 20.9%

Average Count 35 111 146

% of Total 5.7% 18.0% 23.7%

A bit above average Count 12 84 96

% of Total 1.9% 13.6% 15.6%

Advance Count 24 59 83

% of Total 3.9% 9.6% 13.5%

Expert Count 7 25 32

% of Total 1.1% 4.1% 5.2%

Total Count 125 491 616
% of Total 20.3% 79.7%| 100.0%

Socialcontext Nom * Maintenance_ Nom Crosstabulation

MaintenanceNom
Yes No Total

Socialcontext Nom context impact Count 324 47 371
% of Total 52.6% 7.6% 60.2%

neutral Count 87 32 119

% of Total 14.1% 5.2% 19.3%

no context impact Count 98 28 126

% of Total 15.9% 4.5% 20.5%

Total Count 509 107 616
% of Total 82.6% 17.4%| 100.0%
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Training/Sensitization | received was sufficient *
Socialcontext Nom Crosstabulation

Socialcontext Nom

no
context | neutra| context
impact | impact | Total
Training/Sensitiz  Yes Count 154 35 46 235
ation | received % of
- 25.0%| 5.7% 7.5%|38.1%
was sufficient Total
No Count 217 84 80 381
% of
35.2% | 13.6% 13.0% | 61.9%
Total
Total Count 371 119 126 616
% of 100.0
60.2% | 19.3% 20.5%
Total %
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Diagnostic Questions

Strongly
Agree

Agree

Slightly
Agree

Slightly
Agree

Disagree

Strongly
Disagree

For the topic being
researched there is one
single reality, the task of
the researcher is to
discover it

X

The reality of the topic
being researched exists
separately from the
researcher

A researcher cannot be
separated from what is
being researched and so
will inevitably be subjective

A variety of data collection
techniques should be used
in research, both
quantitative and qualitative

The reality of what is being
researched exists
independently of people’s
thoughts, beliefs and
knowledge of their
existence

Researchers must remain
objective and independent
from the phenomena they
are studying, ensuring that
their own values do not
impact on data
interpretation

This research should be
practical and applied

This research  should
integrate different
perspectives  to help
interpret the data

This researcher needs to
employ methods that allow
in-depth exploration of the
details behind a
phenomenon

10

This research is value

laden

X
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Strongly
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researched there is one
single reality, the task of
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being researched exists
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A researcher cannot be
separated from what is
being researched and so
will inevitably be subjective

A variety of data collection
techniques should be used
in research, both
quantitative and qualitative

The reality of what is being
researched exists
independently of people’s
thoughts, beliefs and
knowledge of their
existence

Researchers must remain
objective and independent
from the phenomena they
are studying, ensuring that
their own values do not
impact on data
interpretation

This research should be
practical and applied

This research  should
integrate different
perspectives  to help
interpret the data

This researcher needs to
employ methods that allow
in-depth exploration of the
details behind a
phenomenon

10

This research is value
laden
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FRO01

FR002

FRO003

FR004

FRO05

FRO006

FRO08

FRO09

FRO10

Appendix lll: Requirement Study

Requirement Type MoSCoW Principles
SOLUTION REQUIREMENTS: FUNCTIONAL

The system shall Functional Must-have  Integrity
implement

mechanisms to

ensure the

integrity of user

financial

transactions.

The system shall Functional Must have  Integrity
perform regular

checks to validate

the integrity of

stored user data

and transaction

records.

The system shall Functional Must-have  Proportionality
provide security

controls

proportionate to

users' knowledge,

time, and

transaction type.

The system shall Functional Must have  Proportionality
offer adjustable

security settings to

allow users to

customise the

level of security.

The system shall Functional Must-have  Transparency
provide clear and

understandable

security

notifications and

alerts to users.

The system shall Functional Must have  Transparency
display the current

security status and

relevant

information in an

easily accessible

manner.
The system shall Functional Should- Empowerment
provide users with have

the ability to

review and revert

security choices

made.

The system shall Functional Must-have  Identity
support multiple

authentication

options to verify

user identity.

The system shall Functional Must have  Identity
ensure that user

authentication

mechanisms

minimise cognitive

Status

Validated

Validated

Validated

Validated

Validated

Validated

Validation

Validated

Validated
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FRO11

FR012

FRO013

FR014

FRO015

FRO016

FRO17

FRO018

load for easy
identity
verification.

The system shall
provide timely and
accurate feedback
on transaction
status and error
conditions.

The system shall
have robust error
handling
mechanisms to
recover from
errors and ensure
reliable execution
of security
functions.

The system shall
offer user-friendly
and context-
sensitive help and
guidance for
security-related
tasks.

The system shall
provide relevant
security
information and
instructions
without
overwhelming the
user.

The system shall
adhere to
accessibility
standards and
guidelines for
users with
disabilities.

The system shall
provide alternative
modes of
interaction and
accommodate
users with visual
or hearing
impairments.

The system shall
display valid
certificates and
security indicators
to verify the
authenticity of the
application.

The system shall
notify users when
they are
interacting with
potentially non-

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Must-have

Must have

Must-have

Must have

Must-have

Must have

Must-have

Must have

Reliability

Reliability

User Support

User Support

Accessibility

Accessibility

Authenticity

Authenticity

Validated

Validated

Validated

Validated

Validated

Validated

Validated

Validated
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FRO019

FR020

FR021

FR022

FR023

FR024

NFR001

NFR002

trustworthy
sources or
suspicious
activities.

The system shall
adhere to relevant
industry
regulations, data
protection laws,
and privacy
policies.

The system shall
provide necessary
audit logs and
security measures
to ensure
compliance with
applicable
standards and
regulations.

The system shall
integrate security
controls
seamlessly into
the user's
workflow.

The system shall
align security
mechanisms with
the user's mental
model and existing
mobile financial
service
interactions.

The system shall
provide users with
options and
flexibility in
choosing security
measures.

The system shall
allow users to
adjust security
settings to balance
security
requirements and
user convenience.

Functional

Functional

Functional

Functional

Functional

Functional

Must-have

Must have

Must-have

Could have

Must-have

Should-
have

Compliance

Compliance

Alignment

Alignment

Freedom

Freedom

SOLUTION REQUIREMENTS: NON-FUNCTIONAL

The system shall
provide fast and
responsive
security controls
and actions.

The system shall
handle concurrent
user transactions
efficiently and
without significant
performance
degradation.

Non-
functional

Non-
functional

Must-have

Should-
have

Proportionality,
Empowerment

Proportionality,
Reliability

Validated

Validated

Validated

Validated

Validated

Validated

Validated

Validated
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NFRO003

NFR004

NFRO005

NFR006

NFRO007

NFRO008

NFR009

NFRO010

The system shall
have an intuitive
and user-friendly
interface for ease
of use.

The system shall
minimise user
cognitive load
when interacting
with security
features.

The system shall
employ encryption
mechanisms to
protect user data
during
transmission and
storage.

The system shall
enforce strong
access controls to
prevent
unauthorised
access to
sensitive
information and
functions.

The system shall
implement secure
authentication
mechanisms to
verify user identity
and protect MFS
users against
unauthorised
access.

The system shall
have mechanisms
in place for
monitoring and
detecting security
breaches or
suspicious
activities.

The system shall
ensure high
availability and
minimal downtime
to facilitate
continuous access
to services.

The system shall
have mechanisms
to recover from
failures and
restore data
integrity in case of
system
disruptions.

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Must-have

Must have

Must-have

Must-have

Must-have

Must have

Must-have

Must-have

Empowerment,
User Support

Empowerment,
Alignment

Integrity,
Confidentiality

Integrity,
Empowerment,
Compliance

Identity, Integrity,
Compliance

Integrity,
Authenticity,
Compliance

Reliability

Integrity,
Reliability

Validated

Validated

Validated

Validated

Validated

Validated

Validated

Validated
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NFRO011

NFR012

NFRO013

NFRO014

NFRO015

NFRO016

NFRO017

NFRO019

NFR020

The system shall
maintain
consistent
performance and
functionality even
under peak load
conditions.

The system shall
be compatible with
a wide range of
mobile devices
and operating
systems.

The system shall
integrate with
existing mobile
financial service
platforms and
systems
seamlessly.

The system shall
be scalable to
accommodate an
increasing number
of users and
growing
transaction
volumes.

The system shall
handle future
enhancements
and additional
security features
without significant
performance
degradation.

The system shall
be modular and
well-documented
to facilitate easy
maintenance and
future updates.
The system shall
have mechanisms
to apply security
patches and
updates in a timely
and efficient
manner.

The system shall
provide users with
clear information
about the
collection, use,
and sharing of
their personal
data.

The system shall
generate
comprehensive
audit logs for

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Should-
have

Must-have

Should-
have

Must-have

Should-
have

Must-have

Must-have

Must-have

Must-have

Reliability

Alignment,
Compatibility

Alignment,
Compatibility

Proportionality,
Alignment

Proportionality,
Reliability

User Support,
Empowerment,
Transparency

Integrity,
Reliability,
Compliance

Transparency,
Empowerment

Compliance

Validated

Validated

Validated

Validated

Validated

Validated

Validated

Validated

validated
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NFR022

NFR023

NFR024

NFR025

NFR026

NFR027

NFR028

security-related
events and
actions.

The system shall
ensure that
security
customization
does not
compromise the
overall security of
the system.

The system shall
provide clear
instructions and
guidance on the
implications of
adjusting security
settings, in media
formats that the
user can consume
(Audio, video, text
etc)

The system shall
provide
mechanisms for
administrators to
review and
analyse security-
related logs and
reports.

The system shall
implement data
encryption
algorithms to
ensure the
integrity of user
financial
transactions and
data.

The system shall
employ secure
hash algorithms to
validate the
integrity of stored
user data and
transaction
records.

The system shall
optimise resource
usage to provide
security controls
that are
proportionate to
the device's
capabilities.

The system shall

implement security

measures that do
not excessively
impact the
performance and

Non-
functional

Non-
functional

Non-
functional

Technical

Technical

Technical

Technical

Must-have

Must-have

Must-have

Must-have

Could-have

Must-have

Should-
have

Freedom

Freedom,
Empowerment

User Support,
Compliance

Integrity

Integrity

Proportionality

Proportionality

Validated

Validated

Validated

Validated

Validated

Validated

Validated
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NFR029

NFR030

NFR032

NFRO033

NFR036

NFRO037

NFRO038

responsiveness of
the application.

The system shall
provide clear and
concise security-
related
notifications and
alerts to the user.
The system shall
display relevant
security
information in a
user-friendly
manner, ensuring
transparency in
the security
features.

The system shall
offer options for
users to manage
their security
preferences and
make informed
choices.

The system shall
integrate with
reliable and
secure user
identity verification
services (e.g.,
biometrics, two-
factor
authentication).
The system shall
employ redundant
and failover
systems to provide
continuous
availability and
resilience.

The system shall
provide detailed
documentation
and user manuals
to assist users in
understanding and
utilizing security
features.

The system shall
offer responsive
technical support
channels (e.g.,
helpdesk, live
chat) to address
user queries and
issues.

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Must-have

Should-
have

Should-
have

Must-have

Should-
have

Must-have

Must-have

Transparency

Transparency

Empowerment

Identity

Reliability

User Support

User Support

Validated

Validated

Validated

Validated

Validated

Validated

Validated
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NFR039

NFR040

NFR041

NFR042

NFR043

NFR046

NFR048

NFR049

The system shall
be compatible with
popular mobile
device platforms
(e.g., iOS,
Android) and their
respective
versions.

The system shall
integrate
seamlessly with
existing mobile
financial service
infrastructure and
APlIs.

The system
architecture shall
support horizontal
scalability to
handle increasing
user demand and
transaction
volume.

The system shall
employ load
balancing
mechanisms to
distribute traffic
and ensure
optimal system
performance.
The system shall
follow modular
and well-
documented
coding practices to
facilitate system
maintenance and
updates.

The system shall
implement data
anonymization
techniques to
minimise the
exposure of user-
sensitive
information.

The system shall
support a wide
range of security
configurations and
options based on
user preferences.
The system shall
provide real-time
application
response and
feedback when
users adjust
security settings.

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Must-have

Should-
have

Should-
have

Could-have

Must-have

Should-
have

Must-have

Should-
have

Alignment,
Compatibility

Alignment,
Compatibility

Proportionality,
Alignment

Proportionality,
Reliability

User Support,
Transparency,
Alignment

Confidentiality

Freedom

Freedom

TRANSITION REQUIREMENTS

Validated

Validated

Validated

Validated

Validated

Validated

Validated

Validated
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TRO001

TR002

TR003

TR004

TRO005

TRO006

TRO07

TRO10

The transition
process shall align
with existing
security
frameworks and
procedures.

The transition plan
shall minimise
disruption to
ongoing
operations and
user experience.
User training
materials shall be
provided to
facilitate
understanding and
adoption of new
security heuristics.
Education
programmes shall
be conducted to
raise awareness
about the
importance of
mobile financial
security and best
practices.

The migration
process from the
existing security
framework to the
new heuristics
shall be smooth
and seamless.

A phased
approach to
migration shall be
followed to ensure
a gradual
transition without
significant
disruption to
users.

Clear
communication
channels shall be
established to
provide ongoing
support and
guidance during
the transition
period.

A knowledge base
or FAQ section
shall be available
to provide self-
help resources for
users during the
transition.

Transition

Transition

Transition

Transition

Transition

Transition

Transition

Transition

Must-have

Must-have

Must-have

Should-

have

Must-have

Must-have

Must-have

Should-
have

Alignment

Alignment

User Support,
Empowerment

User Support,
Empowerment

Alignment,
Reliability

Alignment,
Reliability

User Support

User Support,
Empowerment

Validated

Validated

Validated

Validated

Validated

Validated

Validated

Validated
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TRO11

TRO12

TRO13

TRO16

The new security
heuristics shall
undergo thorough
testing and
validation to
ensure their
effectiveness and
reliability.

Test scenarios
and conditions
shall be designed
to verify
compliance with
industry standards
and regulatory
requirements.
Mechanisms shall
be in place to
collect user
feedback on the
usability and
effectiveness of
the new security
heuristics.
Feedback from
users and
stakeholders shall
be used to refine
and improve the
security heuristics
through iterative
processes.

Transition

Transition

Transition

Transition

Must-have

Should-
have

Should-
have

Could-have

Reliability

Compliance

User Support,
Empowerment

User Support,
Empowerment

Validated

Validated

Validated

Validated

290



FRO01

FR002

FRO03

FR004

FRO05

FRO006

FRO08

FRO09

FRO10

FRO11

FR012

Appendix IV: Requirement and Heuristics

Requirement

The system shall

implement mechanisms to
ensure the integrity of user

financial transactions.
The system shall perform
regular checks to validate

the integrity of stored user

data and transaction
records.

The system shall provide
security controls
proportionate to users'
knowledge, time, and
transaction type.

The system shall offer
adjustable security
settings to allow users to
customise the level of
security.

The system shall provide
clear and understandable
security notifications and
alerts to users.

The system shall display
the current security status

and relevant information in

an easily accessible
manner.

The system shall provide
users with the ability to
review and revert security
choices made.

The system shall support
multiple authentication
options to verify user
identity.

The system shall ensure
that user authentication
mechanisms minimise
cognitive load for easy
identity verification.

The system shall provide
timely and accurate
feedback on transaction
status and error
conditions.

Principles

Integrity

Integrity

Proportionality

Proportionality

Transparency

Transparency

Empowerment

Identity

Identity

Reliability

Type MoSCoW
SOLUTION REQUIREMENTS: FUNCTIONAL
Functional Must-have
Functional Must have
Functional Must-have
Functional Must have
Functional Must-have
Functional Must have
Functional Should-have
Functional Must-have
Functional Must have
Functional Must-have
Functional Must have

The system shall have
robust error handling
mechanisms to recover
from errors and ensure
reliable execution of
security functions.

Reliability
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FRO013

FR014

FRO015

FR016

FRO17

FRO018

FRO019

FR020

FR021

FR022

FR023

FR024

The system shall offer
user-friendly and context-
sensitive help and
guidance for security-
related tasks.

The system shall provide
relevant security
information and
instructions without
overwhelming the user.
The system shall adhere
to accessibility standards
and guidelines for users
with disabilities.

The system shall provide
alternative modes of
interaction and
accommodate users with
visual or hearing
impairments.

The system shall display
valid certificates and
security indicators to verify
the authenticity of the
application.

The system shall notify
users when they are
interacting with potentially
non-trustworthy sources or
suspicious activities.

The system shall adhere
to relevant industry
regulations, data
protection laws, and
privacy policies.

The system shall provide
necessary audit logs and
security measures to
ensure compliance with
applicable standards and
regulations.

The system shall integrate
security controls
seamlessly into the user's
workflow.

The system shall align
security mechanisms with
the user's mental model
and existing mobile
financial service
interactions.

The system shall provide
users with options and
flexibility in choosing
security measures.

The system shall allow
users to adjust security
settings to balance
security requirements and
user convenience.

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Must-have

Must have

Must-have

Must have

Must-have

Must have

Must-have

Must have

Must-have

Could have

Must-have

Should-have

User Support

User Support

Accessibility

Accessibility

Authenticity

Authenticity

Compliance

Compliance

Alignment

Alignment

Freedom

Freedom
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NFR001

NFR002

NFRO003

NFR004

NFRO005

NFRO007

NFRO008

NFR009

SOLUTION REQUIREMENTS: NON-FUNCTIONAL

The system shall provide
fast and responsive
security controls and
actions.

The system shall handle
concurrent user
transactions efficiently and
without significant
performance degradation.
The system shall have an
intuitive and user-friendly
interface for ease of use.
The system shall minimise
user cognitive load when
interacting with security
features.

The system shall employ
encryption mechanisms to
protect user data during
transmission and storage.

The system shall
implement secure
authentication
mechanisms to verify user
identity and protect
against unauthorised
access.

The system shall have
mechanisms in place for
monitoring and detecting
security breaches or
suspicious activities.
The system shall ensure
high availability and
minimal downtime to
facilitate continuous
access to services.

Non-functional

Non-functional

Non-functional

Non-functional

Non-functional

Non-functional

Non-functional

Non-functional

Must-have

Should-have

Must-have

Must have

Must-have

Must-have

Must have

Must-have

Proportionality,
Empowerment

Proportionality,
Reliability

Empowerment,
User Support

Empowerment,
Alignment

Integrity,
Confidentiality

Identity, Integrity,
Compliance

Integrity,
Authenticity,
Compliance

Reliability
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Appendix V: Test Scripts

Test Case Summary

Heuristics Android 10S
Pass Partial Pass Fail | Pass Partial Pass Fail
Integrity 90 8 2 92 6 2
Proportionality 95 5 0 91 8 1
Transparency 90 8 3 93 8 0
Empowerment 90 7 3 90 7 3
Identity 88 9 3 91 9 0
Reliability 84 11 5 83 14 3
User Support 92 8 0 92 8 0
Accessibility 88 12 0 88 12 0
Authenticity 92 8 0| 88 13 0
Compliance 100 0 0 100 0 0
Alignment 90 8 2 92 2
Freedom 87 0 13 87 13
Proportionality test Extract:
Expected Results Post MF1 Test Result MF2 Test
conditions Result
Security controls should System returns
dynamically adjust based on the | to stable state,
user's knowledge, time, and ready for the
type of transaction without any next
breaches. transaction. Pass Pass
System returns
to stable state
The system should respect the with
customised security settings customised
without any compromises. settings saved
for future
transactions. Pass Pass
System
The Syl shou Semorstte | remans sabe
controls consistentl ready for next
y operation. Pass Pass
System
The system should handle remains stable,
concurrent transactions without | ready for next
significant performance batch of
degradation. concurrent
transactions. Pass Pass
System
The system should scale remains stable,
seamlessly to handle the
increase without crashing or ready for ;
slowing down significantly further scaling
' tests. Pass Pass
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System
The system should integrate the | remains stable,
new features without significant | ready for
performance degradation. further

enhancements. | Pass Pass
The system should optimise System
resource usage efficiently, remains stable,
adapting to the device's ready for the
capabilities without next
compromising security. transaction. Pass Pass
The application should maintain
acceptable levels of rSeyrrS1§nms stable
performance and ready for next ’
responsiveness even with yt'
enhanced security measures. operation. Pass Pass

System returns
The system should scale to stable state,
horizontally without issues, ready for
accommodating the increased further
demand efficiently. scalability

tests. Pass Pass
The load balancing mechanisms | System
should distribute traffic evenly, remains stable,
preventing system overloads ready for the
and ensuring optimal next batch of
performance. traffic. Pass Pass

Proportionality Test Extract with Comments
Expected Results Post conditions MF8 Test Result Comments
Security controls should
dynamically adjust MF4 showed
based on the user's ftﬁéerpe;?u;g? ’:rc:eStnaelﬂ’? a slight delay
knowledge, time, and trans’actiony in security
type of transaction ' control
without any breaches. Pass adjustments.
MF6
The system should System returns to stable displayed
respect the customised | state with customised minor issues
security settings without | settings saved for future when custom
any compromises. transactions. settings were
Pass applied.
Security
The system should Svstem remains stable controls
demonstrate fast and reya dv for next ’ operated
responsive security operZ\tion efficiently
controls consistently. ' across
Pass platforms.

The system should
handle concurrent System remains stable, No significant
transactions without ready for next batch of performance
significant performance | concurrent transactions. degradation
degradation. Pass observed.
The system should System
scale seamlessly to System remains stable scaled
handle the increase ready for further scalin’ successfully
without crashing or tests 9 without
slowing down ' noticeable
significantly. Pass issues.
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The system should

New features

. int t
integrate the new System remains stable, Isnuig;si‘glly
features without ready for further without
significant performance | enhancements. performance
degradation. Pass issues.

R rce
The system should use:éJ:
ophmseﬁre_sm:lrce System remains stable, optimised
usage etcienty, ready for the next successfully
adapting to the device's transaction ACr0SS
capabilities without ' various
compromising security. Pass devices.
The application should Security
maintain acceptable . measures

System remains stable,
levels of perf_ormance ready for next entf;]an?ed
and responsiveness operation withou
even with enhanced ' affecting
security measures. Pass performance.
The system should
\?vci:t?:guqci)gszggéa”y System returns to stable Horizontal
accommodatir{g the state, ready for further scalability
increased demand scalability tests. demonstrated
efficiently. Pass successfully.
The load balancing
mechanisms should . Load
o ; System remains stable,

preventing sy . of traffic. . ;
overloads and ensuring high traffic
optimal performance. Pass scenarios.
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Appendix VI: Ethics Documentation

Research Ethics Checklist

B Bournemouth

University
About Your Checklist
Ethics ID 39606
Date Created 20/09/2021 23:05:14
Status Approved
Date Approved 21/10/2021 06:26:40
Date Submitted 20/09/2021 23:13:40
Risk Low

Researcher Details

Name Stephen Ambore

Faculty Faculty of Science & Technology

Status Postgraduate Research (MRes, MPhil, PhD, DProf, EngD, EdD)
Course Postgraduate Research - FST

Have you recelved funding to support this
research project?

No

Project Details

Title Cybersecurity for the Unbanked
Start Date of Project 26/01/2016

End Date of Project 26/01/2022

Proposed Start Date of Data Collection 26/092021

Original Supervisor Huseyin Dogan

Approver Marcin Budka

Summary - no more than 600 words (including detall on backg d methodol

gy, sampk etc.)

| had earlier sought and obtained ethics approval for the 1st part of my PhD study which examined the supply and demand side factors

that affect Usable Security in Mobile Financial Services.

As part of these studies, through an iterative approach 12 usable security heuristics were tified. The of these
are meant to improve usable security in Mobile Financial Services. The heuristics were then validated by experts and the outcome of the

study published at a conference.

The next step is the exploitation phase of my PhD work where the developed heuristics will be applied to conduct evaluation of Usable
Security problem in Mobile Financial Services (MFS) and to develop Mobile Financial Services solution. To achieve this, Heuristics
evaluation will be conducted where 5 experts will conduct heuristics evaluation on selected Mobile Financial Service System. The second
part of the exploitation will be carried out as a hackathon where participants will use the heuristics to develop components of MFS to
enable me to recommend usable security guide for Mobile Financial Services developers.

Page 10f2

Printed On 21/1072021 22:40:27
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BU Research Ethics Checklist

Bournemouth
University
Reference Id 16976
Status Approved
Date Approved 12/09/2017
Researcher Details
Name Stephen Ambore
School Faculty of Science & Technology
Status Postgraduate Research (MRes, MPhil, PhD, DProf, DEng)
Course Postgraduate Research - FST

Have you received external funding to support this
research project?

No

Please list any persons or institutions that you will be
conducting joint research with, both internal to BU as
well as external collaborators.

Dr. Christopher Richardson, Dr. Huseyin Dogan, Dr.
Edward Apeh, Prof. David Osselton

Project Details

Title CyberSecurity for the Unbanked

Proposed Start Date

of Data Collection Denianz

Proposed End Date

04/12/2017
of Project

Original Supervisor | Christopher Richardson

Approver Research Ethics Panel
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Bournemouth
University

Participant Information Sheet

Title of the research project:

Cybersecurity for the Unbanked

Invitation

You are being invited to take part in a study. Before you go ahead, #t & important for you to
understand the reason for the study and what it entails. Please take a few minutes to carefully read
the fallowing infarmation. Also, please feel free to contact me should you reguire more infarmation.

Researcher

This study is being carried aut by Stephen Ambore a PhD researcher at Bournemauth University
under the faculty of Science and Technology. The research falls in the Cybersecurity domain with
specific focus an building a Cybersecurity framework for Mobile Financial Services {MFS).

Research Funders
This research is self-funded and is conducted as a PhD research in Bournemouth University.

Purpose of the project
As part of this PhD study, through an iterative approach 12 usable security beuristics were identified.
The application of these heuristics ace meant to imprave usable security in Maobile Financial Services.

The next step is the exploitation phase of my PhD wark where the developed heuristics will be applied
to conduct evaluation of Usable Security problem in Mobile Financial Services (MFS) and to develop
Mobile Financial Services solution. To achieve this, Heuristics evaluation will be conducted where
experts will conduct heuristics evaluation on selected Mobile Financial Service System. The second
part of the exploitation will be carried out as a hackathon where participants will use the heuristics to
develop camp of MFS to ble me to rec d usable security guide for Mobile Financial
Services developers.

Why have | been chosen?
You have been chosen to participate in this study based on your role as Cybersecurity/ and HCI
experts.

Do I have to take part?

Taking part in this study & entirely valuntary and you can also pull out at any paint in the research
shauld you no longer wish to continue, but we would love to hear from yau. The evaluation session
will last about three hours. During the session you will be reguired to use the set of heuristics we
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Bournemouth
University

have developed to evaluate usable security in MFS, you will also be expected to campare this with
existing beuristics. The set of heuristics would be sent to you upfront and the would be conducted
anline. All participants Personal Identifiable Information (PIl) if any shall be anonymised.

What are the advantages and possible disadvantages or risks of taking part?

Whilst there are no immediate benefits for thase people participating in the study, it is hoped that
this work will improve trust in the use of Mabile Financial Services and making access to financial
services available to abaut 21, 7hillion of the warld's population who currently do nat have access to
farmal banking services. There are no foreseeable risks or discomfort expected as a result of
participating in the interviews. The interview will be conducted at your convenient time, within the
time limit of this research work.

will my taking part in this project be kept confidential?

All the information that we collect from you gudog the cowse of the research will be kept strictly
canfidential and na personal identifiable data will be required. You will not be able to be identified in
any reparts or publications. All data relating to this study will be kept for 5§ years on a Bournemouth
University password protected secure network.

What type of information will be sought from me?
The study will only collect data to evaluate the performance of the heuristics in identifying usable
security problem in Mobile financial services.

Will 1 be recorded, and how will the recorded media be used?

Written nates will be taken by the researcher during the interview, the purpose of taking the notes is
ta ensure your thought are accurately captured, this would be sent ta you to verify f what was noted
represent your exsct opim‘on]No ather use will be made of the feedback without your written
permission, and na one outside the project will be allowed access to the original notes.

Definition of key terms
Mobile Financial Services: The use of mabile phones for conducting financial transactions include:
Mobile Banking Application, Mobile Maney, and Mabile Payment solutions using mobile phanes.

The International Standard Organisation {ISO) definition of Usability: the effectiveness, efficiency and
satisfaction with which specified users achieve specified goals ju pacicular sawiropments

The Nielsen Naorman Group @ foremost usability research group defines usability by 5 quality
compoenents as follows:
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Participant Agreement Form

Full title of project: Cybersecurity for the Unbanked

Name, position and contact details of researcher: Stephen Ambore, PhD Researcher, Bournemouth

University.

Name, position and contact details of supervisor: Dr Huseyin Dogan, Boumemouth|University.

Please Initial

or

Tick Here

| have read and understood the participant information sheet for the above research
project

| confirm that | have had the opportunity to ask questions.

| understand that my participation is voluntary.

| understand that | am free to withdraw up to the point where the data is processed
znd become anonymous, 50 my identity cannot be determined.

During the interview, | am free to withdraw without giving reason and without there
being any nezative consequences.

Should | not wish to answer any particular question(s), | am free to decline

| give permission for members of the research team to have access to my anonymised
responses. | understand that my name will not be linked with the research materials,
and | will not be identified or identifiable in the outputs that result from the research.

| agree to take part in the above research project.

Name of Participant Date Signaturs
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Appendix VII: Demand-Side Survey Questionnaire

B :JJ Understanding Usability and Security Elements in the Use of Mobile
Bounemauth Financial Services (MFS) Applications

Survey Questionnaire

Supervisors: Dr. C Richardson, Dr. H. PGR Researcher: S.Ambore
Dogan, Dr. E. Apeh, Prof. D. Osselton

Background

The mobile phone has changed the way we do things. One major area of change
is the use of the mobile phone to conduct financial transactions in a way that was
hitherto only possible in a physical bank. The use of mobile phones to provide
financial services is known as Mobile Financial Services (MFS). MFS products
include Mobile Banking (e.g easyMoney from Zenith Bank, and FirstMobile from
First bank), Mobile Money (e.g Teasy,Paga) and Mobile Payment (readycash,
easyPay).

We are interested in finding out how we can make these products more secure
and easy to use for you. To achieve that we would like to learn from your
experience of the use of MFS so far.

We also intend to enlighten you on a few things about threats you should be aware
of when using MFS in the process of completing this questionnaire.

Your feedback is highly valuable in understanding how we can make these
products serve you better.

Please be assured that any information that you provide in this questionnaire will
be treated with utmost confidentiality.

Section 1: Participants Details

Age Range [] 18-24

[] 25-34
[] 35-44
[
[]

45-60
61 and above
[_| Primary School Certificate
[] Secondary School Certificate
[] Diploma Holder
[] 1%t Degree (Bsc., Btech. HND. etc.)
[] Postgraduate Degree (PGD, Msc., PhD.)
[ | Uneducated

Occupation -
Sector T

Average Monthly < N 20,000

income N 21,000 — N 50,000
N 51,000 - N 100,000

N 101,000 - N 250,000

N 251,000 - N 500,000

[ ] >N501,000

Highest
Qualification

"PQ0TP@LOTD

L]
[
[
[
[

"o Qo0TD

Section 2: Product type and means of use
1. | use this phone type?
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a. []iPhone

b. []Samsung

c. []Blackberry

d. []HTC

e. [ ] Others (please specify)

2. | use this Mobile Financial Services (MFS) product (select all that apply)
a. [_] Mobile Payment
b. [] Mobile Money
c. [] Mobile Banking
d. [ Others(please specify)

3. | have been using MFS for
a. []<6 months
b. []7-12 months
c. []>12 months and beyond

4. My decision to use MFS was influenced by (select all that apply)
a. [ Itis cheaper than other means
b. [ Itis more convenient than going to the bank
c. []Ease of use
d. [1can use it anywhere and at anytime
e. [ ] Others (please specify)

5. | setup the MFS on my phone by
. ] Downloading from the apps store
. [ Installing via SDTK (SIM Development tool kit)
. [[] Was done for me by service provider
. ] 1'am not sure
. L] Others (please specify)

. 1 Wi-Fi only
. [] Phone Data only
. [] Both Wi-Fi and phone data, but more of Wi-Fi

[] Both Wi-Fi and phone data, but more of phone data

a
b
c
d
e
6. | use this connectivity option to enable me access MFS on my phone
a
b
c
d
e. [ ] Others(please specify)

7. | predominantly conduct a MFS transaction via (select all that apply)
a. [] Contactless(scanning)
b. [] USSD(SMS like payment instructions e.g. *776#)
c. [] Mobile App (app installed on phone)
d. [] Others (please specify)

8. I secure my MFS through the following means (select all that apply)

a. []Token
b. [JPIN
c. [ ] Biometry

d. [] Others (explain)

Section 3: Experience

9. The MFS | use is
a. [ ] Easy to navigate

b. [] Complex
c. []Meets my needs
d. [ Secure

[_| Others (please specify)

[ ] Strongly Agree

[ ] Agree

[ 1 Neither Agree Nor disagree
d. [] Disagree
e. [] Strongly Disagree

e.
10. It is difficult for me to complete a task on the MFS | use
a.
b.
C.

11. | often experience errors in my transactions

a. [] Strongly Agree

b. []Agree

c. [] Neither Agree Nor Disagree
d. [] Disagree

e. [] Strongly Disagree
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12. | often perform a single task several times due to the complexity of the MFS
a. [] Strongly Agree

b. []Agree
c. L[] Neither Agree Nor disagree
d. [] Disagree

e. [ ] Strongly Disagree

13. | often perform a single task several times due to lack of sufficient knowledge
a. [ Strongly Agree

b. []Agree
c. [] Neither Agree Nor disagree
d. [] Disagree

e. [ ] Strongly Disagree

14. The most frustrating part of using the product for me is

Agree Nor Disagree

Strongly Agree Neither Agree Disag

a | | frequently forget my PIN

b | Poor Network

¢ | Unsatisfactory level of
support from operators

d | How to navigate the system

e | How to be sure | did the right
thing with my transactions

f | Others (please specify)

15. My financial details has been compromised via my mobile phone

a. [ Never
b. [] Seldom
c. [ Usually
d. [ Often
e. []Always

Section 3: Awareness

16. | often share my phone with friends and family

a. [] Never

b. [] Seldom

c. [ Usually

d. []Often

e. []Always
17. | use the same PIN for my phone and MFS

a. [] Never

b. [] Seldom

c. [ Usually

d. []Often

e. []Always
18. | forget my MFS PIN

a. [] Never

b. [] Seldom

c. [ Usually

d. []Often

e. []Always
19. | write down my MFS PIN or secret questions somewhere in my phone so | don’t

forget

a. [] Never

b. [] Seldom

c. [ Usually

d. []Often

e. []Always
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20. Please select the indicator that you agree with the most for each item in the table
below

Strongly Agree Neither Agree Disag
Agree Nor Disagree

PIN authentication is
sufficient for me to access my
MFS

| would need an additional
level of authentication to PIN,
to improve my confidence in
the security of my MFS

My bank/operator responds
speedily to any fraud related
issues | raise to them

| know what to do to ensure
no one accesses my sensitive
financial details in the event |
lose my phone

| know my responsibility as a
mobile account owner

| know the banks/operators
responsibility for ensuring |
use MFS securely

I know how to escalate any
issue to the banks/operators

21. | can differentiate real Mobile apps from rouge ones
a. [] Yes, my bank/MFS operator showed me how
b. [] Yes, itis on the FAQ from my bank/Operator
c. [] Yes, due to my awareness of cybersecurity and Information
Technology
[ ] Yes, based on URL
[] Yes, based on source
[] Yes, based on look and feel
] No, | cannot differentiate
h. [ ] Others (Please explain)

@™o

22. Please select the indicator that tallies the most with your knowledge level of the
items in the table below

None | Basic | Average A bit above | Advan
average

Ransomware

Spyware

Smishing (SMS phishing)

Mobile Malware

Rogue applications

Cybersecurity

@ (O |Q|0|T| O

Data Privacy

23. | received training/ sensitization on how to use MFS before | started using it

a. []yes
b. [1No
23b. Training/Sensitization | received was sufficient
a. []yes
b. [1No

24. | am aware that a procedure/process exists, to guide my action in the event |
misplace my phone or suspicious transactions emanate from my phone
a. [ ] Strongly Agree
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[ ] Agree

[ ] Neither Agree nor disagree
[] Disagree

[ ] Strongly Disagree

d

b

c

e

25. No one else has access to my MFS account
a. [] Strongly Agree
b. []Agree

c. L[] Neither Agree Nor disagree

d. [] Disagree

e. [ ] Strongly Disagree

Section4: Maintenance

26. | perform an upgrade of the Operating system | use for MFS
[] As soon as it is available

] Never

[ ] Seldom

[ ] Always

[] It is done automatically by my service provider

[ ] 1don’t know

Freoooo

27. | perform an upgrade of the mobile application | use for MFS

a. [] Assoon as itis available
b. [] Never
c. []Seldom
d. []Always
e. []Itis done automatically by my service provider
f.  []1don’t know
28. The security of my MFS transaction depends on how often | update my mobile
oS
a. []Always
b. [] Often
c. [ Usually
d. [ Seldom
e. [ ] Never

29. The security of my MFS transaction depends on how often | update the mobile
application | use for MFS

a. []Always
b. [] Often
c. [ Usually
d. [ Seldom
e. [ ] Never
30. | use a phone antivirus
a Always
b. [] Often
c. [ Usually
d. [ Seldom
e. [ ] Never
31. | update my phone antivirus
a. []Always
b. [] Often
c. [ Usually
d. [ Seldom
e. [ ] Never

Section5: Usability

32. | am satisfied with the reliability of the MFS
a. [] Extremely satisfied
b. [] Very satisfied
c. [] Somewhat satisfied
d. [ Not so satisfied
e. [] Not at all satisfied

33. The MFS | use is easy to navigate
a. [] Strongly Agree
b. []Agree
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Neither Agree Nor disagree

c. [
d. [] Disagree
e. []

Strongly Disagree
34. | am satisfied with the available help options
[] Strongly Agree
[ ] Agree
] Neither Agree Nor disagree
[] Disagree
[ ] Strongly Disagree

FS I use is visually appealing
[] Strongly Agree
[ ] Agree
. [] Neither Agree Nor disagree
d. [] Disagree
e. [ ] Strongly Disagree

a
b
c
d
e.
M
a
b
c

Section6: Security

36. The financial transactions | conduct using MFS are protected from unauthorised

disclosures
a. [] Strongly Agree
b. []Agree
c. [] Neither Agree Nor Disagree
d. [] Disagree

e. [ ] Strongly Disagree

37. The financial transactions | conduct using MFS are accurate and consistent
throughout their life-cycle
a. [] Strongly Agree

b. []Agree
c. [] Neither Agree Nor Disagree
d. [] Disagree

e. [ ] Strongly Disagree

38. The MFS service | use is available and is at the required level of performance at

all times
a. [] Strongly Agree
b. []Agree
c. [] Neither Agree Nor Disagree
d. [] Disagree

e. [ ] Strongly Disagree

Section 7: Social Context

39. | prefer a secure transaction than an easy to use MFS system
a. [] Strongly Agree

b. []Agree
c. [] Neither Agree Nor disagree
d. [] Disagree

e. [ ] Strongly Disagree

40. | will prefer an easy to use MFS than an MFS that is too complex to use because
of security controls
a. [] Strongly Agree

b. []Agree
c. [] Neither Agree Nor disagree
d. [] Disagree

e. [ ] Strongly Disagree

41. | prefer an MFS system that is easy to use, yet secure
[] Strongly Agree

b. []Agree

c. [] Neither Agree Nor disagree

d. [] Disagree

e. [ ] Strongly Disagree

it

42. | am distracted or prone to making errors when conducting MFS transactions
on my phone because of (select all that apply)
a. []In coming phone calls during transactions
b. [ ] Environment of use
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c. [ Low battery life
d. [] Weak network strength or poor network connectivity
e. [ ] Others (please specify)
43. The maximum daily transactions limit set by my bank/operator on my MFS is
[] Too restrictive, | want more with same level of security
[] Too restrictive | want more with increased level of security
[] Too restrictive, | want more with reduced level of security
[ ] Too relaxed, | want more with increased level of security
[] Just fine
[ ] Others (please explain)
Section 6: Additional Information
Please provide any additional information you might like to share based on your
experience with MFS products

Thank you for contributing towards ensuring to a more user-centred and secure
Mobile Financial Services applications.
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Appendix VIII: Supply-Side Survey Questionnaire

B J Understanding Usability and Security Elements in the Use of Mobile Financial
ournemouth Services Applications

Semi-Structures Interview for MFS Developers and Solution Providers

Supervisors: Prof. D. Osselton, Dr.C PGR Researcher: S.Ambore
Richardson, Dr. H. Dogan, Dr. E. Apeh

Background

The aim of this survey is to understand the elements of mobile financial services that
affects user experience and security of financial transactions using Mobile Financial
Services (MFS) platforms. Mobile Financial Services which is the use of mobile phones
for the purpose or financial transaction include: Mobile Banking Application, Mobile
Money, Mobile Payment solutions using mobile phones.

Your feedback is high valuable in understanding usability and security elements that affect
the use of these applications.

Section 1: Participant Details

Name

Role/Position

Years of
Experience

Phone

Email

Section 2: Process and procedure

1.  What mythologies do you use in developing MFS products

2. Describe the requirement elucidation process for the MFS product you provide for your
customers

3. Are there any guidelines, standards or regulation you adhere to in developing?

4. How do you deploy update? [ ] As soon as thereis aneed. [ ] Update are done at a
predetermined frequency

5. How do customers get access to the solution: [ | Push , [_] Pull- Through Apps store [_]
Other means (State)

6. Do you have any capability to manage the MFS product of the customer remotely?

7. Do you have a mechanism for obtaining user feedback on their experience with the use
of the MFS product?

8. Describe your strategy/approach to user awareness on the use of the MFS

9. Are customer aware of their responsibility and that of your organisation in securing
transactions in MFS product

| Section 3: Usage
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10.

How do you ensure security of transactions on MFS products:

11.

How do you ensure that users are comfortable using the solution in terms of ease of use,
ease of learning, little or no error during transactions etc.

12.

From your experience how can you ensure effective security while improving user
experience?

13.

Can your end-users identify between genuine MFP app and fake once?

14.

Are there any peculiarities with the use of mobile phone for financial transactions?

15.

Can MFS product users perform offline operations

16.

What specific element should be considered in ensuring financial transactions using
mobile phone is relatively secure while not compromising ease of use of the solution

17.

In order of priority, least 5 elements that are crucial in usable security for MFS

Section 4: Additional comments
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Appendix IX: Heuristics Validation Questionnaire

B J Development of Heuristics for evaluation of Usable Security of Mobile Financial Services
Bowrnemouth (MFS) Applications

Semi-Structured Interview for validation

Researcher: Stephen Ambore

Section 1: Participant Details

Role/Position

Years of
Experience

Field of Expertise

Location (Work)

Q 2: Please share your thoughts on evaluating usable security in Mobile Financial Services (50
words)

Q 3: What is your perception on the impact of the following elements on usable security evaluation

1. Integrity

2. Proportionality

3. Transparency

4. Empowerment

5. Identity

6. Reliability

7. User Support

8. Accessibility

9. Authenticity

10. Compliance

11. Alignment

12. Freedom
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Q 4: What other element would you like added to the list in Q3 above that can help the evaluation of
usable security in MFS and why?

Q 5: Are there elements in the list in Q3 that you believe should not be there? Which element(s) and
why?

Q 6: Please list all elements in Q3 including any one you have added in order of importance from the
most important to the list important

Additional Comment

Thank you for your time and valuable feedback. Please be assured that we

shall treat the information you have provided with utmost confidentiality.
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GLOSSARY

# Terminology Description
Mobile Financial | The use of mobile phones to provide financial services.
Services Mostly in the form of Mobile Banking, Mobile Payment or
Mobile Money

2 Mobile Banking Leveraging mobile phones to provide banking services for

existing bank customers
Mobile Payment Using mobile financial services for payment purposes.

4 Mobile Money Using the mobile phone to provide financial services
mostly for customers without a bank account

5 Usable Security A human aspect of cybersecurity that focuses on the
usability of security controls as a means to mitigate
cybersecurity concerns

6 Financial Inclusion Enabling access to financial services for economically
active individuals through savings, payments, credit,
insurance, or pensions

7 Unbanked Economically active individuals without a formal bank
account

Demand-side Users of mobile financial services
Supply-side Developers, administrators, testers and evaluators of
mobile financial services.

10 | DevOps DevOps is a model that considers the supply-side of
systems development which consist of developers,
administrators and operations, and not treating those
elements in isolation.

11 | NASA TLX The NASA Task Load Index (NASA-TLX) is an approach
used to assess user workload.

12 | Multi-Factor This is an authentication method that requires users to

Authentication have more than one method of authentication to have
access to a system.

13 | Two-Factor This is a multi-factor authentication model that requires

Authentication two authentication factors; usually who you are and what
you have.

14 | Heuristics This is a model for decision making under uncertainty that
requires lesser variables to make a decision when
compared to conventional decision-making processes.

15 | Heuristics evaluation This is a usability testing approach that applies usability

heuristics to identify usability problems in a system.
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# Terminology Description

16 | Hackathon This is an innovative process that encourages the
development of novel solutions. Participants are often
expected to build a minimum viable product. Prize awards
are given to top participants.

17 | Black-box testing This is a testing technique that does not require the
understanding of the internal workings of the system.

18 | White-box testing This is a testing technique that reveals the internal logic of
the system to be tested.

19 | Fintech Leveraging technology to develop unique financial
solutions mostly to address niche areas.

20 | Neobank These are banks that leverage technology to provide
financial services, without the full regulatory requirements
of a conventional bank.

21 | MoSCoW “Must-have, should-have, could-have, won’t-have”
(MoSCoW). It is an approach for prioritising solution
requirements.

22 | User acceptance test This is a user-led test that assesses if the final products
meet user requirements.

23 | Test Script Tool use for user acceptance test consisting of the various
test conditions and test scenarios.

24 | Human factors The human element in a sociotechnical system.

25 | Sandbox A controlled environment that is isolated from regulation
and market for the purpose of testing new innovations.

26 | Test-and-learn The process of testing a new solution in a controlled
environment and addressing any observed market,
operational or regulatory risks before full launch.

27 | CERT Computer Emergency Response Team is a team set up to
manage computer related incidents.

28 | Sociotechnical system A system that has consideration for stakeholders and
elements in a social interaction that leverages technology.

29 | QR code Quick Response (QR) code. Provides a capability to store
and read data more efficiently than bar codes. One of its
major applications is to drive contactless digital payment.

30 | PCIDSS Payment Card Industry Data Security Standard (PCI DSS)
is a standard that guides card security in payment
systems.

31 | USSD Unstructured Supplementary Service Data (USSD).

Provides the capability for feature or basic mobile phone

owners to leverage GSM network to send and receive
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Terminology

Description

services using short codes. Most mobile money
implementations in developing economies leverage USSD

to reach the underserved.

32

SMS

Short Message Service (SMS). Enables message
exchange between mobile phone owners. Financial
services providers now leverage SMS to share financial

information with customers.

33

API

Application Programming Interface (API). This provides a
mechanism to integrate an existing function or module into
a new one, in a reusable manner. MFS developers

integrate security APIs to MFS to improve MFS security.

34

oTP

One Time Password (OTP). This is a multi-factor
authentication approach that sends a one-time password
to a user through a trusted channel to facilitate

authentication.

35.

TLS

Transport Layer Security (TLS). A security technique
applied to mitigate the risk of data eavesdropping and
man-in-the-middle attacks.
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