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Abstract—Money laundering signifies a major challenge and
risk in the global economic landscape. We introduce Tab-
AML, a deep-learning model for transaction monitoring that
achieves high detection accuracy while significantly reducing false
positives. Incorporating a dual-masked Transformer encoder
with a shared embedding component and Residual Attention
Layers, Tab-AML achieved an ROC-AUC of 93.01, a 98% true
positive rate, and a 51% false positive rate on the SAML-
D dataset, outperforming models such as TabTransformer and
XGBoost. These findings highlight the potential of transformer-
based models in advancing anti-money laundering efforts.

Index Terms—Anti-Money Laundering, Artificial Intelligence,
Machine Learning, Suspicious Transactions, Transaction Moni-
toring, Transformer Encoder, Deep Learning

I. INTRODUCTION

Money laundering poses a significant threat to financial
systems, damaging economies and enabling further criminal
activities. To combat this, financial institutions are mandated
by authorities like the Financial Action Task Force (FATF) to
implement anti-money laundering (AML) regimes, including
transaction monitoring. However, traditional rule-based ap-
proaches dominate this process, relying on manually crafted
rules that require frequent updates to adapt to changing
behaviours. These methods are highly inefficient, generating
over 95% false positives [1], leading to wasted resources and
increased operational costs [2].

This paper proposes a deep-learning approach to transaction
monitoring, aiming to improve upon existing methods by
reducing false positive alerts while maintaining a high true
positive rate. By enhancing the accuracy and efficiency of
AML systems, our approach seeks to alleviate the burden on
human investigators, empowering them to focus their efforts on
high-risk cases and make better-informed decisions. Our work
focuses on leveraging transformers [3], a largely unexplored
approach in this domain, to enhance the effectiveness of trans-
action monitoring. We present in-depth experiments comparing
the performance of our transformer-based model, Tab-AML,
against the established TabTransformer model [4], TabNet
[5], and various baseline models, highlighting its potential to
advance the field.

II. RELATED WORK

Machine learning techniques have been widely employed to
detect money laundering across various domains, with a focus

on transaction monitoring in financial institutions. Common
approaches include decision trees, random forests, neural net-
works (NN), and support vector machines (SVM) [6]. Studies
have demonstrated the effectiveness of NN-based methods,
such as single-layer feedforward networks [7] and radial basis
function networks, in enhancing learning speed and accuracy.
Random forest models, particularly those leveraging time-
frequency attributes, have also shown strong performance in
transaction monitoring [8].

Other approaches include isolation forests and one-class
SVMs, which perform well with synthetic datasets by flagging
anomalous patterns in transaction amounts and timings [9],
[10]. XGBoost has also been effective, outperforming rule-
based systems and achieving high precision and recall scores
[11]. Generative models, such as autoencoders and Wasserstein
GAN:Ss, have been used to reduce false positives by modelling
normal transaction patterns [12].

Emerging methods like graph neural networks (GCNs) have
been explored for blockchain transaction analysis, with studies
reporting high precision and F1 scores [13]. Transformer-
based models, such as HAMLET, have demonstrated their
potential in capital market transactions, achieving exceptional
classification performance [14].

While these studies highlight the promise of machine learn-
ing in AML, gaps persist. Few studies focus on applying deep
learning, particularly transformer-based models, to transaction
monitoring in financial institutions [15]. Addressing these gaps
can advance AML systems by improving detection accuracy
and reducing false positives, enabling better identification of
illicit activities across financial domains.

As stated in the new Schneiderman book ’Human-Centered
AI’ [16], researchers, developers, business leaders, policy-
makers, and others are expanding the scope of Al centered
technology to include the human-centered Al (HCAI) way
of thinking, and a bright future awaits Al researchers to
include HCAI design and testing strategies when building
Al solutions. This paper explains the features of SMAL-D,
the architecture of the Tab-AML model, and the experimental
setting to provide a level of transparency and traceability in
terms of the improvements made to transaction monitoring
through the use of a transformer-based deep learning model.



III. DATA

In this work, we utilised the SAML-D dataset [17], a
synthetic dataset of 9.5 million transactions, developed using
insights from AML specialists through semi-structured inter-
views, analysis of existing datasets, and a comprehensive lit-
erature review. The dataset includes 676,912 unique accounts
conducting transactions across 18 geographic locations, using
13 currencies and 7 payment methods. Among these, 0.104%
of the transactions (9,873 entries) are labelled as suspicious,
representing various money laundering techniques such as
layering, rapid fund movement, and transactions to high-
risk locations. The dataset includes 28 typologies, 11 normal
and 17 suspicious, modelled to reflect real-world scenarios,
with overlapping behaviours between normal and suspicious
transactions to increase complexity.

TABLE I: SAML-D Features

Feature
Temporal details
Account details

Description

Date and time stamps of transactions.

The account number of the sender and receiver of the
transaction.

Indicating the monetary value of each transaction.
Geographical data points for the sender and receiver
accounts.

Currency of the transaction for the sender and receiver
accounts.

Types of payments like wire transfer, credit, debit, etc.
A binary value signaling normal or suspicious transac-
tions.

Identifying the specific AML typology of each transac-
tion.

Transaction Amount
Bank Locations

Currency Information

Payment Method
Suspicion Indicator

Typology Classification

Pre-processing involved label encoding of categorical at-
tributes, such as geographical locations, payment types, and
currencies, which were numerically encoded for use with
embedding layers. Log transformation was applied to the
highly skewed Amount feature to normalise its distribution
and reduce the impact of outliers, followed by standardisation
of non-categorical features to improve model convergence and
efficiency. Feature engineering added temporal attributes like
Day, Month, Year, Hour, Is Weekend, and Day of Week derived
from the Date and Time columns, enabling the model to detect
behavioural patterns over time. Finally, unnecessary columns
such as Typology Classification and original temporal fields
were dropped to streamline the dataset for experimentation.
These steps ensured a comprehensive and robust dataset for
evaluating transaction monitoring models effectively.

IV. MODEL ARCHITECTURE

This work presents Tab-AML, a transformer-based model
designed to enhance transaction monitoring in the AML
domain, addressing inefficiencies in rule-based methods and
reducing false positives. Tab-AML builds on the TabTrans-
former [4], incorporating dual-masked transformer encoders
with shared embeddings and residual attention mechanisms
to capture complex feature interactions and improve detection
accuracy. The architecture is illustrated in Figure 1.

A. Embedding

The embedding stage processes categorical and continuous
features, which are common in transactional datasets. Categor-
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Fig. 1: Overview of the Tab-AML Model Architecture.

ical features are embedded using column-based embedding,
with dimensions matching the model’s dimensions (d), ad-
hering to the method used in [4]. The embedding layers are
initialised with weights from a truncated normal distribution
(mean O, standard deviation 0.01) to stabilise training and
prevent large initial weights from disrupting the learning
process. In total 12 features are embedded.

Tab-AML incorporates shared embedding components,
where a universal embedding vector is concatenated with in-
dividual feature embeddings to improve generalisation across
features. Several shared-to-individual embedding ratios (1/4,
1/8, 1/12) were tested, with the 1/8 ratio delivering optimal
performance. After embedding, the categorical feature embed-
dings are concatenated into a single tensor to enable interaction
analysis.

B. Transformers

The concatenated embeddings are fed into dual-masked
transformer encoder blocks. The first encoder employs masked
attention, exclusively focusing on the ’Sender Account’ and
"Receiver Account’ features. This selective attention aims to
effectively isolate and enhance the interaction analysis be-
tween these pivotal features, crucial in contexts where money
laundering techniques often involve complex transaction net-



works designed to hide the illicit origins of funds, such as
through structuring [18].

The output from the first encoder is passed to the second
encoder, which applies unmasked attention to integrate these
focused interactions with the broader dataset context. This
two-stage processing aims to capture both granular and global
patterns. Residual attention is integrated into the encoder
layers to stabilise training, improve context retention, and
mitigate overfitting [19]. This mechanism allow the model to
identify long-range dependencies and relationships, essential
for understanding intricate laundering patterns. A residual
dropout is also applied [20].
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Fig. 2: Dual-masked transformer encoder structure highlight-
ing selective feature processing for money laundering.

C. Classification

In the final stage of Tab-AML, the contextual embeddings
are combined with continuous features to create a vector
of dimensions (d x num_cat) + num_con, where d is the
embedding dimension, num_cat the number of categorical
features, and num_con the number of continuous features. This
vector is then passed to a Multi-Layer Perceptron (MLP) for
classification [21].

The MLP architecture uses layer sizes determined by hy-
perparameters, expanding the input dimension (/) by a factor
of 4 in the first layer and reducing it by a factor of 2
in the second layer [4]. The final output layer produces a
probability using a sigmoid activation function, indicating the
likelihood of a transaction being suspicious [22]. Hidden layers
employ the Gaussian Error Linear Unit (GELU) activation
function for smooth, non-linear transformations, enhancing the
model’s ability to capture complex patterns in the data [23].
To mitigate overfitting and improve generalisation, dropout is
applied within the MLP.

D. Residual Attention Mechanisms

The attention mechanism in Tab-AML is based on scaled
dot-product attention, which computes attention scores using
queries (), keys (K), and values (V). These scores are scaled
by the dimensionality of the key vectors (dx) and normalised
using the Softmax function. Multi-head attention extends this
mechanism by performing multiple attention operations in
parallel, enabling the model to learn diverse subspace rep-
resentations.

Residual attention enhances the standard attention mech-
anism, [24], [3], by incorporating attention scores from the

previous layer into the current layer’s calculations before
normalisation. This addition improves the model’s ability to
capture long-range dependencies and stabilises gradients dur-
ing training, reducing the risk of overfitting. This modification
is shown in Figure 3 and can be described by the following
formula:

T

. QK )
Attention,s (@, K, V, = Softma + 1%
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Where Q, K, and V are the queries, keys, and values,
respectively, as in standard attention and prev represents the
attention scores from the previous layer.
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Fig. 3: Transformer Encoder with residual attention used in
Tab-AML

V. EXPERIMENTAL SETTINGS

Our experiments aim to evaluate the performance of the Tab-
AML model against frequently employed techniques in money
laundering detection, as well as the TabTransformer and Tab-
Net models. Additionally, we optimise the models’ perfor-
mance through hyperparameter tuning. The optimal parameters
identified for each model are applied to a holdout dataset
to assess their capability in detecting suspicious transactions.
Tables V and VI present the chosen hyperparameters and
summarise the performance of each model on the validation
and test datasets.

A. Dataset Splitting

We adopt an 80-10-10 time-based train-validation-test split,
with transactions chronologically ordered by date and time
before splitting. The training dataset comprises 80% of the
data (7,603,881 transactions) and is used to fit the models. The
validation and test datasets share the remaining 20% equally,
each containing 950,485 transactions. The validation dataset
is employed for hyperparameter tuning, while the test dataset
evaluates the models’ generalisability. To prevent potential
bias, we avoided retraining the models on the combined
training and validation datasets after hyperparameter tuning.



B. Evaluation Metrics

Given the highly imbalanced nature of the dataset, we use
the ROC-AUC score [25] as the primary evaluation metric,
as traditional accuracy metrics are unsuitable. The ROC-
AUC score assesses the model’s ability to distinguish between
normal and suspicious transactions by plotting the true positive
rate against the false positive rate across varying thresholds.
To further analyse the best-performing model, we generate
the ROC curve and confusion matrix at a specific threshold,
providing insight into the model’s true and false positive rates.

C. Hyperparameter Tuning: Deep Learning Models

This section outlines our hyperparameter tuning strategy, de-
tailing the exploration of specific value ranges. Default values
were used for any hyperparameters not explicitly discussed.
Due to computational constraints, we opted for a manual
hyperparameter strategy instead of more resource-intensive
methods like GridSearch or Optuna [26]. This approach in-
volved systematically testing one hyperparameter at a time,
keeping others constant to isolate the effects of individual
hyperparameters. Our efforts aimed to maximise the AUC-
ROC score on the validation dataset. Despite the limitations
of manual tuning, such as time intensity and the potential for
incomplete exploration, this method yielded valuable insights
into hyperparameter sensitivity and model behaviour. Early
stopping was implemented to stop training for Tab-AML and
TabTransformer when score improvement fell below le™4,
while TabNet halted after five epochs without AUC-ROC
improvement.

Tables II and IIT highlight the tested hyperparameters for
each model, outlining the ranges and configurations systemat-
ically explored during the tuning process.

For the Tab-AML and TabTransformer models, hyperpa-
rameters were tuned based on guidelines from [4] and [19].
Binary Cross-Entropy with Logits Loss (BCEwithLogitLoss)
was chosen for its stability in classification tasks. Dropout rates
of 0%, 10%, and 20% were tested across different components,
with 10% proving optimal for all, reducing overfitting while
preserving learning capacity.

TABLE II: Tested Hyperparameters for the Tab-AML and
TabTransformer Models

Tested Values
1le=5, 1e %, 1e 3, 1le 2
Adam, AdamW, SGD
16, 32, 64, 128
32, 64, 128, 256
4 heads with 2 layers, 8 heads with 4 layers
0%, 10%, 20%
0%, 10%, 20%

Parameter
Learning Rate (/r)
Optimisers (O)

Model Dimensionality (d)
Batch Size (B)
Multi-Head Attention Configuration
Residual/Attention Dropout
MLP/Feed Forward Dropout

The TabNet model’s hyperparameters were tuned following
the recommendations in [5]. A combination of parameters,
including learning rates, decision step depths, attention widths,
and batch sizes, were systematically varied to optimise perfor-
mance. Table III provides an overview of the tested hyperpa-
rameter configurations for TabNet.

TABLE III: Tested Hyperparameters for the TabNet Model

Parameter Tested Values
Learning Rate (Ir) le 3, 1e 2, le T
Depth of Decision Steps (INg) 16, 32, 64
Width of Attention Layers (/Ng) 16, 32, 64
Number of Decision Steps (Nsteps) 1,3,5
Feature Scaling () 1.0, 1.5, 2.0

1e= 6, 1e= 4%, 1e~2
2048, 4096, 16384
512, 1024, 2048
0.1, 0.25, 0.4

Sparse Regularisation (Asparse)
Batch Size (B)
Virtual Batch Size (V' B)
Momentum (M)

D. Hyperparameter Tuning: Baseline Models

Baseline models were optimised using GridSearchCV [27]
with 3-fold cross-validation, focusing on ROC-AUC scores.
These models included logistic regression, K-Nearest Neigh-
bours (KNN), decision trees, random forests, XGBoost, and
Gaussian Naive Bayes, implemented via Scikit-learn [28] and
XGBoost libraries.

TABLE IV: Tested Hyperparameters for Baseline Models

Model Hyperparameters
Logistic Regression | Solver: Ibfgs; C' € {0.01,0.1,1,10,100}
K-Nearest Number of Neighbours: N € {2,3,5,7,9}

Neighbours (KNN)
Decision Trees

Max Depth: D € {2,4,8,16}; Min Samples
Split: S € {4,8,12}

Max Depth: D € {2,4,8,12}; Max Fea-
tures: F' € {2,4,8,12}

Random Forest

XGBoost Max Depth: D € {2,4,8,16}; Learning
Rate: L € {0.1,0.2,0.3}
Gaussian Naive | No hyperparameter tuning

Bayes (GaussianNB)

VI. RESULTS

Once the optimal parameters were identified using the
validation dataset, the models were retrained on the test dataset
to benchmark their performance. Tables V and VI highlight the
effectiveness of the Tab-AML model in detecting suspicious
transactions compared to other methods. Tab-AML achieved
an ROC-AUC score of 92.83% on the validation dataset and
93.01% on the test dataset, outperforming all other approaches.
The TabTransformer achieved an ROC-AUC of 87.66% on
the validation dataset and 85.94% on the test dataset, outper-
forming TabNet and baseline models. TabNet obtained ROC-
AUC scores of 81.78% (validation) and 80.61% (test). Among
traditional machine learning approaches, XGBoost performed
the best, aligning with existing literature highlighting its
effectiveness [29].

The superior performance of Tab-AML can be attributed
to its architectural improvements, including the dual-masked
Transformer encoder, shared embeddings, and residual atten-
tion mechanism, which effectively capture both micro and
macro patterns. The shared embedding mechanism enables
better learning of feature interactions, improving the model’s
handling of complex transactional data. The first transformer
block focuses on local interactions, while the second block



TABLE V: ROC Scores and Best Hyperparameters for the Models on the Validation Dataset. Displays the average ROC scores,
computed over three different seeds, alongside the optimal hyperparameters identified for each model.

Models ROC-AUC Hyperparameters
Score
Tab-AML 92.83 (0.13) O = AdamW, Ir = le~ %, d = 32, B = 64, Heads = 4, Layers = 2
TabTransformer 87.66 (0.69) O = AdamW,lr= 1le=3, d = 64, B = 128, Heads = 4, Layers = 2
TabNet 81.78 (0.01) O = Adam, Ir=2e=2, Ny = N, = 32, Nsteps = 1, ¥ = 2, Asparse =
le % M =04, B=4096, VB = 512
Baseline Models ‘
Logistic Regression 59.74 C =100
K-Nearest Neighbours 59.09 N =17
Decision Tree 78.44 D=8,5=4
Random Forest 80.51 D=8, F=8
XGBoost 81.64 D=4,L=0.1
Gaussian Naive Bayes 66.55 -

TABLE VI: ROC Scores of the Models on the Test Dataset. Displays the average ROC scores for each model, computed over

three different seeds.

Models

‘ ROC-AUC Score

Tab-AML
TabTransformer
TabNet

93.01 (0.61)
85.94 (0.24)
80.61 (0.03)

Baseline Models

Logistic Regression
K-Nearest Neighbours
Decision Tree
Random Forest
XGBoost

Gaussian Naive Bayes

56.59
59.61
77.85
79.69
81.12
63.89

integrates global feature patterns. The residual attention mech-
anism further enhances long-range dependency modelling,
crucial for detecting money laundering behaviours over time
[19].

Figures 4(a) and 4(b) show the ROC curves for Tab-AML
and TabTransformer. Tab-AML consistently outperformed
TabTransformer across thresholds. At a threshold producing
equal true positive rates, Tab-AML achieved a false positive
rate of 51%, compared to TabTransformer’s 68% (Figures 4(c)
and 4(d)). These results confirm Tab-AML’s superior ability
to identify complex patterns in suspicious transactions.

VII. CONCLUSION AND FUTURE WORK

This study introduces Tab-AML, a transformer-based deep
learning model for detecting potential money laundering
transactions. By leveraging shared embeddings and a dual-
masked transformer encoder with residual attention, the model
effectively captures complex transaction patterns. The first
transformer block focuses on micro-level interactions (e.g.,
sender-receiver flows), while the second examines macro-
level feature sets. Tab-AML achieved an ROC-AUC score of
93.01%, reducing the false positive rate by 17% compared
to TabTransformer (85.94%) and significantly surpassing XG-
Boost (81.12%) and TabNet (80.61%). This achievement is
aimed at augmenting human decision-making in anti-money
laundering (AML) systems and directly addresses the need

for systems that enhance human decision making and reduce
investigator fatigue.

Experiments were conducted on the SAML-D synthetic
dataset, developed with AML specialists. Future work in-
volves validating Tab-AML on real datasets, exploring feature
engineering, and enhancing explainability through attention
mechanisms to foster trustworthiness. Integrating Large Lan-
guage Models (LLMs) could further refine investigations,
leveraging explainability tools to streamline alert analysis,
ensuring fairness, and improved human-Al collaboration.

Tab-AML offers financial institutions improved detection
efficiency and lower operational costs. It can integrate with
existing rule-based systems as an additional layer, enhancing
flagged transaction analysis while preserving human oversight
and situational awareness in decision-making. This research
highlights the potential of transformer models in AML and
aligns with the goal of building responsible, human-compatible
Al solutions that augment human intelligence and trust in
technology.

AML detection systems need to be human-centric, situat-
ing explainable Al across the financial domains and helping
stakeholders combat financial crime more effectively. There
is a need to develop human-centered AML detection systems
that require minimal training for end-users.
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