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Abstract
Social engineering (SE) exploits human psychology to manipulate individuals into divulging confidential information or
performing actions that compromise security. This study examines whether the personal factors of Need for Cognition (NFC),
Need for Affect (NFA), and Faith in Intuition (FI) are associated with differences in risk-taking across different SE scenarios,
each employing one of Cialdini’s six persuasion principles: scarcity, reciprocity, likability, social proof, commitment and
consistency, and authority. The study focuses on two distinct cultural contexts: Arab GCC and British populations, comparing
how these factors affect risk-taking across both groups. Our methodological approach involved developing and face-validating
twelve online scenarios reflecting the presence and absence of each of the six principles. The outcome measure was the delta
in risk-taking attitude, representing the difference in risk-taking between a presence and an absence scenario. This approach
offers a novel method to measure the direct impact of persuasive cues posed by each of Cialdini’s principles. The survey
scenarios revolved around an online group member, a software developer, asking group members to install and try a new
mobile application. Hierarchical linear regression was employed to assess the incremental contribution of each predictor at
different stages of the model. Our dataset consisted of 651 participants, with 329 from the Gulf region (Arab sample) and
322 from the UK (British sample). Results indicated that NFA was strongly associated with risk-taking behavior under the
likability principle among the British sample. Additionally, a model incorporating all three predictors, NFC, FI, and NFA,
performed best in scenarios involving the reciprocity principle across both samples. Future research should explore additional
factors, relationships, and contexts that may enhance the predictive validity of these cognitive and affective traits in SE
susceptibility. Understanding how NFC, NFA, and FI influence the processing of manipulative messages can aid in designing
socio-technical and psychological interventions tailored to individuals’ cognitive and emotional tendencies.
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1 Introduction

Modern technologies have revolutionized our lives, leading
to increased reliance on the digital space for work, interac-
tion, and socialization. Although this reliance enhances our
daily activities, it also introduces new concerns and risks,
particularly in the realm of cybercrime. Social engineering
(SE) attacks,which exploit humanpsychology to gain control
over sensitive information by manipulating trust, invoking
fear, and creating a sense of urgency, have become alarm-
ingly prevalent [1, 2]. In 2020 alone, there were over 1.6
million reported incidents of SE attacks globally, resulting
in billions of dollars in financial losses [3, 4]. According to
the FBI’s Internet CrimeComplaint Center (IC3), phishing, a

0123456789().: V,-vol 123

http://crossmark.crossref.org/dialog/?doi=10.1007/s10207-026-01281-7&domain=pdf


  110 Page 2 of 18 I. Abuelezz et al.

common form of SE,was one of the top reported cybercrimes
in 2021 [5]. These attacks relymore on psychological manip-
ulation than on technical means [6], making understanding
the victim’s cognitive and emotional responses critical for
developing effective countermeasures.

Persuasion is a critical tool in SE attacks, allowing attack-
ers to manipulate victims into revealing private information
or taking actions that compromise their security. Previous
studies have identified various tactics that influence persua-
sion and are central to the success of SE attacks. For instance,
Mitnick and Simon [7] highlighted the exploitation of trust,
pretexting, phishing, baiting, and tailgating as common tac-
tics used by social engineers. Gragg (2003) explained how
social engineers manipulate their targets by exploiting sev-
eral psychological principles in a coordinated manner. They
begin by leveraging commitment and consistency, starting
with small requests that gradually escalate, which conditions
individuals to comply with larger demands. By impersonat-
ing authoritative figures, such as company executives or IT
staff, they exploit people’s natural inclination to obey those in
positions of power. Additionally, they create a sense of obli-
gation through reciprocity, offering something of value to
encourage cooperation. Finally, they amplify their influence
by invoking scarcity, creating a sense of urgency that compels
their targets to act quickly and without much deliberation
[8]. These tactics align effectively with Robert Cialdini’s
six principles of persuasion: reciprocity, commitment and
consistency, social proof, authority, likability, and scarcity
[9]. The principles explain human behavior in specific cir-
cumstances and are often exploited by social engineers [10].
Understanding the personal factors that influence the success
of these principles in knowingly risky situations provides a
deeper insight into the psychological mechanisms behind SE
attacks.

There has been growing research into the relationship
between Cialdini’s principles of persuasion and victim per-
sonality traits in the context of SE. Understanding these
personal factors is essential for grasping why certain indi-
viduals are more susceptible to them [11]. Uebelacker and
Quiel (2014) proposed the Social Engineering Personality
Framework (SEPF), which links the Five-Factor Model (Big
Five) of personality traits to susceptibility to SE [10]. The
research suggested that agreeable individuals, who are gen-
erally more trusting and cooperative, are more prone to fall
for tactics leveraging social proof due to their tendency to
follow others’ actions. Further supporting this, Oyibo et al.
[12] found that individuals with high conscientiousness are
more vulnerable to both the commitment and consistency and
the reciprocity principles, while those high in agreeableness
are more affected by authority, commitment, and liking. On
the other hand, low openness was associated with increased
susceptibility to authority and social proof, while high neu-
roticism was linked to higher susceptibility to social proof.

However, Darwish et al. [13] indicated that neurotic indi-
viduals, who are more anxious and cautious, are less likely
to fall for phishing attacks, as their cautious nature makes
them distrustful of unverified sources. Moreover, Guadagno
and Cialdini [14] conducted a review on the application
of Cialdini’s principles in online contexts, highlighting that
commitment-consistency and authority principles are par-
ticularly effective in digital environments, which often lack
physical and non-verbal cues. The research highlighted the
necessity of considering personality traits when developing
strategies to mitigate the risk of SE attacks, as these per-
sonal factors significantly influence how individuals respond
to persuasive tactics.

Most of the literature focuses on personality traits, par-
ticularly those in the Big Five inventory, when examining
susceptibility to Cialdini’s principles within a security con-
text. However, there is a lack of research on how other
personal factors influence susceptibility to these persuasive
tactics. Efforts to build an interdisciplinary bridge between
cognitive psychology and information security have high-
lighted important gaps that the present study addresses.
Montañez et al. [15] proposed a Cybersecurity Cognitive
Psychology framework extending human cognitive functions
to explain SE susceptibility, yet explicitly noted that the
role of personality traits in this context remains unclear and
called for quantitative studies on longer-term cognitive fac-
tors. Need for Cognition (NFC), Need for Affect (NFA), and
Faith in Intuition (FI) have been found to be associated with
differences in decision-making within the information secu-
rity context [16–19]. Individualswith highNFC tend to enjoy
and excel in activities requiring substantial mental effort,
resulting in better problem-solving and decision-making
across various situations [20, 21]. Reitter and Grossklags
[16] found that high NFC individuals engage in deeper cog-
nitive processing and are less likely to fall for superficial
or heuristic-based manipulations. Faith in Intuition involves
relying on gut feelings, which is linked to decisions in
morally uncertain scenarios and correlates with perceptions
of moral wrongdoing [22, 23]. Research shows that expe-
rienced security professionals often rely on their intuition,
sometimes leading to overconfidence and impacting risk
management strategies [17]. This reliance can influence their
confidence in making security decisions, even with incom-
plete information [24]. Need for Affect dictates whether
individuals seek or avoid emotional experiences [25], and has
been associatedwith differences in decision-making, as emo-
tions actively drive behavior toward specific goals according
to the ‘feeling-is-for-doing’ framework [26]. Recent studies
highlight the critical role of emotions in influencing security
behavior, with emotional responses to security-related stres-
sors driving compliance with information security policies
and impacting cybersecurity decisions [18]. According to the
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Affect Event Theory (AET), emotional responses to security-
related stressors can lead to changes in security behavior [19].
Positive stress, such as challenge information security stress,
can induce emotions like focus and self-assurance, enhancing
compliance and performance in security tasks. Alshammari
et al. [27] emphasize that both positive and negative emo-
tions significantly impact employees’ motivation to engage
in cybersecurity protection behaviors, with self-efficacy and
cybersecurity awareness acting as mediating factors.

Understanding individual differences in NFA, NFC, and
FI, and how these variations relate to the processing of
persuasive messages, is essential when examining the effec-
tiveness of Cialdini’s persuasive tactics. The Elaboration
Likelihood Model (ELM) explains how individuals process
persuasive messages through two routes: the central route
and the peripheral route [28]. The central route involves care-
ful and thoughtful consideration of the arguments presented,
occurring when individuals are motivated and able to engage
deeply with the content of the message. On the other hand,
the peripheral route relies on surface characteristics, such
as the attractiveness of the speaker or catchy slogans [29].
This model is relevant to understanding how people with
varying degrees of NFC, NFA and FI respond to persuasive
tactics. For instance, NFC influences which route is taken;
individuals with high NFC are more likely to engage in the
central route, deeply processing the persuasive content, while
thosewith lowNFCmight rely on peripheral cues [28]. Addi-
tionally, high NFA individuals are often more responsive to
emotional appeals and affective cues, leading them to focus
more on the emotional impact of the persuasive message
rather than its substantive content, thus engaging more fre-
quently in peripheral route processing [30]. However, high
NFA can also be associated with central route processing,
particularly when the message is personally relevant and
emotionally engaging, thereby encouraging deeper cogni-
tive processing [31, 32]. Understanding these differences in
processing can determine how susceptible individuals are to
various Cialdini tactics and howmanipulators canmake their
tacticsmore influential by targeting processing through either
peripheral or central routes.

It is posited that beyond the central and peripheral routes
of influence, perceived risk can be associated with differ-
ences in an individual’s susceptibility to persuasive tactics in
security contexts. Previous studies have utilized the ELM to
examine SE victimization [33, 34]. One such study analyzed
SE on Facebook, finding that both central route (argument
quality) and peripheral route (contextual cues) significantly
influence users’ compliance with SE requests, with higher
perceived risk reducing compliance [33]. The affect-as-
information hypothesis [35] suggests that individuals use
their current emotional state as information when making
judgments and decisions, further elucidating the role of NFA
and FI in understanding susceptibility to persuasion tactics.

Prior research found that when individuals perceive their
emotional reactions as pertinent, they incorporate these emo-
tions into their decision-making processes [36, 37]. This is
particularly relevant for individuals high in NFA and FI, who
heavily rely on their emotions and gut feelings, respectively,
making them more susceptible to emotional appeals and
potentially bypassing analytical evaluation during manipu-
lation attempts. By integrating these concepts and theories,
we aim to better understand how emotional, cognitive, and
intuitive processing influences susceptibility to SEmanipula-
tion, thereby developing more effective strategies to mitigate
the risk of falling victim.

Cultural factors can moderate the influence of personal
factors, shaping individual behavior and decision-making.
According to Triandis [38], differences in how individuals
across cultures interpret and process environmental infor-
mation contribute to variations in personality. Factors such
as social norms and collectivism can significantly shape indi-
viduals’ risk tolerance, as Statman [39] highlights, noting that
cultural contexts influence how people perceive and respond
to risks. To delve deeper into the complex relationship
between personal factors and persuasion, our study performs
a comparative analysis of cultural influences, focusing on the
UK and Arab GCC samples. The individualism-collectivism
cultural dimension is considered one of the most prominent
cultural differences among societies [40]. Notably, these dif-
ferences have been found to be pronounced between Arab
and UK cultures, as indicated by Hofstede and other scholars
[41, 42]. Our comparative approach is essential for creat-
ing a more tailored and culturally sensitive understanding
of persuasion and its countermeasures, thereby improving
cybersecurity behaviors. Additionally, by incorporating sam-
ples from the Arab region, our study addresses the prevalent
critique of an over-reliance on WEIRD (Western, Educated,
Industrialized, Rich, and Democratic) samples [43].

Based on the above discussion, the key objective of this
paper is to: Investigate whether Need for Affect (NFA), Need
forCognition (NFC), andFaith in Intuition (FI) are related to
susceptibility to Cialdini’s persuasion tactics used in social
engineering attempts. This investigation focuses on two dis-
tinct cultural groups: British and Arab GCC populations.
Participantsweremade aware of the potential risks associated
with the study’s context, controlling for technical knowledge
and digital literacy. Specifically, the study presented scenar-
ios where participants had to evaluate online requests (to
install and try a mobile app developed by a group member)
that could be either legitimate or malicious. These scenarios
were intentionally crafted to be ambiguous, ensuring par-
ticipants had to weigh both the legitimate and malicious
possibilities evenly. The rationale behind the design, along
with further details, will be provided in the following sec-
tions.
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2 Method

This section outlines the methodology used in the study and
describes the recruitment of participants, survey design, data
collection procedures, the development and validation of the
12 scenarios representing the presence and absence of each
of Cialdini’s persuasion principle, and the measures used
to assess the impact of cognitive styles and emotional fac-
tors on individual decision-making processes when deciding
whether or not to take a risk in each of the scenarios. The
study was conducted through an online survey, developed
using SurveyMonkey [44].

2.1 Development and validation of Cialdini’s
scenarios

Participantswere presentedwith afictional but realistic social
media scenario. In this scenario, a group member named
Oliver (for the UK participants) and Majid (for the Arab par-
ticipants), introduced himself as a software developer and
requested volunteers to download and test a new mobile app.
This social groupwas centered around local events, andwhile
the members were not entirely strangers, they had interacted
with each other previously through posts and reactions. The
app required users to provide personal data (e.g., name, age,
and location) to generate customized recommendations. This
introductory narrative aimed to create a naturalistic context
for evaluating Cialdini persuasion principles while conceal-
ing the specific purpose of the study andminimizing response
bias. Participants were cautioned about potential security
risks associated with sharing personal information during
the use of the mobile app. The caution was presented once
within the introductory narrative (prior to the persuasion
scenarios) to make participants aware of potential security
risks. Specifically, the caution stated: “Be cautious about
sharing personal information during these trials. They might
be used for undeclared reasons.” The introductory narrative
was shown twice to remind participants of the context before
starting the scenarios. The caution statement served as a con-
stant background context common to all scenarios. Repeating
the caution before each individual scenario was intentionally
avoided, as it could have biased participants’ responses by
making them systematically less likely to take risks, partic-
ularly when comparing the presence and absence scenarios
of Cialdini’s principles.

Based on the social media request scenario presented by
Oliver (or Majid for the Arab participants), we developed
12 distinct scenarios: 6 scenarios depicting the presence
of Cialdini’s principles and 6 scenarios depicting their
absence. Each scenario represented Oliver or Majid differ-
ently depending on whether the principle was present or
absent. For example, in the presence of the social proof prin-
ciple, we showed that a considerable number of other people

had downloaded and tested the app, while in the absence of
social proof, only a few people had installed and tested the
app. In the absence scenarios, the messages were designed to
be neutral rather than discouraging, ensuring that they did not
actively dissuade participants from engaging with the app.
The goal was to create a control condition where no explicit
persuasive strategies were employed, allowing the compari-
son to focus on the effectiveness of the social proof principle
without introducing any negative bias. Figure 1 illustrates
two examples of the social proof and likability principles,
each presented in both their presence and absence scenar-
ios, in both Arabic and English. The inclusion of absence
scenarios allows us to investigate the differences in suscep-
tibility between the presence and absence of each principle,
enabling us to compare and contrast their influence. All 12
scenarios were presented to participants in a random order
to mitigate any learning effects. Furthermore, each scenario
was meticulously crafted to focus exclusively on one of the
six principles, ensuring that no other Cialdini principles or
additional persuasive principles were incorporated into a sin-
gle scenario. All 12 scenarios of Cialdini’s principles in both
Arabic and English versions can be found at the Open Sci-
ence Framework (OSF) link provided in the supplementary
material of this manuscript.

Before conducting the actual survey, a thorough validation
process was carried out for the 12 Cialdini-designed scenar-
ios to ensure the accurate representation of each principle
in both the presence and absence conditions. We recruited
a small group of participants and first introduced them to
the definitions of the six Cialdini principles. The partic-
ipants were then asked to review each designed scenario
and match it to one or more Cialdini’s principle, indicat-
ing whether the scenarios depicted the presence or absence
of that principle. For each scenario, participants were asked
to provide feedback on clarity, relevance, and the accurate
representation of the principle in question and whether it
contained any distracting elements that could shift attention
to other factors potentially influencing their trust decision.
Based on their feedback, adjustments were made to improve
the scenarios. For example, in the social proof scenario,
participants suggested that the number of users who had
already installed the app should be more clearly specified
to justify the app’s popularity and correctly convey the prin-
ciple’s intended impact. Originally, the scenarios generically
stated "many users downloaded the app" for presence and
"only a few people downloaded" for the absence condition.
Adjustments were made to include the specific number of
downloads and likes for both presence and absence scenar-
ios. Similarly, for the likability principle, feedback indicated
that the description of Oliver’s interactions and profile pho-
tos needed to be more distinct between the presence and
absence scenarios. Initially, Oliver’s profile photo in the lik-
ability presence scenario was the same as in the absence
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.

A good number of the groupmembers (about 500members),

including some of your friends or contacts, have installed

the app and reported how fun and useful it is.

)5. (

.
Only a few people (around 5 members) have installed the

app. No comments are available about their experience with

the app.

.

.

The interactions of Oliver with the group members portray

a very respectful, kind and fun person. Oliver’s main profile

photo, and other public photos, show a nice-looking and

likable person.

.

.

Oliver has a serious look in the profile photos. Oliver does

not interact much with the group members, even those who

commented positively on his own posts.

Fig. 1 Presence (left) and Absence (right) of Social Proof (top) and Likability (bottom) principles
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scenario. Participants suggested that Oliver’s profile in the
absence scenario should convey a more serious look rather
than a friendlier and more approachable appearance. Fur-
thermore, we also ensured that the names chosen did not
indicate any socio-economic status, religious affiliation, or
political beliefs. This led to the selection of the names Oliver
and Majid. These adjustments helped refine the scenarios to
more accurately reflect the presence and absence conditions
of all principles.

2.2 Dataset

Participants for this study were recruited from the Arab Gulf
Cooperation Council (GCC) countries and the United King-
dom (UK) through the services of TGMResearch, a company
specializing in data collection for research studies [45]. The
decision to focus on these two culturally distinct regions was
intended to offer a broad basis for comparison, consider-
ing the differences in their cultural and societal values. This
cultural variation became clear through an analysis using
Hofstede’s country comparison chart [46] and the GLOBE
(Global Leadership and Organizational Behavior Effective-
ness) study framework [47], which revealed noteworthy
variations in Power Distance and Collectivism between the
UK and GCC countries. To ensure the clarity and simplicity
of the survey and to eliminate any potential ambiguities in
the wording of questions, a pilot test was conducted prior
to the main survey distribution with a small group of native
Arabic or English speakers.

Prior to participating in the survey, participants under-
went an eligibility assessment. The inclusion criteria required
participants to be over 18 years of age and to have been
born and currently residing in either one of the GCC coun-
tries (Saudi Arabia, Qatar, Bahrain, Kuwait, Oman, and the
United Arab Emirates) or the United Kingdom (including
England, Scotland, Wales, and Northern Ireland). As part of
the recruitment process, the data collection platform (TGM)
conducted an initial identity check to verify participants’
place of birth and current residence.Additionally, the eligibil-
ity assessment included a self-identification question, asking
participants whether they identified with the cultural norms
and values associated with either the Arab GCC or the UK.
Participants who did not meet these criteria were excluded
from the study. They also had to be comfortable interacting
with people they do not know personally on social media
and willing to offer help, such as advice or information, to
these individuals. All participants provided informed con-
sent and were given the option to withdraw from the survey
at any time. Participants were made aware that installing the
app could involve security risks, ensuring they understood
the potential consequences of their decision. To ensure data
quality, attention checks were incorporated into the survey.
Participants who did not pass these checks or completed the

survey significantly faster than the median time (less than
50%) were excluded from the analysis. A total of 741 partic-
ipants (378 British and 363 Arab GCC) initially completed
the survey. Of these, 18 were excluded for failing all atten-
tion checks (9 British and 9 Arab GCC), and 49 (24 British
and 25 Arab GCC) were excluded for completing the survey
in less than 50% of the median completion time, providing
straight-line answers for the majority of questions, or show-
ing response inconsistencies on the cognitive scales (NFC,
FI, and NFA) identified through author review of individual
response patterns. Additionally, 23 British individuals over
the age of 60 were excluded due to an uneven distribution of
this age group between the Arab and British datasets, as we
were unable to recruitArabparticipants in that age group.The
final dataset consisted of 651 participants in total, with 329
from theArabGCCand 322 from theUK. The study received
ethical approval from the Institutional Review Board (IRB)
of the last author’s institution.

2.3 Measures

The three scale-based questionnaires (FI, NFC, and NFA)
were carefully translated into Arabic, with adjustments made
to ensure cultural sensitivity while preserving their original
meanings.. The translation process included back-translation
[48] by bilingual experts to maintain consistency and accu-
racy. Furthermore, the translated questionnaires were pilot
tested with a small group to ensure clarity and cultural rel-
evance for Arabic-speaking participants. Participants were
instructed to answer all items honestly and accurately. To
reduce social desirability bias, anonymity and confidential-
ity of responses were assured. All the scale items used in the
survey, in both in Arabic and English, are available via the
Open Science Framework (OSF) link provided in the supple-
mentary materials section.

2.3.1 Rational-experiential inventory-10

We utilized established scales to assess the psychological
traits of FI and NFC, using items from the Rational-
Experiential Inventory-10 (REI-10) [22]. The REI-10 is a
concise version adapted from the original scales developed
by Epstein et al. [22] for FI and by Cacioppo and Petty [20]
for NFC. The scale includes ten items, five each for NFC and
FI, rated on a 5-point Likert scale ranging from "1 � com-
pletely false" to "5 � completely true.” An example item
from the FI scale is, "I trust my initial feelings about peo-
ple." A sample item from the NFC scale is, "I don’t like to
have to do a lot of thinking." Some items were modified to
improve clarity and ensure alignment between the English
and Arabic versions of the scale. For instance, the original
NFC item "Thinking hard and for a long time about some-
thing gives me little satisfaction" was revised to "Thinking
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hard and for a long time about something gives me some
satisfaction" to make it more relatable and comprehensible
within the study’s linguistic and cultural context. The scale
demonstrated good internal reliability across samples, with
Cronbach’s alpha values of 0.87 for FI and 0.83 for NFC in
the British sample, and 0.79 for FI and 0.70 for NFC in the
Arab sample.

2.3.2 Need for affect

In our survey, we employed the short 10-item scale for NFA,
which encompasses both the Avoidance (AV) and Approach
(AP) subscales [49]. This short version was adapted from the
Need for Affect Questionnaire (NAQ), developed by Maio
and Esses [25]. Participants responded using a 7-point Likert
scale ranging from "1 � strongly disagree" to "7 � strongly
agree." An example item from the NFA scale is: “I feel
that I need to experience strong emotions regularly.” In our
study, the correlation between the NFA approach and avoid-
ance subscales was significant and negative in both samples
(British: r � − 0.29, p < 0.001; Arab: r � − 0.14, p < 0.05),
consistent with the findings of Maio and Esses [25]. This
pattern supports the conceptualization of both subscales as
opposite poles of the same construct and justifies their com-
bination into a single NFA total score after reverse-coding
the avoidance items. Full correlation tables are provided in
the Supplementary Materials on OSF (Tables S13-S14). The
NFA scale demonstrated good reliability in both subscales
across samples. For the AP subscale, Cronbach’s alpha was
0.75 for the British sample and 0.69 for the Arab sample. For
the AV subscale, Cronbach’s alpha was 0.80 for the British
sample and 0.84 for the Arab sample.

2.3.3 Measure of susceptibility to Cialdini’s principles

To evaluate participants’ susceptibility to the 12 Cialdini sce-
narios, we asked two targeted questions for each scenario
to capture their reactions and decision-making processes in
response to either the presence or absence of the six princi-
ples. The first question assessed their risk-taking behavior by
asking, "In a similar scenario, how likely are you to install
the app and give it a try?" Responses were rated on a scale
from "very likely" to "very unlikely." The second question
gauged their level of trust in the persona presented (Oliver
in the English version, Majid in the Arabic version) by ask-
ing, "In a similar scenario, how much do you trust Oliver’s
[Majid’s] transparency and intentions?" This was measured
using a six-point Likert scale ranging from 1, "Complete dis-
trust," to 6, "Complete trust." The full survey is available via
the OSF link provided in the supplementary material section.

To further refine our understanding of susceptibility, we
created a new variable, the delta (�Presence–absence) which
represents the difference in risk-taking attitude between

the presence and absence of each Cialdini scenario. This
approach was chosen to directly measure the impact of per-
suasive cues by contrasting participants’ responses when the
cues were present versus when they were absent. A positive
delta indicates higher susceptibility, meaning the presence
of persuasion principles has a greater effect, while a nega-
tive delta suggests lower susceptibility, where the absence
of those principles has a stronger influence. This process
generated six columns, each representing the delta between
presence and absence for one of the six Cialdini principles.
The values in each of these columns ranged from− 5 to 5. By
examining this delta, we could more accurately capture the
degree of influence that the Cialdini principles exert on par-
ticipants, thereby isolating their effects from other variables,
such as being generally trusting or having an extra device
that can be used for non-essential purposes with less con-
cern for security. Previous studies have shown that analyzing
the difference between experimental conditions can provide
deeper insights into psychological processes and behavioral
response [50], which supports the validity of our approach.

2.4 Data analysis

The data analysis was performed using JASP version 0.18.2
[51]. The scoring of each scale followed the procedures out-
lined in the original references for the NFA and REI-10
[22, 49], including the grouping of items and the reversal of
scores where applicable. For our data analysis, we employed
multivariable linear regression [52] to investigate the rela-
tionship between the three continuous predictors (NFA, FI,
NFC) and the six outcomes representing susceptibility to
different Cialdini principles. Linear regression was chosen
because it allows us to assess the combined effect of these
predictors on the outcome variables, even when individual
correlations may not be significant. Demographic variables
(such as age and gender) were not included as covariates
because the outcome measure in each regression model is
a within-person difference score. Stable individual charac-
teristics (like age and gender) exert an equivalent influence
on both the presence and absence conditions and therefore
cancel out mathematically when the delta is computed, leav-
ing only the persuasive impact of each Cialdini principle as
the quantity of interest. Prior to conducting the regression
analysis, we performed a correlation analysis to examine
the relationships between the predictors and the outcomes.
The correlations between each predictor and the delta scores
(dependent variables) were generally small.

Despite the lack of significant correlations between the
predictors and dependent variables, previous literature sup-
ports the use of linear regression in such cases. The rationale
is that multiple regression assesses the unique contribution
of each predictor while controlling for the others, which can
reveal significant relationships that might not be apparent in
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simple correlations. Therefore, according to Cohen et al. [53]
it is appropriate to proceed with linear regression analysis
even when preliminary correlations are weak or not statisti-
cally significant, as the joint contribution of predictors might
still be meaningful. We used a hierarchical regression pro-
cedure in our analysis, entering the predictors in order. The
predictors were entered in the following order: FI, then NFC,
then NFA. Faith in Intuition was entered first as it reflects an
automatic, experience-based processing tendency expected
to exert a more immediate association with social judgments.
Need for Cognition was entered second to capture delib-
erative and analytical processing, allowing examination of
whether rational engagement explains additional variance
beyond intuitive tendencies. Finally, NFA was entered last
to evaluate whether affective motivation contributes incre-
mental explanatory power after accounting for both intuitive
and cognitive dispositions. This approach enabled the assess-
ment of each predictor’s incremental contribution at different
stages of themodel, allowing us to identifywhich psycholog-
ical factor most strongly contributes to susceptibility within
each cultural group. This approach has been used in previous
studies [54, 55].

No correction for multiple comparisons was applied
across the six regression models. The hierarchical entry of
predictors means that each predictor’s beta coefficient (the
standardizedmeasure of each predictor’s unique contribution
to the outcome) and�R2 (the incremental variance explained
at each step) reflect unique, partialled variance conditional on
all previously entered predictors. This prevents any one pre-
dictor from appearing significantmerely because it correlates
with another predictor that has genuine explanatory power.
Additionally, the six models represent conceptually distinct
outcomes, each underpinned by a different theoretical mech-
anism corresponding to a different Cialdini principle, and
therefore do not share the common null hypothesis structure
that would statistically justify a familywise error rate correc-
tion.

Q-Q plots for our data showed an approximately normal
distribution around the mean. According to the Central Limit
Theorem, even if the data does not follow a normal distri-
bution in smaller samples, with a sufficiently large sample
size (50 or more), the sampling distribution of the mean
will approximate a normal distribution [56]. Overall, sig-
nificant correlations were observed among the predictors,
particularly between NFC and NFA. Although the correla-
tion between NFC and NFC was significant, all correlations
were well below thresholds for multicollinearity (r < 0.70),
indicating that the predictors capture related yet distinct con-
structs. Multicollinearity among NFA, FI, and NFC was
further examined using the Variance Inflation Factor (VIF)
and tolerance values. The VIF values for all predictors were
well below the generally accepted threshold of 2 in both

samples [57], suggesting that there was no significant multi-
collinearity between these variables. The correlation analysis
is presented as supplementary material in the OSF link
provided at the data availability section (Tables S1-S12).
Additionally, no outliers were detected, as Cook’s distance
values were below the standard threshold of 1 [57]. Full
details of the Q-Q plots and collinearity statistics can be
found in the OSF link provided in the supplementary mate-
rials section.

3 Results

Prior research conducted as part of a larger study on the
impact of demographic and visual cues in SE revealed a
strong correlation between trust and risk-taking behavior [58,
59]. Given this relationship, the present analysis will focus
exclusively on app installation (as a measure of risk-taking)
as the primary outcome variable. Specifically, we will exam-
ine whether susceptibility to app installation can be predicted
by NFA, NFC, or FI across different Cialdini persuasion sce-
narios.

3.1 Descriptive statistics

Table 1 presents descriptive statistics showing the distribu-
tion of mean values for the presence and absence conditions
of Cialdini’s principles, the mean of the delta variable
�(Presence − Absence) and its SD, the three scales statistics,
across the Arab and British samples. Overall, both samples
demonstrated higher mean values in the presence condition
compared to the absence condition across all principles. The
delta means further indicate that the strongest effect was
observed for Social Proof (Arab: M � 2.03, SD � 1.56;
British: M � 1.77, SD � 1.27), followed by Authority and
Reciprocity, whereas the smallest differences were found for
Commitment and Consistency and Scarcity in both groups.
Higher delta means (all > 0) indicate a greater likelihood to
take the risk or comply under the presence condition, while
values close to zero reflect similar tendencies between the
presence and absence conditions. No delta mean was < 0,
reflecting that participants in both samples were overall more
risk-accepting when the persuasion principles were present.

Regarding the scales, both the Arab and British samples
showed identical minimum andmaximum scores on theNFC
scale. However, the range for the NFA scale was broader in
the British sample (-20/30) compared to the Arab sample (-
18/28). The mean NFA values for both the Arab and British
samples were positive (Arab: M � 5.26, SD � 7.87; British:
M � 5.79, SD � 8.27), indicating a general tendency toward
higher affect in both groups.
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Table 1 Descriptive statistics for outcome and predictor variables across the british and arabic samples

Variable/Principle Participants (N � 651)

Arab (N � 329) British (N � 322)

Presence/Absence
(x̄P/x̄A)

�(Presence − Absence) (Mean ± SD) Presence/Absence
x̄p/x̄A

�(Presence − Absence)
(Mean ± SD)

Social Proof 4.76/2.73 2.03 ± 1.56 3.97/ 2.21 1.77 ± 1.272

Likeability 4.44/3.20 1.25 ± 1.31 3.57/ 2.48 1.08 ± 1.281

Authority 4.51/2.77 1.75 ± 1.59 3.76/ 2.22 1.54 ± 1.316

Commitment &
Consistency

4.23/3.79 0.44 ± 1.01 3.39/ 2.94 0.45 ± 1.026

Reciprocity 4.31/2.79 1.53 ± 1.49 3.64/2.32 1.32 ± 1.245

Scarcity 4.29/4.14 0.15 ± 1.07 3.65/3.46 0.19 ± 0.975

Arab (N � 329) British (N � 322)

Minimum Maximum Mean (SD) Minimum Maximum Mean (SD)

NFC 6 25 16.23 (3.75) 6 25 17.44 (4.00)

FI 7 25 19.49 (3.12) 8 25 19.90 (3.03)

NFA − 18 28 5.26 (7.87) − 20 30 5.79 (8.27)

NFC: Need for Cognition, FI: Faith in Intuition, NFA: Need for Affect

Table 2 Hierarchical regression analysis predicting the social proof �Presence–absence across Arab and British samples

Step 1 Step 2 Step 3

Principle 1:
Social Proof

Arab (N � 329) British (N � 322) Arab (N � 329) British (N �
322)

Arab (N � 329) British (N �
322)

β t β t β t β t β t β t

FI 0.125* 2.274 0.109* 1.969 0.122* 2.204 0.099 1.749 0.123* 2.211 0.091 1.609

NFC 0.027 0.496 0.066 1.165 0.032 0.542 0.050 0.863

NFA − 0.013 − 0.224 0.072 1.253

R2(ΔR2) 0.016* 0.012* 0.016 0.016 0.016 0.021

*p < 0.05, **p < 0.01, ***p < 0.001

3.2 Prediction results of susceptibility to Cialdini
principles

Table 2 presents the standardized beta coefficients (β), t-
values, and changes inR2 (�R2) fromhierarchical regression
analyses predicting the Social Proof �Presence–absence across
Arab and British samples. The table is divided into three
steps for each sample, with Step 1 showing the inclusion of
FI, Step 2 adding NFC, and Step 3 incorporating NFA to the
prediction model.

Arab Sample. In the Arab sample, when FI was included
in the first step of the model, it significantly predicted the
�Presence–absence (β � 0.125, t � 2.274, p � 0.024), with a
modest improvement in explanatory power (�R2 � 0.016, p
� 0.024). In the second step, adding NFC to the model did

not lead to a significant improvement (β � 0.027, t � 0.496,
p � 0.620), and there was no additional change in R2 (�R2

� 0.016, p � 0.620). Finally, when NFA was included in the
third step, the model’s prediction remained consistent, with
FI continuing to show significance (β � 0.123, t � 2.211, p
� 0.028), while NFC (β � 0.032, t � 0.542, p � 0.589) and
NFA (β � -0.013, t � -0.224, p � 0.823) did not contribute
significantly.

British Sample. In the British sample, the initial inclusion
of FI in the model also resulted in significant prediction (β
� 0.109, t � 1.969, p � 0.05), with a slight increase in R2

(�R2 � 0.012,p � 0.05). However, the subsequent addition
of NFC and NFA at step 2 and 3 did not significantly enhance
the model as none of the three predictors were significant,
with no meaningful change in R2.

123



  110 Page 10 of 18 I. Abuelezz et al.

In summary, the hierarchical regression analysis sug-
gests that FI is a significant predictor of Social Proof
�Presence–absence in both Arab and British samples, partic-
ularly in the initial model. However, the additional inclusion
of NFC and NFA did not significantly enhance the predictive
power of themodel in either sample, as shown by theminimal
changes in R2 and the non-significant beta coefficients.

Table 3 presents the prediction result for Likeability
�Presence–absence across the two samples.

Arab Sample. In the Arab sample, when FI was included
in the first step of the model, it showed a trend towards sig-
nificance in predicting the �Presence–absence (β � 0.100, t �
1.811, p� 0.071),with amodest improvement in explanatory
power (�R2 � 0.010). Adding NFC and NFA in the second
and third steps slightly increased the change in R2 (0.015 and
0.016, respectively), but these changes were not significant,
and neither NFC nor NFA contributed significantly to the
model.

British Sample. In the British sample, the initial inclusion
of FI in the model also showed a trend towards significance
in predicting the �Presence–absence (β � 0.098, t � 1.768, p
� 0.078), with a slight increase in R2 (�R2 � 0.010). The
subsequent addition of NFC in step 2 did not significantly
enhance the model (β � 0.066, t � 1.168, p � 0.244), with
no meaningful change in R2 (�R2 � 0.014). However, when
NFA was added in step 3, the model became significant (β �
0.205, t � 3.635, p < 0.001), resulting in a notable increase
in explanatory power (�R2 � 0.053, p < 0.001).

In summary, none of the predictors (FI, NFC, or NFA)
significantly influenced the prediction of the�Presence–absence

for likeability in the Arab sample across all three steps of the
model. In the British sample, while FI and NFC did not yield
significant changes in the model, the inclusion of NFA in
the third step resulted in a significant increase in �R2. The
results highlight NFA’s role as a potential driver of influence
in this specific principle in the British sample.

Table 4 shows the prediction result for Authority
�Presence–absence across the two samples.

Arab Sample. In theArab sample, when FIwas included in
the first step of the model, it did not significantly predict the
Authority�Presence–absence (β � 0.052, t� 0.943, p� 0.346).
Adding NFC and NFA in the second and third steps slightly
increased the change in R2 (0.005 and 0.006, respectively),
but these changes were not significant, and neither NFC nor
NFA contributed significantly to the model.

British Sample. In the British sample, the initial inclu-
sion of FI in the model significantly predicted the Authority
�Presence–absence (β � 0.127, t � 2.296, p � 0.022), with a
notable increase in R2 (�R2 � 0.016). The subsequent addi-
tion of NFC in step 2 also contributed significantly to the
model, with a further increase in R2 (�R2 � 0.019, p �
0.043). However, when NFAwas added in step 3, the change

in R2 was not statistically significant (�R2 � 0.020, p �
0.087).

In summary, in theArab sample, none of the predictors (FI,
NFC, or NFA) significantly influenced the predictive power
of susceptibility to Authority�Presence–absence across all three
steps. In contrast, in the British sample, FI significantly pre-
dicted Authority in both the first and second steps, with a
modest increase in ΔR2. The inclusion of NFA in the third
step did not lead to a significant prediction in the British sam-
ple. Thesefindings suggest that FIwas an influential predictor
in theBritish sample,while neitherNFCnorNFAcontributed
significantly to the model prediction in either sample.

Table 5 presents the prediction results for Commitment &
Consistency �Presence–absence across Arab and British sam-
ples.

Arab Sample. In the Arab sample, none of the predictors
(FI, NFC, or NFA) significantly predicted the Commitment
& Consistency �Presence–absence, as the changes in R2 across
all steps were not significant. However, NFC became a sig-
nificant predictor (β � 0.116, t � 1.966, p � 0.050) in step
3, though the overall change in R2 remained minimal.

British Sample. Similarly, in the British sample, the ini-
tial inclusion of FI also did not significantly predict the
�Presence–absence (β � 0.033, t � 0.599, p � 0.550), and the
addition of NFC and NFA in subsequent steps did not lead
to significant improvements in the model, as reflected by the
non-significant changes in R2 (�R2 � 0.001 and �R2 �
0.008).

In summary, none of the three predictors (FI, NFC, or
NFA) significantly influenced the prediction of Commitment
& Consistency �Presence–absence in either the Arab or British
samples.

Table 6 illustrates the prediction results for Reciprocity
�Presence–absence across the Arab and British samples.

Arab Sample. In the Arab sample, the initial inclusion of
FI in the model did not significantly predict the Reciprocity
�Presence–absence (β � 0.080, t � 1.449, p � 0.148), resulting
in a minor increase in explanatory power (�R2 � 0.006).
Adding NFC in the second step led to a significant change,
with NFC emerging as a significant predictor (β � 0.144, t�
2.629, p� 0.009), enhancing the model’s explanatory power
(�R2 � 0.027, p � 0.003). However, the addition of NFA in
the third step did not significantly contribute to the model (β
� -0.058, t � -0.993, p � 0.321), with only a slight further
increase in R2 (�R2 � 0.030, p � 0.019).

British Sample. In contrast, in the British sample, FI
was a significant predictor right from the first step, with a
notable impact on predicting Reciprocity �Presence–absence (β
� 0.165, t� 2.993, p� 0.003), accompanied by ameaningful
improvement in R2 (�R2 � 0.027, p � 0.005). The subse-
quent inclusion ofNFCalso significantly enhanced themodel
with an increase in R2 (�R2 � 0.033, p � 0.003). Notably,
adding NFA in the third step contributed significantly to the
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Table 3 Hierarchical regression analysis predicting the likeability �Presence–absence across Arab and British samples

Step 1 Step 2 Step 3

Principle 2:
Likeability

Arab (N � 329) British (N �
322)

Arab (N � 329) British (N �
322)

Arab (N � 329) British (N � 322)

β t β t β t β t β t β t

FI 0.100 1.811 0.098 1.768 0.092 1.657 0.087 1.550 0.094 1.692 0.066 1.189

NFC 0.074 1.333 0.066 1.168 1.692 1.445 0.021 0.715

NFA − 0.033 − 0.567 0.205*** 3.635

R2(ΔR2) 0.010 0.010 0.015 0.014 0.016 0.053***

*p < 0.05, **p < 0.01, ***p < 0.001

Table 4 Hierarchical regression analysis predicting the authority �Presence–absence across Arab and British samples

Step 1 Step 2 Step 3

Principle 3: Authority Arab (N �
329)

British (N � 322) Arab (N �
329)

British (N � 322) Arab (N �
329)

British (N �
322)

β t β t β t β t β t β t

FI 0.052 0.943 0.127* 2.296 0.047 0.837 0.118* 2.093 0.045 0.798 0.114* 2.021

NFC 0.051 0.917 0.058 1.034 0.041 0.694 0.051 0.887

NFA 0.029 0.490 0.032 0.554

R2(ΔR2) 0.003 0.016* 0.005 0.019* 0.006 0.020

*p < 0.05, **p < 0.01, ***p < 0.001

Table 5 Hierarchical regression analysis predicting the commitment & consistency �Presence–absence across Arab and British samples

Step 1 Step 2 Step 3

Principle 4:
Commitment&
Consistency

Arab (N �
329)

British (N �
322)

Arab (N �
329)

British (N � 322) Arab (N � 329) British (N � 322)

β t β t β t β t β t β t

FI 0.038 0.693 0.033 0.599 0.030 0.548 0.036 0.642 0.039 0.707 0.027 0.483

NFC 0.072 1.296 − 0.018 − 0.314 0.116* 1.966 − 0.037 − 0.634

NFA − 0.128 − 2.171 0.086 1.492

R2(ΔR2) 0.001 0.001 0.007 0.001 0.021 0.008

*p < 0.05, **p < 0.01, ***p < 0.001

model, with a great increase in R2 (�R2 � 0.044, p� 0.003),
highlighting that while FI was a consistently significant pre-
dictor across the steps for the British sample, and that the
model was better explained by the three predictors included.

In summary, NFC emerged as a significant predictor of
Reciprocity�Presence–absence in theArab sample. In theBritish
sample, FI was a consistently significant predictor across all
steps. These results highlight the different predictors of influ-
ence for Reciprocity susceptibility across the two samples,

with NFC being influential for the Arab sample and FI for
the British sample.

Table 7 presents the prediction results for Scarcity
�Presence–absence across Arab and British samples.

British Sample. In the British sample, the initial inclusion
of FI in the model showed a trend towards significance in
predicting theScarcity�Presence–absence (β�0.107, t�1.933,
p� 0.054),with amodest improvement in explanatory power
(�R2 � 0.012). When NFC was added in the second step,
it led to a further improvement in the model’s explanatory
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Table 7 Hierarchical regression analysis predicting the scarcity �Presence–absence across Arab and British samples

Step 1 Step 2 Step 3

Principle 6: Scarcity Arab (N �
329)

British (N �
322)

Arab (N �
329)

British (N �
322)

Arab (N � 329) British (N �
322)

β t β t β t β t β t β t

FI 0.076 1.378 0.107 1.933 0.076 1.363 0.090 1.596 0.073 1.308 0.085 1.508

NFC 0.002 0.042 0.108 1.916 − 0.012 − 0.198 0.098 1.706

NFA 0.041 0.695 0.042 0.738

R2(ΔR2) 0.006 0.012 0.006 0.023* 0.007 0.024*

*p < 0.05, **p < 0.01, ***p < 0.001

power (�R2 � 0.023, p� 0.025), though neither FI nor NFC
were a significant predictor. The British sample model was
better explained by the three predictors included, particularly
in step 3 with the inclusion of NFA, which contributed to a
slight increase in the model’s explanatory power (�R2 �
0.024, p � 0.048), but no prediction significance observed
by any of the three predictors.

Arab Sample. In contrast, for theArab sample, the addition
of FI, NFC and NFA in all steps did not significantly enhance
the model, as indicated by the nonsignificant changes in R2

and predictor coefficients across all steps.
In summary, for the British sample, the inclusion of FI,

NFC, and NFA across the three steps significantly enhanced
the prediction model for Scarcity �Presence–absence, with
NFA contributing to a notable improvement in the model’s
explanatory power in step 3. In contrast, in the Arab sam-
ple, none of the predictors (FI, NFC, or NFA) significantly
improved the model, as indicated by the very minimal
changes in �R2 across all steps. These findings suggest that
themodelwas better explained by the predictors in theBritish
sample, while no significant prediction was observed in the
Arab sample.

4 Discussion

This study aimed to explore how individual differences,
specifically the NFA, NFC, and FI, are associated with
susceptibility to app installation across various Cialdini per-
suasion scenarios in Arab GCC and British samples. Need
for Cognition, NFA, and FI have been shown to play a signif-
icant role in relating to differences in decision-making in the
context of information security [16–19]. Although the effects
observed in this study are statistically modest, they are prac-
tically important in the context of SE. Social Engineering
attacks depend on scale rather than precision, and campaigns
can succeed evenwhenonly a very small proportion of targets
comply. When applied to a large-scale campaign targeting

10,000 people, a one- to two-percentage-point increase in
compliance would equate to an additional 100–200 suc-
cessful compromises. It must be noted that the cumulative
effect of many low-probability events can be strategically
decisive: one compromised account can grant access to
networks, contacts, and reputational trust that enable subse-
quent attacks. In this sense, minor psychological tendencies
become system-level vulnerabilities. From a methodologi-
cal standpoint, modest coefficients are also consistent with
the conservative nature of our analysis. Specifically, the hier-
archical regression isolates the unique contribution of each
predictor after accounting for shared variance among con-
structs, producing smaller but more trustworthy effect size
estimates.

Our results suggest that FI could significantly predict the
Social Proof principle, in both the Arab and British sam-
ples. This finding aligns with research in other domains,
such as decision-making in high-stakes environments, where
intuitive processing often overrides deliberate analysis [60].
In the context of social proof in our scenario, individuals
with high FI tended to rely more on social cues, such as
the number of downloads, likes and comments, when mak-
ing decisions, rather than conducting a thorough evaluation.
These social cues on a social media post can trigger heuris-
tics like the “bandwagon effect” [61], where individuals
assume that if many others are endorsing or engaging with
something, it must be valuable or correct [62]. The reliance
on such heuristics may help explain why individuals with
higher FI might use social cues for quick decision-making
rather than engaging in deeper cognitive evaluation. Interest-
ingly, despite the theoretical relevance of the NFC and NFA
in decision-making processes, their inclusion in the model
did not significantly enhance its predictive power. This out-
come suggests that, in the context of social proof, the reliance
on social cues and intuitive processing may overshadow the
roles of cognitive and affective needs.

For the Likeability principle, the findings diverged
between the two samples. In the Arab sample, FI showed a
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trend toward significance, but themodel’s explanatory power
remained relatively low. Conversely, in the British sample,
while FI was initially marginally significant, the inclusion
of NFA in the final step was associated with an improved
model fit. This suggests that affective processing plays amore
prominent role in the British context, potentially reflecting
cultural differences in how emotional cues are perceived and
acted upon. Although there is limited literature explicitly
demonstrating that NFA strongly influences susceptibility
to likeability-based persuasion, research in consumer psy-
chology highlights how emotions, particularly those elicited
by pleasant sensory experiences like taste and smell, can
powerfully shape decision-making in response to persua-
sive cues emphasizing likability [63]. This parallels findings
in marketing, where emotional appeal often trumps rational
arguments in shaping consumer preferences because emo-
tions can create a strong, immediate connection with the
audience by leveraging feelings such as happiness, nostalgia,
fear, or excitement to drive associative responses to persua-
sive stimuli [64, 65].

The cultural variations observed with the Likeability prin-
ciple also extend to the Authority principle, where cognitive
and affective processing show different patterns of associa-
tion across the two samples. FI was a significant predictor of
susceptibility to the Authority principle from the outset in the
British sample, and its impact was further strengthened by
the inclusion of NFC in themodel. However, addingNFA did
not lead to significant changes, indicating that while intuitive
and cognitive processes are important for authority-based
persuasion, affective factors may play a less significant role.
This finding is consistent with research in social psychology,
where authority figures are often perceived through a cog-
nitive lens of rationality and expertise, meaning individuals
tend to evaluate authority figures based on their perceived
competence, credibility, and the knowledge they bring to
a situation [66, 67]. Research in organizational behavior
has demonstrated that leaders perceived as knowledgeable
are more effective at influencing decision-making processes
because followers trust their judgments to be based on factual
or rational reasoning [68]. In contrast, none of the predictors
were significant in the Arab sample, highlighting potential
cultural differences in how authority cues are perceived and
acted upon. This variation aligns with Hofstede’s concept
of power distance, suggesting that in higher power distance
cultures like the Arab sample, deference to authority and
hierarchical norms may reduce reliance on individual cog-
nitive or affective processing [46, 69]. NFC was the only
predictor to show significant influence on susceptibility to
the Commitment & Consistency principle in the Arab sam-
ple, emerging as a notable factor only at the final step.Despite
this, the overall predictive power of NFC in explaining sus-
ceptibility to this principle wasminimal across both samples.
This suggests that while individuals with a higher NFC may
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be slightly more responsive to commitment and consistency
cues, this effect is weak and does not generalize across cul-
tures. Interestingly, this result contradicts existing literature
that often highlights the influence of NFC on susceptibility to
commitment and consistency-based persuasion tactics, such
as the Foot-in-the-Door (FITD) technique [70]. The FITD
technique begins with a small request to increase compli-
ance with a larger one later [71]. The lack of significance in
the British sample highlights the variability in how differ-
ent populations respond to this persuasion tactic, potentially
reflecting cultural differences in the importance placed on
consistency in decision-making processes [72].

The influence of cognitive factors is not limited to Com-
mitment & Consistency; they also play a central role in the
Reciprocity principle. FI emerged as a significant predictor
of susceptibility to the Reciprocity principle in both samples.
Integrating NFC and NFA into the British sample increased
the model’s strength and significance. This suggests that
intuitive, cognitive, and affective factors all contribute to
susceptibility to reciprocity-based persuasion, particularly
in the British sample. Although insightful, existing research
rarely shows that intuitive, cognitive, and affective factors
jointly predict reciprocity. Theoretical models in the field
often integrate cognitive elements fromattribution theory and
the affective process of consumer gratitude, proposing that
gratitude mediates the relationship between cognitive attri-
butions and behavioral outcomes in reciprocity [73].

Similarly, cognitive and affective factors were also associ-
ated with susceptibility to scarcity-based persuasion, though
the pattern of influence differs. FI and NFC modestly
improved the model’s ability to predict susceptibility to
scarcity-based cues in the British sample, though neither
predictor was independently significant. The addition of
NFA provided a slight further enhancement, yet no predic-
tor reached statistical significance, indicating a complex but
not strong influence of these factors on scarcity responses.
This finding contrasts with research suggesting that cognitive
factors are generally better predictors of scarcity mindsets,
while affective factors have a less consistent influence [74].
Conversely, in the Arab sample, none of these predictors sig-
nificantly contributed to the model, highlighting potential
cultural differences in how scarcity cues are perceived and
processed.

These findings provide valuable insights into how indi-
vidual differences in NFC, FI, and NFA relate to suscepti-
bility within SE attacks. While these cognitive styles may
influence general susceptibility to persuasion, their effects
are understandably modest in targeted scenarios involving
sophisticated tactics. This aligns with the blended nature of
compliance principles such as reciprocity, commitment, and
authority, which do not rely solely on affective, cognitive,
or intuitive pathways. Prior research shows that NFC and

NFA show the strongest associationswhen stimuli are explic-
itly designed to appeal to cognitive or affective processes
[75–77]. The weaker but patterned effects observed for like-
ability suggest that SE tactics engage multiple processing
routes simultaneously [78]. Notably, our approach, examin-
ing the delta between the presence and absence of Cialdini’s
principles, a method not previously explored in cybersecu-
rity, allows for more precise isolation of each principle’s
influence compared to studies that only assess presence, such
as research on UK rental scammers exploiting social influ-
ence principles to fraudulently obtain deposits [59, 79].

Our methodological choices also speak to broader gaps
identified in the empirical SE literature. Burda et al. [80],
in a systematic review of 169 empirical SE studies, found
that existing experiments only partially reproduce real-world
attacks and that factors such as targets’ cognitive processes
and contextual conditions are often absent from or under-
specified in experimental designs. They further note that the
range of attack scenarios and outcome measures in the liter-
ature is narrower than the actual SE attack surface warrants,
and they point to the need for studies that adopt more eco-
logically grounded and cognitively situated approaches. Our
research responds to this gap by using app installation inten-
tion as the primary outcome variable, contextualized to a
social media scenario, and examining its association with
the cognitive processes through which individuals evaluate
and respond to persuasive cues. Importantly, participation
was conditioned on awareness of potential security risk for
installing the app, ensuring that the observed effects reflect
deliberate risk-acceptance decisions rather than naive com-
pliance. Situating NFC, NFA, and FI as predictors within this
framework aligns with the call by Montañez et al. [15] to
advance a dedicated sub-field at the intersection of cyberse-
curity and psychology that moves beyond broad personality
dimensions toward the cognitive functions and processing
tendencies that mediate susceptibility.

While our findings highlight several significant predictors,
other factors, such as trust propensity, cybercrime awareness,
and perceived source credibility, may also play influen-
tial roles. Previous studies [81–83] have highlighted the
importance of cybersecurity awareness in mitigating sus-
ceptibility to phishing attacks and other cyber threats. This
study treated cultural background as one theoretically moti-
vated contextual dimension in the acceptance of risk. Statman
[39] highlighted that cultural contexts influence how peo-
ple perceive and respond to risks, noting that collectivism
as a cultural dimension is associated with individual risk
tolerance. This study relied on British and Arab datasets
as the cultural dimension to consider, since they exhibited
significant differences in individualism-collectivism, as indi-
cated by Hofstede and other scholars [41, 42]. Additionally,
cultural differences could also affect how individuals from
various regions respond to persuasion tactics. Overall, our

123



Cognition, affect, and intuition as predictors of susceptibility … Page 15 of 18   110 

study underscores the need for further research to explore
additional factors that may influence susceptibility to SE
attacks. Future research could also employ generative AI
to produce social engineering scenarios that are both more
personalized and culturally adapted [84]. While individual
cognitive styles are important, their role in such contexts may
be more complex and less direct than previously assumed.

4.1 Implications

The findings of this study have substantial implications
for refining cybercrime strategies and advancing persua-
sion research. Tailoring cybersecurity training programs to
accommodate individual differences in cognitive styles, such
as NFC, FI, and NFA, can enhance their effectiveness. For
example, individuals with high NFC engage in deeper cogni-
tive processing [36],which can be leveraged by incorporating
detailed analytical content into training programs to miti-
gate heuristic-based manipulations. Conversely, those with
high FI may benefit from interventions that address intu-
itive decision-making and promote critical evaluation of
social cues. While fear appeals, such as highlighting poten-
tial security risks, can be effective in motivating behavior
change, it is important to avoid overwhelmingusers, as exces-
sive fear may lead to defensive avoidance or disengagement
[85]. Training programs could integrate real-world scenarios
emphasizing the importance of skepticism towards persua-
sive tactics, thus reducing vulnerability to SE attacks.

Our study showed that persuasion principles had varying
levels of impact across Arab and British samples, highlight-
ing the need for culturally specificmessaging that aligns with
local attitudes and values [69]. Moreover, the results suggest
incorporating cognitive and affective factors into persuasion
models to better understand influence tactics. Recognizing
that emotional and cognitive processing significantly impact
decision-making can inform the development of more tar-
geted persuasion strategies. Finally, our findings underscore
the importance of considering additional factors, such as trust
propensity and situational context, in developing risk man-
agement strategies. Previous research has highlighted the role
of trust in cybersecurity contexts, where higher trust propen-
sity can both increase and decrease vulnerability depending
on the context [86]. Future research should explore these fac-
tors further to create comprehensive strategies that address
various aspects of susceptibility to SE attacks.

4.2 Limitations of the study

The study’s limitations include potential issues with sample
representativeness, as the Arab GCC and British popula-
tions sampled may not fully reflect broader cultural con-
texts, and the reliance on self-reported data, which could
introduce biases such as social desirability or inaccurate

self-assessment. To counteract the biases associated with
self-reported data, the study incorporated anonymous data
collection and provided participants with the option to with-
draw at any time, reducing potential social desirability
effects. Additionally, we provided graphical representations
of the scenarios to enhance the validity of participants’
responses. Additionally, the cross-sectional design captures
only a snapshot in time, limiting the ability to assess causal
relationships or temporal changes. Cultural specificity is
also a concern, as regional or subcultural differences within
each country are not accounted for. Furthermore, potential
confounding variables, such as participants’ prior experi-
ences with SE, were not controlled for, and statistical power
issues may arise depending on sample size and observed
effect sizes. Additionally, we ensured each scenario repre-
sents only one principle and refined when it was mapped
to more than one. Furthermore, the use of vignette-based
scenarios and a within-subjects design may limit the ecolog-
ical validity of participants’ responses. As participants were
asked to imagine their decisions in hypothetical situations,
their reported choices might not fully reflect actual behavior.
To mitigate this, pre-selection criteria ensured that partici-
pants were familiar with social media group interactions and
perceived some degree of risk when downloading and test-
ing a new mobile app. Participants who selected “Not risky
at all” regarding installing and testing the app were excluded
from the study. In addition, presenting a caution about the
potential risks associated with installing the app before the
scenarios, together with randomizing the order of scenario
presentation, helpedminimize potential biases.Nevertheless,
future studies should incorporate more ecologically valid or
real-world experimental approaches to further enhance the
generalizability of findings.

5 Conclusion and future work

Our study contributes new insights into the role of individ-
ual cognitive styles—NFC, FI, and NFA as they relate to
susceptibility to Cialdini’s principles of persuasion within
the context of social engineering (SE) attacks. In this study,
we intentionally focused on cognitive styles and used a delta
variable to measure the net impact under different persuasion
conditions. To maintain this focus, we excluded contextual
factors such as age, gender, education, and employment,
allowing for a more precise analysis of susceptibility related
specifically to cognitive influences. Using validated scenar-
ios, we examined how these cognitive styles interact with
persuasion tactics such as scarcity, reciprocity, likability,
social proof, commitment and consistency, and authority.
For instance, in the Likeability principle, when NFA was
introduced in the British sample, the model significantly
improved, suggesting that NFA may be a strong predictor
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of susceptibility to this principle. Similarly, for the Reci-
procity principle, the model showed notable improvements
with NFC emerging as a significant predictor for the Arab
sample and FI for the British sample. These findings suggest
that FI, NFA, andNFC collectively enhance themodel’s abil-
ity to explain susceptibility to certain persuasion principles.

Future research should expand on our findings by explor-
ing a broader range of psychological and situational factors,
such as cybercrime awareness, perceived trustworthiness,
cognitive load, stress, and trust propensity, to provide a
more comprehensive understanding of susceptibility to SE.
Specifically, investigating how cognitive styles interact with
contextual variables and trust dynamics in susceptibility to
persuasion tactics within SE contexts would offer deeper
insights. Additionally, examining whether individuals sus-
ceptible to specific persuasion tactics also trust the entity
proposing app installations could enhance our understanding
of decision-making processes. Studies should also con-
sider diverse cultural backgrounds and broader demographic
factors alongside cognitive styles. Finally, interdisciplinary
collaborations across psychology, cybersecurity, and behav-
ioral economics could further enrich the development of
robust defenses against evolving SE threats.
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